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Ciele

» Pochopit, kde sprava zranitelnosti (Vulnerability Management,
VM) zapada do SirSieho ramca riadenia rizik (NIST CSF, ISO
27001/27002, CIS).

* Oboznamit sa s pravnymi/prevadzkovymi poziadavkami v SR
(zakon + vyhlaska) relevantnymi pre VM a povinnosti
prevadzkovatelov ZS a KZS.

* Poznat hlavne triedy nastrojov a procesov pre identifikaciu,
hodnotenie a mitigaciu zranitelnosti (skenery/nastroje, patch
management, konfiguracia, pen-test).

» Ziskat prakticky plan (checklist), ktory mozno preniest do
interného procesu.



Threat

Uvod a nadviazanie na predoslé témy

Asset Vulnerabiity




Nadviazanie na predoslié témy

Aktiva, zranitelnosti, hrozby

« Manazér KB chce byt pripraveny na
akykolvek typ utoku

« zabezpecCit aktiva siete organizacie.
* Na tento ucel je potrebné identifikovat:

- Aktiva (assets) - VSetko, Co ma pre fhreat
organizaciu hodnotu a musi byt chranene,
vratane serverov, infrastrukturnych Risk
zariadeni, koncovych zariadeni a
najvacsieho aktiva — udajov a iného
dusevneho vlastnictva ~

. Zranitelnosti (vulnerabilities) - Slabé Asset Vulnerabiity
miesto v systéme alebo jeho dizajne, ktoré
by mohol utoCnik zneuzit.

- Hrozby (threats) - Akékolvek potencialne
nebezpecenstvo pre aktivum.

'




Nadviazanie na predoslé témy Threat

Hrozba, zranitelnost’ a riziko o

Asset Vulnerabiity

m Vysvetlenie




Nadviazanie na predoslié témy

Identifikacia aktiv

Aktiva = subor vSetkych zariadeni a informacii, ktoré organizacia vlastni alebo spravuje

Sprava aktiv pozostava z:

* inventarizacie vSetkych aktiv

» posudenia z hladiska urovne ochrany potrebnej na prekazenie potencialnych utokov
* vypracovania a zavedenia politik a postupov na ich ochranu.

Tato uloha méze byt narocna, kedze mnohe organizacie musia chranit:

* internych pouzivatefov a zdroje,

« mobilnych pracovnikov

» cloudové a virtualne sluzby. Threat

« Okrem toho musia organizacie urcit’. H
. suU ulozené kritické informacné aktiva
° sa k nim ziskava pristup Asset Vulnerabiity

Informacné aktiva sa liSia, rovnako ako hrozby voci nim.
» kazdeé z tychto aktiv méze prilakat réznych utocnikov,
 ktori maju rozne urovne zrucnosti a motivacie.

'




Preco je manazovanie zranitel'nosti dolezité

Identifikacia zranitelnosti a hrozieb

+ |dentifikacia hrozieb poskytuje organizacii
zoznam moznych hrozieb pre konkrétne
prostredie.

* Pri identifikacii hrozieb je ddlezité polozit’ si
niekolko otazok:
= Aké su mozné zranitelnosti systému?

Threat
= Kto mbze chciet tieto zranitelnosti
zneuzit’ na pristup ku konkrétnym

w
informacnym aktivam®?

= Ake su dosledky (impact), ak sa Asset Vulnerabiity
zranitelnosti systému zneuziju a narusi sa
CIA pre aktiva?




Konceptualny ramec

pre riadenie zranitelnosti




Konceptualny ramec pre riadenie zranitel'nosti

Riadenie zranitel'nosti (Vulnerability Management, VM)

= VM je proces:

identifikacia — hodnotenie — priorizacia — mitigacia — overenie

= a sucast riadenia technickych rizik v ramci:
= NIST SP 800-40 — Creating a Patch and Vulnerability Management Program
= NIST SP 800-30 — Guide for Conducting Risk Assessments

= NIST Cybersecurity Framework (CSF) — core functions and mapping
(Identify/Protect/Detect/Respond)

= [SO/IEC 27002:2022 — Annex A/ Control 8.8 Management of technical vulnerabilities
= CIS Controls — Continuous Vulnerability Management (Control 7) > \

= Zakon o KB €. 69/2018 Z.z. (novel. 366/2024 Z. z.)
+ Priloha C. 1 k vyhlaske 227/2025 Z. z.:
Rozsah bezpecCnostnych opatreni pre oblasti

Cybersecurity

kybernetickej bezpecnosti podla § 20 ods. 2 zakona %% Framework

'




Zakon o KB €. 69/2018 Z.z., novelizacia 366/2024 Z. z.

Zakon o KB 69/2018, novelizacia 366/2024
Cl. |
§ 1 Predmet zakona

Tento zakon upravuje
a) podmienky pre riadenie a zabezpecenie kybernetickej bezpecnosti, najma

3. hlasenie kybernetickeho bezpecnostného incidentu, vyznamnej
kKybernetickej hrozby, udalosti odvratenej v poslednej chvili a zranitelnosti,




Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z.
Pojem zranitelnost’

§ 3 Vymedzenie zakladnych pojmov
(1) Na ucely tohto zakona sa rozumie

g) zranitefnostou akykolvek neziaduci stav alebo chyba technického prostriedku
alebo programoveho prostriedku, alebo nedostatok procesu vratane
nespravne] bezpecnostnej konfiguracie, ktora méze byt zneuzita
Kybernetickou hrozbou,




Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z.
Povinnosti NBU v kontexte zranitelnosti

NARODNY
BEZPECNOSTNY
URAD

§ 5 Urad
(1)

Urad v oblasti kybernetickej bezpe&nosti

s) prijima vnutrostatne hlasenia o kybernetickych bezpecnostnych incidentoch,

kKybernetickych hrozbach, udalostiach odvratenych v poslednej chvilia o
zranitelnostiach,

t) prijima hlasenia o kybernetickych bezpecnostnych incidentoch, kybernetickych
hrozbach a zranitefnostiach zo zahranicia a zabezpecuje spolupracu s
medzinarodnymi organizaciami a organmi inych statov pri rieSeni kybernetickych
bezpecnostnych incidentov s cezhraniCcnym charakterom,




Zakon o KB &. 69/2018 Z.z., novelizacia 366/2024 Z. z.
Uloha CSIRT pre verejné SalS v kyber. priestore SR v kontexte zranitelnosti

§ 6 Narodna jednotka CSIRT E EE@E?(’:DNNJSTNY
g%Urad prostrednictvom narodnej jednotky URAD

IRT na ucCely zverejnovania zranitelnosti
alebo zamedzenia ich zneuzitia plni ulohu . v, oy
koordinatora vo veciach komunikacie o (6) Urad zabezpeci, aby bolo mozné
zistenych alebo nahlasenych zranitelnostiach oznamovat zranitelnosti aj prostrednictvom
medzi PZS, vyrobcom alebo dodavatelom JIS KB vratane anonymnych oznameni a na
produktu IKT alebo sluzby IKT a inymi Ziadost oznamovatela zabezpeéi zachovanie
dotknutymi osobami. jeho anonymity vo vztahu k oznamenym
a) identifikuje a kontaktuje dotknuté osoby, skutoCnostiam.
b? komunikug'e o0 zranitelnosti s vyrobcom (7) Ak ide o zranitelnost tykajucu sa sluzby, ku
alebo poskytovatelom produktu IKT alebo ktorej vykonava sluzby jednotka CSIRT v inom
sluzby IKT, Slenskom $tate Eurdpskej Gnie, postupi Urad
c) oznamuje PZS zranitelnost’, ktora sa ho oznamenie o zranitelnosti tejto jednotke CSIRT
tyka a odporucCi mu opatrenia na zamedzenie a informuje o tom oznamovatela.

|e] zneuzitelnosti; opatrenia na useku kontroly a . , ,
Jriééenia kybernetic:l?ych bezpecnostnych d (8) Urad prostrednictvom CSIRT vykonava
incidentov tym nie su dotknuté, neinvazivne zistovanie a hodnotenie

: . o zranitelnosti verejne pristupnej siete a
923%?%}%’%‘5 EZSIRE osobam ez aIHEN informacného systému v kybernetickom

. . : griestore Slovenskej republiky, ...
e) riadi zverejiiovanie zran )




Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z. @ BNE';F;;%DNNJSTNY
Narodna strategia v kontexte zranitelnosti URAD

§ 7 Narodna stratégia kybernetickej bezpecnosti a narodny plan reakcie na
rozsiahle kybernetické bezpecnostné incidenty a kybernetickée krizy

(2) Narodna stratégia kybernetickej bezpecnosti obsahuje najma

e) identifikaciu opatreni na zabezpecenie pripravenosti a schopnosti reakcie na
Kyberneticke hrozby, zranitelnosti a kybernetické bezpecnostné incidenty a
zotavenia z nich vratane spoluprace medzi verejnym sektorom a sukromnym
sektorom,

(3) V ramci narodnej strategie kybernetickej bezpecnosti sa prijimaju politiky
najma na zabezpecenie

c) riadenia zranitefnosti vratane podpory a sprostredkovania koordinovaného
zverejnovania zranitelnosti,




Zakon o KB €. 69/2018 Z.z., novelizacia 366/2024 Z. z.

Uloha CSIRT v kontexte zranitelnosti CJ> CS' RT.SK

§ 15 Ulohy jednotky CSIRT

(2) Preventivne sluzby sa zameriavaju na prevenciu kybernetickych bezpecCnostnych
incidentov

d) monitorovanim a evidenciou zranitel'nosti, kybernetickych hrozieb, kybernetickych
kriz a kybernetickych bezpecCnostnych incidentov,

1) vykonavanim neinvazivneho zistovania a hodnotenia zranitelnosti verejne
pristupnej siete a informacného systému v rozsahu pésobnosti jednotky CSIRT
podla odseku 1, ktoré nema negativny vplyv na tieto siete a informacné systémy,
ako ani na sluzby, ktoré poskytuju a Cinnosti, ktoré zabezpecuiju,

j) vykonavanim hodnotenia zranitefnosti, ktoré boli zistené podla pismena h), po

dohode so spravcom siete alebo prevadzkovatelom siete alebo prevadzkovatelom
informacného systému,




Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z.
Povinnosti PZS v kontexte zranitelnosti

§ 19 Povinnosti prevadzkovatela zakladnej sluzby

(6) Prevadzkovatel zakladnej sluzby je dalej povinny

h) vytvorit' a zaviest uCinny mechanizmus vcasneho
iInformovania Statutarneho organu a
zodpovednych veducich zamestnancov o
kKybernetickych hrozbach, zranitelnostiach,
kKybernetickych bezpecnostnych incidentoch,
udalostiach odvratenych v poslednej chvil,
moznych dopadoch kybernetickych
bezpecnostnych incidentov, vysledkoch analyzy
rizik a stavu implementacie osetrenia rizik s
cielom dodrziavania tohto zakona,

'




Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z.
Povinnosti PZS v kontexte zranitelnosti ’

§ 24 Hlasenia

(5) Prevadzkovatel zakladnej sluzby prostrednictvom
jednotného informacného systemu kybernetickej bezpecCnosti hlasi aj

a) vyznamnu kyberneticku hrozbu, o ktorej sa dozvie,

b) udalost odvratenu v poslednej chvili, ktora mohla spdsobit’ zavazny kyberneticky
bezpecnostny incident,

c) zranitelnost’ nim prevadzkovanych verejne dostupnych sieti a informacnych systémoy,
ktora podla dostupnych informacii a technickych znalosti méze byt zneuzita na
sposobenie zavazneho kybernetickeho bezpecnostneho incidentu a prevadzkovatel
zakladnej sluzby nemohol v primeranom Case prijat opatrenia na jej odstranenie alebo

znizenie rizika.

'




Zakon o KB €. 69/2018 Z.z., novelizacia 366/2024 Z. z.
1 z 18 bezpecnostnych opatreni

§ 20 Bezpecnostné opatrenia
(1) ... prijimaju sa s cielom

a) identifikovat’ zranitelnosti, kybernetické hrozby
a rizika,

d) reagovat’ na identifikovane zranitelnosti a
Kyberneticke bezpecnostne incidenty a
minimalizovat ich vplyv na siete a informacné
systemy a

(2) Bezpelnostné opatrenia sa prijimaju aspon pre

b) spravu zranitelnosti a kybernetickych hrozieb,

'




Priloha ¢. 1 k vyhlaske 227/2025 Z. z.: ,,Rozsah bezpec¢nostnych opatreni pre oblasti KB podla § 20 ods. 2 zakona*

Bezpelnostné opatrenia pre spravu zranitefnosti a kybernetickych IKT - [IKT- |OT- |OT-

Polozka

hrozieb podla § 20 ods. 2 pism. b) zakona prijima PZS tak, ze: MASEIVAS

je zabezpecCena informovanost’ o identifikovanych kybernetickych hrozbach s
cielom prijat primerané bezpecCnostné opatrenia vratane kybernetickych
hrozieb Specifickych pre informacné a komunikacné technologie (IKT) a
operacné technologie (OT)

12 ANO | ANO | ANO | ANO

su ziskavaneé informacie o zranitel'nostiach pouzivanych informacnych
13 systémov vratane hodnotenia, do akej miery su tieto systémy zranitelné a ANO | ANO | ANO | ANO
prijimania vhodnych opatreni na ich mitigaciu

14 je najmenej raz rocne vykonavané pravidelné posudzovanie zranitefnosti ANO| - | ANO | ANO

15 je najmenej raz za 6 mesiacov vykonavané pravidelné posudzovanie o e | ]
zranitelnosti

16 su urcené priority aktualizacii na zaklade posudenia rizik a analyzy vplyvov | ANO | ANO | ANO | ANO

na webovom sidle su zverejnené kontaktne udaje pre nahlasovanie zistenych , .
7 ranitemosti B el R B

'
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Oblasti zaujmu (KB je jedna z nich)

MITRE corporation

= * 1958, neziskova spoloCnost z USA,
ktora sluzi ako objektivny poradca v
oblasti systémového inzinierstva pre
vladne agentury, vojenské aj civilné Aerospace
= Povazuje sa za doéveryhodnu pri
poskytovani vysledkov a odporucani
zalozenych na udajoch bez konfliktu
Zaujmov
= zjednotenie viady, priemyslu a
akademicke] obce na spolupracu pri
rieSeni velkych spoloCenskych ~ , = A
vyziev, od reakcie na pandémie cez Defense & Intelligence Government Innovation
bezpeclnost’ na dialniciach, socialnu
spravodlivost az po KB f

= prevadzkované

(FFRDCs)

= v sucCasnosti MITRE prevadzkuje
Sest zo 42 existujucich juuaa

Health

Homeland Security Telecom



https://www.mitre.org/our-impact/rd-centers
https://www.mitre.org/focus-areas

Common Vulnerabilities and Exposures (CVE) Database

= Americka vlada sponzorovala MITRE Corporation, aby vytvorila a spravovala kataldg
znamych bezpecnostnych hrozieb s nazvom Common Vulnerabilities and Exposures (CVE).

= Zamer programu CVE pre verejne zname bezpecnostné zranitelnosti je:

identifikovat a definovat' definuje jedinecné CVE identifikatory Root — manazerske funkcie
katalogizovat a uchovat  k dispozicii je 296 000 zaznamov CVE, ktoré je CNA (CVE Numbering Authority) -
mozné vyhladat a stiahnut operacne funckie
Kazdy obsahuije: CVE Working
v . . T VINT . CVE Board g Secretariat
= CVEID so Styrmi alebo viacerymi Cislicami Groups

v Casti poradového Cisla daného ID (napr. ,CVE-

1999-0067¢, ,CVE-2014-12345“, ,CVE-2016-
76 5 4 32 1 u). To:;L::el Tos;L:tvel
= Strucny chyby zabezpecCenia
= Akékolvek relevantné (t.j. spravy o M M m

zranitelnosti a upozornenia).

= Stav: Rezervované/Zverejnené/Odmietnuté

=



https://www.cve.org/
https://www.cve.org/Resources/Roles/Cnas/CNA_Rules_v4.1.0.pdf
https://www.cve.org/ResourcesSupport/AllResources/CNARules
https://cve.mitre.org/about/faqs.html#cve_entry_descriptions_created
https://cve.mitre.org/about/faqs.html#cve_entry_references

Rejected CVE

Podla pravidiel MITRE a CNA sa zaznam oznacCi ako REJECTED v tychto pripadoch:
= Chyba pri pridelovani
= CVE identifikator bol prideleny omylom, hoci zranitefnost v skutoCnosti neexistovala.
= Typické pri ,false positive” alebo nespravne interpretovanom spravani softvéru.
= Duplicitné zadanie
= Rovnaka zranitefnost bola nahlasena viackrat a dostala viac CVE ID.

= V takom pripade sa nechava jedno ,platné” CVE, ostatné sa oznacCia ako REJECTED s
odkazom na spravny zaznam.

= Nespina kritéria CVE
= Hlaseny problém sa nakoniec vyhodnoti ako ,nepredstavuje bezpecnostnu zranitelnost™
podla pravidiel CVE Programu.
= Napriklad ide o funkénu chybu, neskodny bug alebo spravanie mimo scope CVE.
= Administrativhe dévody
= Niektoré CVE ID sa alokuju dopredu (pre vendorov alebo pre konkrétny Casovy ramec).
Ak sa nakoniec nepouziju, vratia sa spat a oznacia sa ako REJECTED.

"This candidate was rejected. Reason: It was a duplicate of CVE-XXXX-YYYY."
'




Viac ako 476 partnerov z 35 krajin participuje

Su CNA partneri aj zo SR?

Rola Typ Krajina*
programu | organizacie

Partners by Country

S ESET, spol. s Len vSetky produkty ESET a Dodavatelia a Slovak
i r.o. zranitelnosti objavené spolo¢nostou projekty, Republic
| ESET, ktoré nie su pokryté inym vyskumnici
rozsahom CNA zranitefnosti
NEVEINGY ST Zranitelnosti v softvéri zistené CNA Narodné a Slovak
STYAT A1 -0l National Cyber Security Centre SK- priemyselné  Republic
SK-CERT CERT a zranitelnosti nahlasené CERTs

National Cyber Security Centre SK-
CERT na koordinované zverejnenie,
ktoré nie su v pésobnosti iného CNA

*



https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/ProgramOrganization/CNAs

Priklad: CVE s CVSS skore

= zranitelnost' protokolu DES a 3DES:
AXCVE-2016-2183 Detail

Current Description

The DES and Triple DES ciphers, as used in the TLS, SSH, and IPSec protocols and other protocols and products, have a
birthday bound of approximately four billion blocks, which makes it easier for remote attackers to obtain cleartext data
via a birthday attack against a long-duration encrypted session, as demonstrated by an HTTPS session using Triple DES
in CBC mode, aka a "Sweet32" attack.

+View Analysis Description

Seve rlty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

WNIST: NVD Base Score: - Vector:

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

'

QUICKINFO

CVE Dictionary Entry:
CVE-2016-2183

NVD Published Date:
08/31/2016

NVD Last Modified:
08/16/2022

Source:

Red Hat, Inc.



Attack Vector vs Attack Surface

Vector = Attack vector = Access Vector |

Vector:
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N Ways to Enter

= sposobu, akym moze byt zranitelnost’ zneuzita
= odkial’ alebo akym sp6sobom uto¢nik moéze spustit’ utok, aby
zranitelnost vyuzi
= hlavné typy attack vectorov v CVE/ NVD databazach (podfa CVSS —
Common Vulnerability Scoring System)
= Network (N) — zranitelnost méze byt zneuzita cez siet (napr. internet, LAN).
= Adjacent (A) — utoCnik musi byt ,blizko” v sieti (napr. v rovnakej Wi-Fi sieti).
= Local (L) — utoCnik musi mat lokalny pristup k systému (napr. pozivatelsky ucet
alebo terminal).
= Physical (P) — utoCnik musi fyzicky manipulovat’ so zariadenim (napr. USB port,
zariadenie).

'




C./SS

COMMON VULNERABILITY
SCORING SYSTEM

Hodnotenie zranitelnosti




Common Vulnerability Scoring System (CVSS)

P J
rehl a o < c 25 first.org/ovss/v4.0/specification-document G g & ¥ O 0

= nastroj na hodnotenie zranitelnosti
(vulnerability assessment tool)

= uvadza spoloCné atributy a

zavaznost’ zranitefnosti - f
o, . , , , Scoring System (CVSS-SIG)

= v pocitacovych hardverovych a - . ‘ c 2 ss
/4 ’ 4 alculator

softvérovych systémoch Specification Document

User Guide

= poskytuje standardizované skore = eampis Common Vulnerability Scoring System version 4.0:

Frequently Asked Questions

zranitelnosti cvssva0 Documentation & Specification Document

Resources

- k t H t Y ~ CVSS v3.1 Archive
POSKyluje otvoreny ramec S CVSS 3.0 Archive
. . v ’ CVSS v2 Archi The Common Vulnerability Scoring System (CVS5) is an open framework for communicating the characteristics and
metrl kam I y pre VsetkyCh vsS :1 A:Eh::g severity of software vulnerabilities. CVSS consists of four metric groups: Base, Threat, Environmental, and

) a o Relaunch to update
-

Also available in PDF format

7 t r JSON & XML Data Supplemental. The Base group represents the intrinsic qualities of a vulnerability that are constant over time and across
pouz I Va e OV Representations user environments, the Threat group reflects the characteristics of a vulnerability that change over time, and the
, . ign y . , . CVSS On-Line Training Environmental group represents the characteristics of a vulnerability that are unique to a user's environment. Base
u poma ha p rio rltlzovat zZran |te| nOStl Case metric values are combined with default values that assume the highest severity for Threat and Environmental metrics
Identity & logo usage to produce a score ranging from 0 to 10. To further refine a resulting severity score, Threat and Environmental metrics

- F I RST _ The FO ru m Of I nCident can then be amended based on applicable threat intelligence and environmental considerations. Supplemental metrics

do not modify the final score, and are used as additional insight into the characteristics of a vulnerability. A CVSS vector

ReS ponse a nd Secu rity Tea mS . string consists of a compressed textual representation of the values used to derive the score, This document provides

the official specification for CVSS version 4.0.

. bOIO U rCene akO Spravca CVSS The most current CVSS resources can be found at https://www.first.org/cvss/
| aby pod po rl IO Jeho prljatle na CVSS is owned and managed by FIRST.Org, Inc. (FIRST), a US-based non-profit organization, whose mission is to help

computer security incident response teams across the world. FIRST reserves the right to update CVSS and this
Celom Svete document periodically at its sole discretion. While FIRST owns all rights and interest in CVSS, it licenses it to the public
freely for use, subject to the conditions below. Membership in FIRST is not required to use or implement CVSS. FIRST



https://www.first.org/cvss/v4.0/specification-document

Common Vulnerability Scoring System (CVSS)

CVSS Metric Groups

u CVSS pOUZiva trl Skuplny Base Metric Group Tempgral Metric
’ ’ . roup
metrik na posudenie
zran Itel’nostl' Exploitability metrics Impact metrics

Zrelost’

Base Metric Group: Attack Vector

Predstavuje charakteristiky

Confidentiality Exploit Code
impact Maturity

zranitelnosti, ktoré su
konstantné v priebehu Casu aj v [

Naprava
Integrity Impact Remediation Level

réznych kontextoch

Temporal Metric Group: Privileges Required
Meria charakteristiky

Doévera
Availability Impact Report Confidence

Environmental Metric Group

Modified Base
Metrics

Confidentiality
Requirement

Integrity
Requirement

zranitelnosti, ktora sa méze
c¢asom menit, ale nie v User Interaction
pouzivatelskych prostrediach

MEnvironmental Metric Groups
Meria aspekty zranitelnosti,
ktoré su Specifické v prostredi

Availability
Requirement

konkrétnej organizacie
'



Common Vulnerability Scoring System (CVSS)

Proces CVSS

= Proces CVSS vyuziva nastroj s nazvom CVSS v4.0 Calculator

= Calculator je ako dotaznik, v ktorom sa robia volby popisujuce zranitefnost v
kazdej skupine metrik

= Neskoér sa a zobrazi sa Ciselné hodnotenie zavaznosti

Ukazka pre vypocet podfa CVSS v4.0 Calculator

Attack Vector (AV) Scope (S)
m Adjacent (A) Local (L) Changed (C)
Attack Complexity (AC) Confidentiality (C)
High (H) None (N) High (H)
Privileges Required (PR) Integrity (1)

MNone [N) Low (L) None (N) High [H)
User Interaction (U1) Availability (A)
Required (R} Low (L) | | High (H)

Vector Stri NG - CVSS:31AV:NACLPRHULNS:WCLLLIAIN


https://www.first.org/cvss/calculator/4.0

Common Vulnerability Scoring System (CVSS)

Proces CVSS (Pokr.)

, Metrics
= Po vyhodnoteni
skupiny Base A A Base Base
Metnc Group: nastaveni sa uz nemeni Formula Score
= Sa vyhodnotia
hodnoty skupin Metrics
Temporal a T '
. T | Metric G emporarily
Environmental Nastavend vendorom: po FTempl- Adjusted
i veni sa & : ormula
MetrIC Group ?na;:? eni sa ¢asom stéle u Score
= Atie modifikuju
Metric Group
] aby pOSkytll Enviromental Metric Group Env. Environmentally

Nepovinne nastavované

celkové skoére. koncovymi pouZivatelmi Formula Adjusted Score




Common Vulnerability Scoring System (CVSS)

CVSS Reports

= Cim vyssie je hodnotenie zavaznosti =)
= tym vacsi je potencialny dopad zneuzitia
= tym vacsia je naliehavost’ riesenia tejto
zranitelnosti.

= Akakolvek zranitelnost presahujuca 3.9
by sa mala riesit’.

= Rozsahy pre CVSS skore a
zodpovedajuci kvalitativny vyznam je
uvedeny v tabulke >>

C./SS

COMMON VULNERABILITY
SCORING SYSTEM

Rating CVSS Score

Low 0.1-3.9
Medium 4.0-6.9

MCVSS > 3.9 !l




Common Vulnerability Scoring System (CVSS) - f
Skenery/nastroje maju svoje urcovanie ,,severity*“ 2

» Priklad: GVM Severity COMMON VULNERABILITY
= Mapovanie CVSS (z NVT feedu) na 3 kategorie SCORING SYSTEM
Rating CVSS Score Rating CVSS Score

None 0
Low 0.1-3.9 Low 0.1-3.9
Medium 4.0-6.9 Medium 4.0-6.9

Critical ~  19.0-10.0 9.0-10.0
(len v novsich verziach)

False Positive / |oznagenie vysledku ako
Error chybovy alebo nerelevantny

M CVSS >3.9 1



DalSie informaéné zdroje o zranitelnostiach

National Vulnerability Database (NVD)

) httpsy//nvd.nist.gov/vuln, A Ty (o) o

BE An official website of the United States government Here's how you know v

Skore CVSS nie je uvedené v zozname i
CVEs na NIST = VD MENU

= Je uvedene v inej databaze, tzv. NVD: [EESmmaesrsssy

DATABASE

NATIONAL VULNERABILITY DATABASE NISI-T,WD

National Vulnerability Database (NVD): Search Vulnerability Database

" VyUZiva |dent|f|két0ry CVE d pOSkthJe Try a product name, vendor name, CVE name, or an OVAL query.
dodatoCné informacie o

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from

zranitelnostiach
= skore zranitelnosti CVSS Search Type Contains HyparLinks
= technické detaily :B“T;Md Eislm;w S
= dotknuté subjekty ® Ovenvew O statstis N
= zdroje na dalsie vySetrovanie. Keyword search e
= Databazu vytvorila a spravuje NIST S R
" National Institute of Standards and R iyt Samicn.

Technology (NIST) viad



https://www.cve.org/
https://nvd.nist.gov/vuln/search

Zhrnutie databaz, ich ucelu a kto ich spravuje

CVE, CVSS, NVD

Skratka Hlavny ucel
databazy spravu I y

CVE (Common Jedinec€ny identifikator pre Poskytnut jednotny identifikator pre
Vulnerabllltles kazdu znamu zranitelnost. MITRE  zranitelnost, aby sa o nej dalo

and Exposures)Napr. CVE-2025-12345 konzistentne komunikovat

CVSS

Standard na hodnotenie

(Common . . o . Poskytnut metriku, ktora vyjadruje,
- zavaznosti zranitelnosti . . o )
Vulnerability v ) ) FIRST ako nebezpecna je zranitelnost a
) pomocou ciselného skore , . Ve .y
Scoring aka je pravdepodobnost’ jej zneuzitia
(0-10)
System)
NVD (National Verejna databaza, k’tora spaja Cent_ral,lzovgny zdroj |Enior_macu 0
. CVE ID s CVSS skore, NIST zranitelnostiach, umoznuje
Vulnerability . b e e : .
popisom, opravami a dalSimi (USA) vyhladavanie podla produktu, skore,
Database) . . Ny
udajmi vektora utoku a iné

'




Automatizacia, alebo.. aby to nebolo len ,,na papieri*

SCAP - Security Content Automation Protocol

= SCAP je subor standardov a Specifikacii navrhnutych tak, aby umoznili:
= automatizovanu spravu zranitelnosti
= audit konfiguracii
= meranie stavu zabezpecenia
= hodnotenie zhody s bezpecCnostnymi politikami

= Zranitelnost sa zhromazduje a uchovava pomocou SCAP
= vyhodnocuje informacie a priraduje jedinecné ID pre zranitelnost

= Verzia: 1.3

= Stav: konecCny

= Specifikacia:

Nastroje SCAP:

= The SCAP Content Validation Tool

= navrhnuty na overenie spravnosti toku udajov protokolu SCAP
pre konkrétny pripad pouzitia podla toho, Co je definované v SP 800-126

= Mozno stiahnut: (49 MB), SHA256 na webe..

'



https://csrc.nist.gov/publications/detail/sp/800-126/rev-3/final
https://csrc.nist.gov/csrc/media/Projects/Security-Content-Automation-Protocol/tools/scap/1.3/scapval-1.3.6-rc3.zip

Security Content Automation Protocol

SCAP = (OVAL sa pouziva na popis
bezpecCnostnych zranitelnosti
alebo pozadovanej konfiguracie
" Jazyky SCAP: . OUAL definicie
= XCCDF: The Extensible Configuration Checklist Description Format - definuju bezpeény stav
= OVAL®: Open Vulnerability and Assessment Language niektorych objektov v pocitaci:
- ) v = konfiguracné subory
= Hlavna SUCGSt Standardu SCAP n povo|enia suborov
= OCIL: Open Checklist Interactive Language = procesy, ...
. = sa vyhodnocuju pomocou
= Asset Identification timocnika nazyvaného scanner
= ARF: Asset Reporting Format = CPE
T+ Qo 2 = gsluzi na identifikaciu IT
" ldentifikacne schemy | | platforiem a systémov
= CCE™: Common Configuration Enumeration pomocou jednoznacne
™ C Platf E ti definovanych nazvov
u CPE . ommon auorm numeration m Zahr"ﬁa aj metédy na kontrolu
= Software Identification (SWID) Tags mien oproti systému a format
o popisu na viazanie textu a
= CVE®: Common Vulnerabilities and Exposures testov ha meno
- Metriky . E:Wzlf)znam slabych stranok
= CVSS: Common Vulnerability Scoring System softvéru
. i i i = poskytuje tiez informacie o
: CCS_S. Common Configuration Scoring System rovenci, implementact a
u Integnta zmiernovani slabych stranok

= TMSAD: Trust Model for Security Automation Data

'



https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3

Coho vsetkého sa tyka...

Testovanie zranitelnosti siete
= zahrna tieto 3 aktivity:

Aktivita | _________Popis | Nastrojeatimy

SimpleRisk, Eramba, Monarec, ...
Manazer rizik, Specialista na
analyzu rizik, interni alebo externi
konzultanti, ramce riadenia rizik.

GVM (OpenVas), Rapid7, Nessus,

Jednotlivci vykonavaju komplexnu analyzu
Risk analysis = dopadov utokov na kritické aktiva a
fungovanie spolocnosti

Skenovanie hostitela, skenovanie portov, Qualys, Nmap, Ovasp-Zap,
Vulnerability skenovanie inych zranitefnosti a sluzieb, Microsoft Baseline Analyzer, ...
Assessment manazovanie zaplat/oprav (patch Bezpecnostni analytici, analytici

management) zranitelnosti, systémovi

administratori.

Metasploit Framework, CORE
Impact, Burp Suite, Aircrack-ng, ...
Eticki hackeri, penetracni testeri,
red team, bezpecnostni konzultanti.

Pouzitie hackerskych technik a nastrojov na
preniknutie cez sietovu obranu a
identifikaciu hlbky potencialneho prieniku

Penetration
Testing




Hrozby — popis a modelovanie

Pre zdiel'anie informacii o hrozbach (utoky, malver, ...)
Ako popisat vzory utocnych vektorov?
Aké standardy a nastroje su dostupné pre popis hrozieb?

39



Putting it all together BN G

Vulnerability




OVAL _  XCCDF

Common Attack Pattern Enumeration and Classification

CAPEC

= Zdielany standard indexovania pre
bezné vzory utokov pouzivané pri
zneuzitiach alebo malveri

CPE

Vulnerability

= Databaza utokovych vzorov — opisuje
sposoby, ako méze utocnik zautocit’,
napr. ,SQL Injection®, ,Privilege
Esc_alatlon _algbo ,_Ph'tsfl'ng et Priklady znamych vzorov Gtokov:
= Popis na vyjadrenie utoénych vektorov . e
= Penetration Testing Management .HTI_P. Respon_se =g, )
Platforms Sessmn_leatlon ( )
= vyuzivaju CAPEC na mapovanie do "Cross S_"te _Request Forgery ( )
Attack Chains, ktoré mozu byt tiez *SQL Injection ( )
prepojené s ramcom MITRE ATT&CK *Cross-Site Scripting ( )
= Aby poskytli uplny obraz *Buffer Overflow ( )
= Celkovy pocet vzorov utokov: 559 *Clickjacking ( )
(zoznam ver. 3.9) ‘Relative Path Traversal ( )
= Sluzi pre threat modeling, vzdelavanie, *XML Attribute Blowup ( )

penetracné testovanie alebo integraciu
do TI platforiem. .
P


https://capec.mitre.org/data/definitions/34.html
https://capec.mitre.org/data/definitions/61.html
https://capec.mitre.org/data/definitions/62.html
https://capec.mitre.org/data/definitions/66.html
https://capec.mitre.org/data/definitions/63.html
https://capec.mitre.org/data/definitions/100.html
https://capec.mitre.org/data/definitions/103.html
https://capec.mitre.org/data/definitions/139.html
https://capec.mitre.org/data/definitions/229.html
https://capec.mitre.org/community/usage.html

Integracie CAPEC m

Hlavné typy nastrojov, ktoré CAPEC vyuzivaju:
1. Threat Modeling Tools

= Microsoft Threat Modeling Tool — integruje CAPEC attack patterns na podporu analyzy a identifikacie
hrozieb.

=  OWASP Threat Dragon — pri modelovani utokov méze vyuzit CAPEC vzory pre kategorizaciu utokov.

= IriusRisk — komercny nastroj pre threat modeling, podporuje CAPEC pre identifikaciu a klasifikaciu
hrozieb.

2. Penetracné testovanie / Red Team Tools
= Niektoré komer¢né penetracné testovacie platformy alebo simulatory utokov (napr. Core Impact,
Immunity Canvas) odkazuju na CAPEC attack patterns pri generovani testovacich scenarov.
3. Security Education & Research Tools

=  CAPEC je Casto integrovany do vzdelavacich platforiem a laboratérii, napr. MITRE ATT&CK + CAPEC
pre vyucbu identifikacie a prevencie utokov.

= R&zne akademické nastroje vyuzivaju CAPEC ako referencny zdroj utokovych vzorov pri Studiu
kybernetickej bezpec€nosti.

4. Vulnerability Management / Threat Intelligence Platforms

=  Niektoré Tl platformy a SIEM nastroje mézu importovat CAPEC attack patterns na mapovanie
incidentov alebo klasifikaciu utokov podfa znamych vzorov.

'




Malware Attribute Enumeration and Characterization

Standard MAEC ™

= komunitou vyvinuty Strukturovany jazyk

= na kodovanie a zdielanie vernych informacii o malveri OVAL  XCCDF
na zaklade atributov:
= spravania
= artefaktov
= vztahov medzi vzorkami malvéru, ...

Vyhody:

= Eliminacia nejednoznaénosti a nepresnosti v popisoch
malveru

= Znizena duplicita usilia o analyzu Skodlivého softveru

= \lylepSené vSeobecné povedomie o malvéri

= Znizena celkova doba odozvy na hrozby skodliveho
softveru

Intergraciu MAEC maju rézni dodavatelia sandboxov,
EDR/CTI rieSeni a analytickych nastrojov

Vulnerability

Reportovaci modul Cuckoo Sandbox 2.x vytvara vystup
MAEC 5.0

'



https://maecproject.github.io/about-maec/

Globalne dostupna znalostna baza o taktikach a technikach protivnika AA
MITRE ATT&CK (v17 — Oktéber 2025) ATTIé(r(BKE

= je celosvetovo dostupna vedomostna baza protivnikovych taktik a technik
zalozena na skutoChom pozorovani

= pouziva sa ako zaklad pre vyvoj Specifickych modelov hrozieb a metodologii
= v sukromnom sektore

= vo vladnom sektore
= v komunite produktov a sluzieb kybernetickej bezpecnosti

= Aktualna verzia MITRE ATT&CK je v17.1 — platna od 22. aprila 2025
= ATT&CK sa priebezne aktualizuje (major-releases spravidla dvakrat roCne)




Initial Access
11 techniques

Persistence
23 technigues

Execution
16 technigues.

Resource Development

Reconnaissance
i Btechniques

Privilege Escalation
10 technigues 4

14 techniques

Defense Evasion
A3 technigues.

17 technigues.

Discovery
33 technigues

Globalne dostupna znalostna baza o taktikach a technikach protivnika

MITRE ATT&CK (v17 — Oktober 2025)

Credential Access

Lateral M Coll
9 techniques 17 techniques

Command and Control

18 technigues

Exfiltration
@ techniques.

Impact
15 technigues

Abuse Elev
Mechanism

Account Manipulation 7,

Cloud Administration

vation Control

Compromise Host
Binary
Stage Capakilities 5

telationship

- Valid Accou
Oremed Websites

Wi-Fi Networks

BITS Jobs

Build Image on Host

in or Tenant Policy
Ccation

Email Spoofing

Execution Guardrails iz

Serverless Execution
External Remote
Shared Modules

ion Flow

|H_acrEx

Exploitation for Defens

1 Toals

nstrumentation

Pomahaju SIEM/EDR nastrojom vyho

nejaka technika ¢

Meodify Cloud Resource Hierarchy

Modify Registry

Cloud Storage Object D

Container and Resource
Debugger Evasion

ice Diriver Dis:

ery

Adversary-in-the-hidd

oud Storage

Data Encoding

Data Obfus

Dynamic Resalution

Domain Trust Discovery
File and Directory Discovery

Group Palicy Discovery

ork Share Discovery

ork Sniffing

Encrypted Channel z;

Endpaint Denial of Servi

Fallback Channels

Hide Infi

Ingress Tool Transfer
Multi-Stage Channels

Mon-Application Layer
Pratocal

Non-Standard Port

Pratocal Tunne

s Discovery
Query Registry

Remote System Discovery

zer Dizcovery

e Discovery

*14 taktik
*211 technik

*468 sub-technik

*166 skupin (threat actor entities)
755 softvérovych nastrojov (pre

realizaciu utokov)

*47 kampani (série utokov alebo
operacii, ktoré su spojene s urcitou
skupinou alebo hrozbou)

*44 mitigacii (pre techniky)

«37 datovych zdrojov (Napr. logy,
sietovy traffic, udalosti z antivirusu, ..)

Financial Theft

ware Corruption
Scheduled Transfer

ystem Recovery
sfer Data to Cloud

Service Stop

ystem Shutdown,




CAPEC and ATT&CK by MITRE

CAPEC ATT&CK
= Zameriava sa na bezpeénost " Zameriava sa na obranu siete
aplikacii = Zalozené na spravodajstve o hrozbach (threat

intelligence) a vyskume red timu

| VIROIENE) ZTEUPAIE) [Tl = Poskytuje kontextove pochopenie skodliveho

zraniteflnym systemom

spravania
= popisuje spolocne atributy a = opisuje operacné fazy v zivotnom cykle protivnika,
techniky pred a po zneuziti (napr. Persistence, Lateral
= SQL Injection, XSS, Session Fixation, Movement, Exfiltration)
Clickjacking = podrobne popisuje Specifické taktiky, techniky a

= Zahir - : Ty postupy (TTP), ktoré pouzivaju utocCnici pri
sinliniet Sediel Snel nigerinig pokrogilych a perzistentnych hrozbach (APT)
Su pply chain = na realizaciu svojich zamerov pri zacieleni,
.oy kompromitovani a fungovani v sieti svojej obete
= Suvisi s Common Weakness ; : . . ,
: = Podporuje testovanie a analyzu moznosti
Enumeration (CWE) obrany

B htt*s://attack.mitre.or/


https://attack.mitre.org/

CAPEC and ATT&CK by MITRE

Ako spolu suvisia...
* Mnohé vzory utokov vymenovane CAPEC su vyuzivaneé protivnikmi prostrednictvom
Specifickych technik popisanych ATT&CK.
« Toto umoznuje kontextove pochopenie vzorov utokov v ramci operacného zivotného
cyklu protivnika
» Vzory utokov CAPEC a suvisiace techniky ATT&CK sa medzi sebou (v pripadoch ked je to
mozné a vhodné) na seba odkazuju (cross referencing)

Pouzite CAPEC na: Pouzite ATT&CK na:
= Modelovanie hrozieb aplikacii = Porovnanie obrannych schopnosti pocCitacove;
siete

" Skolenie a vzdelavanie vyvojarov Obranu proti Advanced Persistent Threat
= Penetracné testovanie (pokrocilej pretrvavajucej hrozbe)

= Hladanie novych hrozieb (Hunting..)
= Zlepsenie spravodajstva o hrozbach
= CviCenia emulacie protivnika

'




Cyber Threat
Intelligence

cty ¢ =~ Zdielanie informécii o hrozbach (CTI)

48



Ministerstvo pre vnutornu bezpeénost’ USA

U.S. — Department of Homeland security (DHS)

. v , , , . . ., Xews: U.S. Immigration 2
= je urCené ako Sektorova agentura pre riadenie rizik pre 3; sl Ciastosis - o

sektor kritickych sluzieb, ktory poskytuje sluzby v oblasti G Hnlercenient

prevencie, pripravenosti, reakcie a obnovy pocCas

kazdodennych operacii aj reakcie na incident United States United States Secret Transportation

v . v . . . . Immigration and Service (USSS) Security
= operacné a podporne zlozky, ktoré v suCasnosti tvoria Customs Administration

DHS: Enforcement (ICE) USSS safeguards the (TSA)

i o~ . LTS €8 Management JAE¥fFe Scienceand J38¥r . Countering Weapons
f@° gnii (I:::lﬁrgli];tll% - & 2 G@ Directgorate 1@ Technology @ of Mass Déstruction
5 Services Nl /s = =,

.. . . . Management Science and Countering Weapons

U.S. Citizenship and United States Coast United States Directorate Technology of Mass Destruction

Immigration Guard (USCG) ggg:z;zzl}g gg)fdef Directorate (S&T) Office (CWMD)

SEY T “’“}"* Citizenshipand
= °H",. PART); SEARTY, =) I S
fy ) Q@ﬁ FEM A :”r&/_\;};’a Intelligence NOUF Office ‘?f @ (ﬁnn?gilgé‘;‘ﬁ;‘;ﬁ i
B Y CmERVHERASTRUCTURE ) “D“.@é‘ %;Q)iﬁ' and AIl&lYSiS %@t Operatlons

NZ: Coordination @ OIDO
ffice of the Immigration

fgg_igst‘:ﬁlclﬂlzand g;:;;gtﬁﬁ:ﬁig:;g cy E;%ﬁ;ill]‘f ::lt Office of Intelligence Office of Operations Ombudsman Offices
Security Agency (FEMA) Training Center and Analysis Coordination (OPS)
(CISA) (FLETC)



https://www.dhs.gov/operational-and-support-components

Threat Intelligence Services

Automated Indicator Sharing X Security

« The Automated Indicator Sharing (AlS) je
bezplatna sluzba, ktoru ponuka U.S DHS
— by CISA

* AlS umoznuje vymenu indikatorov
kybernetickych hrozieb v realnom Case

CYBERSECURITY
& INFRASTRUCTURE

SECURITY AGENCY ([

medzi = Ako sa zdiela:
« U.S. Federal Government = Pomocou protokolov:
* a privatnym sektorom = Na popis — STIX

* AIS vytvara ekosystém, ked je * Na prenos - TAXII

rozpoznana hrozba

* Neskoér sa okamzite zdiela s komunitou,
aby im pomonhla chranit' ich siete pred
danou hrozbou

- Co sa zdiela:
« CTls - cyber threat indicators
+ DM - defensive measures

'



https://www.cisa.gov/ais

Automated Indicator Sharing

Open Standards for AIS

= AIS pouziva otvorené standardy:
- STIX™ (DHS

Structured Threat Information
Expression for CTls and DMs

Commercially Available
Threat Information Resources
DHS Cyber Programs

and Indicator Feeds

~

. , Partner Submitted Indicators
—— (a) Shared AIS Indicators

Machine-sanitized

for machine-to-machine
communications

= protokol aplikacnej vrstvy, ktory rescurces to enrich Analysis-Enrich

umozriuje komunikaciu CTls cez B\ AEsheresindicator )] ALS Indicators
HTTPS \_ ~_J/ (b) Partner Submitted Indicators
= ma podporu pre STIX

N ..
Processes I@ taxii Federal ISACSs &
- E:gtia;ﬂngwaw server .:ﬂgem:y ISACS

® |Leverage information

information @ Automated processes AlS Indicators
, , . & Filt T
= datovy model na popis 1R Arofymize X S
ol Protect privacy and LT ERTTTERENT) —— Sector
[ ] ™ ; Civil Libeerties Territorial ¥ Partners
Trusted Automated Exchange of CTls g _ Al
= Analyst Enrichmant chent
£
&
s
k4
(=]

. _ - _ (c) Submitted Indicators \ )
= CISArespektuje sukromie v Dy using.a Web form
OrganlzaC“ (d) Submitted Indicators <3

by using Email

= AIS pri odosielani podani, ich
automaticky anonymizuje

= identita predkladatela sa nezverejnuje
bez jeho predchadzajuceho vyslovného

suhlasu
’



https://oasis-open.github.io/cti-documentation/taxii/intro.html
https://www.hitachi.com/hirt/publications/hirt-pub17007/index.html

Struktara STIX 2.0

A. STIX Domain Objects (SDO) — popisuju hrozby, utoCnikov, kampane,
zranitelnosti...

B. STIX Relationship Objects — prepajaju objekty (vztahy)

C. STIX Cyber-Observable Obj. — popisuju konkrétne technickéeé artefakty
(hash, IP, subor,...)




A) STIX Domain Objects (SDOs)

Objekty, ktoré opisuju svet hrozieb, aktérov a udalosti:

Objekt

Attack Pattern
Campaign
Course of Action
Grouping
|dentity

Incident
Indicator
Infrastructure
Intrusion Set

Location

Popis

Vzor utoku — popisuje techniky, ktoré utoCnik pouziva (napr. z MITRE ATT&CK).
Subor suvisiacich utokov zameranych na rovnakeé ciele alebo s rovnakym cielom.
Opatrenie alebo odporucanie, ako zmiernit' alebo zabranit’ utoku.

Zoskupenie viacerych objektov STIX, ktoré patria k sebe (napr. incident + indikatory).
Popisuje organizaciu, osobu alebo skupinu (napr. firma, vyskumny tim, viada).
(Novinka v STIX 2.1) Realna bezpecnostna udalost, ktora sa stala.

Indikator kompromitacie (I0C) — napr. hash, IP, URL spojena s hrozbou.

Popisuje infrastrukturu utoCnika — servery, C2 siete, domény, botnety.

Kolekcia kampani, utokov a technik patriacich jednej skupine utoCnikov.
Geografické miesto (napr. krajina, mesto, region, |P geolokacia).

'




A) STIX Domain Objects (SDOs), pokracovanie

Objekty, ktoré opisuju svet hrozieb, aktérov a udalosti:

Objekt Popis

Malware Softvér vytvoreny s ciefom poskodit alebo zneuzit’ systémy.

Malware Analysis Vysledok alebo popis analyzy malvéru (sandbox, staticka analyza atd.).
Note Lubovolné poznamky, komentare alebo hodnotenia analytika.
Observed Data Popis realne pozorovanych udajov (napr. log z IDS, hash z detekcie).

Opinion Vyjadrenie nazoru analytika (napr. ,myslim, Ze tento malware suvisi s APT29).
Report Suhrn viacerych objektov do spravy (napr. mesacny CTlI report).

Threat Actor Osoba alebo skupina, ktora realizuje utoky.

Tool Legitimny alebo Skodlivy softvér pouzivany v utoku (napr. Mimikatz, nmap).
Vulnerability Slabina v softvéri alebo systéme, ktoru utocnik méze vyuzit.

'




B) STIX Relationship Objects (SROs)

= Objekty, ktoré prepajaju iné STIX objekty:
Objekt Popis

Relationship  VSeobecné prepojenie medzi dvoma objektmi (napr. ,malware uses infrastructure®).

Sighting Informacia, Ze konkrétny objekt (napr. IOC) bol pozorovany v redlnom svete.




C) STIX Cyber-Observable Objects (SCOs)

= Objekty, ktoré opisuju konkrétne technické artefakty — su to ,CybOX" objekty integrované priamo do STIX
2.X:

= QOpisuje ,Co sa stalo” alebo ,Co vidime*®
= Ugel:
= Umoznit, aby rézne nastroje (IDS, SIEM, EDR, ...) hovorili rovhakym jazykom pri popise udalosti
aby sa observable dalo automaticky spracovat a porovnavat medzi systémami

Artifact Datovy artefakt — subor, obrazok, dokument, base64 obsah.
Autonomous System Informacie o AS (Autonomous System Number).

Directory Adresar v suborovom systéme.

Domain Name Doménoveé meno.

Email Address E-mailova adresa.

Email Message Cely e-mail — hlaviCky, telo, prilohy.

File Subor (nazov, hash, velkost, atd'.).

IPv4 Address IPv4 adresa.

IPv6 Address IPv6 adresa.



C) STIX Cyber-Observable Objects (SCOs)

Objekty, ktoré opisuju konkretne technicke artefakty — su to ,,CybOX“ objekty integrované priamo do STIX 2.x:

Objekt Popis

MAC Address MAC adresa.

Mutex SynchronizaCny objekt v systéme (typicky pri malware).

Network Traffic Popis sietovej komunikacie (TCP, UDP, porty, spojenie).

Process Proces beziaci v OS (nazov, PID, parent process, atd.).

Software Softvér alebo aplikacia nainstalovana v systéme. X
URL Uniform Resource Locator.

User Account Pouzivatelské konto.

Windows Registry Key Kluc alebo hodnota v registroch Windows.
X.509 Certificate Certifikat X.5009.




Threat Intelligence Communication Standards
MISP - Malware Information Sharing Platform

= open source platforma na zdielanie 10C pre
novoobjavene hrozby

= MISP je podporovana EU
= CIRCL vedie vyvoj MISP
Computer Incident Response Center Luxembourg
= je Siroko pouzivany
= vladnymi inStituciami
narodnymi CERTs
sukromnymi spoloCnostami,
finanCnym sektorom
a dalSimi organizaciami po celom svete.

= MISP umoziiuje automatizované zdielanie I0Cs

medzi I’ud’mi d Striji pomocou STIX a inych MISP XML and JSON
export formatov 7 Gy STIX XML and JSON (export)
= Zdielanie a import dat: ) s

Generovanim Snort/Suricata/Bro/Zeek IDS — GF1 import

pravidiel

pomocou STIX, OpenlOC, text alebo csv

exportov

'



https://www.misp-project.org/features/

MISP - Malware Information Sharing Platform
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Threat Intelligence Services

Threat Intelligence Platforms

N .
= AThreat Intelligence Platform (TIP) centralizuje SOCRadar O INTSIGHTS OCTMSBO
zber Gdajov o hrozbach z mnohych zdrojov a =
formatov.

= Typy threat Intelligence dat:
= |ndicators of Compromise (I0C)

0 Brandefense Digital Risk
= Tactics Techniques and Procedures (TTP) ® Iil . hﬁ Protection Platform
= Informacie o reputacii internetovych cielov by Brandefense
alebo domén Recorded
= QOrganizacie modzu prispiet k CTI zdielanim Future’

svojich udajov o naruseniach cez internet,
zvyCajne prostrednictvom automatizacie

= Honeypots - simulované siete alebo servery,
ktoré su navrhnuté tak, aby prilakali utoCnikov. |
= Informacie suvisiace s Utokmi ziskané z = CybelAngel “/» paloalto

honeypotov sa méZu zdielat s predplatitetrmicTi
platformy.



https://www.gartner.com/reviews/market/security-threat-intelligence-services

Prakticky checklist

— Vulnerability Management
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netbox All Objects = n ‘ﬂ

B Organization > B Organization @ IPAM 3 Virtualization

= = pevices =,  Sites 30 VRFs 1  Clusters 33
= Devices >
~ ¢ i Tenants 12 Aggregates 1 Virtual Machines 180
%% Connections >
= Prefixes 7
= Wi 'SS >

Racks 43 Providers 9
IP Addresses

= 1. Ildentifikacia zranitel'nosti e 2 || — || = o

= Urcit a inventarizovat vsetky systémy, e b
aplikacie a zariadenia v organizacii (CPE - = U e s :

]
IS
00

¥ Power > + Wireless ~_ Cables 115
Power Panels
0 Interfaces 97

zoznam) i 28

= Nastavit automatické skenovanie
zranitelnosti (napr. Nessus, ’
GVM/OpenVAS, Qualys)

= Definovat frekvenciu skenovania (napr.
tyzdenne pre kritické systémy, mesacne

pre menej kritické) ===l = ‘

= Prijimat a integrovat aktualizované feedy — e
zranitelnosti (NVD/CVE, SCAP, vendor
advisories)

\\\\\

'




VM checklist

= 2. Klasifikacia a hodnotenie rizik

= Priradit CVSS skore alebo iny
metricky systém k zistenym
zranitelnostiam

= |dentifikovat kritické systemy a
data, aby sa urcilo priorizovanie
oprav

= Urcit rizikové kombinacie (napr.
zranitefnost’ + dostupny exploit

Operating System

Linux Kernel

Ports

443/tcp

SSL/TLS: Report Vulnerable Cipher Suites for HTTPS

Host Port/Protocol oip QoD

None 443/tcp 1.3.6.1.4.1.25623.1.0.108031 98%

EPSS (Maximum severity CVE)
Score: 0.31387
Percentile: 0.96634
Summary
This routine reports all SSL/TLS cipher suites accepted by a service where attack vectors exists only on HTTPS services.
Detection Result
‘Vulnerable' cipher suites accepted by this service via the TLSv1.0 protocol:
TLS RSA WITH 3DES EDE CBC SHA (SWEET32)
'Vulnerable' cipher suites accepted by this service via the TLSvl.1 protocol:
TLS_RSA_WITH_3DES_EDE CBC_SHA (SWEET32)
‘Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:
TLS RSA WITH 3DES EDE CBC SHA (SWEET32)
Insight

These rules are applied for the evaluation of the vulnerable cipher suites: - 64-bit block cipher 3DES vulnerable to the SWEET32 attack
(CVE-2016-2183).

Detection Method

Checks previous collected cipher suites.
Impact

This could allow remote attackers to obtain sensitive information or have other, unspecified impacts.
Solution

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the
references for more resources supporting you with this task

References
cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872

url: https://ssl-config.mozilla.org , https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-
TR-02102-1.html , https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/TLS-Protokoll/TLS-Protokoll_node.html ,
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03116/BSI-TR-03116-4.html , https://
www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard_BSI_TLS_Version_2_4.html , https://web.archive.org/web/
2024011317594 3/https://www.bettercrypto.org , https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014 ,
https://sweet32.info

cert-bund: WID-SEC-2024-1277 , WID-SEC-2024-0209 , WID-SEC-2024-0064 , WID-SEC-2022-2226 , WID-SEC-2022-1955 , CB-K21/1094 , CB-
K20/1023 , CB-K20/0321 , CB-K20/0314 , CB-K20/0157 , CB-K19/0618 , CB-K19/0615 , CB-K18/0296 , CB-K17/1980 , CB-K17/1871 , CB-K17/1803
. CB-K17/1753, CB-K17/1750 , CB-K17/1709 , CB-K17/1558 , CB-K17/1273 , CB-K17/1202 , CB-K17/1196 , CB-K17/1055 , CB-K17/1026 , CB-
K17/0939 , CB-K17/0917 , CB-K17/0915 , CB-K17/0877 , CB-K17/0796 , CB-K17/0724 , CB-K17/0661 , CB-K17/0657 , CB-K17/0582 , CB-K17/0581

5 | vuinerability Report



VM checklist

= 3. Prioritizacia a

planovanie oprav

= Definovat kritéria pre
urgentné opravy (napr.
CVSS 2 7, dostupny
exploit, kriticky systém

= Naplanovat opravy

patching, konfiguracia,

mitigacia) podla priorit

= Dokumentovat' plan oprav

a zodpovednosti
jednotlivych timov

Vulne

Top 10 Hosts

EHigh
Medium
Low

Operating System

Linux Kernel

Ports

443/tcp

Greenbone

wt

SSL/TLS: Report Vulnerable Cipher Suites for HTTPS
Host Port/Protocol oip QoD
None 443/tcp 1.3.6.1.4.1.25623.1.0.108031 98%

EPSS (Maximum severity CVE)
Score: 0.31387
Percentile: 0.96634
Summary
This routine reports all SSL/TLS cipher suites accepted by a service where attack vectors exists only on HTTPS services.
Detection Result
‘Vulnerable® cipher suites accepted by this service via the TLSv1.8 protocol:
TLS_RSA WITH 3DES_EDE_CBC SHA (SWEET32)
‘Vulnerable' cipher suites accepted by this service via the TLSvl.1 protocol:
TLS_RSA WITH 3DES _EDE_CBC SHA (SWEET32)
'Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:
TLS RSA WITH 3DES EDE CBC SHA (SWEET32)
Insight

These rules are applied for the evaluation of the vulnerable cipher suites: - 64-bit block cipher 3DES vulnerable to the SWEET32 attack
(CVE-2016-2183).

Detection Method

Checks previous collected cipher suites.

Impact
This could allow remote attackers to obtain sensitive information or have other, unspecified impacts.

Solution 10

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the
references for more resources supporting you with this task

References
cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872

url: https://ssl-config.mozilla.org , https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-
TR-02102-1.html , https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/TLS-Protokoll/TLS-Protokoll_node.html ,
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR0O3116/BSI-TR-03116-4.html , https://
www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard_BSI_TLS_Version_2_4.html, https://web.archive.org/web/
20240113175943/https://www.bettercrypto.org , https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014 ,
https://sweet32.info

cert-bund: WID-SEC-2024-1277 , WID-SEC-2024-0209 , WID-SEC-2024-0064 , WID-SEC-2022-2226 , WID-SEC-2022-1955 , CB-K21/1094 , CB-
K20/1023 , CB-K20/0321 , CB-K20/0314 , CB-K20/0157 , CB-K19/0618 , CB-K19/0615 , CB-K18/0296 , CB-K17/1980 , CB-K17/1871 , CB-K17/1803
, CB-K17/1753 , CB-K17/1750 , CB-K17/1709 , CB-K17/1558 , CB-K17/1273 , CB-K17/1202 , CB-K17/1196 , CB-K17/1055 , CB-K17/1026 , CB-
K17/0939 , CB-K17/0917 , CB-K17/0915 , CB-K17/0877 , CB-K17/0796 , CB-K17/0724 , CB-K17/0661 , CB-K17/0657 , CB-K17/0582 , CB-K17/0581

5 | Wulnerability Report
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Pomoc s prioritizaciou

Quality of Detection

= QoD = skore kvality detekcie

jednotlivych nalezov v GVM

= Kazdy NVT (Network Vulnerability Test) ma
priradené QoD skore od 0 do 100

= \/ySSie skore znamena vacsiu istotu, ze
detekcia je presna a nenastane falosny
poplach

= Napr.: QoD = 100 — vysoko presna
detekcia, QoD = 50 — menej spolahliva,
vyzaduje dalSie overenie

* Prakticky vyznam:
= Pomaha timom prioritizovat’ opravy podla
dbéveryhodnosti zistenych zranitelnosti.

= Znizuje Cas straveny overovanim falosne
pozitivnych nalezov

Operating System

Linux Kernel

Ports

443/tcp

SSL/TLS: Report Vulnerable Cipher Suites for HTTPS

Host Port/Protocol oip QoD

o
None 443/tcp 1.3.6.1.4.1.25623.1.0.108031 98%

EPSS (Maximum severity CVE)

Score: 0.31387

Percentile: 0.96634
Summary

This routine reports all SSL/TLS cipher suites accepted by a service where attack vectors exists only on HTTPS services.
Detection Result

‘Vulnerable' cipher suites accepted by this service via the TLSv1.0 protocol:
TLS RSA WITH 3DES EDE CBC SHA (SWEET32)

'Vulnerable' cipher suites accepted by this service via the TLSvl.1 protocol:
TLS_RSA_WITH_3DES_EDE CBC_SHA (SWEET32)

‘Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:
TLS RSA WITH 3DES EDE CBC SHA (SWEET32)
Insight

These rules are applied for the evaluation of the vulnerable cipher suites: - 64-bit block cipher 3DES vulnerable to the SWEET32 attack
(CVE-2016-2183).

Detection Method

Checks previous collected cipher suites.
Impact

This could allow remote attackers to obtain sensitive information or have other, unspecified impacts.
Solution

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the
references for more resources supporting you with this task

References
cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872

url: https://ssl-config.mozilla.org , https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-
TR-02102-1.html , https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/TLS-Protokoll/TLS-Protokoll_node.html ,
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03116/BSI-TR-03116-4.html , https://
www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard_BSI_TLS_Version_2_4.html , https://web.archive.org/web/
2024011317594 3/https://www.bettercrypto.org , https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014 ,
https://sweet32.info

cert-bund: WID-SEC-2024-1277 , WID-SEC-2024-0209 , WID-SEC-2024-0064 , WID-SEC-2022-2226 , WID-SEC-2022-1955 , CB-K21/1094 , CB-
K20/1023 , CB-K20/0321 , CB-K20/0314 , CB-K20/0157 , CB-K19/0618 , CB-K19/0615 , CB-K18/0296 , CB-K17/1980 , CB-K17/1871 , CB-K17/1803
. CB-K17/1753, CB-K17/1750 , CB-K17/1709 , CB-K17/1558 , CB-K17/1273 , CB-K17/1202 , CB-K17/1196 , CB-K17/1055 , CB-K17/1026 , CB-
K17/0939 , CB-K17/0917 , CB-K17/0915 , CB-K17/0877 , CB-K17/0796 , CB-K17/0724 , CB-K17/0661 , CB-K17/0657 , CB-K17/0582 , CB-K17/0581

5 | vuinerability Report



, . SSL/TLS: Report Vulnerable Cipher Suites for HTTPS 7.5
Presné referencovanie P P 7.5

Host

Port/Protocol oID QoD
Feed a OI D R 443/tcp 1.3.6.1.4.1.25623.1.0.108031 98%
= Greenbone Security Feed (GSF) = OID je jedineCny identifikator objektu
= pravidelne aktualizovany balik informacii o pouzivany na:
_ éranlthel_nostlach a testoch, kiory pouziva GVM = presnu identifikaciu konkrétneho testu
bNS\?Tsuj(?\letwork Vulnerability Tests) zranitelnosti (NVT - Network Vulnerability Test)
u ility L .
SCAP obsah (XCCDF/OVAL) Jeho vysledku
certifikacné checky = alebo iného objektu v databaze GVM

a dalSie bezpecnostné informacie.

= Typy feedov:
= Community Feed — bezplatny, mensi a menej

= OID umoznuje:
= presne referencovat konkrétny test v

Casto aktualizovany (50 000 NVT) reporte, L,
= Commercial / Greenbone Security Feed — plna * sledovat historiu nalezov,
verzia, aktualizovana denne, obsahuje tisice NVT = automatizovane mapovat vysledky na

a rozSireny obsah SCAP (120 000)

= Obsah feedu: . . L : L
= NVTs — testy zranitelnosti Format OID je Casto hierarchicky

= SCAP / OVAL | XCCDF — pre compliance skeny retazec cisel, napr.

= Vendor advisories (oznamenia od vyrobcu) / 1.3.6.1.4.1.25623.1.0.101234
CVE mappings — mapovanie testov na
konkrétne CVE a produkty

patch alebo mitigation.

'




Pomoc s prioritizovanim Score & Percentile
EPSS score + percentile = Score

= Hodnota medzi 0 a 1, ktora odhaduje

EPSS (Exploit Prediction Scoring System) pravdepodobnost, ze zranitelnost bude

" model vytvoreny FIRST/NIS,T; ktory zneuzita v najbliz§om ¢asovom obdobi
predikuje pravdepodobnost, ze (zvy&ajne 30 dni)
konkrve_tpa zrqnltelnost (CVE) bude - Vy33ie skore — vy3sia
zneuzita v realnom svete pravdepodobnost’ exploitacie
NIST = ,zdroj pravdy” o zranitelnostiach. .~ tile:
FIRST = ,spravca EPSS modelu®, ktory ercentiie. -
tieto data pouziva a distribuuje skore - Poro_vn,anle’CV_E s ostatnym
= Ciel: pomdct timom prioritizovat’ zranitelnostami o ,
opravy podla realneho rizika, nielen = Napr. Percentile 90 znamena, ze dana
podla CVSS skére zranitelnost je v top 10 %
najpravdepodobnejsie zneuzitelnych
EPSS (Maximum severity CVE) zranitelnosti.
Score: 0.31387 = Pomaha vizualizovat, ktoré CVE su
Percentile: 0.96634 prioritou pre tim bezpecnosti

'




Solution

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the

V M c h e C kI i st references for more resources supporting you with this task.
References

cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872

[ 4 Re m ed iéc i a url: https://ssl-config.mozilla.org , https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-
] TR-02102-1.html, https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/TLS-Protokoll/TLS-Protokoll_node.html ,

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03116/BSI-TR-03116-4.html , https://
www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard BSI TLS Version 2 4.html, https://web.archive.org/web/

- I m ple mentovat’ patCh a I ebo ﬁ&iﬁg}slﬁ;gé%ﬁﬁ,’fr;ttps:,',fwww.bettercrypto.org , https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014 ,
11 4 1 ’ 4 rt-bund: WID-SEC-2024-1277 , WID-SEC-2024-0209 , WID-SEC-2024-0064 , WID-SEC-2022-2226 , WID-SEC-2022-1955 , CB-K21/1094 , CB-
m ItlgaCI U pOd I a plan U %10/1;;3 , CB-K20/0321 , CB-K20/0314 , CB-K20/0157 , CB-K19/0618 , CB-K19/0615 , CB-K18/0296 , CB-K17/1980 , CB-K17/1871 , CB-K17/1803
, CB-K17/1753 , CB-K17/1750, CB-K17/1709 , CB-K17/1558 , CB-K17/1273 , CB-K17/1202 , CB-K17/1196 , CB-K17/1055 , CB-K17/1026 , CB-
gy v . y y K17/0939, CB-K17/0917 , CB-K17/0915 , CB-K17/0877 , CB-K17/0796 , CB-K17/0724 , CB-K17/0661 , CB-K17/0657 , CB-K17/0582 , CB-K17/0581
= Qverit, Ze zranitelnost bola
1 4 4 1 4
uspesne opravena (re-scan)

= Aktualizovat inventar a
evidenciu zranitelnosti po
oprave

, . .. Kto schvalil Kto vykonal
— . ~ | D&tum a &as zisteni= ; . — . . — . — L — — T — L — Datum —
IPadresa | | Domain name . o - | Nazovzranitefnost =~ | Zavainost | RieSenie | akceptdciu | Dovod akceptdc |  mitigiciu | | Spdsob mitigicie | . N - |
zranitelnosti mitigdcie/akcepticie
(osoba) (osoba)
22.09.2025 02:19:17  SSL/TLS: Server Certificate / ( Medium VvV procese
22.09.2025 02:19:17 Non-Existent Page Physical P: Medium VvV procese
22.09.2025 02:19:17  SSL/TLS: Deprecated TLSv1.0 Medium V procese
22.09.2025 02:19:17  SSL/TLS: Certificate Signed U: Medium Vv procese




VM CheCinst EXECUTIVE REPORT
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00 - Procesny plan skenovania zranitelnosti na UNIZA.docx

VM checklist

01 - InStrukcie pre spracovanie zaznamov o rieseni zranitelnosti.docx

8
111

02 - Sabléna pre evidenicu postupov ha mitigaciu zranitelnosti.docx

= 6. Integracia do internych
procesov

= Uistit sa, ze VM checklist je
sucCastou change
management procesu.

= Prepojit’ s incident
response, aby kritické ﬁ
zranitelnosti vyvolali e
okamzitu reakciu.

-G-F &} V4 [
= Zabezpecit dokumentaciu a e
Ucel dokumentu
\V4 ] Vd Tento dokument popisuje procesny plan pravidelného skenovania zranitelnosti na UNIZ
S ko | e n I e t I m OV re ’ ’ Cielom je zabezpedit vyi3iu Groven kybernetickej bezpeénosti a ochrany informaénych ak
Procesny plan univerzity. V reakcii na nedavne udalosti, ako ransomware Gtoky na kataster nehnutelno
(2025), datok na UMB (2023), je nevyhnutné posilnit preventivne opatrenia pr
~ L L . . 4 . . . . . . .o s . . .
Skenova nia zran |tern ostl na U N IZA kybe_[netlevrj hrozbam. V tomto prlpade bG!I na uto/k zneutité d_lho zname zr‘an\te[rlusn, ktc
. . dokaZu nastroje pre skenovanie zranitelnosti odhalit. Pravidelnym skenovanim mézeme tie

Pracovnd verzia vytvorend v rdmd projektu Riadenie kybernetickej a informacnej bezpetnosti na UNIZA zranitelnosti odhalit a vyriesit skér, nez ich potenciondlny Gtoénik méze zneutit.

(=
11

B 03 - Zaznam o rieSeni zranitelnosti_Sample Data.xlsx

Rozsah dokumentu

Procesny plan sa vztahuje na vietky fakulty, sucasti a pracoviska UNIZA, ktoré su napojené
univerzitnd IT infradtruktdru.

'




Kratka ukazka zist'ovania zranitelnosti

systemu

Z verejne dostupnych informacii na internete
a internetovych vyhladavacov



Konkrétna ukazka pre zistovanie zranitelnosti systému

Zoznam domén registrovanych pre organizaciu (SGUDS)

(Z) copilot @
Nepodarilo sa mi najst’ verejny zoznam domén registrovanych pre Statny geologicky Ustav Dionyza Stura

(5GUDS) priamo cez NIC.SK alebo iné verejné zdroje. Takéto informéacie nie st étandardne dostupné ako

centralizovany zoznam, pokial organizacia sama nezverejni svoje domeny.

Zname domény SGUDS (overené z praxe):
Na zaklade predchadzajucich technickych analyz a verejne dostupnych sluzieb su zname tieto domeény:

+ geology.sk — hlavna doména ustavu
+ apl.geology.sk — mapovy portal (Aplikacie geologickych udajov)
« mapserver.geology.sk — pravdepodobne interny alebo specializovany mapovy server

« geofond.geology.sk — suvisiaci s geologickym fondom

Tieto subdomény s aktivne a prevadzkované SGUDS, ale ich IP adresy a rozsahy nie su verejne publikované.




Je to uZito€né pre:

Vyhladavace informacii o doménach a IP adresach = IT bezpegnostnych expertov

administratorov sieti

WH O I S n éstro s e = pravnikov pri rie$eni sporov o domény
J = beznych pouzivatelov, ktori chcu overit déveryhodnost webu

ICANN Lookup Whois.com

= Whois.com je dlhoro€ny a znamy
poskytovatel WHOIS sluzieb.

= [CANN (Internet Corporation for Assigned

Names and Numbers) je globalna * Aj ked nie je regulacnym organom ako
autorita, ktora spravuje pridefovanie ICANN, je Siroko pouzivany a
domén a IP adries. ma prehladné rozhranie.

= Ich nastroj lookup.icann.org = Ziskava udaje z roznych registratorov a
poskytuje priamy pristup k oficialnym Casto poskytuje aj dopInkove informacie
WHOIS zaznamom. (napr. hosting, DNS, lokalita).

= Je to najspolahlivejsi zdroj, pretoze ICANN )
je regulac¢ny organ pre doménové mena. - 5 o P —

1P

Enter Domain or IP

Domains Hosting Servers Email Security Whois Deals

bd £ Incognito (2) Finish update

iwell RN English  Francais  Pycckuil  Espaiiol

Domains Hosting Servers Email Security Whois Deals | Enter Domain or IP

ICANNILOOKUP

Registration data lookup tool

Whois Domain Lookup
Enter a domain name or an Internet number resource (IP Network or ASN) Frequently Asked Questions (FAQ) Q SEARCH

‘ Whois search for Domain and IP

Enter Domain Name or IP Address Q SEARCH

Example: gq.com, google.co.in, bbc.co.uk. ebay.ca

Whois Lookup »



https://www.whois.com/whois/

o) Prikazovy riadok

Zistime si logické (IP) adresy organizacie C:\Users\Jana>ping geology. sk

Prieskum logickych IP adies

Pinging geology.sk [194.160.66.21] with 32 bytes of data:
Reply from 194.160.66.21: bytes=32 time=4ms TTL=56
Reply from 194.160.66.21: bytes=32 time=3ms TTL=56
Reply from 194.160.66.21: bytes=32 time=7ms TTL=56
Reply from 194.160.66.21: bytes=32 time=7ms TTL=56

& 22 whois.com/whois/geology.sk

Email Deals Enter [

Domains Ping statistics for 194.160.66.21:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 7ms, Average = 5ms

Hosting Servers Security Whois

geology.sk

Updated 1 second ago )

Domain:
Created:

Valid Until:
Updated:
Domain Status:
Nameserver:
Nameserver:
Nameserver:

Domain registrant:
Name :
Organization:
Organization ID:
Phone:

Email:

Street:

City:

Postal Code:
Country Code:

Authorised Registrar:

Created:
Updated:

geology.sk
2004-03-10
2026-03-10
2025-03-06

ok
ns.axonpro.sk
nsZ.axonpro. sk
ns3.axonpro. sk

TTNY-0818

Statny geologicky astav Dionyza Stara
Statny geologicky astav Dionyza Stara
31753004

+421.259375233
ladislav,martinsky®geology . sk

Mlynska dolina 1

Bratislava

81704

SK

AXON-0201

2017-09-01

2017-09-01

=
Microsoft Windows [Version 10.0.19045.6216]
(c) Microsoft Corporation. VSetky prava vyhradené.

|C:\Users\Jana>nslookup
Default Server: dns.google
Address: 8.8.8.8

> set type=SOA

> geology.sk
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:

lgeology.sk

| primary name server = geolsurv.geology.sk
responsible mail addr = postmaster.geology.sk

serial = 20240726
| refresh = 10800 (3 hours)
retry = 3600 (1 hour)

expire = 604800 (7 days)
default TTL = 38400 (10 hours 4@ mins)

BN Prikazovy riadok - nslookup

> set type=A

> geolsurv.geology.sk
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:

Name: proxy.geology.sk
Address: 194.160.66.28
Aliases: geolsurv.geology.sk

I Zistene IPv4 adresy: 194.160.66.21, 194.160.66.28


https://www.whois.com/whois/geology.sk

(&} 25 whois.com/whois/194.160.66.21

WHOIS IOOku p VOIS Domains Hosting Servers Email Security Whois Deals
Z. t - h person: Juraj Baluch
Is en Ie rozsa u Whois IP 194.160.66.21 address: Mlynska dolina 1

- p address: Bratislava
IO ICk Ch I P ¥ This is the RIPE Database query service. address: 817 04
% The objects are in RPSL format. address: Slovakia
n . : ] . 4 cond phone +421 2 5937 5248
% The RIPE Database is subject to Terms and Conditions. .
ad rI es p re % See https://docs.db.ripe.net/terms-conditions.html F(_]X_no' sl & ol gkl
nic-hdl: JB6619-RIPE

- - - % Note: this output has been filtered. mnt-by: SWDB-SANET
O rga n IzaCI u % To receive output for a database update, use the "-B" flag. created: 2007-12-11T19:56:107

last-modified: 2008-10-22T14:16:367

% Information related to|'194.160.66.0 - 194.160.67.255"

23 whois.com/whois/ s £ Incognite (2) Finish update source: RIPE # Filtered
% Abuse contact for '194.160.66.0 - 194.160.67.255' is 'abuse@sanet.sk’
person: Stefan Kacer
inetnum: 194.160.66.0 - 194.160.67.255 address: Mlynska dolina 1
netname: GEOLOGY-DS-5K address: Bratislava
:escr': zil:atek(.}eological Institute of Dionyz Stur i ReEas 817 o4
H H eser . overtd address: Slovakia
OIS bomain LOOKUP country: SK
admin-c: SK137@-RIPE phone: +421 2 5937 5155
Whois search for Domain and IP tech-c: JB6619-RIPE fax-no: +421 2 5477 1940
status: ASSIGNED PA nic-hdl: SK137@-RIPE
L5578 SLlLosthIET mnt-by: SWDB-SANET
194.160.66.21 Q SEARCH Lo 2= TEPE SYDB-SANET created: 2007-12-11T19:56:10Z
created: 2007-12-11T19:56:107 last dified 2008-10-27T14: 16+ 357
e ast-modified: -16- :16:
Example: qq.com, google.co.in. bbe.co.uk, ebay.ca last-modified: 2007-12-11120:04:227 .
colrCer RIPE source: RIPE # Filtered

% Information related to '"194.160.0.0/17A52607"

route: 194.160.0.0/17
descr: SANET-AS2607-BLOCK
origin: AS2607

mnt-by: ASZ26@7-MNT
mnt-lower: AS2607-MNT

created: 2022-10-10T12:06:38Z
last-modified: 2022-10-10T12:06:387
source: RIPE

% This query was served by the RIPE Database Query Service version 1.118.1 (BUSA)




Kto spravuje (takmer) vsetky ciselné identifikatory na internete — déveryhodna autorita

IANA.org

&) 23 iana.org o L Incognito (2) Finish update

The global coordination of the DNS Root, IP addressing, and other Internet protocol resources is performed as the Internet Assigned
Numbers Authority (IANA) functions. Learn more.

Domain Names Number Resources Protocol Assignments
Management of the DNS Root Zone Coordination of the global IP and AS The central repository for protocol name
{assignments of ccTLDs and gTLDs) number spaces, such as allocations and number registries used in many
along with other functions such as the made to Regional Internet Registries. Internet protocols.

.int and .arpa zones.
= IP Addresses & AS Numbers = Protocol Registries
= Root Zone Management = Network abuse information = Apply for an assignment
m Database of Top Level Domains = Time Zone Database

.int Registry
.arpa Registry
IDN Practices Repository



https://www.iana.org/

Nie je oficialnym zdrojom informacii pre EU... Ale posluzi nam, lebo poskytne viac...

https://whois.ipip.net/

c 25 whois.ipip.net/AS2607

> 1PIP

Countries Country ASNs Internet Exchange Looking Glass

£ Incognito (2)

Fini

Q

AS2607 - SANET - Zdruzenie pouzivatelov Slovenskej akademickej datovej siete

IP Address Ranges Graph v4

AS Number

AS2607

Registry
ripe
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tem
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datovej siete SANET
RegDate Updated

2018-11-22T15:27:182
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Country
1 Slovakia

ASZ607 Looking Glass

16 NUMs[/64)
4,294,967,296
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| »
1481 sz
N ¥x
) I
+18 OpenStres

192.108.132.0/24

192.108.132.0/23

192.108.133.0/24

192.108.138.0/24

194.160.0.0/17

194.160.0.0/16

194.160.128.0117

VSEBBNET

VSEBBNET

VSEBBNET

SANET

SANET

UAKOMBONE

Mational Health Information Center

Zdruzenie pouzivatelov Slovenske] akademicke) dat

NBSNET

Zdruzenie pouzivatelov Slovenske] akademickej dat

Zdruzenie pouzivatelov Slovenske] akademicke] dat

SSKNM-SK



Reverzné zaznamy na https://whois.ipip.net/

Zist'ovanie informacii

* 194.160.66.0/24
* 192.160.67.0/24

194.160.25.0/24

194.160.30.0/24

194.160.35.0/24

194.160.40.0/24

194.160.45.0/24

194.160.50.0/24

194.160.55.0/24

194.160.60.0/24

194.160.65.0/24

194.160.70.0/24

194.160.75.0/24

194.160.26.0/24

194.160.31.0/24

194.160.36.0/24

194.160.41.0/24

194.160.46.0/24

194.160.51.0/24

194.160.56.0/24

194.160.61.0/24

194.160.66.0/24

194.160.71.0/24

194.160.76.0/24

194.160.27.0/24

194.160.32.0/24

194.160.37.0/24

194.160.42.0/24

194.160.47.0/24

194.160.52.0/24

194.160.57.0/24

194.160.62.0/24

194.160.67.0/24

194.160.72.0/24

194.160.77.0/24

c 23 whois.ipip.net/cidr/194.160.66.0/2 &, Incognito (2)

2> 1PIP

AS CIDR

AS2607  194.160.0.0/17

AS2607 194.160.0.0/16

AS / Info

IP
194.160.66.1
194.160.66.2
194.160.66.3
194.160.66.4

194.160.66.5

194.160.66.6

-

-

Countries Country Internet Looking

ASNs Exchange Glass

BGP Announced

Description
SANET - Zdruzenie pouzivatelov Slovenskej akademicke] datovej siete SANET, SK

SANET - Zdruzenie pouzivatelov Slovenskej akademicke] datovej siete SANET, SK

Real Time BGP Data
IP/ Time AS Path

Loading...

Reverse DNS List (Total:255)

Host DateTime

1.geology.sk 2025-09-04 14:23:12
proxy.geoclogy.sk 2025-09-04 14:2312
3.geology.sk 2025-09-04 14:23:12
4.geology.sk 2025-09-04 14:23:12
5.geclogy.sk 2025-08-30 124116
b.geology.sk 2025-09-04 14:23:12




Vyhladavac pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

https://www.shodan.io/

= Shodan.io

= $pecializovany vyhladavag, ktory umozriuje @ SHODAN  Explore  Pricing &z
prehfadavat Zariadenia pripojene k internetu
= na rozdiel od klasickych vyhladavacov ako Google,

ktoré indexuju webové stranky, Shodan
indexuje internet veci (loT) — teda:

Maps

serve :
Y Search Engine
webkamery
smerovate for the Internet
inteligentné zariadenia ;
priemyselné systémy a dalSie. of Everythlng
. Uce_l: , ) i ) ] i o o Shodan is the world's first search
= Zistovanie, aké zariadenia su pripojené k internetu a engine for Intemet-connected devices.
aké sluzby poskytuju. Discover how Intemet intelligence can
= Pousitie: help you make better decisions.

= Bezpecnostni experti ho vyuzivaju na auditovanie sieti,
hladanie zranitelnosti a monitorovanie zariadeni.

= Funkcie:

= Umoznuje filtrovat podfa |P adresy, portu, ?eggrafickej
polohy, operacného systému, otvorenych sluzieb a
dalSich parametrov.

= Rizika:
= Mo&ze byt zneuzity na identifikaciu nezabezpecenych

zariadeni, preto je dolezité spravne konfigurovat a
zabezpecit sietove zariadenia.

'




Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

Vyhladanie informacii cez shodan.io

<« > C 23 shodan.io/host/194.160.66.48

’. SHODAN Explore Downloads Pricing & ISearch

}
Orthan der. \ Thurnhaufen

Data EcKartsal Stopfenreuth

-

; | Wolfsthal
Schwalbemnself.s %

194 1 60 66 48 ronellt Hundsheim
| | | |
VATES o oo |

@ General Information

Q @ T o e 0 [~ = o Finish update !

- Hru |
Q 18 . Account
by Sur |

SN U

Yol : Hurbanova
ZiNOVA ; - : Ves
g maVrakunal o | L& i ]
LAl Mostpri™ & Tomagov..—=Janiky [ T~
Bratlsla\ie

: Jelka .
Podunajské
1 Biskupice

AR ] g
: Cakany

© OpenMapTiles Satellite | © MapTiler @ OpenStreetMap contributors

v,
Zlaté Klasy

// LAST SEEN: 2025-09-02

geology.sk

Hostnames
48.geology.sk

Domains geology.sk
Country Slovakia
City Bratislava
Organization State Geological Institute of Dionyz Stur
B Zdruzenie pouzivatelov Slovenskej akademickej datovej

siete SANET

552 Open Ports

/80 /TCP[ -70800581 ﬂ | 2025-@8-23T10:25:54.665599

nginx 1202
% Mapportal 5GUDS

HTTP/1.1 2008 OK

Server: nginx/1.20.2

Date: Sat, 23 Aug 2025 10:25:54 GMT
Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, @6 Dec 2023 11:35:14 GMT

G R T S R




Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

Vyhladanie informacii cez shodan.io (pokrac.)

“~

Cc 25 shodan.io/host/194.1

wigalnsaun

60.66.48

DLALT GTULUY IV AL HTISLILULT VI Iy L SLul

ISP Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET
ASN AS2607
/\ Vulnerabilities Allports  v|| Latest ~

2023 (1)

CVE-2023-44487

The HTTPR/2 protocol allows a denial of service (server resource

consumption) because request cancellation can reset many streams
quickly. as exploited in the wild in August through October 2023.

2021 (1)

CVE-2021-3618

ALPACA is an application layer protocol content confusion attack.,
exploiting TLS servers implementing different protocols but using
compatible certificates, such as multi-domain or wildcard certificates.
A MITM attacker having access to victim's traffic at the TCP/IP layer
can redirect traffic from one subdomain to another, resulting in a valid
TLS session. This breaks the authentication of TLS and cross-protocol
attacks may be possible where the behavior of one protocol service
may compromise the other at the application layer.

Server: nginx/1.28.2

Date: Sat, 23 Aug 2025 10:25:54 GMT
Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, 86 Dec 2023 11:35:14 GMT
Connection: keep-alive

ETag: "65785c72-2593"
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Allow-Headers: DNT,X-CustomHeader,Ke
-Control,Content-Type

Accept-Ranges: bytes

Vulnerabilities

O D

// 443 / TCP [4

nginx 1202
¥ Mapportal SGUDS

HTTP/1.1 288 OK

Server: nginx/1.28.2

Date: Sun, 31 Aug 20825 14:54:37 GMT

Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, @6 Dec 2023 11:35:14 GMT
Connection: keep-alive

ETag: "657@5c72-2593"

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, OPTIOMS
Access-Control-Allow-Headers: DNT,X-CustomHeader,Ke
-Control, Content-Type,Content-Range, Range
Access-Control-Expose-Headers: DNT,X-CustomHeader,k
e-Control.Content-Tvoe.Content-Range .Range



Vyhladavac pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

Filter na zranitel'nosti

« =» C 2o shodan.io/search?query=vuln:CVE-2023-44487

SHODAN Explore Downloads Pricing & vuln:CVE-2023-44487 n

Error:

The "vuln' filter is only available to Academic users or
Small Business API subscription and higher.




Konkrétna ukazka pre zistovanie zranitelnosti systému
Vyhladavanie informacii o zranitel'nostiach

u NIST NVD (Nat'onal -» C 2% nvd.nistgov/search o O ® 0O B B O o Finish update
Vulnerability Database) je
oficialna databaza ]
kybernetickych zranitelnosti NIST

= gpravovana NIST (National
Institute of Standards and
Technology) v USA

= zoznam znamych NATIONAL VULNERABILITY
zranitelnosti softvéru a NATIONAL VULNERABILITY DATABASE lerrm
hardveru, casto oznacenych
identifikatorom CVE
Common Vulnerabilities and

2= An official website of the United States government Here's how you know ~

= NVD MENU

Information Technology L aboratory

Xposures).
= Pomaha organizaciam General + Search
identifikovat a hodnotit’ | _ _ o o
bezpecnostne rizika v ich Vulnerabilities +  Please make use of the interactive search interfaces to find information in the database!
SyStemOCh Vulnerability Metrics +
= Kazda zranitelnost ma
priradené skore CVSS Products +
CMmR R e
hodnoti je] zavaznost. Contact NVD
= Uzko spolu% acuje s MITRE Other Sites +
(spravcom CVE systému) a
daIS|m| bezpecnostnyml Search +
komunitami.

'




Konkrétna ukazka pre zistovanie zranitelnosti systému

Vyhladavanie informacii o zranitel'nostiach

« CVE-2023-44487 |

C 2% nvd.nist.gov/vuln/search#/nvd/home?keyword =CVE-2023-44487 &resultType=records W e e 0 B B & o Fini

An official website of the United States government Here's how you know ™

NIST = NVD MENU

Information Technology Laboratory

N lsr Tgﬂ‘lg;glévumsnmmv
NATIONAL VULNERABILITY DATABASE NVD

VULNERABILITIES

NVD Vulnerability Search

D P

For a phrase search, use "

Keyword: CVE-2023-44487 &)

Items per page: | 25

<

1-10f1 M < > M

CISA Kev Published

Identifier Info Date CNA Description

CVE-2023- The HTTP/2 protocol allows a denial of service (server resource consumption) because request cancellation can reset many
2023-10-10 MITRE . . . -

44487 streams quickly, as exploited in the wild in August through October 2023.

'




Konkrétna ukazka pre zistovanie zranitelnosti systému

cve.org

« 5> %% cveorg @ % o 0O = = ] o Finish update }

= CVER dU =
e CO r S e r About Partner Information Program Organization Downloads Resources & Support
G ul d e CVE-2023-44487] Search Site Search Q

Search tips @ | Provide feedback @

|
O Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Learn more here . w

CVE"™ Program Mission
Identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.
There are currently over 292,000 CVE Records accessible via Download or Keyword Search above.

’ 4 .
u Vyh I adava n Ie The CVE Program partners with community members (% News

. ’ .y worldwide to grow CVE content and expand its usage. ®. @ )
| nfo 'n IaC| | O . Click below to learn more about the role of CVE 0 iea“i""_c-l’ fbolr ?aff:r\?:
Numbering Authorities (CNAs) and Roots. (% F@\ L_o':"K varia desm -
A 15 eywor earc on

CVE.ORG Website

Learn More [ Become a Partner

S (@\ s Vulnerability Data
CVE-2023-44487 r@\;\ (@\ !’@\ ° \E’nlric:hl:eLiyf:r ::VE
Records: 243 CNAs on

the Enrichment
Recognition List for

™ CVE Program Report for
List of Partners = About CVE = Report vulnerability/Request Quarter 2 Calendar Year
= CNA Rules « Process CVEID (@2 CY) 2025
= CVE Record Lifecycle » Program Organization = Request CVE Record be
= CVEProject on GitHub for « CVE 25th Anniversary Report published/updated AxxonSoft Added as CVE
Development & » Related Efforts = Report the use of a reserved Numbering Authority
= ldea tracker @ = Terminology CVEIDZ (CNA)
« CVE Services for CNAs NEWS ICONS®



https://www.cve.org/CVERecord/UserGuide/#cve-kev

Konkrétna ukazka pre zistovanie zranitelnosti systému

CVE-2023-44487

] H TT P I 3 : Ry c h I e - é i a b ez p e é n e - é i A P - About Partner Information  Program Organization Downloads Resources & Support
We b Enter keywords (e.g.: CVE ID, sql injection, etc.) m @

Search tips @ | Provide feedback 2

3 € % cveorg/CVERecord?id=CVE-2023-44487 [OW 4 Q@ 0 [~ = ] O -

© Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Leam more here . w

CVE-2023-44487 rususten B View JSON | B User Guide

On This Page

. Required CVE Record
HTTP Semantics Required CVE Record Information Information

CNA: MITRE
HTTP /3 CNA: MITRE Corporation - Corporation

Published: 2023-10-10 Updated: 2025-06-07 CVE Program
HTTP 1.1 HTTP/2

Lo Authorized Data
Description Publishers

The HTTP/2 protocol allows a denial of service (server resource consumption) because CISA-ADP
request cancellation can reset many streams quickly, as exploited in the wild in August

through October 2023.

Q U | C Product Status

Learn more

TCP TCP

U D P Information not provided

References 144 Total

IPV4 / IPV6 . https:/igithub.com/dotneticore/blobled613450ea0da7fd2fc6b61dfb2c1cdec
1ce9ecirelease-notes/6.0/6.0.23/6.0.23.md?plain=14L73



https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.cve.org/CVERecord?id=CVE-2023-44487

Je viacero ré6znych databaz zranitelnosti

Zoznamy zranitelnosti
CVE

Common Vulnerabilities and Exposures

= Medzinarodny Standard pre identifikaciu
znamych zranitelnosti v softveri.
= Kazda zranitelnost ma jedineéni’/
identifikator (napr. CVE-2023-12345).
= Spravuje ho organizacia MITRE
Corporation v spolupraci s NIST.
= CVE zaznam obsahuje:
= strucny popis zranitelnosti,
= datum zverejnenia,
= odkazy na technicke detaily (napr. NVD,
vendor advisories).

= Pouziva sa v nastrojoch na spravu

zranitelnosti, bezpecnostnych skeneroch,

SIEM systemoch atd.

KEV

Known Exploited Vulnerabilities
= Zoznam zranitelnosti, ktoré su aktivne

zneuzivané v realnom svete.

Spravuje ho Cybersecurity and
It?gba\structure Security Agency (CISA) v

KEV zoznam g_e podmnozinou CVE -
obsahug,e len tie CVE, ktoré su potvrdené
ako aktivne zneuzivane.

Sluzi ako prioritny zoznam pre
patchovanie — organizacie by mali riesit KEV
zranitelnosti prednostne.

Obsahuje:

= CVE identifikator,

= datum pridania do KEV,

= poziadavku na mitigéciu'&napr. deadline pre
ederalne agentury v USA).

[ ) TAYAAYA'A",


https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cve.org/

#% SHODAN | Account Billing Take a Tour Login Register
L]

Shodan.io/Pricing
Cena licencii na shodan.io

( I e n p re p red St av u ) No contracts. No setup fees, Cancel anytime

» Dozivotna basic licencia Freelancer Small Business Corporate

(Zanl'maVé... ale dostupné iba v $69x’momth $359x’m0nﬂ’1 $1099fmonth
Specialnych akciach, raz za X rokov)

Rece.l pt from Shoda n LLC + Up to 1 million results per month ) +' Up to 20 millicn results per month ) Jll Unlimited results per month :
+ 5Scan up to 5120 IPs per month + 5Scan up to 65,536 IPs per month v 5can up to 327,680 IPs per month
+ Network Monitoring for 5120 IPs + Network Monitoring for 65,536 IPs + Network Monitoring for 327,680 IPs
$5.00 Jul 17, 2023, 1:42:45 PM MasterCard -
« Access to most filters « Access to most filters « Access to all filters
SUMMARY + Allows paging through search results ' Allows paging through search results + Allows paging through search results

+ Basic access to the Streaming AP + Basic access to the Streaming AP v Basic access to the Streaming APl
« Commercial Use « Commercial Use + Commercial Use

Payment to Shodan, L1C. $5.00

Amount charged $5.00 + Grandfathered Pricing + Grandfathered Pricing + Grandfathered Pricing
« E-Mail support « E-Mail support @& Premium Support

1if Vulnerability search filter {it Vulnerability search filter

+ Batch IP Lookups
. . © Tag Search Filter
If you have any questions, contact us at support@shodan.io or call at d
+1 740-746-3261. % InternetDB API Commercial Use

’

& Complementary Membership Upgrades




Identifikacia zranitel'nosti systémov so shodan.io

S liceniou: aj moznost’ monitorovat’ (svoje) zariadenia

'. SHODAN = Monitor Overview Pricing 2 Access Portal

Know What's Connected

Network Monitoring Made Eas

Within 5 minutes of using Shodan Monitor you will see what you currently have - -
connected to the Internet within your network range and be setup with real-time =
notifications when something unexpected shows up

Small network 19820680/24 & Built to Scale

Whether you want to monitor 1 IP or you're an ISP with millions of customers - the

Shodan platform was built to handle networks of all sizes without breaking a
sweat




Identifikacia zranitel'nosti systémov so shodan.io

Monitorovanie aktiv (assets)

&«

& 2% monitor.shodan.io/networks

O; SHODAN = Monitor

¥r

Dashboard Manage Assets

Events Log Settings

Manage Assets

al

{al

(al

geology.sk

gymrk.sk

sczsk.sk

194160142194/ 32

malware, open_database, ai, iot, end_of_life, internet_scanner,

1P
industrial_control_system, new_service, ssl_expired, vulnerable
11p malware, open_database, ai, iot, end_of_life, internet_scanner,
industrial_control_system, new_service, ssl_expired, vulnerable
11p malware, open_database, ai, ict, end_of_life, internet_scanner,

industrial_control_system, new_service, ssl_expired, vulnerable

e & O

B8 3 @

& ]
c [ ]
& [ ]



Identifikacia zranitel'nosti systémov so shodan.io

Monitorovanie aktiv — alert o novej zranitelnosti

Shodan Alert <no-reply@mg.shodan.io> Sep 4, 2025, 4:02 PM (21 hours ago) °r @ “— :

tome -

194.160.66.48

80/ tcp geology.sk end_of _life
Port Asset Group Trigger
nginx 1.20.2

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Thu, 04 Sep 2025 13:44:23 GMT

Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, 06 Dec 2023 11:35:14 GMT

Connection: keep-alive

ETag: "65705c72-2553"

Access—-Control-Allow-Origin: *

Access—-Control-Allow-Credentials: true
Access—Control-Allow-Methods: GET, BOST, OPTICNS
Access-Control-Allow-Headers: DNT,X-CustomHeader,Keep-Alive,User—
Agent, X-Requested-With, If-Modified-Since, Cache—-Control, Content-Type
Accept-Ranges: bytes

Add to Whitelist




Dakujem za pozornost’

Sprava zranitelnosti a kybernetickych hrozieb

Technicke opatrenia (Blok V)
Kurz: Manazér kybernetickej bezpecnosti vo verejnej sprave

Mgr. Jana Uramova, PhD.
KC KYB UNIZA, https://kc.uniza.sk/

Jana.Uramova@fri.uniza.sk



https://kc.uniza.sk/

