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Nadviazanie na predoslée temy

Asset Vulnerabiity




Nadviazanie na predoslié témy

Aktiva, zranitelnosti, hrozby

 Analytici KB musia byt pripraveni na
akykolvek typ utoku

* ich ulohou je zabezpecit aktiva siete
organizacie.

* Na tento ucel musia analytici kyberneticke; Threat
bezpecnosti najprv identifikovat’
- Aktiva (assets) - VSetko, o ma pre
organizaciu hodnotu a musi byt chranené, Risk
vratane serverov, infrastrukturnych
zariadeni, koncovych zariadeni a
najvaCS|eho aktiva — udajov a iného
dusevného vilastnictva Asset Vulnerabiity

- Zranitelnosti (vulnerabilities) - Slabé
miesto v systéme alebo jeho dizajne, ktoré
by mohol utoCnik zneuzit.

- Hrozby (threats) - Akékolvek potencialne
nebezpecenstvo pre aktivum.




Nadviazanie na predoslié témy ‘
‘ Risk

Hrozba, zranitel'nost’ a riziko (Pokr.)

* Na pochopenie bezpecCnosti siete je dolezité poznat nasledujuce pojmy:

Pojem

Asset

Vysvetlenie

Threat Potencialne nebezpeéenstvo pre aktivum (udaje alebo samotnu siet).

Vulnerability | Slabé miesto v systéme alebo jeho dizajne, ktoré méze byt zneuzité hrozbou.

Attack Celkovy sucet zranitel'nosti v danom systéme, ktoré su pristupné uto€nikovi. Opisuje

Surface rézne miesta, kde by sa uto¢nik mohol dostat do systému a kde by mohol ziskat' udaje zo

systemu.

Exploit Mechanizmus, ktory sa pouziva na vyuzitie zranitelnosti s cieflom kompromitovat’
aktivum. Zneuzitia mézu byt REMOTE alebo LOCAL. Vzdialené zneuzitie je take, ktoré
funguje cez siet bez predchadzajuceho pristupu k ciefovému systému. Pri lokalnom
zneuziti ma akter hrozby urcity typ pouzivatelského alebo administrativheho pristupu ku
koncovému systému. Nemusi to nevyhnutne znamenat, ze utoCnik ma fyzicky pristup ku
koncovému systému.

Risk Pravdepodobnost’, Ze konkrétna hrozba zneuzije urcitu zranitelnost aktiva a sposobi

neziaduci nasledok.
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Nadviazanie na predoslié témy

Identifikacia aktiv

« Aktiva = subor vSetkych zariadeni a informacii, ktoré organizacia vlastni alebo spravuje

Sprava aktiv pozostava z:

* inventarizacie vSetkych aktiv

» posudenia z hladiska urovne ochrany potrebnej na prekazenie potencialnych utokov
* vypracovania a zavedenia politik a postupov na ich ochranu.

Tato uloha méze byt narocna, kedze mnohe organizacie musia chranit:

* internych pouzivatefov a zdroje,

« mobilnych pracovnikov

» cloudové a virtualne sluzby. Uldle=ze

« Okrem toho musia organizacie urcit H
. su ulozené kritické informacné aktiva
° sa k nim ziskava prI'S’[up Asset Vulnerabiity

Informacné aktiva sa liSia, rovnako ako hrozby voci nim.
» kazdé z tychto aktiv méze prilakat roznych utocnikov,
 ktori maju rozne urovne zrucnosti a motivacie.
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Preco je manazovanie zranitel'nosti dolezité

Identifikacia zranitelnosti a hrozieb

« |dentifikacia hrozieb poskytuje organizacii
zoznam moznych hrozieb pre konkrétne
prostredie.
* Pri identifikacii hrozieb je ddlezité polozit’ si
niekolko otazok:
= Aké su mozné zranitelnosti systemu?
= Kto moOze chciet tieto zranitelnosti
zneuzit’ na pristup ku konkrétnym
informacnym aktivam?

= Aké su désledky (impact), ak sa
zranitel'nosti systému zneuziju a aktiva sa
stratia?

Risk
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Preco je testovanie zranitelnosti

C./SS

COMMON VULNERABILITY
SCORING SYSTEM

dolezité

... sucast’ bezpecnostnych opatreni



PreCo je manazovanie zranitelnosti dolezité

Common Vulnerabilities and Exposures (CVE) Database

= Americka vlada sponzorovala MITRE Corporation, aby vytvorila a spravovala kataldg
znamych bezpecnostnych hrozieb s nazvom Common Vulnerabilities and Exposures (CVE).

= Zamer programu CVE pre verejne zname bezpecnostné zranitelnosti je:

identifikovat’ a definovat' definuje jedinecné CVE identifikatory Root — manazérske funkcie
katalogizovat a uchovat’ k dispozicii je 188 049 zaznamov CVE CNA (CVE Numbering Authority) —
(5.11.2022), ktoré je mozné vyhladat a stiahnut operacne funckie

Kazdy obsahuje: CVE Working -
v . . T . CVE Board Secretariat
= CVEID so Styrmi alebo viacerymi Cislicami Groups

v Casti poradového Cisla daného ID (napr. ,CVE-
1999-0067°, ,CVE-2014-12345", ,CVE-2016-

CISA ICS

“ Top-Level Top-Level
7654321 ) Root Root
= Strucny chyby zabezpecCenia
= Akekolvek relevantne (t. . spravy o CNA-LR M M me
-C'SA IS Google INCIBE JPCERT/CC Red Hat

zranitelnosti a upozornenia).
= Stav: Rezervované/Zverejnené/Odmietnuté

==,
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https://www.cve.org/
https://www.cve.org/Resources/Roles/Cnas/CNA_Rules_v4.1.0.pdf
https://www.cve.org/ResourcesSupport/AllResources/CNARules
https://cve.mitre.org/about/faqs.html#cve_entry_descriptions_created
https://cve.mitre.org/about/faqs.html#cve_entry_references

Viac ako 251 partnerov z 35 krajin participuje

Su CNA partneri aj zo SR?

Rola Typ Krajina*
S programu | organizacie
W e : ESET, spol. s Len vSetky produkty ESET a CNA Dodavatelia a Slovak
e g r.o. zranitelnosti objavené spolo¢nostou projekty, Republic
LT ESET, ktoré nie su pokryté inym vyskumnici
rozsahom CNA zranitefnosti
\ELIEINGY LTa Zranitelnosti v softvéri zistené CNA Narodne a Slovak
STYATT AT 1 -0l National Cyber Security Centre SK- priemyselné  Republic
SK-CERT CERT a zranitelnosti nahlasené CERTs

National Cyber Security Centre SK-
CERT na koordinované zverejnenie,
ktoré nie su v pdsobnosti iného CNA
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https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/ProgramOrganization/CNAs
https://www.cve.org/ProgramOrganization/CNAs
https://www.cve.org/ProgramOrganization/CNAs

Preco je manazovanie zranitel'nosti dolezité

Priklad: CVE s CVSS skore

= zranitelnost protokolu DES a 3DES:
AXCVE-2016-2183 Detail

Current Description

The DES and Triple DES ciphers, as used in the TLS, SSH, and IPSec protocols and other protocols and products, have a
birthday bound of approximately four billion blocks, which makes it easier for remote attackers to obtain cleartext data
via a birthday attack against a long-duration encrypted session, as demonstrated by an HTTPS session using Triple DES

in CBC mode, aka a "Sweet32" attack.

+View Analysis Description

Seve rlty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

WNIST: NVD Base Score: - Vector:

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

M
N
A
s
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QUICKINFO

CVE Dictionary Entry:
CVE-2016-2183

NVD Published Date:
08/31/2016

NVD Last Modified:
08/16/2022

Source:

Red Hat, Inc.



Common Vulnerability Scoring System (CVSS)

D a o Relaunch to update

Preh I,ad 0 CVSS € C = firstorg/evss/va.0/specification-document G B & W @ & 0

™

= nastroj na hodnotenie zranitelnosti
(vulnerability assessment tool)

= uvadza spoloCné atributy a

zavaznost' zranitelnosti = A
o o , , , Scoring System (CVSS-SIG)
= v pocitaCovych hardverovych a = . : c /] ss

softvérovych systémoch Specification Document

User Guide

= poskytuje standardizované skore =eempis Common Vulnerability Scoring System version 4.0:

Frequently Asked Questions

zranitelnosti cvssvaoDocumentation & Specification Document

Resources
. ’ 4 CVSS v3.1 Archive Also available in PDF format = .
|
poskytuje otvoreny ramec s ey hrchve
t . k . )4 tk , h CVSS v2 Archive The Common Vulnerability Scoring Systermn (CV55) is an open framework for communicating the characteristics and
me rl am I y pre Vse yC CVSS v1 Archive severity of software vulnerabilities. CVSS consists of four metric groups: Base, Threat, Environmental, and
s t I! JSON & XML Data Supplemental, The Base group represents the intrinsic qualities of a vulnerability that are constant over time and across
pOUZ I Va e OV Representations user environments, the Threat group reflects the characteristics of a vulnerability that change over time, and the
. , h . . ) . I’ . CVSS On-Line Training Envirlonmental group relpreserjts the characteristics of a vulnerabillity that are gnique to a user's enyironment. Base .
poma a p rio rltlzovat zZran |te nOStl Carse metric values are combined with default values that assume the highest severity for Threat and Environmental metrics
Identity & logo usage to produce a score ranging from 0 to 10. To further refine a resulting severity score, Threat and Environmental metrics

- F I RST _ The FO ru m Of I nCident can then be amended based on applicable threat intelligence and environmental considerations. Supplemental metrics

do not modify the final score, and are used as additional insight into the characteristics of a vulnerability. A CVSS vector

ReS pon Se a nd Secu rity Tea mS . string consists of a compressed textual representation of the values used to derive the score. This document provides

the official specification for CVSS version 4.0.

. bOlO u rCene akO Spravca CVSS The most current CVSS resources can be found at https://www.first.org/cvss/
| aby pOd po r'l IO Jeho prljatle na CVSS is owned and managed by FIRST.Org, Inc. (FIRST), a US-based non-profit organization, whose mission is to help

computer security incident response teams across the world. FIRST reserves the right to update CVSS and this
Celom Svete document periodically at its sole discretion. While FIRST owns all rights and interest in CVSS, it licenses it to the public
freely for use, subject to the conditions below. Membership in FIRST is not required to use or implement CVSS, FIRST
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https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document

Common Vulnerability Scoring System (CVSS)

CVSS Metric Groups

u CVSS pOUZiva tr| Sku p|ny Base Metric Group Tempgral Metric Environmental Metric Group
’ ’ . roup
metrik na posudenie
zranltel’nostl' Exploitability metrics Impact metrics

Zrelost
Exploit Code

lBase Metric Group:
Predstavuje charakteristiky
zranitefnosti, ktoré su

Attack Vector

Confidentiality

Maturity Requirement

Confidentiality
impact
Naprava
konstantné v D riebehu ¢asu aj v Attack Complexity Integrity Impact Remediation Level MO:;Z?:::HEE
réznych kontextoch

Integrity
Requirement

M Temporal Metric Group: Privileges Required
Meria charakteristiky
zranitelnosti, ktora sa méze
casom menit, ale nie v User Interaction
pouzivatelskych prostrediach

MEnvironmental Metric Groupy
Meria aspekty zranitelnosti,
ktoré su Specifické v prostredi

Dévera
Availability Impact Report Confidence Availability
Requirement

konkrétnej organizacie




Common Vulnerability Scoring System (CVSS)

Proces CVSS

= Proces CVSS vyuziva nastroj s nazvom CVSS v4.0 Calculator

= Calculator je ako dotaznik, v ktorom sa robia volby popisujuce zranitefnost v
kazdej skupine metrik

= Neskoér sa a zobrazi sa Ciselné hodnotenie zavaznosti

Ukazka pre vypocet podfa CVSS v4.0 Calculator

Attack Vector (AV) Scope (S)
Adjacent (A) Local (L) Changed (C)
Attack Complexity (AC) Confidentiality (C)
High (H) Mo (N) High (H)
Privileges Required (PR) Integrity (1)

None [N) Low (L) None (N) m High (H)
User Interaction (UI1) Availability (A)
Required (R) Low (L) | | High (H)

Vector String - CVSS: 3 /AV-NAC:LIPR-HULNIS-WIC: LLAN


https://www.first.org/cvss/calculator/4.0

Common Vulnerability Scoring System (CVSS)

Proces CVSS (Pokr.)

, Metrics
= Po vyhodnoteni
skupiny Base Nastavena vendorom: po Base Base
Metric Group: nastaveni sa uZ nemeni Formula Score
= Sa vyhodnotia
hodnoty skupin Metrics
Temporal a T '
I T | Metric G emporarily
Environmental Near:tzc\)/fné 5e230rg?;]:ppo FTe m p| Adj usted
i isad : ormula
MetrIC Group ?na:,r:?venl sa Casom stale u Score
= Atie modifikuju
Metric Group
] aby pOSkytll Enviromental Metric Group Env. Environmentally

Nepovinne nastavované

celkové skoére. koncovymi pouzivatelmi Formula Adjusted Score

PLAN [OBNOVY




Common Vulnerability Scoring System (CVSS)

CUee Resorte 'Ifss

= Cim vy$Sie je hodnotenie zavaznosti =) COMMON VULNERABILITY

e v . -y SCORING SYSTEM
= tym vacsi je potencialny dopad zneuzitia

= tym vacSia je naliehavost’ rieSenia tejto Rating CVSS Score

zranitefnosti Nome 0

= Akakolvek zranitelnost presahujuca 3.9
by sa mala riesit’. Low 0.1-3.9

= Rozsahy pre CVSS skoére a Medium 4.0-6.9
zodpovedajuci kvalitativny vyznam je

uvedeny v tabulke >> 90-100

MCvsSS > 3.9 !l

PLAN [OBNOVY

MINISTERSTVO
NVESTICH, REGIONALNEHO ROZVOJA
A INFOI
SLOVE BLIKY




Common Vulnerability Scoring System (CVSS)
Dalsie informacné zdroje o zranitel'nostiach

A 5 https;//nvd.nist.gov/vuln/search ATy o 5 ..

B= An official website of the United States government Here's how you know v

Skore CVSS nie je uvedené v zozname i
CVEs na www.cve.org NST =wo ueny

= Je uvedeneé v inej databaze, tzv. NVD: [Essemsemssey
NATIONAL VULNERABILITY DATABASE ler TBCE“B“SE

National Vulnerability Database (NVD):

., . e _ Search Vulnerability Database
- VyUZ|Va |dent|f|katory CVE d pOSkthJe Try a product name, vendor name, CVE name, or an OVAL query.

dodatocné informacie o

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from

zranitelnostiach
= skore hrozieb CVSS Search Type Contains HyparLinks
= technické detaily :B”;Add %:TM”E-TT -~
= dotknuté subjekty ® Ovenvew O statstis N
= zdroje na dalsie vySetrovanie. Keyword search e
= Databazu vytvorila a spravuje NIST S R
" National Institute of Standards and R iyt Samicn.

Technology (NIST) viady USA.
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https://nvd.nist.gov/vuln/search

Coho vsetkého sa tyka...

Testovanie zranitelnosti siete
= zahrna tieto 3 aktivity:

SimpleRisk, Eramba, Monarc, ...
Manazer rizik, Specialista na
analyzu rizik, interni alebo externi
konzultanti, ramce riadenia rizik.

GVM (OpenVas), Rapid7, Nessus,

Jednotlivci vykonavaju komplexnu analyzu
Risk analysis  dopadov utokov na kritické aktiva a
fungovanie spoloCnosti

Skenovanie hostitela, skenovanie portov, Qualys, Nmap, Ovasp-Zap,
Vulnerability skenovanie inych zranitefnosti a sluzieb, Microsoft Baseline Analyzer, ...
Assessment manazovanie zaplat/oprav (patch Bezpecnostni analytici, analytici

management) zranitelnosti, systémovi

administratori.

Metasploit Framework, CORE
Impact, Burp Suite, Aircrack-ng, ...
Eticki hackeri, penetracni testeri,
red team, bezpecnostni konzultanti.

Pouzitie hackerskych technik a nastrojov na
preniknutie cez sietovu obranu a
identifikaciu hlbky potencialneho prieniku

Penetration
Testing




Konkrétna ukazka pre zist'ovanie

zranitelnosti systemu

Z verejne dostupnych informacii na internete
a internetovych vyhladavacov



Konkrétna ukazka pre zistovanie zranitelnosti systému

Zoznam domén registrovanych pre organizaciu (SGUDS)

() copilot @
Nepodarilo sa mi najst’ verejny zoznam domén registrovanych pre Statny geologicky tGstav Dionyza Stura

(5GUDS) priamo cez NIC.SK alebo iné verejné zdroje. Takéto informéacie nie st standardne dostupné ako

centralizovany zoznam, pokial organizacia sama nezverejni svoje domeény.

Zname domény SGUDS (overené z praxe):
Na zaklade predchadzajucich technickych analyz a verejne dostupnych sluzieb st zname tieto domeny:

« geology.sk — hlavna domeéna ustavu
« apl.geology.sk — mapovy portal (Aplikacie geologickych udajov)
« mapserver.geology.sk — pravdepodobne interny alebo specializovany mapovy server

« geofond.geology.sk — suvisiaci s geologickym fondom

Tieto subdomény su aktivne a prevadzkované SGUDS, ale ich IP adresy a rozsahy nie si verejne publikované.




Je to uZito€né pre:

Vyhladavace informacii o doménach a IP adresach = IT bezpegnostnych expertov
administratorov sieti
4 - = pravnikov pri rieSeni sporov o domén
WH O I S n aStrOJ e n bez\;\)'/lch\:)oulz;vatel’(l)v, kto:l{ chcu ove)r/it’ doveryhodnost webu
ICANN Lookup Whois.com

= Whois.com je dlhoro€ny a znamy

= ICANN (Internet Corporation for Assigned poskytovatel WHOIS sluzieb.

Names and Numbers) je globalna * Aj ked nie je regulacnym organom ako
autorita, ktora spravuje pridelovanie ICANN, je Siroko pouzivany a
domén a IP adries. ma prehladné rozhranie.

= Ich nastroj lookup.icann.org = Ziskava udaje z roznych registratorov a
poskytuje priamy pristup k oficialnym casto poskthJe aj doplnkqvé informacie
WHOIS zaznamom. (napr. hosting, DNS, lokalita).

= Je to najspolahlivejsi zdroj, pretoze ICANN )
je regulacny organ pre doménové mena. ¢ 5 G % whomeo B ool i opine

Enter Domain or IP

i B~y

Domains Hosting Servers Email Security Whois Deals

g £ Incognito (2) Finish update
iwl  fEKTE English  Francois  Pycckuili  Espariol

ICANNILOOKUP

Registration data lookup tool

Whois Domain Lookup
Enter a domain name or an Internet number resource (IP Network or ASN} Frequently Asked Questions (FAQ) Q SEARCH

‘ Whois search for Domain and IP

Whois Lookup »
Enter Domain Name or IP Address QSE)_\RCH

Example: ggq.com, google.co.in, bbc.co.uk, ebay.ca


https://www.whois.com/whois/
https://www.whois.com/whois/

B Prikazovy riadok

Zistime si logické (IP) adresy organizacie C:\Users\Jana>ping geology. sk

Prieskum logickych IP adies

Pinging geology.sk [194.160.66.21] with 32 bytes of data:
Reply from 194.160.66.21: bytes=32 time=4ms TTL=56
Reply from 194.160.66.21: bytes=32 time=3ms TTL=56
Reply from 194.160.66.21: bytes=32 time=7ms TTL=56
Reply from 194.160.66.21: bytes=32 time=7ms TTL=56

& 23 whois.com/whois/geoclogy.sk

Ping statistics for 194.160.66.21:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 7ms, Average = 5ms

Domains Hosting Servers Email Security Whois Deals Enter [

Updated 1 second ago ()

geology.sk

Domain:
Created:

Valid Until:
Updated:
Domain Status:
Nameserver:
Nomeserver:
Mameserver:

Domain registrant:
Name:
Organization:
Organization ID:
Phone:

Email:

Street:

City:

Postal Code:
Country Code:

Authorised Registrar:

Created:
Updated:

geology.sk
2004-03-10
2026-03-10
2025-03-06

ok
ns.axonpro.sk
nsZ.axonpro. sk
ns3.axonpro. sk

TTNY-0@18

Statny geologicky Gstav Dionyza Stara
Statny geologicky astav Dionyza Stara
31753004

+421.259375233
ladislav,martinsky®geology . sk

Mlynska dolina 1

Bratislava

81704

SK

AXON-0201

2017-09-21

2017-09-21

&
Microsoft Windows [Version 10.0.19045.6216]
((c) Microsoft Corporation. VSetky prava vyhradené.

|C:\Users\Jana>nslookup
Default Server: dns.google
Address: 8.8.8.8

> set type=SOA

> geology.sk
'Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:

lgeology.sk

| primary name server = geolsurv.geology.sk
responsible mail addr = postmaster.geology.sk

serial = 20240726
. refresh = 10800 (3 hours)
retry = 3600 (1 hour)

expire = 604800 (7 days)
default TTL = 384@@ (10 hours 4@ mins)

B8 Prikazovy riadok - nslookup

> set type=A

> geolsurv.geology.sk
Server: dns.google
Address: 8.8.8.8

Non-authoritative answer:

Name: proxy.geology.sk
Address: 194.160.66.28
Aliases: geolsurv.geology.sk

Zistené IPv4 adresy: 194.160.66.21, 194.160.66.28


https://www.whois.com/whois/geology.sk
https://www.whois.com/whois/geology.sk

c 2% whois.com/whois/194.160.66.21

WHOIS IOOku p YINOIs Domains Hosting Servers Email Security Whois Deals
Z. t - h person: Juraj Baluch
Is e n Ie rozsa u Whois IP 194.160.66.21 address: Mlynska dolina 1

- p address: Bratislava
IO ICk Ch I P % This is the RIPE Database query service. address: 817 04
% The objects are in RPSL format. address: Slovakia
" % ; bose ie i 4 condies phone:: +421 2 5937 5248
ad rles re % The RIPE Database is L.=.u ject to Terms ar.1 .Con itions. fax-no- +471 7 5477 1949
% See https://docs.db.ripe.net/terms-conditions.html .
nic-hdl: JB6619-RIPE
- 4 - % Note: this output has been filtered. mnt-by: SWDB-SANET
Organ IzaCI u % To receive output for a database update, use the "-B" flag. created: 2007-12-11T19:56:18Z2
] last-modified: 2008-10-22T14:16:367
- . A T % Information related to|'194.16@.66.@ - 194.160.67.255 SRS RIPE # Filtered
2% whois.com/whois/ 5 Incognito (2) Finish update $
% Abuse contact for '194.160.66.0 - 194.160.67.255"' is 'abuse®sanet.sk'
person: Stefan Kacer
inetnum: 194.160.66.0 - 194.160.67.255 address: Mlynska dolina 1
netname : GEOLOGY-DS-5K address: Bratislava
descr: State Geological Institute of Dionyz Stur ke 817 04
d : Slovaki .
1 1 eser . ovarid address: Slovakia
OIS bomain LOOKUpP country: sk
admin-c: SK137@-RIPE phone: +421 2 593? 5155
Whois search for Domain and IP tech-c: JB6619-RIPE fax-no: +421 2 5477 1940
status: ASSIGNED PA nic-hdl: SK137@-RIPE
mnt-by: SWDB-SANET mnt-by: SWDB-SANET
b i B mnt-Lower: SWDB-SANET created: 2007-12-11T19:56: 107
created: 2007-12-11T19:56:182 last dified: 2008-10-27T14:16:357
Example: gg.com. google.co.in, bbe.co.uk. ebay.ca last-modified: 2007-12-11120:04:227 astrmodrried: . ' '
SRR RIPE source: RIPE # Filtered

% Information related to "194.160.0.0/17A52607"

route: 194.160.9.0/17
descr: SANET-AS2607-BLOCK
origin: AS2607

mnt-by: ASZ26@7-MNT
mnt-lower: AS2607-MNT

created: 2022-10-10T12:06:387
last-modified: 2022-10-10T12:06:387
source: RIPE

Financované

Eurépskou tniou PLAN [OBNOVY a:‘;L'?;;&L?—'°‘-°?‘-“““‘””’“D'* % This query was served by the RIPE Database Query Service version 1.118.1 (BUSA)

1ZACK
SLOVENSKE] REPUBLIKY
NextGenerationEU !




Kto spravuje (takmer) vSetky Ciselné identifikatory na internete — doveryhodna autorita

IANA.org

& 22 iana.org < £ Incognito (2) Finish update

The global coordination of the DNS Root, IP addressing, and other Internet protocol resources is performed as the Internet Assigned
Numbers Authority (IANA) functions. Learn more.

Domain Names Number Resources Protocol Assignments
Management of the DNS Root Zone Coordination of the global IP and AS The central repository for protocol name
(assignments of ccTLDs and gTLDs) number spaces, such as allocations and number registries used in many
along with other functions such as the made to Regional Internet Registries. Internet protocols.

.int and .arpa zones.
m [P Addresses & AS Numbers = Protocol Registries
= Root Zone Management = Network abuse information = Apply for an assignment
= Database of Top Level Domains = Time Zone Database

.int Registry
.arpa Registry
IDN Practices Repository

(ATIZACIE
SLOVENSKE] REPUBLIKY HIINSKE UNIVERZITY V AILINE
NextGenerationEU

Financované r - a MINISTERSTVO KOMPETENCNE CENTRUM
. i NVESTICH, REGIONALNEHO ROZVOJA ¢
Eurépskou Gniou Pl.‘“ ,_OBIIOVYJ A INFORMATIZACE KYBERNETICKE) BEZPECNOST!



https://www.iana.org/
https://www.iana.org/

Nie je oficialnym zdrojom informacii pre EU... Ale posluzi nam, lebo poskytne viac...

https://whois.ipip.net/

c 2% whois.ipip.net/AS2607

192.108.132.0/24 - VSEBBNET

<

'b IPIP Countries Country ASNs Internet Exchange Looking Glass

192.108.132.0/23 VSEBBNET
AS2607 - SANET - Zdruzenie pouzivatelov Slovenskej akademickej datovej siete

SANET, SK 192.108.133.0/24

- VSEBBNET
E |

IP Address Ranges Graph v4 Graph vé Upstreams Downstreams X ‘Whais ,
192.108.138.0/24 - SANET
AS Number AS Name Org Name Country
AS2607 SANET Zdruzenie pouzivatelov 1 Slovakia
Slovenskej akademickej

datovej siete SANET 192.108.138.0/23 SANET

:\E;:w. . ;;Tli; -22T15:27:182 R—r—
i i i b s ) 192.108.149.0/24 (/] UAKOMBONE
9 526,080 IPv4 Addresses
+ / o lﬂjf-f W AERE N St 193.87.0.017 w L4 National Health Information Center
: \ o e f) ooy (N ﬂ\\
ol S P e S o S e : - S RN 193.87.0.0/16 Zdruzenie pouzivatelov Slovenskej akademickej dat
N P A0 e e o figae 8100 N P J |
N L .‘,, /s e el o - 12.3K 4 2

/wf LIRS ] 6 __ 193.87.128.0117 @) NBSNET

oy TN = IS S 194.160.0.0/17

st eas / =R w 0 Zdruzenie pouzivatelov Slovenske] akademickej dat

\,«» h™ S R s . SN 194 160.0.0/16 )@ Zzdruzenie pouzivatelov Slovenskej akademickej dat

A X LA PRNSE e NG gl st 194.160.128.0/17

y §
IPv4 Ranges IPv6 Ranges

SSKNM-5K

PLAN [OBNOVY

. Eurépskou tniou
NextGenerationEU




Reverzné zaznamy na https://whois.ipip.net/

Zist'ovanie informacii

* 194.160.66.0/24
* 192.160.67.0/24

194.160.25.0/24

194.160.30.0/24

194.160.26.0/24

194.160.31.0/24

194.160.27.0/24

194.160.32.0/24

&

2% whois.ipip.net/cidr/194.160 C} : £ Incognito (2)

Countries Country Internet Looking

* .
Q IPIP ASNs Exchange Glass

BGP Announced

AS CIDR Description

AS2607  194.160.0.0/17 w SANET - Zdruzenie pouzivatelov Slovenskej akademicke] datovej siete SANET, 5K

AS2607 194.160.0.0/16 w & SAMET - Zdruzenie pouzivatelov Slovenskej akademicke] datovej siete SANET, SK

Real Time BGP Data

194.160.35.0/24 194.160.36.0/24 194.160.37.0/24 AS / Info IP/ Time AS Path
194.160.40.0/24 194.160.41.0/24 194.160.42.0/24 Loading...
194.160.45.0/24 194.160.46.0/24 194.160.47.0/24
Reverse DNS List (Total:255)

194.160.50.0/24 194.160.51.0/24 194.160.52.0/24

IP Host DateTime
194.160.55.0/24 194.160.56.0/24 194.160.57.0/24

194.160.66.1 1.geclogy.sk 2025-09-04 14:23:12
194.160.60.0/24 194.160.61.0/24 194.160.62.0/24

194.160.66.2 praoxy.geology.sk 2025-09-04 14:23:12
194.160.65.0/24 194.160.66.0/24 194.160.67.0/24 04160662 3 geology.sk 5025-09-04 14:23:1
194.160.70.0/24 194.160.71.0/24 194.160.72.0/24 194.160.66.4 4.geology.sk 2025-09-04 14:23:12

194.160.66.5 5. | sk 2025-08-30 12:41:16
194.160.75.0/24 194.160.76.0/24 194.160.77.0/24 geclogy:s

194.160.66.6 b.geology.sk 2025-09-04 14:23:12

AT
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Vyhladavac pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

https://www.shodan.io/

= Shodan.io

= S$pecializovany vyhladavac, ktory umoznuje ®% SHODAN  Explore  Pricing iz
prehfadavat Zariadenia pripojene k internetu
= na rozdiel od klasickych vyhladavacov ako Google,

ktoré indexuju webové stranky, Shodan
indexuje internet veci (loT) — teda:

Maps

server :
d Search Engine
webkamery
smerovate for the Internet
inteligentné zariadenia i
priemyselné systémy a dalSie. of Everythlng
. Uce_l: , ) i ) ] i o o Shodan is the world's first search
= Zistovanie, aké zariadenia su pripojené k internetu a engine for Intemet-connected devices.
aké sluzby poskytuju. Discover how Intemet intelligence can
= Pousitie: help you make better decisions.

= Bezpecnostni experti ho vyuzivaju na auditovanie sieti,
hladanie zranitelnosti a monitorovanie zariadeni.

= Funkcie:

= Umoznuje filtrovat podfa |IP adresy, portu, ?eggrafickej
polohy, operacného systému, otvorenych sluzieb a
dalSich parametrov.

= Rizika:
= M©bze byt zneuzity na identifikaciu nezabezpecenych

zariadeni, preto je dolezité spravne konfigurovat a
zabezpecit sietove zariadenia.

PLAN [OBNOVY




Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

Vyhladanie informacii cez shodan.io

€ 5 © % shodaniofhost/194.160.66.48 a @ % O @ O B B O | @ Finishupdate |
o - Hru )
@ SHODAN Explore Downloads Pricing ISearch Q bties, | Account
Orth'an der. Thurnhaufen . 4 { ¢ i l : - . ¢ Hurbanova
Donau Eckartsau Stopfenreuth Sihot A Gy Mos.ti'pr'i e Tomasov. Janiky N
n UK - I Bratisla
Schwalbeninsel wolfsthal el . Podunajske S
~ " W) s % "1 Biskupice g {
1 94 1 60 66 48 ronell- Hundsheim e/ i N % ey Zlaté Klasy )
= = = ¥ = Regular View B >_ Raw Data : - e Pt A © OpenMapTiles Satellite | © MapTiler @ OpenStreetMap contributors
// TAGS: // LAST SEEN: 2025-09-02
@ General Information 552 Open Ports
eology.sk
Hostnames g o 1883 8000
48.geology.sk
DArsis geology.sk /80 /TCP[ 708008581 ﬂ | 2025-@8-23T10:25:54.665599
Country Slovakia nginx 1202
City Bratislava % Mapportal SGUDS

HTTP/1.1 288 OK
Organization State Geological Institute of Dionyz Stur Server: nginx/1.20.2
Date: Sat, 23 Aug 2025 10:25:54 GMT
Zdruzenie pouzivatelov Slovenskej akademickej datovej Content=iype: J_Eexﬂhtml
ISP Content-Length: 9619
siete SANET Last-Modified: Wed, 96 Dec 2023 11:35:14 GMT

oS e S S S e WA
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Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

Vyhladanie informacii cez shodan.io (pokrac.)

<« Cc 23 shodan.io/host/194.160.66.48 @
=l l‘._.’GI nLausnn <Lwale \JWI.UBI\-HL ITISLLULE VI wiwvi I,L LUl Server: nginx{i_za_z
Date: Sat, 23 Aug 2825 10:25:54 GMT
Content-Type: text/html
Content-Length: 29619
Last-Modified: Wed, 86 Dec 20823 11:35:14 GMT
ASN AS2607 Connection: keep-alive
ETag: "657@5c72-2593"
Access-Control-Allow-Origin: *

ISP Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Allow-Headers: DNT,X-CustomHeader,Ke

-Control, Content-Type

A Vulnerabilities All ports v Latest v Accept-Ranges: bytes

Vulnerabilities

& 2023 (1) [ o | o e o

CVE-2023-44487 The HTTP/2 protocol allows a denial of service (server resource
consumption) because request cancellation can reset many streams // 443 /TCP[4
quickly, as exploited in the wild in August through October 2023.
nginx 1202
2021 (1) % Mapportal 36UD$
CVE-2021-3618 ALPACA is an application layer protocol content confusion attack, HTTP/1.1 280 OK

oy . . . . 5 H inx/1.28.2
exploiting TLS servers implementing different protocols but using DEEVEFS "gl;: e 1ieainr
ate: un, ug H H

compatible certificates, such as multi-domain or wildcard certificates. Content-Type: text/html

A MITM attacker having access to victim's traffic at the TCP/IP layer Content-Length: 9619

Last-Modified: Wed, @6 Dec 2023 11:35:14 GMT
Connection: keep-alive

TLS session. This breaks the authentication of TLS and cross-protocol ETag: "65785¢72-2503"

can redirect traffic from one subdomain to another, resulting in a valid

attacks may be possible where the behavior of one protocol service Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, OPTIONS

Access-Control-Allow-Headers: DNT,X-CustomHeader,Ke
-Control, Content-Type,Content-Range,Range

may compromise the other at the application layer.

Access-Control-Expose-Headers: DNT,X-CustomHeader,k
e-Control.Content-Tvoe.Content-Ranee.Range

Financované r - MINISTERSTVO KOMPETENCNE CENTRUM
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Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitelnosti)

Filter na zranitel’'nosti

« =2 2 shodan.io/search?query=vuln:CVE-2023-44487

®% SHODAN  Explore  Downloads  Pricingz  [ERBURONZPIPLREEEY n

® E The "vuln' filter is only available to Academic users or
rror:
Small Business API subscription and higher.




Konkrétna ukazka pre zistovanie zranitelnosti systému
Vyhladavanie informacii o zranitel'nostiach

u NIST NVD (Nat'onal . » C 2% nvd.nistgov/search 4 O & 0O B B O o Finish update
Vulnerability Database) je
oficialna databaza ]
kybernetickych zranitelnosti NIST

= gpravovana NIST (National
Institute of Standards and
Technology) v USA

m Zoznam Zné’mych ] gﬂ'g;glé\rumlammuw
zranitelnosti softvérua NATIONAL VULNERABILITY DATABASE NISI'T
hardveru, Casto oznacenych
identifikatorom CVE

Common Vulnerabilities and

B= An official website of the United States government Here's how you know ~

= NVD MENU

Information Technology L aboratory

xposures).
= Pomaha organizaciam General + Search
identifikovat a hodnotit - | o o |
beztp,ecnor?tne rizika v ich Vulnerabilities +  Please make use of the interactive search interfaces to find information in the database!
systemoch. . .
Vul bility M +
= Kazda zranitelnost ma ineraby Hetries
pé"'adene %(Olre C\é?ts Products +
corin SySt,em)) ktore evelopers Vulnerabilities - CVE Products - CPE Checklists - NCP
hodnoti je] zavaznost. Contact NVD
= Uzko spolu%racuje s MITRE Other Sites +
(spravcom CVE systému) a
dalSimi bezpeCnostnymi Search +
komunitami.

PLAN [OBNOVY




Konkrétna ukazka pre zistovanie zranitelnosti systému

Vyhladavanie informacii o zranitel'nostiach

« CVE-2023-44487 |

&) 23 nvd.nist.gov/vuln/search#/nvd/home?keyword=CVE-2023-44487 &resultType=records W @ & 0 B B N} o Fini

An official website of the United States government Here's how you know ™

NIST

Information Technology Laboratory

NATIONAL VULNERABILITY
NATIONAL VULNERABILITY DATABASE N ST T?:GB“B“SE

VULNERABILITIES

NVD Vulnerability Search

o] s

For a phrase search, use "

Keyword: CVE-2023-44487 &®

Items per page: | 25

<

1-10f1 W < > M

CISA Kev Published

Identifier CNA Description
i Info Date Pt
CVE-2023- The HTTP/2 protocol allows a denial of service (server resource consumption) because request cancellation can reset many
2023-10-10 MITRE , o o
44487 streams quickly, as exploited in the wild in August through October 2023.
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Konkrétna ukazka pre zistovanie zranitelnosti systému

cve.org

« => C 2% cveorg [CR ¢ e 0 B A 3 o Finish update 3

= CVER dU '
e CO r S e r About  Partner Information Program Organization Downloads Resources & Support
G u |d e CVE-2023-44487| Search J [ﬁ

Search tips @ | Provide feedback &

|
© Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Learn more here . w

CVE" Program Mission
Identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.
There are currently over 292,000 CVE Records accessible via Download or Keyword Search above.

’ 4 .
u Vyh I adava n Ie The CVE Program partners with community members % News

. ry _nr worldwide to grow CVE content and expand its usage. o @ )
| nfo N |aC| | O . Click below to learn more about the role of CVE O ﬁem:"n.c‘: fbolr ?afg::
Numbering Authorities (CNAs) and Roots. (@ g L_°‘:"K vaila des'“ .
0 ist Keyword Search” on
Learn More [ Become a Partner ] o r@\ CVE.ORG Website

CVE-2023-44487 g e pmemon
Records: 243 CNAs on

the Enrichment
Recognition List for

B CVE Program Report for
= List of Partners = About CVE = Report vulnerability/Request Quarter 2 Calendar Year
= CNA Rules «» Process CVEID (Q2 CY) 2025
= CVE Record Lifecycle » Program Organization = Request CVE Record be
= CVEProject on GitHub for « CVE 25th Anniversary Report published/updated AxxonSoft Added as CVE

Development » Related Efforts = Report the use of a reserved Numbering Authority
= |ldea tracker 2 « Terminology CVEID[Z (CNA)
« CVE Services for CNAs NEWS ICONS@

Financované r - a MINISTERSTVO KOMPETENCNE CENTRUM
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https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev

Konkrétna ukazka pre zistovanie zranitelnosti systému

CVE-2023-44487

- H TT P I 3 : Ry c h I e : é i a b ez p e é n e : é i A 3 About Partner Information  Program Organization  Downloads ~ Resources & Support
We b Enter keywords (e.g.: CVE ID, sql injection, etc.) m @

Search tips @ | Provide feedback

3 € % cveorg/CVERecord?id=CVE 2023-44487 a & O @ 0 B R 3 @ fn

@® Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Leamn more here . w

CVE-2023-44487 | rususeo & ViewJJSON | B User Guide

On This Page

. Required CVE Record
HTTP Semantics Required CVE Record Information Information

\ Goorsir
HTTP 1.1 HTTP/3

HTTP/ 2 Published: 2023-10-10 Updatad: 2025-06-07 CVE Program

TCP TCP

Description Publishers

The HTTP/2 protocol allows a denial of service (server resource consumption) because CISA-ADP
request cancellation can reset many streams quickly, as exploited in the wild in August
through October 2023.

Q U | C Product Status

Learn more

U D P Information not provided

References 144 Total

IPV4 / IPV6 « hitps:/igithub.com/dotneticore/blobled613450ea0da7fd2fc6b61dfb2c1cdec
1ceecirelease-notes/6.0/6.0.23/6.0.23.md?plain=14L73 &
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https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487

Je viacero ré6znych databaz zranitelnosti

Zoznamy zranitelnosti
CVE

Common Vulnerabilities and Exposures

= Medzinarodny Standard pre identifikaciu
znamych zranitelnosti v softveri.
= Kazda zranitelnost ma jedineéni’/
identifikator (napr. CVE-2023-12345).
= Spravuje ho organizacia MITRE
Corporation v spolupraci s NIST.
= CVE zaznam obsahuje:
= strucny popis zranitelnosti,
= datum zverejnenia,
= odkazy na technicke detaily (napr. NVD,
vendor advisories).

= Pouziva sa v nastrojoch na spravu

zranitelnosti, bezpecnostnych skeneroch,

SIEM systemoch atd.

PLAN [OBNOVY

KEV

Known Exploited Vulnerabilities
= Zoznam zranitelnosti, ktoré su aktivne

MINISTERSTVO
NVESTICH, REGIONALNEF
A INFORMATIZACH
SLOVENSKE| REPUBE LIy

KOMPETENCNE CENTRU M
s KYBERMETICKE) BEZPECNOSTI
HLINSKE) UK e

zneuzivané v realnom svete.

Spravuje ho Cybersecurity and
Itﬁigaa\structure Security Agency (CISA) v

KEV zoznam g_e podmnozinou CVE -
obsahug,e len tie CVE, ktoré su potvrdené
ako aktivne zneuzivane.

Sluzi ako prioritny zoznam pre
patchovanie — organizacie by mali riesit KEV
zranitelnosti prednostne.

Obsahuje:

= CVE identifikator,

= datum pridania do KEV,

= poziadavku na mitigéciu'&napr. deadline pre
ederalne agentury v USA).



https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cve.org/
https://www.cve.org/

'. SHODAN = Account Billing Take a Tour Login Register

Shodan.io/Pricing
Cena licencii na shodan.io

(len pre predstavu) T R e

= Dozivotna basic licencia Freelancer Small Business Corporate

(Zanl'maVé... ale dostupné iba v $69/month $359/m0nﬂ’1 $1099/month
Specialnych akciach, raz za X rokov)

Rece.l pt from Shoda n, LLC + Up to 1 million results per month ) v Up to 20 million results per month ' Al Unlimited results per month )
v Scan up to 5,120 IPs per maonth v 5can up to 65,536 IPs per month v Scan up to 327,680 IPs per month
Receipt #1268-4168 « Network Monitoring for 5120 IPs « Network Monitoring for 65536 IPs « Network Monitoring for 327680 IPs
AMOUNT PAID DATE PAID PAYMENT METHOD
$5.00 Jul 17, 2023, 1:42:45 PM MasterCard -
v Access to most filters + Access to most filters v Access to all filters
SUMMARY + Allows paging through search results + Allows paging through search results + Allows paging through search results
v Basic access to the Streaming AP v Basic access to the Streaming AP v Basic access to the Streaming APl
v Commercial Use + Commercial Use « Commercial Use
Payment to Shodan, LLC. $5.00
Amount charged $5.00 + (Grandfathered Pricing v Grandfathered Pricing v Grandfathered Pricing
+ E-Mail support + E-Mail support @& Premium Support
1 Vulnerability search filter {3t Vulnerability search filter
+ Batch IP Lookups
If you have any questions, contact us at support@shodan.io or call at © Tag Search Fitter
+1 740-746-3261. &% InternetDB API Commercial Use

S Complementary Membership Upgrades
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Identifikacia zranitel'nosti systémov so shodan.io

S liceniou: aj moznost’ monitorovat’ (svoje) zariadenia

’. SHODAN | Monitor Overview Pricing &2 Access Portal

Know What's Connected

Network Monitoring Made Eas gy

Within 5 minutes of using Shodan Monitor you will see what you currently have
connected to the Internet within your network range and be setup with real-time

notifications when something unexpected shows up

Small network 19820680/24 = Built to Scale

EEEEEEEEEEEEE = Whether you want to monitor 1 1P or you're an ISP ‘Jwth mHLpns of CLlstomers -the
L] u L] Shodan platform was built to handle networks of all sizes without breaking a
sweat
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Identifikacia zranitel'nosti systémov so shodan.io

Monitorovanie aktiv (assets)

“« c 2z monitor.shodan.io/networks

w O @ O BE O3 @

-..; SHODAN  Monitor Dashboard Manage Assets Events Log Settings

Manage Assets

] malware, open_database, ai, iot, end_of_life, internet_scanner,
194160.66.48/32  1IP @ o ¢

1 geology.sk

[ ]
industrial_control_system, new_service, ssl_expired, vulnerable
. I malware, open_database, ai, iot, end_of_life, internet_scanner, —
o1 gymrk.sk 194160142194/32 1IP | _ , , @ © c¢ ]
industrial_control_system, new_service, ssl_expired, vulnerable
. malware, open_database, ai, iot, end_of_life, internet_scanner, -
o sczsk.sk 195146133107/32  1IP 3 e |8 Cc| W

industrial_control_system, new_service, ssl_expired, vulnerable

Financované
Eurépskou tniou
NextGenerationEU

MINISTERSTVO

PLAN [0BNOVY] | ¥ iiconno

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
HILINSKE UNIVERZITY ¥ ZILINE

i 1ZACK
LOVENSKE] REPUBLIKY




Identifikacia zranitel'nosti systémov so shodan.io

Monitorovanie aktiv — alert o novej zranitelnosti

Shodan Alert <no-reply@mg.shodan.io> Sep 4, 2025, 4:02PM (21 hours ago) % ® “ :

tome -

194.160.66.48

80 /tcp geology.sk end_of _life
Port Asset Group Trigger

nginx 1.20.2

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Thu, 04 Sep 2025 13:44:23 GMT

Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, 06 Dec 2023 11:35:14 GMT

Connection: keep-alive

ETag: "65705¢c72-2563"

Access—Control-Allow-Origin: *

Access—-Control-Allow-Credentials: true
Access—Control-Allow-Methods: GET, PBOST, OPTIONS
Access—Control-Allow-Headers: DNT,X-CustomHeader,Keep-Alive,User—
Agent, X-Requested-With, If-Modified-Since, Cache-Control, Content-Type
Accept-Ranges: bytes

Add to Whitelist
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Konkrétna ukazka pre zistovanie zranitelnosti systému

Vyhladanie informacii cez shodan.io

€ > ¢

2% shodan.io/host/194.160.142.194

gbatizovee
ey

g Svit
Lugivna

194.160.142.194
VAT < -sione |

@ General Information

a @& O F O [~ [ = I Y |

¥

’. SHODAN Explore Downloads Pricing & Type / to search Q

Vikova
Vikovce

Bukovinka

/7 LAST SEEN: £

gymrk.sk

old.gymrk.sk
Hosthames

sarkan.gymrk.sk

www.gymrk.sk
Domains gymrk.sk
Country Slovakia
City Poprad
Organization Grammar School

ISP

Zdruzenie pouzivatelov Slovenskej
akademickej datovej siete SANET

ASN

AS2607

74

543 Open Ports

21/ TCP 53700837 | 2025-08-22T15:
Pure-FTPd
b Welcome to Pure-FTPd [privsep] [TLS] ----------

22@-You are user number 1 of 32 allowed.

22@-local time is now 15:48. Server port: 21.

220-This is a private system - No anonymous login

22@-IPv6 connections are also welcome on this server.

220 You will be disconnected after 15 minutes of inactivity.
530 Login authentication failed

214-The following SITE commands are recognized

ALIAS

CHMOD

Financované
Eurépskou tniou
NextGenerationEU

MINISTERSTVO
NVSTICH REGIOMALNEHO ROZVOJA

A INFORMATIZACH
SLOVENSKE] REPUBLIKY

PLAN [OBNOVY

Q

/\ Vulnerabilities

2025 (3)

CVE-2025-53020

Allports  v|| Latest ~

Late Release of Memory after

Effective Lifetime vulnerability in
Apache HTTP Server. This issue affects
Apache HTTP Server: from 2.4.17 up to
2.4.63. Users are recommended to
upgrade to version 2.4.64, which fixes
the issue.

CVE-2025-49812

In some mod_ssl configurations

on Apache HTTP Server versions
through to 2.4.63, an HTTP
desynchronisation attack allows a
man-in-the-middle attacker to hijack
an HTTP session via a TLS upgrade.
Only configurations using "SSLEngine
optional” to enable TLS upgrades are
affected. Users are recommended to
upgrade to version 2.4.64, which
removes support for TLS upgrade.

CVE-2025-49630
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Otvorena reflexia

= Co je cielom testovania = Co znamena pojem ,zranitelnost™ v kybernetickej
zranitelnosti? (1 spravna) bezpecnosti? (2 spravne)
= a) Zistit, Ci webova stranka funguje = a) Slabé miesto v systéme, ktoré moze byt zneuzité
spravne o b) Emocionalna reakcia pouzivatela
b) ldentifikovat' slabé miesta v c) Problém s hardverom, ktory spésobuje hluk
systeme o d) Chyba v softvéri, ktora umoznuje uto
c}iZabezpemt’, Ze antivirus je x s . . e w ,
aktualny = Co by mal obsahovat’ plan manazovania zranitelnosti?
d) Zistit, kto pouziva Wi-Fi (2 spravne) o
. ‘s . . = a) Zoznam vsetkych zamestnancov
= Ktoré z nasledujucich nastrojov b) Postup aktualizacii a zaplat
sa pouzivaju na testovanie c) Analyzu rizik _
zanitelnosti? (2 spravne) d) Denny rozvrh prace IT oddelenia

" @) oxcel = Ktory z nasledujucich zdrojov poskytuje informacie o
E gﬁgﬁgﬁ znamych zranitel’nostiach‘?J (2 spravne)
d) Word = a) NIST NVD
b) YouTube
c) CVE databaza
d) Instagram




Financované
Eurépskou uniou
NextGenerationEU

PLAN (OBNOVY

MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA
A INFORMATIZACIE

SLOVENSKE] REPUBLIKY

KOMPETENCNE CENTRUM
KYBERNETICKEJ BEZPECNOSTI
ZILINSKEJ UNIVERZITY V ZILINE

Dakujem za pozornost’

BezpecCnostné opatrenia — test zranitelnosti

Bezpecnostne rizika, opatrenia a prevencia (Blok II)
Kurz: Odborny zamestnanec (laik) kybernetickej bezpeénosti

Mgr. Jana Uramova, PhD.
KC KYB UNIZA, https://kc.uniza.sk/

Jana.Uramova@fri.uniza.sk
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