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= Uvod do autentifikacie a autorizacie
= Faktory autentifikacie

* Mechanizmy autentifikacie
= Autorizacia a kontrola pristupu
* Implementacia a technologie



Uvod a ramec AAA




AAA: Prehlad a komponenty

= AAA = ramec pre Autentifikaciu, Autorizaciu a Uétovanie
= V sietach sa pouziva ako zaklad pre riadenie pristupu (Access Control)

= Authentication - Autentifikécia — Kto si?
Overenie identity
Faktory: nieCo €o viem / mam / som / robim
MFA ako standard (heslo + token/sms/biometria)

472919345 00178255000000003 Lt bl eflabal bl
Detach here and return upper portion with check or money order. Do not staple or fold. M

Statement of Personal Credit Card Account

- Authorization - Autorizacia - Co mézes robit? 1
Préva na zdroje podla roly, atribitov alebo vlastnictva """ l e

__ Clowinn Date: N1.21.01

wee | Credit Limit umm[ Credtt Available: $1221.50

" Accounting (Auditing/Uétovanie) - Co si urobil? g : e Porr om0

[Authorization
Evidencia a zodpovednost | How much can you spend? l

Kto Co spravil, kedy, kde a preco

[Accounting
[ | Ucel AAA: o . | _V.Whatdidyouspend it on? e A o
Kto sa mdze pripojit’ (admini, pouzivatelia, partneri) o o | s i | s
Kedy maju pristup o [ | M ——— |2
Co mbézu vykonavat ] O ] -l e
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AAA Lifecycle: Authentication — Authorization —
Accounting

= Lifecycle
= Authentication (Autentifikacia)
Overenie identity pouzivatela alebo zariadenia
Faktory: heslo, token, certifikat, biometria
Vysledok = déveryhodna identita

" V sietovej praxi dva = Authorization (Autorizacia)
rozmery AAA: Rozhodnutie, o moZe identita vykonat
= Siet'ovy pristup - kto smie Priradenie prav (exec, konfiguracia, VLAN, pristup k

zdrojom)

vstupit' do siete (pouzivatel, Realizované
zariadenie) ‘ Lokalne
. Administrétorsky pristup _ Remote - cez AAA server (RADIUS AV-pairs, TACACS+

_ policies)
kto smie spravovat = Accounting (Uétovanie)
zariadenia a aké prikazy Logovanie aktivit: kto, ¢o, kedy, odkial
mo&ze pouzivat Zaznamy pre audit, compliance a troubleshooting

Podpora fakturacie (ISP, telco prostredia)
= Lifecycle ako celok:
Kto si?“ — ,Co smies robit?“ — ,Co si vykonal?
AAA uzatvara bezpecnostnu slucku od identity po audit.




Architektura AAA - Zakladne komponenty a tok

= Architektura AAA * Tok komunikacie
= Umozfuje centralizované riadenie pristupu - E?‘I{lz'&"sa:)egéﬁg gg;i'aaggclfu'\‘ngsn v
= Politiky na jednom mieste server o |
= \lynucované vo vietkych NAS zariadeniach @’Sﬁ_%‘zPOYgS)'de”t'tu voci IAM
= Zakladné komponenty — Qovoleﬁie/odmietnutie + pridelenie
= AAA Klient opravneni
= Proces v NAS sprostredkujuci komunikaciu pouzivatela " Vsetky akcie sa loguju pre accounting
vy serveromp J P (audity, reporting).
= Network Access Server (NAS) ]
= Zariadenie prijimajuce ziadost o pripojenie (switch, Request >
router, firewall, VPN gateway, WLC) @ Server
= Policy Enforcement Point — PEP (vynucuje rozhodnutie)
" AAA Server Allow / Deny E
= Centralny systém na autentizaciu, autorizaciu a AAA Klient IAM
accounting (AD/LDAP,
* RADIUS/TACACS+ server, NAS 2. U
= napr. Cisco ISE, FreeRADIUS, Microsoft NPS g
= Policy Decision Point — PDP (rozhoduje o pristupe) ammmn. Allow/ Deny g

M

Accounting




AAA v autentifikachnom frameworku

= Autentifikacny framework
= Schéma na overovanie identit (pouzivatelov/aplikacii) v systéme
= AAA je jeho sucCastou, jadrom — poskytuje mechanizmy a protokoly

= Obsahuje
= Metody - konkrétne spdsoby overenia

Spgsoby autentizacie: Hesla, biometria, tokeny — HW/SW,; protokoly ako PPP PAP/CHAP, EAP-
TL

= Formy - ako su metddy implementované
Implementacie autentifikacnych metod: SFA, 2FA, MFA, certifikaty, username
= Protokoly - prenos a sprava identit
RADIUS, TACACS+, Kerberos, LDAP
= Nastroje - rieSenia

Softvérove rieSenia m
(IAM/IMS, SSO, MFA; frameworky H O
ako 802.1X, EAP, ISE, FreeRadius, - &9 oo :;I‘

Authentication Framework

MS NPS) 1 0o

u Entities Network Security Network
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AAA a Identity Aaccess Management (I1AM)

« [AM = AAA

= Proces (systém, technoldgia a politika) * Podmnozina / komponent v ramci IAM
= Zabezpeduije: = Technicka implementacia |IAM principov

-vu digitalnveh identit | v sietach a infrastrukture
Shravu digitanych identit v celom Overovanie, povolovanie a sledovanie

zivotnom cykle pristupu v sietovom kontexte
riadenie pristupu k systémom, datam a Zabezpetuje centréalne riadenie pristupu
sluzbam, k zariadeniam alebo sieti
overovanie a vynucovanie opravneni Autentifikacia:
pouzivatelov a zariadeni Vyuziva identitu z IAM IdP (napr. Active
Directory, LDAP, Azure AD)
Autorizacia

Aplikuje 1AM politiky — priradi prava podla
role (RBAC) na pristup k CLI

Uétovanie
Zaznamenava vSetky pristupy a akcie
* |JAM definuje co by malo platit, AAA zabezpeci ze sa to naozaj vynuti v
r eél n ej Si e ti “ ;il:':?;i‘:uﬂﬂéniw E':{gﬁwﬁ;:m«m ‘ Oﬁ?ﬁiﬂsﬁ'g&ﬁ'ﬁlﬁmsn
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AAA v bezpecnostnych standardoch

= NIST SP 800-53 (USA)
= Kontrolneé rodiny:
AC (Access Control) — pravidla pristupu k zdrojom
|A (Identification & Authentication) — overenie identit
AU (Audit and Accountability) — zaznamy aktivit
= AAA je jadrom tychto kontrol — zabezpecuje identitu, opravnenia a audit

* ISO/IEC 27001 (globalny standard)
= A.9 Riadenie pristupu — politiky, autentifikacia, autorizacia
= A.12 Prevadzkova bezpecnost — monitoring a logovanie
= AAA pomaha plnit poziadavky na kontrolu a audit pristupu

= CISSP Common Body of Knowledge (CBK)

= AAA = zakladna téma v doméne ,Security and Risk Management® a ,ldentity and Access
Management®

= KluCovy koncept pre bezpecnost sieti a compliance

= ENISA odporuaéania (EU)
= AAA sucast Zero Trust Architecture — vzdy overuj pouzivatela, zariadenie a aktivitu
= DOraz na integraciu s IAM a monitoring

MINISTERSTVO
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Autentifikacia

Authentication |:> Authorization E>




Autentifikacia

= Autentifikacia = proces overenia identity pouzivatela alebo zariadenia
= Ciel: potvrdit, ze entita je tym, za koho sa vydava
= Pozostava
Identifikacia (identification, identity proofing)
Procedura kde pouzivatel/systém alebo entita prezentuje svoju totoznost
napr. meno, ID, email

Verifikacia (verification) alebo autentizacia

Proces overenia totoznosti pouzivatela (Potvrdenie déveryhodnosti Identity)
Zadanim napr. hesla alebo kédu zo SMS

= Uloha - Prvy krok v AAA
= Bez uspesnej AuthN nasleduje odmietnutie

= Realizacia autentifikacie
= Na zaklade jedného alebo viacerych faktorov (Co viem / mam / som / robim)

= Vysledok
= Doveryhodna identita, ktord mozno dalej pouzit na autorizaciu a uctovanie
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Autentifikacia
Metody autentifikacie

= Niec¢o, ¢o viem = Nieco, €O mam
Ienéa (tajomstvo) I'vlastnim

= PIN = Mobil, SMS
= Heslo = Pamatova karta
. Fraza (s chipom) + reader
. Kod (i.e. bankova karta)
: tJ"ednorazové heslo = Smart karta (nap: gl':l'(F:’ lt(oaliteyrz
= Niec¢o, ¢o robim Autentifikacia = Nie¢o, ¢o som
(Co ma moja Jedlnecna
charakterizuje - behavio charakteristika - biometrika)
= Ako rozpravam " OSdlEIaéOl'( |$r§ta
. = Sken sietnice

= Ako piSem na .
klavesnici = Sken tvare
= Pohyb mysou = Velkost prsta/dlane

= Rukopis ...




L

Autentifikacia
zalozena na
znalosti
(Something
You Know)

Definicia:
=  Autentifikacné metddy zalozené na tajnej informacii, ktoru pozna iba pouzivatel
Metédy
= Hesla (passwords)
Retazec znakov, ktory pozna len pouzivatel
NajCastejSia metdda, ale zaroven najzranitefnejSia
Pristupové frazy (passphrases)
DIhsi a zmysluplny text (napr. ,RanoPijemZelenyCaj*)
LahSie zapamatatelny / tazSie uhadnutelny
PIN kédy
Kratky Ciselny kod
Pouzivany v mobiloch, bankomatoch alebo smart kartach
Kognitivne otazky (cognitive passwords)
Otazky na osobnu histériu pouzivatela (napr. ,meno prvého psa‘)
Pouzivaju sa najma pri obnove hesla alebo pri nepravidelnom pristupe
CAPTCHA (na odliSenie Cloveka od robota)

Obrazkovy alebo textovy test na odliSenie ¢loveka od robota
Nie je primarna metdda, ale doplnkova forma overenia identity

Nevyhody autentifikacie zalozenej na znalosti

= 1 Slabé alebo predvidatelné hesla (napr. ,123456%, ,admin®)

=] Zdielanie alebo opakované pouzivanie hesiel medzi sluzbami

= Zapisovanie hesiel kvoli zlej zapamatatelnosti (najma zlozZitych hesiel)

7] Zranitelnost voéi phishingu, shoulder surfing a social engineeringu

ix Statické udaje — raz kompromitované — trvalo ohrozené

@ Pouzivatelia si €asto neuvedomuju rizika a zanedbavajua hygienu hesiel



Politika zlozenia hesiel

= Min. 8-10 znakov (odporucané), kombinacia znakov

= Rotacia len pri podozreni z kompromitacie (NIST SP 800-63B)
= Max/min vek hesla, zakaz opatovného pouzitia

Zakazanie slabych alebo kompromitovanych hesiel
= Kontrola proti znamym databazam (HavelBeenPwned, wordlisty)
= NIST: rotacia len pri podozreni z kompromitacie

Ochranné mechanizmy

= Account Lockout: po 3-5 chybach doCasna blokacia

= Session Timeout / Inactivity logout

= AAA Accouting - Logovanie pokusov o prihlasenie — datum, Cas,
user ID, zariadenie

Vzdelavanie pouzivatelov a adminov

= Bezpeclné pouzivanie hesiel, phishing awareness

Cisco ,,Gold config*

Koncept hesiel - gﬁlggrz]g’; plaintext hesla (no service password-recovery, kde je

— I = Povolit' len bezpecné pristupy (SSHv2, Ziadny Telnet)
BeSt praCt S€ - C,)vetntrélne AAA (RADIUS/TACACS+) — vyhnut sa lokalnym
uctom
FINAL => Vyhybaj sa zbytoCne zlozitym politikam a
pravidlam
Zacnu sa hladat cesty na obchadzanie
Rovnovaha medzi bezpecnost'ou a pouzitel'nost'ou

HH!!HH%HHH

ﬂlﬂﬂkﬂmﬂﬂﬂlﬂﬂlIHHH




= Definicia
= Zalozené na vlastnictve objektu — fyzicky alebo logicky
dbékaz identity

= Metody
= OTP (One-Time Password)

Jednorazovy kod generovany zariadenim alebo
Google / MS authenticator, SMS kod, atd.
Pouzitie: VPN pristup (AnyConnect, SSL/IPsec VPN),
privilegovany admin login
Vyhoda: odolné voci replay utokom, phishing stazenejsi
= Smart karty a bezpecnostné kl'uce
Karty s Cipom alebo USB kluce \

Nieco, o mam Obsahuiju privatny kPué a kryptomodul (napr. YubiKey / FIDO2)
4 Uchovavaju privatny kl'uc, autentifikacia cez PIN alebo
l VIaStnlm challenge—response

(Something V sietach: pouzitie s 802.1X (EAP-TLS), VPN,
pristup na zariadenia
You Own) = Hardvérové tokeny (NFC/RFID, fobs)

Klientske zariadenia, ktoré generuju alebo prenasaju kod

Typicky doplnok k heslu (2FA) — login do AAA servera
(RADIUS/TACACS)




HW autentifikacia

= Klasicky druhy faktor — ouzwaju sa tam, kde je potrebna vyssia
uroven ezpecnostl nez hesla

= V praxi => najCastejSie sa viazu na VPN a admin pristupy.
= Vyhody:

= SilnejSie nez len pouzitie hesla (2FA)

= QOdolnost vodi phishingu (najma OTP)

= Moznost offline generovania OTP

= Hardvéroveé tokeny — vysSia fyzicka bezpecCnost

= Nevyhody:

= Riziko straty, kradeze alebo poSkodenia tokenu
Softvérové OTP mozu byt zneuzité pri kompromitovanom zarf
= Potreba synchronizacie (synchronné tokeny)
= Naklady na infrastrukturu (napr. Citacky kariet, sprava PKI)
= Falosné CitaCky — skimming (napr. pri kartach)

= AAA suvislost’

= AAA server (RADIUS/ISE) integruje OTP/MFA rieSenia
— pridava faktor k heslu

= Politiky umoznfuju: admin login vyzaduje heslo + OTP,
bezny user len heslo




Best Practice
pre HW tokeny
a bezpecnostne
klfuce

Pouzitie HW tokenov (OTP/TOTP/HOTP)

= Vhodné pre VPN pristupy (AnyConnect, SSL/IPsec) a privilegovany admin
pristup na sietovée zariadenia

= Integracia cez AAA server (RADIUS/TACACS+) — politika ,heslo + OTP*

Smart karty / USB kl'u€e (YubiKey, CAC, PIV)

= Obsahuju privatny kla€ a kryptomodul (FIDO2, PKCS#11, PIV Standardy)
= Podpora pre EAP-TLS (802.1X) a IKEv2/IPsec VPN

= Chrania pred phishingom a replay utokmi

Cisco best practice

= Nasadzovat HW tokeny pre vysoko privilegovanych pouzivatelov (admini, root
access)

= Pouzivat AAA integraciu — Cisco ISE/ACS + RSA SecurelD, Duo, YubiKey
= Politiky viazat na role (admin login vyzaduje token, bezny user nie)

Prevadzkové zasady

= Token musi byt vzdy v drzbe pouzivatela — never share!

= Nastavit' zivotnost OTP koédov (30-60 sekund TOTP)

= Vlynucovat ochranu PIN-om (smart karty, USB kluce)

= Centralne monitorovat stratu/odcudzenie tokenu — okamzita deaktivacia

Vyhody

= Silna ochrana proti kradeZi hesiel (phishing, keylogging)

= Bezpecna integracia s AAA (RADIUS Challenge/Response)
Nevyhody

= Naklady na HW + spravu tokenov

= Logistika distribucie a spravy (obnova pri strate)



Certifikaty v
sietove]j
autentifikacii

Certifikaty

= Digitalny certifikat = kryptograficky dékaz identity (X.509 Standard)

= Vydany certifikaCnou autoritou (CA), viaze identitu na verejny kfuc

= Zlaty Standard pre sietovu autentifikaciu

Pouzitie v siet’ach

802.1X / EAP-TLS — klientsky certifikat overuje zariadenie/pouzivatela
VPN (IKEv2, SSL/TLS) — obojstranna autentifikacia klient/server

Zariadenia — autentifikacia sietovych prvkov (switch, router, firewall, AP)
loT a priemyselné siete — identita zariadeni zabezpecena certifikatom

Princip fungovania
= Privatny kluc€ ulozeny na klientovi (TPM/HSM)

= Qverenie identity prebieha kryptografickym podpisom a validaciou CA
retazca

= Podpora revokacie cez CRL/OCSP

Vyhody

= Silna ochrana pred phishingom a MITM utokmi

= |ntegracia s AAA (RADIUS + EAP-TLS, ISE/ACS)

= Vysoka uroven déveryhodnosti pri autentifikacii

. Mﬂv&?éia uroven bezpecnosti (EAP-TLS je odolny proti phishingu a

Nevyhody

= Potreba spravy PKI (zivotny cyklus certifikatov)
= ZlozitejSia administracia a distribucia

= \/ySSia komplexita pre pouzivatelov a admino



Best Practice
pre certifikaty v
sietovej
autentifikacii

= Cisco best practice
= Vzdy pouzivat silné algoritmy — RSA = 2048 bit, alebo
ECDSA P-256/P-384

: Nast)avit’ maximalnu dobu platnosti certifikatu (s 1-2
roky

= Automatizovat vydavanie/obnovu cez SCEP/EST alebo
certifikacny agent (ISE, MS ADCS)

= Validovat certifikaty voCi CRL/OCSP — zabranit
pouzivaniu zrusenych certifikatov

= Pouzivat separacné CA pre infra a oddelit internu CA
od verejnej

= Prevadzkové zasady

= Uchovavat privatne kluce v HSM alebo TPM (nie v
plaintext suboroch)

= Pouzivat unikatne certifikaty pre kazdé zariadenie a
pouzivatela

= Segmentovat’ PKI hierarchiu (Root CA offline,
Subordinate online)

* Implementovat proces revokacie (CRL publikacia,
OCSP responder)

Eurépskou tniou
NextGenerationEU
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Autorizacia

= Autorizacia
= Autentifikacia (Kto?) # Autorizacia (Co?)
Autorizacia => vykonava sa po uspesnej autentifikacii
= Rozhoduje, Ci ma overena entita (pouzivatel, systém, sluzba)
pravo (opravnenie, povolenie) vykonat urcitu akciu nad
danym zdrojom

Kto => méze robit Co, Kde a Kedy?
UrCuje tzv. pristupove prava po overeni identity

= Ciel autorizacie
= Obmedzit pristup len na nevyhnutné funkcie (least privilege)
= Znizit rizika z nadmernych alebo nespravne pridelenych prav
* Prakticky priklad

= Junior Admin sa prihlasi cez SSH (AuthN = meno/heslo)
= TACACS+ urci, ze mbze spustat’ len prikazy ,show” (AuthZ)

PLAN [OBNOVY
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Autorizacia

Mechanizmy autorizacie v siet’ach (a siet’. zariadeniach)

* AAA kontext = Autorizacne modely, hlavne
= AuthZ rozhodnutie Vydava AAA server RBAC (Role-Based Access Control)
(RADIUS, TACACSH+) . ) : .
. C : : Opravnenia podla roly — admin, operator,
= Enforcement vykonava sietfove zariadenie guest
(NAS, switch, firewall, WLC) N
_ WiFi, pristup k CLI
= Mechanizmy _ _ Jednoduché, ale menej flexibilné
- RAD|U_S Attributes / AV-Pairs NajrozSirenej$i model (jednoduchy na
Urcuju, aké o?révne,nia alebo parametre spravu)
ma mat’ uzivatel po uspesnej autentifikacii ABAC (Attribute-Based Access
VLAN assignment, ACL, QoS parametre Control)
Pouzitie pri 802.1X (uzivatel po AuthN , . Qe :
dostane VLAN alebo ACL Pristup na zaklade atributov: Cas, miesto,
cisco-avpair = "attribute=value" typ zariadenia, skupina pouzivatelov
(napr. shell:priv-1vl=15) Priklad: partner ma pristup len z VPN, len v
= TACACS+ Command Authorization pracovnom c¢ase
Jemnozrnna kontrola prikazov na zariadeni Vacsia flexibilita ako RBAC, napr. Firewall
Admin A: povolené len ,show*“ prikazy policy Ci pre Zero Trust
Admin B: povolené aj ,configure” prikazy = |né
Vhodné pre spravu routerov, switchov, RuleBAC, PolicyDAC ...
firewallov ’

MINISTERSTVO
NVESTICH, REGIOMALNEHO ROZVOJA
Al TIZACIE
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Autorizacia

Odporucania a
osvedcene
postupy (Best
practise)

N v r

= Udelovat iba minimalne nevyhnutné opravnenia potrebne na
vykonanie uloh

= Zabranuje prideleniu rozsiahlych opravneni a hrozbam
Pravidelna revizia pristupovych prav

3 D?t?kcia nadbytoCnych a neaktualnych prav (napr. po zmene
roly

Pravidelna kontrola a aktualizacia pristupovych politik
= Reaguje na zmeny v rolach, Strukture organizacie, systémoch

Segregacia pravomoci (Separation of Duties)
= Prevencia koluzie a neopravnenej eskalacie prav
= Napr. schvalovanie vs. vykonavanie transakcii

Casovo obmedzené prava (Just-in-Time access)

= Prava udelované na obmedzeny Cas (napr. incident response,
support)

Kritické pristupy chranit’ pomocou MFA

= Kombinacia faktorov (napr. heslo + token) na silnejSie overenie

Command-level Authorization (Cisco TACACS+)
= Best practice je nepovolovat vSetkym adminom prikazy conf t

Zero Trust Access

= Autorizacia uz nje je len o role — ale aj o kontexte (device
posture, geolokacia, Cas
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Audit a logging (Accounting)

= Audit (Accounting / Accountability)

. S%I/st_ematické zaznamenavanie relevantnych aktivit pouzivatefov a
adminov

= Poskytuje spatnu stopu pre audit, compliance a troubleshooting
Kto, kedy, Co robil a s akym vysledkom

= Ucel logovania a auditovania
= Operativa
Vykonovy baseline a odchylky
= Trasovanie
Co sa dialo v systéme
Zodpovednost’
Transparentnost operacii a moznost priradit akcie konkrétnym
identitam.
Forenzna analyza
Rekonstrukcia incidentov (kto Co spravil pred unikom dat)
Detekcia anomalii, incidentov a porucéeni politik
|dentifikacia podozrivého spravania (napr. neobvyklé prihlasenia,
pristupy)
= AAA suvislost’

= RADIUS / TACACS+ Accounting — start/end session, spusteny prikaz
(command=show run)

= Logy sa ukladaju centralne (AAA server, SIEM, syslog)



Audit a logging (Accounting) 3LINK I UPDOWN: Interface Fastl

Co sa loguje v sietovych systémoch?

= Operativne logy (Operational Logs) = Bezpecnostné logy (Security Logs)
= Zamerane na spolahlivost, vykon a = Sluzia na detekciu, vySetrovanie a prevenciu
prevadzku infrastruktury. incidentov.
= Syslog spravy = Autentifikacia a pristup
Udalosti zo sietovych zariadeni (link up/down, Uspesné / neuspesné login pokusy (meno, IP,
port error, restart) cas)
Stavové hlasenia protokolov (OSPF, BGP, Viacnasobné zlyhania — indikacia brute-force

DHCP, DNS, SNMP)

v , hyby (CRC terf 4 Zmeny opravneni, role, account lockouts
arovaniaac errors, interface drops, . -2 . .
congestion) Y P Autorizacia a uétovanie (AAA)

= Prevadzkové ukazovatele #gﬁg e\sf Ié%?ier\]gy prikaz (exec/config) pre audit a
CPU, RAM, vyuzitie portov, diskova kapacita VPN/Wi-Fi relacie — pouzivatel, IP, prideleny
Latencia, jitter, packet loss — zaklad pre SLA a VLAN

QoS monitoring , _ = Incidenty a anomalie
SNMP traps, NetFlow/IPFIX zaznamy, telemetria Pristupy z nestandardnych lokalit / ¢asov

= Systémové udalosti (anomaly detection)
Restart, upgrade firmware, reload zariadenia IDS/IPS alerts — signature matches, policy
Intalacia alebo zmena konfiguracie sluzby / violation
modulu Neautorizované zmeny v konfiguracii alebo
Hardvérové zlyhania (ventilator, PSU, teploty) politike ACL
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Audit a logging (Accounting)
Co obsahuju auditné zaznamy ?

= Musi obsahovat kto, ¢o, kedy, kde a = Akciu alebo udalost’

s akym vysledkom Prikazy spustené adminom (pri

= Casové udaje TACACSH)
Presny &as udalosti (login, logout, Zmena konfiguracie alebo role
command) Pristup k zdroju, zacCiatok a koniec
DiZka trvania relacie Session

= |dentifikaciu pouzivatela alebo uétu " Vysledok akcje |
Username / User ID (z AAA servera) Sugces§ /’Fa|l (napr. login OK alebo
Zdrojova IP/MAC adresa klienta neuspesny pokus)

Odmietnuty prikaz alebo zamietnuty
pristup

= Bezpecnostny kontext

Pouzita autentifikaCna metoda (heslo,
OTP, certifikat)

VLAN assignment, ACL, dACL
aplikovana cez RADIUS AV-Pair

= |dentifikaciu zariadenia

NAS (switch, WLC, VPN gateway),
hostname, |P adresa zariadenia

Session ID alebo Cislo portu

PLAN [OBNOVY
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Best practise

Osvedcene postupy

Logovanie vSetkych pokusov o pristup — aj zamietnutych
= Mal by trackovat ,idealne” vSetky aktivity (vSetko €¢o sa deje)

= Nevyhoda

Integracia s éasovou synchronizaciou (NTP/PTP) = Big data: Ak logujem vsetko
= Bez spravneho €asu su logy nepouZzitelné pri forenznej — i 4 i
analyge gy nep P ) => zahltenie datami
= Ci dporucCa vSade NTP + ¢ 3 zéna UTC + auth
isco o p?ruca vSa e. ¢asova zona au . Challenge

AAA logy vzdy centralizovat’ s e v s . .
= Neponechavat iba na zariadeni (buffer limited) = Vypracovat’ rieSenie ktoré dava zmysel a
= Centralizovat’ do $pecializovaného nastroja néjst’ vhod ny néstroj

Logstash/Elasticsearch + Kibana (ELK stack) . ,

Graylog (open-source, s web Ul) Napr- zadanie zleho hesla

Splunk, IBM QRadar, ArcSight (komeréné SIEM) Potrebujem vediet o Véetky’ch Zle Zadanych
Bezpecéné ukladanie logov heslach vSetkymi pouzivatelmi?
" Immutable, hashovane Alebo aZ ked jeden zada vela krat za sebou?
= ZabezpeCena komunikacia _

: ] ==> Allerting
Retencia a archiv logov o o
= Minimalne 90 dni pre prevadzkoveé uéely, 1 rok pre = Monitoring a korelacia
bezpecnostné/compliance ucely i . .

- SO 27001 a GDPR mb2u mat Specifické poziadavky Vysoky pocet login pokusov — alert
Pravidelny review logov + alertovanie: (mozny brute-force utok)
= Pristup mimo pracovnych hodin Zmena prav administratora — kriticky alert
= Zmeny prav administratora . . . - . .
= Vysoky pocet pokusov o prihlasenie Session hijack / anomalie (velky objem dat

preneseny v kratkom Case)



AAA protocols
RADIUS (RFC 2865)

TACACS+ (RFC 8907) AAA - protokoly a ramce
DIAMETER (RFC 6733




Protokoly v AAA

= Autentifikacné protokoly = Transportné protokoly

= Uréuju, ako sa preukazuje totoznost' (heslo, et v s v,
certiTJ|két) P : ( = Prenos autentifikacnych, autorizaCcnych a

= Definuju mechanizmy na overenie identity accounting dat medzi zariadeniami

= Hlavné protokoly

o = Hlavné protokoly
= PAP (Password Authentication Protocol) —

jednoduchy, heslo v plaintext forme = RADIUS - UDP/1812, 1813; VPN, Wi-Fi
g SH?P ((.}hall?]nﬁe Ha?dshake Agthentvica_tjpn § (802.1X); Sifruje len heslo
rotoco ) — challenge/response, bezpecénejsi nez - TACACS+ — TCP/49: plne Sifrovany:
o Clj(grl;]bé%rggh—(gglfeetinr][grsp)r/g[eé)rn, pouzivany v granularita az na prikazy fad'min pristupy)
= EAP (Extensible Authentication Protocol) - * DIAMETER - TCP/SCTP; nastupca
{?Fr)nNe)c pre rozsiritelny autentifikaciu (802.1X, Wi-Fi, RADIUS (telco, LTE/5G)

= LDAP — adresarovy protokol, backend pre identity
(Active Directory, OpenLDAP)
= Kategorie pouzitia
= Jednoduché prenosy hesiel — PAP, CHAP

= Doménové/enterprise prostredie — Kerberos,
LDAP

= Siet'ovy pristup (LAN, Wi-Fi, VPN) — EAP, 802.1X




Autentifikaéné protokoly

Password Authentication Protocol (PAP)

Remote router PAP Central-site router

(Santa Cruz) 2-Way Handshake (HQ) = Prvy pokus o sietovu autentifikaciu
= e = Naj{ednoduchél' two-way handshake* autentifikaény

serame: o ST | cocvane:t protokol (RFC 1334)
oo ot | —— Pssword boariwek | w - Klient posiela meno a heslo v cleartexte na server
= Proces autentifikacie zaCina klient
= Strana, ktora pozaduje preukazanie identity (ISP), toto
meno a heslo overi a informuje klienta o (ne)uspechu
= Heslo posielané ako * Vyhody -
plaintext * Jednoducha implementacia
= Podpora vo vsetkych zariadeniach
= Opakovane posielane az = Nevyhody / slabiny
kym druha strana = Heslo prenasané v plaintext forme — odpo&tvanie =
nepotvrdi = PROBLEM kompromitacia

= Ziadna ochrana proti replay utokom
= Nepodporuje viacfaktorovu autentifikaciu
* Pouzitie
= Historické (PPP/PPPoE, dial-up)
= Dnes uz len pre testy alebo laby
= V produkcii sa neodporuc¢a — nahradeny CHAP/EAP

(trial-and-error attacks)




Autentifikaéné protokoly

CHAP (Challenge Handshake Authentication Protocol)

& Establish Link

> &

user pass
SantaCruz boardwalk

user pass ,
HQ boardwalk <] 01]id

S
‘

random HQ
02]id | hash SantaCruz
random HQ

hash <:] 01]id
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Autentifikacny protokol zalozeny na challenge—
response mechanizme - three way handshake

Zavedeny v PPP (RFC 1994) ako bezpecnejsSia

alternativa k PAP

Princip fungovania

= Server (NAS) posle klientovi nahodny challenge

= Klient odpovie hashom (MD5) z challenge + hesla

= Server overi hash porovnanim s uloZzenou hodnotou

= Heslo sa nikdy neposiela v plaintext forme

Vyhody

= Heslo neprechadza sietou v cleartexte

= QOdolnejsi proti odpocuvaniu nez PAP

. Cthelz(llenge je nahodny — zabranuje jednoduchému replay
utoku

Nevyhody / slabiny

Pouziva zastarany MD5 hash (slabé proti modernym
utokom)

. Nlegdolny voCi dictionary/brute-force utokom, ak hesla
slabé

= Nepodporuje moderné MFA mechanizmy

Pouzitie

= Historické (PPP, starSie dial-up, niektoré DSL/ISDN)

= Dnes uz prakticky nepouzivany, nahradeny EAP metodami



WireShark

CHAP Autentifikacia

€a:81:9¢c:3a:00:08 ca:02:9e:1a:00:088 PPP CHAP 60 Challenge (MNAME="ISP', VALUE=Bx7fe3l9%ba70da9310da5e%adBab5ebd4f6)
ca:82:9e:fa:80:88 ca:81:9c:33:88:838 PPP CHAP 6@ Response (NAME='Pouzivatel 1', VALUE=B8x558bddbB6Bc579457d83d0208d2d8+d1)
€a:81:9¢:2a:00:08 ca:02:9e:1a:00:088 PPP CHAP 60 Success (MESSAGE="")
v PPP-over-Ethernet Session PPP-over-Ethernet Session
Bee1 .... = Version: 1 Point-to-Point Protocol
. Beal1 = Type: 1 v PPP Challenge Handshake Authentication Protocol
Code: Session Data (BxB@) Code: Response (2)
Session ID: BxB882 Identifier: 1
Payload Length: 26 Length: 33
v Point-to-Point Protocol v Data
Protocol: Challenge Handshake Authentication Protocol (8xc223) Value S5ize: 16
v PPP Challenge Handshake Authentication Protocol Value: 558bAdbB@68c579457d83d0288d2d8Fd]1
Code: Challenge (1) Name: Pouzivatel 1
Identifier: 1
Length: 24
v Data PPP-over-Ethernet Session
Value Size: 16 Point-to-Point Protocol
Value: 7fe39ba78da9318da5e9ad@ab5e6446 v PPP Challenge Handshake Authentication Protocol
Name: ISP Code: Success (3)
Identifier: 1
Length: 4

Financované
» Eurépskou tniou
NextGenerationEU
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Autentifikacné protokoly ] 1. ClientLogon | f
Ke rbe ros " Preh I!ad Client L » TGT Authentication Server
= A
= Sietovy autentifikaény E . 3 16T >
protokol K/S zalozeny na g 5 .
SyStéme tiCketOV m? ; 4. Client-to-Server ticket Ticket Grantlng Server
= Vyvinuty na MIT <
(projekt Athena), S
Standardizovany (RFC 4120) =Y
= Pouziva symetrické Server

Sifrovanie (zdielané tajomstva)
na poskytnutie bezpecnej
autentifikacie

= Zaklad pre sietové SSO (infra, nie aplikacie)

= Architektura
= Klient: Uzivatel alebo sluzba, ktora ziada o pristup
= Server sluzby: Prostriedok, ku ktorému sa klient chce dostat’ (napr. suborové ulozisko, mail server)
= KDC (Key Distribution Center) — centralna autorita (napr. MicroSoft DC)
AS (Authentication Service) — overuje totoznost pouzivatela, vydava TGT (Ticket Granting Ticket)
TGS (Ticket Granting Service) — vydava Service Tickets pre jednotlivé sluzby

PLAN [OBNOVY



Autentifikacné protokoly ] 1.ClientLogon | f

= Klient ziada AS

Client Authentication Server
Kerberos L 2701
” A
. . s " 3. TGT ,
= Login klienta &
= Pouzivatel zada meno/heslo 3 : 4. Client-to-Server ticket Ticket Granting Server
= =
3 w

(Authentication Server) o TGT

= AS overi prihlasovacie udaje
a vyda TGT (Ticket Granting
Ticket) Server

= Ziadost' o sluzbu
= Klient predlozi TGT na TGS (Ticket Granting Server)
= Poziada o pristup ku konkrétnej sluzbe (napr. file server)
= Service Ticket
= TGS vyda Service Ticket pre danu sluzbu
= Ticket obsahuje session key pre komunikaciu
= Pristup k sluzbe
= Klient sa preukaze Service Ticketom priamo sluzbe
= Server overi ticket (proti KDC) — pristup povoleny

PLAN [0BNOVY] | ¥t




Kerberos

= Pouzitie

= Active Directory (Windows domény) a SSO — zakladny autentifikaCny
mechanizmus
AAA servery (RADIUS/TACACS+) => overenie na AD/Kerberos

Umoznuje centralne riadenie pristupu pre VPN, Wi-Fi (802.1X), aj
administratorsky pristup

Unix/Linux — integracia do AD alebo vlastné KDC
Sietové sluzby: NFS, SSH GSSAPI, Kerberized apps
= Vyhody
= Vzajomna autentifikacia
Klient i server navzajom preukazuju svoju totoznost.
= Hesla sa neprenasaju sietou — pouzivaju sa tikety
= Single Sign-On (SSO) v doménovom prostredi

Pouzivatel sa prihlasi raz (ziska TGT) a pocCas zivotnosti tiketu ma pristup
ku vSetkym povolenym sluzbam

= Skalovatelné, vhodné pre enterprise
= Nevyhody
= Zlozité nasadenie a sprava KDC
= Jediny bod zlyhania = KDC
= VyZaduje presnu Casovu synchronizaciu (NTP)




EAP (Extensible Authentication Protocol) protokol

= Nie je samostatny protokol, Ci auth = Charakteristiky
metoda = Prenasa sa cez EAPOL (LAN/WLAN)
= => EAP alebo EAP over RADIUS

= Struktdra: Request—Response

= Flexibilny: desiatky Standardizovanych aj
vendor metod

= Vyhody

= Modularita, moznost pridavat nové metody
bez zmeny protokolu

= Podpora silnych metdd (certifikaty, TLS)

= ramec pre prenos autentifikaénych
metod

= Standardizovany v RFC 3748
= Flexibilita - umoznuje pouzivanie
roznych metod autentifikacie
Napr. Pre WiFI ¢i VPN

= Funguje priamo na linkovej vrstve

prostrednictvom Point-to-Point Protocol - Nevyhody _ o _
(PPP) alebo IEEE 802, bez potreby IP - Korr]r)lplexna implementacie (napr. pri cert.-
ocC

= Niektoré EAP metddy su slabé (napr. EAP-
MD5)

PLAN [OBNOVY




EAP PDU
= Code — typ EAP paketu = Metoédy EAP

= 1: Request = Konkrétne definuju, ako sa autentifikacia
= 2: Response vykonava v ramci EAP ramca
= 3: Success = EAP-Method v EAP pakete - Struktura
= 4: Failure " Iype ,
- fe . = Type-data / EAP-Method data
= Identifier - prepaja ziadosti a = Informécie stvisiace s autentifikéciou.
odpovede
, v y oy . , ype -Metho
= Pomaha odliSovat Ziadosti od Odpovedi 1 \dentity
= Length — dizka EAP paketu 2 Notification
= Zahfnha Code, ldentifier, Length, and 3 Nak(lbavResponse pakete)
Data 4 MD5-Challenge
, , 5 One Time Password (OTP)
" Data — menli sa pOdIa COde 6 Generic Token Card (GTC)
= Napr. EAP meedda & AU
17 EAP-Cisco Wireless/LEAP
q . . . 21 EAP-TTLS
012 3456789012345 78901:23456e 78201 25 PEAP
+—+—t—F+—+—+—+—+—+—+—+—F—F+—+—+—F—F+—+—+—F—F—+— -+ —F— -+ —F—F+—+—+—+
| Code | Identifier | Length | 43 EAP-FAST
-;__+_+_;;;;+_+_+_-||__+;;;Z:;;:;+?T?+_+_+ +—+—+—F+—+—+—+—F+—+—+—+—+—+—+ 254 =g T
o o o o o o e “I o255 Experimental use




| Public/Semi-Public Network I Enterprise Edge Enterprise Network

| |
! :
Supplicant : Authenticator : Authentication server

n V 4 ! |

EAP architektura D_ﬁs

= z |

= '
- — I |

. Suppllcant (Zladatel,) Operates on client : Operates on devices i EAP Plug-in

= Softvér na strane klienta, ktory ziada o pristup do siete | Apsang swiiches | Semer 08

I

Koncové zariadenie: PC, notebook, mobil, loT
= Posiela autentifikacné udaje (heslo, certifikat)
= Priklad: Native "Wi-Fi" nastavenia v Windows, macOS, alebo aplikacie ako Cisco AnyConnect

Secure Mobility Client.
= Authenticator (Overovatel) (NAS / PEP)
= Sietové zariadenie, ktoré kontroluje pristup do siete
= Uloha:
PrenaSa autentifikaCné spravy medzi Supplicantom a Authentication Serverom.

Na zaklade vysledku autentifikacie otvara alebo blokuje pristup k sieti (typicky zmenou VLAN
alebo povolenim portu).

= Priklad: Wi-Fi pristupovy bod (Access Point), switch podporujuci 802.1X, VPN koncentrator

= Authentication Server (Autentifikacny server) (DB / PDP)
= Qveruje prihlasovacie udaje voci backendu (AD/Kerberos, LDAP, databaza)

= Rozhoduje o vysledku: Access-Accept / Access-Reject.

= Priklad: RADIUS server (napr. Cisco ISE, FreeRADIUS, Microsoft NPS) alebo TACACS+
server
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Niektoré metody

EAP - autentifikacné protokoly / metody

= EAP-MDS5 (Message Digest 5) - jednoduchy
= Pouziva MDS5 hash hesiel
= NeSifruje komunikaciu, menej bezpecény
= Neodporuca sa pre citlivé aplikacie
= EAP-TLS (Transport Layer Security) -
bezpecny
= Poskytuje obojstrannu autentifikaciu (mutual
authenhcahon& pre zvySenu ochranu
= Velmi bezpecCny
= Casto pouzivany
802.1X v LAN a WLAN (Enterprise Wi-Fi)
Xphll (SSL, IKEv2) — klientsky certifikat namiesto
esla

= PEAP (Protected EAP)

Vytvara Sifrovany TLS tunel na ochranu
autentifikaCnych adajov (napr. hesiel) (EAP-TLS)

= Podporuje vnutorné metody: MS-CHAPv2

= Autentifikuje iba na strane servera (pomocou jeho
certifikatu)

= Vhodné tam, kde certifikat klienta nie je mozny
Enterprise Wi-Fi (WPA2/WPA3-Enterprise), VPN

PLAN [OBNOVY

= EAP-PEAP (Protected PEAP)
= Kombinacia EAP a PEAP
= Umoznuje autentifikaciu pomocou pouzivatel'ského
mena a hesla v chranenom rezime.

= EAP-TTLS (Tunneled Transport Layer
Security)

= Umozniuje autentifikaciu v tunelovacom rezime

= Vyzaduje certifikat len na strane servera

= Umoznuje tunelovanie starSich autentifikacnych
protokolov (napr. PAP, CHAP) cez TLS.

= EAP-FAST (Flexible Authentication via
Secure Tunneling)

= Umoznuje rychlu autentifikaciu v bezdrétovych
sietach
= Pouziva TLS na zabezpeenie komunikacie.

= Pouziva Protected Access Credential_g_PAQ)
namiesto certifikatov na rychlu autentifikaciu

= Vyvinuté spolocnostou Cisco

= Optimalizované pre efektivnost a jednoduche
nasadenie



Porovnanie EAP metod

Metoda

EAP-TLS

PEAP (EAP-
MSCHAPV2)

EAP-FAST (Cisco)

EAP-MD5

EAP-TTLS

Mechanizmus

Vzajomné overenie
pomocou digitalnych
certifikatov

Serverovy certifikat +
heslo v TLS tuneli

TLS tunel s PAC
(Protected Access
Credential) namiesto
certifikatov

Heslo — MD5 hash

TLS tunel, vnutri hesla
alebo iné EAP metody
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Vyhody
NajvysSia bezpecnost,

odolné proti phishingu,
MITM, replay

JednoduchsSie nez PKI,
Siroka podpora OS

Rychla autentifikacia,

nepotrebuje PKI, vhodneée

pre velké nasadenia

Jednoduché, nizka
latencia

Flexibilny, alternativa k
PEAP

MINISTERSTVO
NVESTICH, REGIOMALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSK] Ky

Nevyhody

Vyzaduje PKI, naroCna
sprava certifikatov

Slabsie nez EAP-TLS,
zavislost od hesiel,
riziko rogue AP

Cisco proprietarne,
menej rozSirené mimo
Cisco prostredia

Slaba bezpecénost,
odpocuvanie =
kompromitacia

Menej rozSireny nez
PEAP

Pouzitie

Enterprise Wi-Fi, VPN,
Zero Trust siete

Enterprise Wi-Fi
(WPA2/WPA3-
Enterprise), VPN

Cisco WLAN, NAC
(ISE), BYOD scenare

Testy, laby (neodporuca
sa v produkcii)

Niektoré enterprise Wi-
Fi, VPN



AAA - Transportne protokoly




AAA transportné protokol PC Switch AAA Server
= RADIUS (RFC 2865) 4 71

= Remote Authentication Dial-In [ Whoareyow?
User Service i
|

3. Is he John Smith?
v o

2. | am John Smith.

= TACACS+ (RFC 8907 / from g

2020) < 5. OK, connect. . P 4. Yes, accept him.

= The Terminal Access Controller
Access-Control System Plus

(TACACS+) Protocol mous s
» DIAMETER (RFC 6733) @ — @

= Diameter Base Protocol

RADIUS client RADIUS authentication server

- TACACS+ encrypts
—————
all AAA protocols
e —— )
* TACACS+ relies on
TCP as a network
[ | l DA P mézve byt’ tieZv TACACS+ client TACACS+ server transport protocol
sucastou




RADIUS (Remote Authentication Dial-In User Service)

= Otvorené klient/server rieSenie
= ZvyCajne pouzivany na
autentifikaciu a ucétovanie

= Je session oriented” a nie ,Command*

orientovany

= Podporuje riesenia vzdialeného
pristupu (dot1x) pre NAC systémy,
WIiFi Ci admin access

= RADIUS accounting

= Casto povinny z hlfadiska compliance (ISO
27001, NIS2, SOC 2)

= Technické detaily
= Pouziva UDP porty:
= |ANA 1812 (autentifikacia) / 1813 (uCtovanie)
= Cisco def. 1645 (autentifikacia) / 1646
(uCtovanie)
= AV-Pairs urcuju VLAN, ACL, QoS Session
timeout N
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= Vyhody

= Siroko podporovany a
standardizovany

= Centralizovana sprava
pouzivatelskych povereni

= Vhodny pre velké nasadenia, ako su
ISP a podniky

= Ponuka robustné accouting funkcie

= Nevyhody

= Obmedzené Sifrovanie (Sifruju sa iba
hesla)

= Nie je granularita per command v
porovnani s TACACS+




RADIUS architektura a spravy Request/response

model
= Architektura RADIUS

= RADIUS klienti: Zariadenia
pozadujuce autentifikaciu

= RADIUS server: Server
vykonavajuci autentifikaciu
a autorizaciu, niekedy
funguje ako RADIUS Proxy,
obsahuje databazy
pouzivatelov, klientov a
slovnikov

= RADIUS databaza: Uklada
iInformacie o pouzivateloch

PLAN [O|

Access-Request

= QOdosiela RADIUS klient na server

= Obsahuje prihlasovacie udaje pouzivatela a Ziadost o pristup
Access-Accept

= QOdpoved od RADIUS servera pri uspesnej autentifikacii/autorizacii
= Obsahuje opravnenia (napr. VLAN, ACL, QoS parametre)
Access-Reject

= QOdpoved servera pri neuspesnej autentifikacii/autorizacii

= Pristup sa zamietne

Access-Challenge

= Server ziada od klienta dodato¢né udaje (napr. OTP, PIN, certifikat)
= Pouziva sa pri viacfaktorovej autentifikacii
Accounting-Request

= NAS posiela serveru zaznamy o aktivitach pouzivatela

= Start/stop session, prenesené data, doba pripojenia
Accounting-Response

= Potvrdenie prijatia Accounting-Request sprav zo strany servera

Change of Authorization (CoA)

= Umoznuje dynamicky zmenit opravnenia pouzivatela pocCas
aktivnej relacie
= Napr. pridanie ACL, zmena VLAN bez odhlasenia

= Délezité pre NAC



Basic RADIUS message exchange process

Host RADIUS dient RADILS server

9 & ’

= Klient posiela poziadavky
na autentifikaciu serveru

11 Uzername and password : " Server Ovel’l' |dent|tu
" DcoessRequest { pouzivatela
D domplRepa _ = Server rozhodne o
P 4 Accounting-Request (start) | opravneniach a posle
: o) Acoounting -F esponse - OdPOVEd, k||entOV|
A = Prijat’/ odmietnut’
< ) The hodt accessesthe resources = Plati poCas trvania relacie
| 71 &ccounting-Request (2op) 4
O temmurting Responss | = Volitelné: Uétovacie
9 Motification of access termination zéznamy zaznamenévajL]

udalosti
= (Start / Stop value)




o012 34567859012 3434567859012 34567895901
+—t—+—t—F—F—t—F—F—t—F—t—F—+—F—F—F—F—F—F—F—F—+—F—+—F—F—F—F—F—+—F+—+

| Code | Identifier | Length |
RADIUS PD U -I|-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—-||-
| Aychenticator |
| |
. Jedna RADIUS Spréva je -I|-—+—+—+—.+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—-||-
zapuzdrena v jednom UDP i S
datagrame _
= Authenticator
= Code

= Pouziva sa na autentifikaciu

= ldentifikuje typ RADIUS spravy odpovede od RADIUS servera

= ldentifier = TieZ sa pouziva v algoritme na
= Pomaha spéjat odpovede s skrytie hesla
poziadavkami = Attributes
= RADIUS server pouziva tuto hodnotu = Nesu $pecifické informacie o
spolu so zdrojovou IP adresou a UDP autentifikacii, autorizacii a
portom na detekciu duplikatov, ak su konfiguracné detaily pre poZiadavku
prijaté v kratkom casovom intervale a odpoved
= Length = AVP pairs
= Dizka RADIUS paketu = Koniec zoznamu atributov je urceny
= Zahtna polia Code, Identifier, Length, hodnotou pofa Length

Authenticator a atribUTy

PLAN [OBNOVY




AuthN+AuthZ

192.168.255.15

Time 192.168.10.2 Comment
! 1
RAD I U S 0000000 1645 | Access Request =27 ) 1645 RADIUS: Access-Request id=27
I - i
o-o18301 165 S 1845 RADIUS: Access-Aocept id=27
I
|

: - Packet 1 - radius.pcapng

Frame 1: 118 bytes on wire (888 bits), 118 bytes captured (888 bits) on inter
Ethernet II, Src: Fortinet ec:28:94 (98:6c:ac:ec:28:94), Dst: 6a:48:96:89:2e
Internet Protocol Version 4, Src: 192.168.255.15, Dst: 192.168.18.2
User Datagram Protocol, Src Port: 1645, Dst Port: 1645
v RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x1b (27)
Length: 638
Authenticator: 7fc5bbdc9bd4adfe225p9985626d3belc
[The response to this request is in frame 2]
v Attribute Value Pairs
AVP: t=User-Name(1l) 1=6 val=palo
v AVP: t=User-Password(2) 1=18 wval=Encrypted
Type: 2
Length: 18
User-Password (encrypted): ed37%
AVP: t=NAS-Port(5) 1=6 val=1
AVP: t=NAS-Port-Id(87) 1=6 val=ttyl
AVP: t=NAS-Port-Type(61) 1=6 wal=Virtual(5)
v AVP: t=NAS-IP-Address(4) 1=6 wal=192.168.255.15
Type: 4
Length: 6
NAS-IP-Address:

c23c

192.168.255.15

<

No.: 1 = Time: D.000000 - Source: 192.168.255.15 - Destinstion: 192.168.10.2 - Protocol: RADIUS - Langth: 110 - Info: Arcoss-Request id=27
[ show packet bytes

Close

Help

"TOBNOVY

Wireshark - Packet 2 - radius.pcapng

Frame 2: 151 bytes on wire (1208
Ethernet II, Src: 6a:48:96:89:2e
Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:
v RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8xlb (27)
Length: 1@9
Authenticator: calB688b9f4be%9a559dab555b45%98al11
This is a response to a reguest in frame 1]
[Time from request: ©.018901808 seconds]
Attribute Value Pairs
AVP: t=Idle-Timeout(28) 1=6 val=680
AVP: t=Port-Limit(62) 1=6 wval=1
AVP: t=Service-Type(6) 1=6 val=Dialback-Framed-User(4)
AVP: t=Class(25) 1=46 val=dad56b2
v AVP: t=Vendor-Specific(26) 1=25 wnd=ciscoSystems(9)
Type: 26
Length: 25
Vendor ID: ciscoSystems (9)
VSA: t=Cisco-AVPair(1l) 1=19 val=shell:priv-1v1=15
Type: 1
Length: 19
Cisco-AVPair: shell:priv-1vl=15

bits), 151 bytes captured (1288 bits) on ini
:3c (ba:48:96:89:2e:3c), Dst: Fortinet_ec:20
192.168.18.2, Dst: 192.168.255.15

1645, Dst Port: 1645

g260600008fd58b

€

No.: 2 - Time: 0018301 - Source; 192,168.10.2 - Destination: 192.168.255.15 - Protocolr RADILS - Lengthe 151 « Infor Access-Accept if=27

[] show packet bytes

Help




RADIUS - Accounting

= Zaznamenava zaciatok, priebeh a koniec kazdej relacie
Start — kto sa pripojil, odkial, cez aky port, aku sluzbu
Interim-Update — priebezné Statistiky (traffic, Cas)
Stop — kolko preniesol dat, ako dlho trval login, preco sa ukondil
* Poskytuje udaje pre:
= Audit — ,kto, kedy, kde, Co a ako dlho robil *
= Billing — Casové alebo datové uctovanie (ISP, VPN, Wi-Fi)
= Monitoring vykonu — kolko relacii je aktivnych, kolfko prenasaju
= Compliance — zaznamy pre ISO 27001 / NIS2 / SOC 2
= Incident response — spatné dohladanie, kto bol prihlaseny pocCas utoku

= M6ze zaznamenavat' aj Specifické udalosti:
= Network accounting — prenesené baijty/packety, QoS class

* Problém
System accounting — restarty, reloady, konfiguracné zmeny
Command accouting

MINISTERSTVO
NVESTICH, REGIOMALNEHO ROZVOJA
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SLOVE BLIKY
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RADIUS - Accouting

Accouting-Request (Acct-Status-
Type = Start)

Accouting-Request (Acct-Status-
Type = Stop)

! Zaciatok relacie pouzivatela po uspesSnej autentifikacii
Acct-Status-Type = Start

! Meno autentlflkovaneho pouzivatela
User-Name = palo

! TP adresa NAS zariadenia (switch, router)
NAS-IP-Address = 192.168.255.15

! Fyzicky alebo logicky port, cez ktory je pouzZivatel pripojeny
NAS-Port = 11

! Typ pripojenia (Ethernet, Wireless, Virtual)
NAS-Port-Type = Ethernet

! Jedineény identifikator relacie, koreluje Start/Stop pary
Acct-Session-Id = 0018COA9

! Typ autentifikacie, ktorou bol pouzivatel overeny
Acct-Authentic = RADIUS

! Typ sluzby - prihlasenie na zariadenie, PPP, VPN, atd.
Service-Type = Login-User

! Casové oneskorenie medzi vznikom udalosti a odoslanim zaznamu
Acct-Delay-Time = 0

! MAC adresa klienta alebo CPE zariadenia
Calling-Station-Id = 00:24:E8:7A:34:91

! TP adresa pridelena pouz1vatelov1 (pri L3 pripojeni)
Framed-IP-Address = 10.0. 55

! Cas zadiatku relacie (s¥nchronizécia cez NTP)
Event-Timestamp = Oct 23 2025 14:00:33

! Oznac¢uje ukoncéenie relacie
Acct-Status-Type = Stop

! Rovnaky pouzivatel ako v Start zazname
User-Name = palo

! IP adresa NAS zariadenia
NAS-IP-Address = 192.168.255.15

! Identifikdtor relacie - zhodny so Start spravou
Acct-Session-Id = 0018COA9

! Dizka trvania relacie v sekundach
Acct-Session-Time = 360

! Pocet prijatych bajtov od pouzivatela
Acct-Input-Octets = 105340

! Pocet odoslanych bajtov pouzivatelovi
Acct-Output-Octets = 98760

! Pocet prijatych paketov
Acct-Input-Packets = 1293

! Pocet odoslanych paketov
Acct-Output-Packets = 1201

! Dévod ukoncenia relacie (User-Request, Lost-Carrier, Idle-

Timeout...)
Acct-Terminate-Cause = User-Request

! Cas ukondenia relacie
Event-Timestamp = Oct 23 2025 14:06:33




Terminal Access Controller Access-Control System Plus

TACACS+: Prehlad

= TACACS+ = Pouzitie v sieti
= Standard RFC8907 (2020) (pévodne * Administratorsky pristup na sietove
Cisco proprietary) zariadenia (SSH, konzola)
= AAA protokol pre administratorsky * Kontrola prikazov (command-level
pristup authorization)
= QOperator = iba show prikazy / Senior admin =
= Technlcke detally plny pristup conf t
= Transport: TCP port 49 = Auditing vSetkych zmien konfiguracie
= Cela komunikacia je Sifrovana = Vyhody
= (Qddelenie funkcii: Authentication, = Granularna autorizacia (kontrola
Authorization, Accounting — konkrétnych prikazov)
samostatne = Plne Sifrovana komunikacia — cely
= Architektura payload | )
= Klient (NAS) = sietové zariadenie " Jasne oddelenie AAA funkcil
(router, switch, firewall, WLC) = Nevyhody
= TACACS+ server (Cisco ISE, ACS, = Cisco proprietarny protokol (obmedzena
TACACS.net) dostupnost’ rieseni mimo Cisco)
= Backend: databaza uétov (AD, LDAP, = ZlozitejsSia konfiguracia nez lokalne ucty
lokalne DB) = Nedostatok server implementéacii
ngp PLAN [oBNOVY] | ¥ o ‘O”




TACACS+ architektura

B Connect Usemame prompt? = TACACS+ Klient (Siet,OVé Zariadenia)
. % ' = Smerovace, prepinace, firewally
Client Usemame? Use “Usemame” ACS - POiad Ujl:l AAA S|Uibu

= Autentifikacia pouzivatelov, autorizacia
prikazov a zaznamenavanie uctovnych

JR-ADMIN JR-ADMIN informacii
= TACACS+ Server
PesSucribioney? ., = Centralna autorita pre AAA funkcie
= Spracovava poziadavky od klientov
Password? Use ‘Password" = Komunikuje s pouzivatelskymi databazami
9 a presadzuje pristupove politiky
StrongPa55word . StrOngPaasword = Databaza (Ulozisko pouzivatel'ov)

= Uklada prihlasovacie udaje pouzivatelov,
roly, opravnenia a uctovne zaznamy

= M6ze sa integrovat s externymi
adresarmi:

Active Directory, LDAP alebo lokalne
databazy spravované serverom TACACS+

Accept/Reject

Navod implementacie na



https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/
https://nil.uniza.sk/en/tacacs-for-ubuntu-20-04/

https://lostintransit.se/2024/11/20/tacacs-on-ise-deep-dive/

TACACS+ - priklad autorizacia prikazu

Bob chce pouzit’ show privilege:

Prikaz je autorizovany

TACACS+
Major version: TACACS+
Minor version: 0
Type: Authorization (2)
Sequence number: 1
Flags: 0x00 (Encrypted payload, Multiple
Connections)
Session ID: 3893996130
Packet length: 78
Encrypted Request
Decrypted Request
Auth Method: NONE (0xO01)
Privilege Level: 1
Authentication type: ASCII (1)
Service: TAC PLUS AUTHEN SVC NONE (0)
User len: 3 — - - T
User: bob
Port len: 4
Port: ttXl
en: 9

Remaddr

Remote Address: 10.10.0.1
Arg count: 4

Arg[0] length: 13

Arg[0] value: service=shell
Arg[l] length: 8

Arg[l] wvalue: cmd=show
Arg[2] length: 17

Arg[2] value: cmd-arg=privilege
Arg[3] length: 12

Arg[3] value: cmd-arg=<cr>

inisTel

TACACS+
Major version: TACACS+
Minor version: 0
Type: Authorization (2)
Sequence number: 2
Flags: 0x00 (Encrypted payload, Multiple Connections)
Session ID: 3893996130
Packet length: 6
Encrypted Reply
Decrypted Reply
Auth Status: PASS ADD (0x01)
Server Msg length: 0
Data length: 0
Arg count: 0




LDAP — adresarovy protokol

Adresar = Specializovana databaza navrhnuta na vyhladavanie
a prechadzanie

Otvoreny Standard pre adresare (RFC 4510+) — Lightweight Directory
Access Protocol

= Zakladny ,zdroj pravdy“ pre IdP a aplikacie

= Uklada zaznamy o identitach (DN, OU) a ich atributoch do hierarchického stromu
DN — distinguished name, OU — organization unit, cn — common name

= Typické objekty & data

Users, Groups, OrganizatUnits + atributy (napr. e-mail, department, role v tvare typ
a hodnota)

Odvolavka na objekt cez jeho DN

Pouzitie

= Backend pre IdP (Azure/AD, OpenLDAP, FreelPA, Keycloak)
Sluzi aj ako PIP zdroj atributov pre autorizaciu

= Integracie aplikacii: vyhladavanie pouzivatelov, skupin a roli

Bezpeénost’ & prevadzka

= LDAPSI/TLS, principy ,least privilege“ pre bind ucty

= Replikacia a vysoka dostupnost’ (HA) pre spolahlivost

Limity (€o LDAP nie je)

. Niege_ to SSO ani engine autorizacie - je to adresar/ulozisko identit
a atributov

Priklady: MS Actvie Directory, OpenLDAP ...

PLAN [OBNOVY
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Koren adresaru

c=sk

o=ibm

ou=aplikacie

ou=ludia

ou=skupiny

l cn=John Smith |




DIAMETER - prehlad

= DIAMETER
= Nastupca RADIUSu (RFC 6733)
= Primarne pre telekomunikacné siete (IMS, LTE, 5G
core)
= Architektura

= Klienti (NAS, sietové elementy) — DIAMETER
servery « backend databazy (HLR, HSS, AAA DB)

= Komunikacia na baze AVP (Attribute-Value Pairs) —
podobne ako RADIUS, ale rozSirené
= Technické detaily

: Transd)ort: TCP alebo SCTP (spolahlivy, na rozdiel
od UDP v RADIU)

= Porty: 3868 (default)
= Podpora zabezpecenia: IPsec, TLS

= Pouzitie v sieti
= Mobilné siete (3G/4G/5G) — autentifikacia SIM
kariet, billing, mobility management

= Policy kontrola (PCEF/PCF v LTE/5G
architekture)

= V enterprise prostredi takmer nepouzivany

PLAN [OBNOVY

* Vyhody
= Spolahlivy transport (TCP/SCTP)
* Viac flexibility — rozSirené AVP, lepSia
skalovatelnost
= Podpora roamingu a komplexnych
billing modelov
* Nevyhody
= Zlozitost implementacie
= Mensia podpora v enterprise sietach —
relevantné najma pre telco operatorov

= Integracia s existujucou AAA
infrastrukturou




Porovnanie transportnych AAA protokolov

Feature RADIUS TACACS+ DIAMETER

FGEIGLE Sietovy pristup (VPN, Wi-Fi, 802.1x) | ~dministratorsky pristup na Telco AAA (IMS, LTE/5G)

pouzitie yp P ’ ’ ' zariadenia (SSH, konzola) ’

Transport UDP 1812 (Auth), 1813 (Acct) TCP 49 TCP/SCTP 3868

Sifrovanie Len hesla Cely payload Cela komunikéacia

AAA funkcie Auth + AuthZ + Acct v jednej sprave Auth, AuthZ, Acct oddelené Kombinované + rozSiritelné
: Obmedzena (user access, . Vysoka (viac funkcii nez

Granularita VLAN/ACL) Vysoka (command-level control) TACACS+)

Skalovatelnost  Velké enterprise siete Stredné az velké siete Velmi vysoka — moderné telco

Komplexita JednoduchsSia konfiguracia ZlozitejSia — oddelené AAA NajzlozitejSi, mnoho funkcii

Integracia Siroké podpora vietkymi vendormi Primarne Cisco & podobné Telco infra, pokrocilé siete

Accounting Silné uctovanie (VPN, Wi-Fi sessions) Limitované (skér admin logy) RozSirené, billing v telco

MINISTERSTVO
NVESTICH, REGIOMALNEHO ROZVOJA
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Priklady implementacii

Produkt / i , i e . i

Platforma Dodavatel Podporované protokoly Typ Kracové vlastnosti / poznamky

Cisco ISE Cisco RADIUS, TACACS+, LDAP Komergny ~ Ccentraina AAA platforma, NAC, sprava
pristupu k zariadeniam, profilovanie

Microsoft Entra ID  Microsoft LDAP (cez AD), RADIUS (cez Komer&ny Clpud |d§ntlta,’MFA, podmieneny

NPS) pristup, integracia s NPS

Microsoft NPS Microsoft RADIUS, LDAP Komerény Windows RADIUS server, integracia s
Active Directory

Radiator AAA Radiator Software RADIUS, Diameter, TACACS+, Komer&ny Modularny dizajn, telco-grade, podpora

Server

LDAP

EAP, RadSec, roaming, VoWiFi

FreeRADIUS

InkBridge Networks

RADIUS, LDAP, TACACS+
(modularne)

Open-source

NajrozSirenejsi open-source RADIUS
server, Skalovatelny, pouzivany v
eduroam, ISP

Weboveé rozhranie, sprava pouzivatelov,

daloRADIUS Komunita RADIUS (GUI pre FreeRADIUS)  Open-source -
billing, hotspot podpora
tac_plus Shrubbery Networks TACACS+ Open-source Lahky dqemon, vhodny pre (.:'SC(,) .
zariadenia, jednoducha konfiguracia
OpenTACACS+ Komunita (fork Cisco) TACACS+ Open-source Minimalisticke riesenie, vhodne pre

laboratdria alebo malé siete

aaaEngine
(GitHub)

Komunita

RADIUS, TACACS+

Open-source

C++ AAA engine, klientsky orientovany,
Skalovatelny dizajn

PLAN [OBNOVY




AAA na siet'ovych zariadeniach (Cisco)

G
9
D

AAA on Network
Devices

68



, ’ = Lokalna autentifikacia
Lokalna vs. serverove [ . i cmalokinu DB

AAA : Pouil’\)/atel’ sa pripoji na router/switch (konsola, SSH,
Telnet

= Zariadenie vyziada meno a heslo

a = Overenie prebehne voéi lokalnej databaze uétov v
zariadeni

Jednoduché, nepotrebuje infrastrukturu
Nevhodné pre vacsie prostredia (ucty treba spravovat
na kazdom zariadeni)
= Server-based autentifikacia
= Pouzivatel sa pripoji na router/switch
Zariadenie vyziada meno a heslo

Zariadenie odosle prihlasovacie udaje na AAA
server (napr. Cisco ISE, ACS, FreeRADIUS,
Microsoft NPS).

= AAA server overi pouzivatela vocCi backendu (AD,
LDAP, databaza).

Server vrati vysledok (Access-Accept/Reject,
pripadne autorizacné atributy — VLAN, ACL)

Centralizovana sprava uctov, Skalovatelné

Vyzaduje infrastrukturu (AAA server, integracia s
oL AD/PKI).

. )
|

 J




Lokalna vs. Server-based AAA

Lokalne AAA AAA server (server based)
= Vyhody: = Vyhody:
o . i ACi ol = Centralizovana sprava uctov (napr. integracia s
gggg\c,)vccj)trjgr\mlalg%r;ﬂgura0|a (staCi username / ADILDAP ,(IA,\M))p @ ( | p g |
= Funguje aj bez siete alebo servera (offline - gkalovate'”e pre velke enterprise prostredia
rezim) = Podpora komplexnych politik (VLAN assignment,
i . L, per-command authorization)
" VhOdn? pre laby alebo _male siete _ = Podpora Accounting (logovanie aktivit, compliance)
= Vhodné ako fallback pri nedostupnosti AAA = Jednotné pravidla bezpeénosti v celej sieti
servera = Enterprise Standard
= Nevyhody: = Nevyhody:
= Ucty spravovane na kazdom zariadeni = Zavislost od dostupnosti AAA servera a siete
zvlast — vysoka administrativna zataz = \/y$Sia komplexita konfiguracie
= Neskalovatelné vo vacsich sietach = Potreba AAA infrastruktiry SRADIUS/TACACS+
= Obmedzené moZnosti autorizacie (Ziadne server, PK, integraciasAD)
granular policies, AV-pairs) - X\ésss;e naklady na spravu a licencie (Cisco ISE,

= SlabSie moznosti uCtovania/logovania
(Accounting)




AAA modely nasadenia — Central vs. Distributed

= Centralizovany model
= VVSetky NAS zariadenia smeruju na jeden/jeden cluster AAA serverov
= Jednoduchsia sprava, jednotna politika
= Riziko single point of failure — nutna redundancia (HA, load balancing)

* Distribuovany model
= AAA servery umiestnené v réznych lokalitach (DC, pobocCky)
= Nizsia latencia, lepSia odolnost voCi vypadkom WAN
= ZlozitejSia sprava politik (synchronizacia DB, konzistencia configov)
= Hybrid
= Centralna politika (AD, ISE) + lokalne fallback mechanizmy (caching, local DB)
= NajCastejsi pristup v enterprise (napr. Cisco ISE s distrib. Policy Service Nodes)s




Modely AAA implementacie v Cisco I0S / I0S XE

= Na Cisco zariadeniach je mozné prepinat sa medzi dvomi modelmi AAA
= Pozn. Plati aj pre inych vendorov

= Starsi model = Novsi model

= Autentifikacia len vodi lokalnej = Komplexna konfiguracia, ktora |

databaze umoznuje rézne sluzby nasmerovat na
. .. . , AAA vocCi roznym databazam

= Autorizacia len voci lokalnej databaze « Pontika

* Minimalne (ak vobec nejake) moznost Lepsiu flexibilitu a Skalovatefnost
pre uctovanie Vyuzitie viacerych systémov ¢i riadenie

ich zaloh

aaa new-model

podpora pre moderné AAA backendy
(ISE, TACACS+, IPv6).Moznosti
integracie (napr. s Active Directory,
PKI

MINISTERSTVO
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Novy model AAA

= ,Novy model AAA" vychadza z tychto predpokladov

= Na jednej strane mame isté druhy sluzieb, ktoré vedia na zaklade autentifikacie
pomocou istého mechanizmu riadit’ pristup (dot1x, enable, login, ppp)

= Na druhej strane mame rézne databazy s evidenciou pouzivatelov a ich prav
(RADIUS, TACACS, lokalna databaza)

= My chceme mat moznost konkrétnej sluzbe vysvetlit, v akej databaze ma
pouzivatela vyhladat

= Napriklad:

Konzolové prihlasenia sa overia voCi lokalnej databaze

SSH prihlasenia sa overia voCi RADIUS serverus IP 1.2.3.4
PPP prihlasenia sa overia voCi RADIUS serverus IP 5.6.7.8
Ethernet klienti sa overia voCi RADIUS serveru s IP 9.8.7.6




AAA v siet'ach - 802.1X Framework

NAC 802.1X



802.1X (dot1x) v skratke

= Robustny standardizovany ramec
pre ,port-based network access
control® na L2
= LAN port aj WiFi (WPA2/3-Enterprise)
= Pred pristupom do siete musi koncoveé
zariadenie preukazat identitu

= Ucel
= Zabranenie neautorizovanemu pristupu

= Centralna politika

= Podpora réznych metod (heslo, certifikat,
token)

= Zaklad pre NAC systemy

PLAN [OBNOVY
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Public/Semi-Public Network

Enterprise Edge Enterprise Network

Authenticator Authentication server

Supplicant

Operates on client

Operates on devices
at network edge like
APs and switches

EAP Plug-in
goes in radius
server

= Standardy a Specifikacie, ktoré tvoria
kompletny systém portovej autentifikacie
802.1X

= [nstitute of Electrical and Electronics
Engineers (IEEE)

802.1X — Port-based Network Access
Control

EAPOL (EAP over LAN) protokol

= Internet Engineering Task Force (IETF)
EAP (Extensible Authentication Protocol)
EAP metody
RADIUS protokol




Authentication
Supplicant [ \ Authenticator | ) Server(RADIUS)

‘ EAPOL \] EAP ‘ RADIUS H EAP |
=, ar

/”

Protected Metwork

802.1X - Komponenty

EAPOL

=  Supplicant (klient)
= Zariadenie, ktoré sa pokusa ziskat pristup do siete

= Softvérovy klient v OS (napr. Windows supplicant, wpa_supplicant), ktory
odosiela autentifikacné udaje

Supplicant Authenticator

RADIUS

= Authenticator (sprostredkovatel) %
= Sietové zariadenie, ktoré sprostredkuje proces autentifikacie ”%% e
= Zariadenie, na ktoré sa klient fyzicky pripaja a ktoré od klienta vyzaduje 7 m____:)
overenie (switch alebo access point) aNy
= Authentication Server (AAA server) 4| Autfentication
= Obsahuje databazu informacii o pouzivateloch/identitach
= Overuje identitu klienta a vracia rozhodnutie (Accept/Reject) + —

autorizacné atributy
= Typicky RADIUS server (napr. Cisco ISE, FreeRADIUS, Microsoft NPS)
= EAP + EAPOL Authentication information

= Autentifikacné informacie (username, password) sa postupne zapuzdruju  EAP methods
od klienta k autentifikujucemu zariadeniu v ramci protokolov 802.1X: EAP

= EAP methods EAPOL
Specifické protokoly alebo mechanizmy, ktoré definuju, ako sa
autentifikacia vykonava v ramci ramca EAP Ethernet

= EAP protocol
Komunikacny prostriedok

= EAPOL L2 protokol

pLAN [oBNovY] | ¥




EAPOL (EAP over LAN)

1. EAPOL-Start Initiates the authentication process.

Sender: Supplicant (client device).
Function: Signals the authenticator that the supplicant wishes to begin authentication.

2. EAPOL-Logoff Terminates the authentication session.
Sender: Supplicant.

Function: Informs the authenticator that the supplicant is disconnecting from the network, allowing the
authenticator to clean up session data.

3. EAPOL-Key Manages key exchange for encryption.
Sender: Authenticator and Supplicant.

Function: Facilitates the generation and distribution of cryptographic keys used to secure the communication
channel (e.g., during EAPOL handshake).

4. EAPOL-EAP (Encapsulated Carries EAP messages.
EAP) Sender: Both Authenticator and Supplicant.

Function: Encapsulates EAP-Request and EAP-Response messages to exchange authentication information
between the supplicant and the authentication server via the authenticator.

5. EAPOL-Success Indicates successful authentication.

Sender: Authenticator.

Function: Notifies the supplicant that authentication has been successfully completed, granting network access.
6. EAPOL-Failure Indicates failed authentication.

Sender: Authenticator

Function: Notifies the suppllcant that authentlcatlon has falled denylng network access.
‘ _N [G rationEU | ‘ SLOVENSKE] REPUBLIKY ‘ \} NE ‘




802.1X Port-Based Authentication

= Klient odosle EAPOL-Start
= Alebo najprv odpovie na EAP-Request/Identity z
authenticatora - Autentifikujuce i )
= Switch/AP vyilada identitu Klient sariadenie Autentifikaény server
= Kym nie je overeny, cez port prejdu len riadené
ramce: EAPOL (a L2 kontrolné BPDU/CDP/LLDP o EAPOL-Start
podfa politiky) Inicializacia  EAPOL-Request-Identity
= Switch zabali EAP do RADIUS a posle
Access-Request na AAA server EAPOL-EAP-Response | RADIUS-Access-Request |
- RADIUS server moze Overlt hned alebo . Autentifikdcia EAPOL-EAP-Request *R.ﬂ.mUS-ACEESS-ChBHEI‘IgE
prebehne vymena Challenge/Response (viac n CAPOLEAPT
krokov podla EAP metddy) EAP-Response | RADIUS-Access-Request
= Po Uspechu server posle Access-Accept (+
autorlzaéné atrlbl'Jty VLAN/VOiCE'VLAN, Autorizacia EAPOL-EAP-Success il RADIUS-Access-Accept
dACL/SGT, session-timeout) =
. SWItCh O!:VOI'i port (S.taV authorized), priradl' . _ RADIUS-Accounting-Request
politiku a informuje klienta Uctovanie

EﬂDlUS-ACEDU nting-Response

= \olitelne sa odoslu RADIUS Accounting
spravy (Start/Stop, pripadne Interim-Update)

= UkoncCenie relacie: EAPOL-Logoff (alebo
timeout/reauth)

Ukonéenie EAPOL-Logoff

MINISTS
NVEST) MALNEHO ROZVOJA
A INFORE W
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Konfiguracia — klien

» Hladat ,services.msc” = \V/ nastaveniach pripojenia zapnut
= Zapnut sluzbu ,Wired autentifikaciu 802.1X a vybrat EAP metodu

AUtOCOnflg“ [ Ethernet 2 Properties

— Protected EAP Properties
Metworking | Authentication
When connecting:
Services - B [[] Verify the server's identity by validating the certificate
Fle Action View Help Select this option to provide authenticated network access for
T YEEEE T this Ethemet adapter. Connect to these servers (examples:srv1;srv2;, =\, srv3Y, com):
i Services (Local) || Name ’ Description  Status Startup Type  Log On As - Enable |IEEE 802 .1X authentication
£, Windows Error Reporting Se... Allows error... Manual (Trig... Local Syste...
&4 Windows Event Collector This service ... Manual Metwork 5...
%, Windows Event Lag This service... Running  Automatic Local Service Choose 3 network authentication method: [AddTrust External CA Root |
£ Windows Firewall Windows Fi.. Running  Automatic Local Service E I"IJSt External CA Root "
£ Windows Font Cache Service  Optimizes p.. Running  Automatic Local Service ] . . Baltimore CyberTrust Root
v Settings g P !
C, Windows Image Acgpici#in — Arssiderioa — Punning  Manual Local Service Microsoft: Protected EAP (FEAF) g [ class 3 Public Primary Certification Autharity
& Windows Installer S Manual Local Syste... D DigiCert High Assurance EV Root CA
W!ndows Location Fi Stop Manual (Trig... Local Syste... ] ) ) D Equifax Secure Certificate Auﬁﬂority
&4 Windows Managems Pause unning  Automatic Local Syste... D Remember my credentials for this connection each D GlobalSian Root CA
G Windows Media Play|  pecume Manusl Network . time I'm logged on 9
£ Windows Modules Ir e unning  Manual Local Syste... [[] GTE CyberTrust Global Roat hd
%4 Windows Remote Mi Manual Metwork 5... € >
£ Windows Search Al Tasks ¥ bnning  Automatic (D... Local Syste.. Falback to unauthorized network access . -
i Windows Store Sendl [ Manual (Trig...  Local Syste... Notifications before connecting:
4 Windows Time Manual (Trig... - Local Service Tell user if the server’s identity can't be verified
&5, Windows Update Properties unning  Manual (Trig... Local Syste...
(5 WIinHTTP Web Prosy Help unning  Manual Local Service Additional Settings...
ed AutoConfig Manual Local Syste... Select Authentication Method:
i WLAN AutoCaonfig The WLANS... Manual Local Syste... 5 4 vord (EAP-MSCHAP v v
%4 WMI Performance Adapter Provides pe.. Manual Local Syste.. ecured password (E v2) Configure...
4 Work Folders This service ... Manual Local Service D Enable Fast Reconnect
£ Workstation Creates and... Running  Automatic Metwork 5... I:l .
Enforce Network Access Protection
4 WWAN AutoConfig This service ... Manual Local Service v
S )\Stamjard [[] Disconnect if server does not present cryptobinding TLY
Opens the properties dialog box for the current selection. |:| Enable Idenﬁty' Privacy
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Client-side certificates issued to supplicants by PKI
© Public serverside certificate issued to supplicants out-of-ban.

*

Dot1 x s EAP TLS Supplicant Authernticator Authentication server

€ v g E

= EAP-TLS flow:

2. Establish 802.11 Data Link BNRL X Linountrelind port aliows
- . , , . . + 3, EAPol Start d :?Nw';:_m::;:r
= Zalozenie datoveho spojenia e ———

(EAPOL Start) é-.-_:'ﬂ" denity Request 1 I ] This section is to let

-== &S Know that a supp
db. Identsty (anonoymous) Response

. : p 5. RADIUS Access Request § requesting muther
= |dentity exchange (anon. ; (anonoymous ,
request/response) | sesenercertheme 0 | |
= RADIUS Access-Request uaite Senes [
artificats L Mutual
(EAP—Message) E Bb. Client Cenificats

- A thenticanion
= VVymena certifikatov (server

| Validate Client Certificate

> client)

= EAP Success a 4-way ¢ 7- EAP Succsss (or Fadure)
handshake B P I e

= Vytvorenie $ifrovaného T r— i
kanala (protected port) | | Li Mossags 4: EAFOL Koy .

12, Encrypled Channel

B02.1X Controlled port allows
o S
protected dats to pass.

PL




Configuring 802.1X — an example

Authentication Server

Supplicant {RADILIS;

&

Authenticator

10.1.1.50

aaa new-model
!
radius-server SERVER-R
address ipv4 10.1.1.50 auth-port 1812 acct-port 1813
key HESILO
!
aaa authentication dotlx default group radius
! Nasledujuci riadok netreba, ak nechceme dynamicky pridelovat VLAN
aaa authorization network default group radius
]

dotlx system-auth-control

]

interface FastEthernet 0/1
switchport mode access

! Zapni dotlx na porte
authentication port-control auto
dotlx pae authenticator




Minimalisticka konfiguracia — freeRADIUS server

apt-get install freeradius

/etc/freeradius/clients.conf
client 192.168.99.253 {
secret = klucl?23
shortname = klient?

/etc/freeradius/users
meno Cleartext-Password := ,heslo"
Tunnel-Type = VLAN,
Tunnel-Medium-Type = IEEE-802,
Tunnel-Private-Group-Id = Cislo vlan

; V pripade pouzitia tunelovane] metddy:
/etc/freeradius/eap.conf
use tunneled reply = yes

/etc/init.d/freeradius restart




% SUMMARY

= Mechanizmy autentifikacie a autorizacie

AAA ramec

= Autentifikacia: overenie identity (,Kto si?")

= Autorizacia: urCenie opravneni (,Co mbzes robit?)
= Accounting: zaznam aktivit (,Co si urobil?)

Klucové body
= RADIUS - pristup pouzivatelov (VPN, Wi-Fi)
= TACACS+ — sprava zariadeni, prikazova kontrola

AAA new-model — centralizacia, audit, fallback
= MFA a certifikaty — vySSia uroven zabezpecenia
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Autentifikacia na sietovych

zariadeniach (Cisco 10S)

Pristup na zariadenie



Cisco IOS /10S XE

Kroky konfiguracie AAA autentifikacie v CLI

1. Definuj zdroje (ciele) AAA autentifikacie — lokal, server, alebo oba
= Zadaj IP adresu/adresy AAA servera
= Nakonfiguruj tajny kluc

2. Aktivuj AAA model

3. Definuj zoznam metod autentifikacie (databaz) pre danu sluzbu (login, ppp,
dot1.x...), ktoré sa budu pri overeni skusat

= Lokal DB, alebo RADIUS alebo TACACS+ server, alebo oba
4. Aplikuj metddy autentifikacie na con / vty / aux a over ich funkCnost

= Poznamka: Konfiguracia autentifikacie umozriuje pouzivatelom pristup iba po uspesnom prihlaseni,
ale neumoznuje vykonavat’ Ziadne prikazy!

= Na kontrolu toho, ktoré prikazy su povolené, je potrebné nastavit autorizaciu!
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Autentifikacia vo¢i dvom RADIUS serverom

TACACS+ or RADIUS protocols are used to
communicate between the clients and AAA 192.168.1.100
security servers. E|

RADIUS server
Router (config) # aaa new-model

Router (config) # username lastresort password MySecretP@sswOrd LAl -
Router (config) # radius server SERVER-R1

Router (config-radius-server)# address ipv4 192.168.1.100 auth-port 1812 acct-port 1813
Router (config-radius-server) # key RADIUS-pa55w0rd

Router (config-radius-server) # exit

Router (config) # radius server SERVER-R2

Router (config-radius-server)# address ipv4 192.168.1.101 auth-port 1812 acct-port 1813
Router (config-radius-server)# key RADIUS-pa55wOrd

Router (config-radius-server) # exit

Router (config) # aaa group server radius RADIUS-SERVERS

Router (config-sg) # server name SERVER-R1

Router (config-sg) # server name SERVER-R2

Router (config-sqg) # exit

Router (config)# aaa authentication login MY RADIUS AUTH group RADIUS-SERVERS local-case
Router (config)# aaa authentication enable MY RADIUS AUTH group RADIUS-SERVERS local-case
Router (config)# line vty 0 15

Router (config-line)# login authentication MY RADIUS AUTH

Server-Based AAA
Reference Topology

RADIUS server




Autentifikacia voci TACACS+ a RADIUS Server

TACACS+ or RADIUS protocols are used to
communicate between the clients and AAA
security servers.

192.168.1.100

Server-Based AAA

Reference Topology )

RADIUS server

192.168.1.101 |'|II"

Router (config) # aaa new-model Cisco Secure ACS
Solution Engine

Router (config) # username lastresort password MySecretP@sswOrd ! fallback using TACACS+
Router (config) # radius server SERVER-R

Router (config-radius-server)# address ipv4 192.168.1.100 auth-port 1812 acct-port 1813
Router (config-radius-server) # key RADIUS-pa55w0rd

Router (config-radius-server) # exit

Router (config) # tacacs server SERVER-T

Router (config-radius-server)# address ipv4 192.168.1.101

Router (config-radius-server)# single-connection

Router (config-radius-server)# key TACACS-pa55w0rd

Router (config-radius-server) # exit

Router (config)# aaa authentication login MY AUTH RAD+TAC group radius group tacacs+ local
Router (config)# line vty 0 15

Router (config-line)# login authentication MY AUTH RAD+TAC




Nase priklady

= Tacacs+
= Tacacs for Ubuntu 20.04

Financované

= Radius
= RieSenie autentifikacie a privilege-
levels opravneni v Cisco |0S vodi

Windows NPS Radius serveru na Win
2019

= ASA AAA authentication against
Windows 2016 server (AD)
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Autorizacia na sietovych zariadeniach

(Cisco 10S)

Pristup na zariadenie + server based AAA +
autorizacia prikazov (Cisco 10S)



ROUTER COMMAND Autorizacia prikazov (v Cisco |10S)
AUTHORIZATION

= Tri mechanizmy

= Lokalne:
Privilege Levels (0—-15)
Role-Based CLI (Parser Views)
= Server-based:
TACACS+ Command Authorization

RADIUS?

Pozn.: RADIUS neumoznuje per-command kontrolu; vie len
uroven shell:priv-Ivl




Cisco Privilege Levels (0—15) — o to je, plusy/minusy

= Lokalny mechanizmus riadenia pristupu k = Plusy
prikazom v 10S/10S XE « jednoduché, offline (bez AAA), minimalna
* Predvolené urovne: zataz

= Level 0 = Minusy
len disable, enable, exit, logout, help « hrubozrnné. bez auditu. tazko

= Level 1 - user EXEC mode udrziavatelné naprie¢ zariadeniami,

>" —zakladne ,show™ , neintegruju sa s AD/IAM
= 2 - 14 - pouzivatelsky definovatelné ]
arovne = Obmedzenia
= Level 15 - privileged EXEC = Nie je kontrola na urovni konkréetneho
“#” plny pristup rozhrania/slotu
= Dolezité = Prikaz s viacerymi klfuCovymi slovami dava
= Levely 2-14 = default rovnaké ako level pristup ku vsetkym prikazom, ktore ich
1 pouzivaju
pokial sa nepriradia iné prikazy (privilege = Nedokazes rozliSovat argumenty prikazu
... level ... <cmd>) (na to sluzia Parser Views)

= Dedi sa smerom nahor

. e e s , = Best practice
rikazy z nizSej urovne su vzdy dostupné
ﬁa vyéyé.ej ) Y P = Pouzivat len doplnkovo (break-glass)
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Privilege Levels - priklad

= Privilege Levels
= 16 urovni (0—15), kde 15 = plny pristup
= Prikazy mozno priradit k urovniam:

! Level 5 and SUPPORT user configuration

! Add the ping cmd to the level 5

Rl (config) # privilege exec level 5 ping

' 1) Assign a pass for accessing level 5 — one method

Rl (config) # enable algorithm-type scrypt secret level 5 cisco5

' Or 2) Create an user and assign him to the level 5 with a password - second method
Rl (config) # username SUPPORT privilege 5 algorithm-type scrypt secret cisco5

! Level 10 and JR-ADMIN user configuration

Rl (config) # privilege exec level 10 reload

Rl (config) # enable algorithm-type scrypt secret level 10 ciscolO

Rl (config) # username JR-ADMIN privilege 10 algorithm-type scrypt secret ciscolO

' Level 15 and ADMIN user configuration
Rl (config) # enable algorithm-type scrypt secret level 15 ciscol23
Rl (config) # username ADMIN privilege 15 algorithm-type scrypt secret ciscol23




Riesenia na zaklade roli -
Role-Based CLI / GUI

* Role-Based pristup

= Poskytuje jemnejSiu kontrolu nez
Privilege Levels

= Koncept ,,view* = zoznam povolenych
prikazov pre rolu

Root view — prava ako level 15; sprava
ostatnych view

CLI views — konkrétne zoznamy prikazov

(napr. show only, WAN ops)

Superviews — ,kontajnery” z viacerych
CLI views pre skupiny pouzivatelov

= Jeden pouzivatel = jedna (alebo viac)
priradenych view

= Vhodné pre operatorov NOC/SOC,
Specializované tim

Y

View 1

show interfaces

View 3

router eigrp

View 5

show run

View 2

config terminal
show ip route

View 4

interface
fastethernet

View 6

show run
config terminal

CLI Views

Superviews contain Views but not commands. Two Superviews can use the same View.
For example, both Superview 1 and Superview 2 can have CLI View 4 placed inside.

= Nepotrebuje AAA server (lokalne na
zariadeni)

= Bez dedenia — povolene je len to, Co je
explicitne v view

= Best practice

Doplnok,
comman

re enterprise kombinovat' s TACACS+
authorization




! Verify

Priklad R1l# sh parser view all

No view is active ! Currently in Privilege Level
Context

Rl (config) # aaa new-model
Rl (config) # exit

! View must be active

R1# enable view R1# enable view SHOWVIEW
Password: <priv-level-15-pass / enable secret> Password: cisco

R1# conf t R1# show parser view

Current view is ‘SHOWVIEW'
! Create a CLI view

Rl (config) # parser view SHOWVIEW R1# sh parser view all

! Secure access Views/SuperViews Present in System:
Rl (config-view)# secret cisco SHOWVIEW

! Add commands VERIFYVIEW

Rl (config-view) # commands exec include show version REBOOTVIEW

Rl (config-view) # commands exec include show interfaces
Rl (config-view) # commands exec include show ip interface
brief R1# show ?
Rl (config-view) # commands exec include show parser view
Rl (config-view) # exit

——————— (*) represent superview-------

interfaces Interface status and configuration

_ _ ip IP information
Rl(conf%g)#.parser view VERIFYVIEW parser Display parser information
Rl (config-view) # secret cisco5 version System hardware and software status

Rl (config-view) # commands exec include ping

Rl (config-view) # exit R1# show run | begin view

. ] parser view SHOWVIEW

Rl (config) # parser view REBOOTVIEW secret 5 $1$C3gn$NTq088ymZY4V1fwvpmiuZ.
Rl (config-view)# secret ciscol commands exec include all show

Rl (config-view) # commands exec include reload

Rl (config-view) # exit ? Delete view

No parser view SHOWVIEW




Priklad superview

Rl (config) # aaa new-model

Rl (confiqg) # exit

R1l# enable view

Password: <priv-level-l15-pass>

Rl1# conf t

Rl (config) # parser view USER superview
Rl (config-view) # secret cisco

Rl (config-view) # view SHOWVIEW

Rl (config-view) # exit

Rl (config) # parser view SUPPORT superview
Rl (config-view) # secret ciscol

Rl (config-view) # view SHOWVIEW

Rl (config-view) # view VERIFYVIEW

Rl (config-view) # exit

Rl (config) # parser view JR-ADMIN superview
Rl (config-view) # secret cisco2

Rl (config-view) # view SHOWVIEW

Rl (config-view) # view VERIFYVIEW

Rl (config-view) # view REBOOTVIEW

Rl (config-view) # end

PLAN [OBNOVY




Overenie

R1# sh parser view all
Views/SuperViews Present in System:
SHOWVIEW

REBOOT

VERIFYVIEW

REBOTVIEW

TEMP

USER *

SUPPORT *

JR-ADMIN *

R1# show run | begin view

parser view SHOWVIEW
secret 5 $1$C3gn$NTq088ymZY4V1fwvpmiuZ.
commands exec include show

R1l# show parser view
Current view is 'root'

Rl#enable view JR-ADMIN
Password:

Rl#ish parser view

Current view is 'JR-ADMIN'

R1# ?

Exec commands:
do-exec Mode-independent "do-exec" prefix support
enable Turn on privileged commands

exit Exit from the EXEC

ping Send echo messages

reload Halt and perform a cold restart

show Show running system information
Rl#ishow ?

bootflash: display information about bootflash: file
system

diskO: display information about disk0O: file system
diskl: display information about diskl: file system
flash: display information about flash: file system
parser Display parser information

slotO: display information about slot0O: file system

slotl: display information about slotl: file system




Server-based AAA autorizacia

= Authentication (overenie identity)

= Potvrdzuje, ze zariadenie alebo pouzivatel je legitimny

= Samotna autentifikacia neurCuje, ake prikazy mézes vykonat
= Authorization (autorizacia)

= Povoluje alebo zakazuje overenym pouzivatelom pristup k
oblastiam/sluzbam/prikazom v sieti

= TACACS+ vs. RADIUS
= TACACS+
= Oddeluje autentifikaciu od autorizacie
* Pre kazdu autorizaciu vytvara nové TCP spojenie (TCP/49)
= RADIUS

= Neoddeluje autentifikaciu od autorizacie (pre user access staci, na per-command
kontrolu nie)
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Konfiguracia AAA autorizacie — jednotlive kroky

= 1) Definujte zoznam autorizacie — zoznam autorizacnych serverov pre jednotlivé sluzby

Router (config) # aaa authorization {commands | config-commands | configuration | exec
| network | reverse-access} {default | LIST-NAME} methodl [method2 ...]

= commands: Server musi vratit povolenie na pouzitie akéhokolvek prikazu zariadenia na akejkolvek urovni opravnenia
= config-commands: Server musi vratit povolenie na pouzitie akéhokolvek konfiguracného prikazu zariadenia
= configuration: Server musi vratit povolenie na vstup do konfiguracného rezimu zariadenia

= exec: Server musi vratit povolenie pre pouzivatela na spustenie EXEC relacie zariadenia.Server moze tiez vratit' uroven
opra\t/)?e“nla pouzivatela, aby mohol byt okamzite presunuty do privilegovaného EXEC (enable) rezimu bez zadania prikazu
,enable

= network: Server musi vratit povolenie na pouzitie sietovych sluzieb (SLIP, PPP, ARAP)
= reverse-access: Server musi vratit povolenie pre pouzivatela na pristup k reverse Telnet relacii na zariadeni.

= 2) Aktivujte podporu pre novy AAA:

Router(config)# aaa new-model
= 3) Aplikujte autorizaéné metddy na linku a overte

Router (config-line)# authorization {commands level | exec | reverse-access} {default
| LIST-NAME}
= Network: Pre sietové sluzby, ako je PPP

= Exec: Pre spustenie exec (shell)
= Commands level: Pre exec (shell) prikazy
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Priklad

Konfiguracia autorizacie — najjednoduchsie

username JR-ADMIN algorithm-type scrypt secret G33dP@sswédrd

username ADMIN algorithm-type scrypt secret T4t1l1Br5t@1P@ssw4rdWrtYU!H3LL&:-)
!

aaa new-model

!

! Use a default schema, case sensitive for running EXEC

aaa authorization exec default local-case

! Use own DB name with tacacs+

! tacacs server SERVER-T1

! address ipv4 192.168.1.100
! key TACACS-pa55w0Ord

! aaa authorization network AUTHOR NET T+L group tacacs+ local
!
! Apply for example for vty line
line vty 0 15
authorization exec default

= Note:
= An administrator must create a user with full access rights before authorization is enabled,

= do it immediately locks the administrator out of the system in the moment the aaa authorization
command is entered
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Uétovanie (Accounting) na sietovych

zariadeniach (s Cisco I0S/IOS XE)




Accounting (Cisco 10S)

1. Aktivacia AAA: aaa new-model

2. Definuj €o sa bude zaznamenavat (method-lists) a Co to spusti (trigger) pre accounting
= Kategorie pre uctovanie v I0S/I0OS XE:
Network - PPP/VPN, dialer, dot1x/\WLAN
System - globalne udalosti zariadenia
exec - spustenie/ukoncenie shellu
commands <level> - u¢tovanie vykonanych prikazov (user + prikaz) — TACACS+
Connection - odchadzajuce spojenia (SSH, Telnet, dialer)
= Rezim zaznamu / triggers

start-stop (odporucany) alebo stop-only; interim-update pre dihé relacie
3. Prirad accounting metdédy (method-lists) a over

= Transport a ciele
= TACACS+ (TCP/49) alebo RADIUS (UDP/1813)

= Best practice
= Centralizacia do SIEM, NTP/UTC, fallback na lokal + OOB

= Bez TACACS+ prikazov
= archive log config — zmeny configu do syslogu




Konfiguracia accouting

username JR-ADMIN algorithm-type scrypt secret G33dP@sswédrd
username ADMIN algorithm-type scrypt secret T4tl1lBr5t@1P@ssw4rdWrtYU'!'H3LL&:-)
]
aaa new-model
]
aaa authentication login default local-case
aaa authorization exec default local-case
aaa authorization network AUTHOR NET T+L group tacacs+ local
]
' Define accounting
aaa accouting exec default start-stop local-case
aaa accouting network default start-stop group tacacs+
I apply
line vty 0 15
authentication login default
authorization exec default
accouting exec default




KIS FRI UNIZA

KIS priklad

= Departmental network

= Tacacs+ server on ubuntu

= TACACS_STUDENTS_READ ONLY_PR
IV_LEVEL1

= Allows
cmd = show {
permit "cdp.*"
permit "lldp.*"
permit "protocols.*"
permit "ip.*"
permit "ipv6.*"
permit "mac address-table.*"
permit "spanning.*"
permit "interface.*"
permit "vtp status"
permit "etherchannel.*"
permit "snmp.*"
permit "clock"
permit "run int.*"
permit "ntp.*"
permit "running-config"
permit "access-list.*"
permit "show vpc.*"
deny .*
= AD for authentication

= Student user group
TACACS_STUDENTS _READ ONLY_PR
IV_LEVEL1

= Set of cisco switches

Financované
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aaa new-model

tacacs server TACACS-KIS1
address ipv4 192.168.XY.XY 1
single-connection

key PASSWORD

|

radius server RADIUS-ON-DC
address ipv4 192.168.XY.XY 2
key PASSWORD

aaa authentication login KIS AUTENT group tacacs+ group radius local
aaa authorization config-commands
aaa authorization exec KIS AUTOR group tacacs+ group radius local
aaa authorization commands 15 KIS AUTOR CMDS group tacacs+ local
aaa authorization commands 1 KIS AUTOR CMDS group tacacs+ local
aaa accounting commands 15 KIS ACNT CMDS start-stop group tacacs+
aaa accounting commands 1 KIS ACNT CMDS start-stop group tacacs+
]

line vty 0 4

authorization commands 1 KIS AUTOR CMDS

authorization commands 15 KIS AUTOR CMDS

authorization exec KIS AUTOR

accounting commands 1 KIS ACNT CMDS

accounting commands 15 KIS ACNT CMDS

logging synchronous

login authentication KIS AUTENT

length 0O -

transport input ssh

line vty 5 15

authorization commands 1 KIS AUTOR CMDS

authorization commands 15 KIS AUTOR CMDS

authorization exec KIS AUTOR

accounting commands 1 KIS ACNT CMDS

accounting commands 15 KIS ACNT CMDS

logging synchronous

login authentication KIS AUTENT

transport input ssh -

end




Troubleshooting Server-Based AAA

Authentication




AAA debugging

debug aaa authentication

no debug aaa authentication

Router# debug aaa authentication

6:50:20:
6:50:20:
6:50:20:
6:50:20:

AAA/AUTHEN (50996740) : Method=TACACS+

TAC+: send AUTHEN/CONT packet

TAC+ (50996740) : received authen response status
AAA/AUTHEN (50996740): status = PASS

PASS




AAA debugging (cont.)

R1# debug radius
accounting
authentication
brief
elog
failover
retransmit
verbose
<cr>

?

RADIUS accounting packets only
RADIUS authentication packets only
Only I/O transactions are recorded
RADIUS event logging

Packets sent upon fail-over
Retransmission of packets

Include non essential RADIUS debugs

R1# debug tacacs
accounting
authentication
authorization
events
packet
<cr>

TACACS+ protocol accounting
TACACS+ protocol authentication
TACACS+ protocol authorization
TACACS+ protocol events

TACACS+ packets




Debugging TACACS+ and RADIUS (Cont.)

R1l# debug tacacs
TACACS access control debugging is on

R1#
14:00: TAC+: Opening TCP/IP connection to 192.168.1.101 using source 10.116.0.79
:00: TAC+: Sending TCP/IP packet number 383258052-1 to 192.168.1.101 (AUTHEN/START)
:00:09: TAC+: Receiving TCP/IP packet number 383258052-2 from 192.168.60.15
AAA Server-Based :00: TAC+ (383258052) : received authen response status = GETUSER
. . :00: TAC+: send AUTHEN/CONT packet
Authentication Success [ TAC+: Sending TCP/IP packet number 383258052-3 to 192.168.1.101 (AUTHEN/CONT)

:00: TAC+: Receiving TCP/IP packet number 383258052-4 from 192.168.60.15

:00:10: TAC+ (383258052): received authen response status = GETPASS

:00:14: TAC+: send AUTHEN/CONT packet

:00:14: TAC+: Sending TCP/IP packet number 383258052-5 to 192.168.1.101 (AUTHEN/CONT)
:00:14: TAC+: Receiving TCP/IP packet number 383258052-6 .168.60.15

:00:14: TAC+ (383258052): received authen response status

:00:14: TAC+: Closing TCP/IP connection to 192.168.60.15

TACACS access control debugging is on

$aAbS : Opening TCP/IP connection to 192.168.1.101 using source 192.48.0.79
$353 : Sending TCP/IP packet number 416942312-1 to 192.168.1.101 (AUTHEN/START)
3352 : Receiving TCP/IP packet number 416942312-2 from 192.168.60.15
AAA Server-Based :35: (416942312) : received authen response status = GETUSER
. \ . 2532372 : send AUTHEN/CONT packet
Authentication Failure :53:37: : Sending TCP/IP packet number 416942312-3 to 192.168.1.101 (AUTHEN/CONT)

$3Ts : Receiving TCP/IP packet number 416942312-4 from 192.168.60.15

3372 (416942312) : received authen response status = GETPASS

2308 : send AUTHEN/CONT packet

:38: : Sending TCP/IP packet number 416942312-5 to 192.168.1.101 (AUTHEN/CONT)
$38% : Receiving TCP/IP packet number 416942312-6 fro 2.168.60.15

:38: received authen response status ﬁ

: Closing TCP/IP connection to 192.168.60.15
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. sw-Test#
KIS Infra 07:24:55: RADIUS/ENCODE (00000018): ask "Password: "
07:24:55: RADIUS/ENCODE (00000018) : send packet; GET__PASSWORD

u
debug radlus Eg—ggsgg RADIUS/ENCODE (00000018) :Orig. component type = Exec

07:25:18: RADIUS: AAA Unsupported Attr: interface [210] 4
07:25:18: RADIUS: 74 74 [ tt]
07:25:18: RADIUS/ENCODE (00000018) : dropping service type, "radius-server

login as: palo attribute 6 on—fogaéggéggauth" is off 0000

_: : . - 07:25:18: RADIUS ( ): Config NAS IP: .0.0.

Keyboard-interactive authentication prompts 07:25:18: RADIUS(00000018): Config NAS IPv6: : :

from server: 07:25:18: RADIUS/ENCODE (00000018) : acct session_id: 9

| Password: 07:25:18: RADIUS(00000018): sending

. . 07:25:18: RADIUS/ENCOD

End of keyboard-interactive prompts from sw-Test#E: Best Local IP-Address 192.168.255.50 for Radius-Server
server 192.168.10.2

07:25:18: RADIUS(00000018): Send Access-Request to 192.168.10.2:1645 id
1645/15, len 68

sw-Test# 07:25:18: RADIUS: authenticator A5 EC 7A 6B AB BE 6E 15 - B9 49 63 81 BE 02
37 CE
07:25:18: RADIUS: User-Name [1] 6 "palo"
07:25:18: RADIUS: User-Password [2] 18 *
07:25:18: RADIUS: NAS-Port [5] 6 2
07:25:18: RADIUS: NAS-Port-Id [87] 6 "tty2"
07:25:18: RADIUS: NAS-
sw-Test#Port-Type [61] 6 Virtual [5]
07:25:18: RADIUS: NAS-IP-Address [4] 6 192.168.255.50

07:25:18: RADIUS(00000018): Sending a IPv4 Radius Packet
07:25:18: RADIUS(00000018): Started 5 sec timeout
07:25:18: RADIUS: Received from id 1645/15 192.168.10.2:1645, Access-Accept,

len 109

07:25:18: RADIUS: authenticator 10 69 9C CD 51 A2 CE 3F - 7B C9 60 OF 6F 20
F4 7D

07:25:18: RADIUS: Idle-Timeout [28] 6 600

07:25:18: RADIUS: Po

sw-Test#rt-Limit [62] 6 1

07:25:18: RADIUS: Service-Type [6] 6 Callback Framed

[4]

07:25:18: RADIUS: Class [25] 46

07:25:18: RADIUS: E1l AD OB ED 00 00 01 37 00 01 02 00 CO A8 OA 02 00 00 0O
00 FD 50 BC FF D7 7D FF 3E 01 DA 6A ED EB 3D CD 4C 00 00 00 00 00 0O 00 31

[ 7P}>j=L1]
07:25:18: RADIUS: Vendor, Cisco [26] 25
07:25:18: RADIUS: Cisco AVpair [1] 19 "shell:priv-1lvl=15"

07:25:18: RADIUS(00000018): Received from id 1645/15
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Kis infra — wrong username

debug tacacs

login as: palo
Keyboard-interactive authentication prompts
from server:

| Password:

| 80090308: LdapErr: DSID-0C090449, comment:

AcceptSecurityContext error, data

> 52e, v3839 (463)

| Password incorrect.

End of keyboard-interactive prompts from
server

Access denied

Keyboard-interactive authentication prompts
from server:

| Password:

Financované
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07:

TPLUS: Queuing AAA Authentication request 29 for processing
TPLUS (0000001D) login timer started 1020 sec timeout

TPLUS: processing authentication start request id 29

TPLUS: Authentication start packet created for 29 (palo)
TPLUS: Using server 192.168.XY.XY

TPLUS (0000001D) /0/NB_WAIT/COCEC: Started 5 sec timeout
TPLUS (0000001D) : wrote 42 bytes after server UP.

TPLUS (0000001D) /0/NB_WAIT: wrote entire 42 bytes request

sw-Test#40:55: TPLUS: Would block while reading pak header

07:40:55:

bytes)

07:40:55:
07:40:55:
07:40:55:

07:41:25:

TPLUS (0000001D) /0/READ: read entire 12 header bytes (expect 17

TPLUS (0000001D) /0/READ: read entire 29 bytes response
TPLUS (0000001D) /0/COCEC: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)

TPLUS: Queuing AAA Authentication request 29 for processing
TPLUS (0000001D) login timer started 1020 sec timeout

TPLUS: processing authentication continue request id 29

TPLUS: Authentication continue packet generated for 29

TPLUS (0000001D) /0/WRITE/COCEC: Started 5 sec timeout

TPLUS (0000001D) /0/WRITE: wrote entire 26 bytes request

TPLUS (0000001D) /0/READ: read entire 12 header bytes (expect 120

TPLUS (0000001D) /0/R

sw-Test#EAD: read entire 132 bytes response

07:41:25:
07:41:25:
07:41:27:
07:41:27:
07:41:27:
07:41:27:
07:41:27:
07:41:27:

sw-Test#

07:41:27:
07:41:27:
07:41:27:

bytes)

07:41:27:
07:41:27:
07:41:27:

pl.Ar roNovY. | ¥

TPLUS (0000001D) /0/COCEC: Processing the reply packet

TPLUS: Received authen response status FAIL (3)

TPLUS: Queuing AAA Authentication request 29 for processing
TPLUS (0000001D) login timer started 1020 sec timeout

TPLUS: processing authentication start request id 29

TPLUS: Authentication start packet created for 29 (palo)
TPLUS: Using server 192.168.XY.XY

TPLUS (0000001D) /0/IDLE/COCEC:

got immediate connect on new 0

TPLUS (0000001D) /0/WRITE/COCEC: Started 5 sec timeout
TPLUS (0000001D) /0/WRITE: wrote entire 42 bytes request
TPLUS (0000001D) /0/READ: read entire 12 header bytes (expect 17

TPLUS (0000001D) /0/READ: read entire 29 bytes response
TPLUS (0000001D) /0/COCEC: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
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Kis infra — correct username

debug tacacs

login as: test

Keyboard-interactive authentication prompts
from server:

I

| Password:

End of keyboard-interactive prompts from
server

sw-Test>

sw-Test>ena

sw-Test#conf t

Enter configuration commands, one per line.
End with CNTL/Z.

sw-Test (config) #

## len auth vas pusti dnu, ale nasledne
## v EXEC mozte zadat co chcete.
## treba authorization

Username:
08:03:44:

08:05:19:

08:05:19:
08:05:19:
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sw-Test>AD:

v

TPLUS: Queuing AAA Authentication request 37 for processing
TPLUS (00000025) login timer started 1020 sec timeout

TPLUS: processing authentication start request id 37

TPLUS: Authentication start packet created for 37()

TPLUS: Using server 192.168.XT.XT

TPLUS (00000025) /0/IDLE/402D24: got immediate connect on new
TPLUS (00000025) /0/WRITE/402D24: Started 5 sec timeout

TPLUS (00000025) /0/WRITE: wrote entire 29 bytes reques

User Access Verification

admt
TPLUS (00000025) /0/READ: read entire 12 header bytes (expect

TPLUS (00000025) /0/READ: read entire 55 bytes response
TPLUS (00000025) /0/402D24: Processing the reply packet
TPLUS: Received authen response status GET_USER (7)

TPLUS: Queuing AAA Authentication request 38 for processing
TPLUS (00000026) login timer started 1020 sec timeout

TPLUS: processing authentication continue request id 38
TPLUS: Authentication continue packet generated for 38
TPLUS (00000026) /0/WRITE/402D24: Started 5 sec timeout

TPLUS (00000026) /0/WRITE: wrote entire 22 bytes request
TPLUS (00000026) /0/READ: read entire 12 header bytes (expect

TPLUS (00000026) /0/READ: read entire 28 bytes response
TPLUS (00000026) /0/402D24: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)

TPLUS: Queuing AAA Authentication request 38 for processing
TPLUS (00000026) login timer started 1020 sec timeout

TPLUS: processing authentication continue request id 38
TPLUS: Authentication continue packet generated for 38
TPLUS (00000026) /0/WRITE/402D24: Started 5 sec timeout

TPLUS (00000026) /0/WRITE: wrote entire 26 bytes request
TPLUS (00000026) /0/READ: read entire 12 header bytes (expect

TPLUS (00000026) /0/RE

read entire 18 bytes response

TPLUS (00000026) /0/402D24: Processing the reply packet
TPLUS: Received authen response status PASS (2)
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