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» Riadenie pristupu v sieti
= Dot1x
= NAC (Network Access Control) systemy

= ZabezpecCenie LAN infrastruktury
= First Hop Security



HMS vrstvy a ich bezpecnostna rola - access

= Hierarchicky model = pevny zaklad bezpecCnostnej
architektury

. Jaﬂ}E body pre riadenie pristupu, kontrolu a vynucovanie

politi
= Access Layer - detailna granularita

= Pripajanie autorizovanych koncovych zariadeni (PC, loT,
tlaCiarne) + WiFi

= Bezpeénostny ciel’: prva linia obrany — First Hop
Security

= Principy: Zero Trust/Never Trust, Least Privilege,

Segmentation, NAC (802.1X), Accountability
(telemetria/flow)...

= Opatrenia: VLAN segmentacia, Guest/Quarantine VLAN,
Private VLANs, Port Security, DHCP Snooplng, ARP
Inspection, IP soruce guard, BPDU Guard, MAC ACL...
= Hrozby & mitigacie (L2)
MAC flooding — Port security; Rogue DHCP — DHCP
Snooping/NAC; ARP Sf)oofmg — DAII; IP Spoofing —
Source Guard; BYOD/loT — segmentacia
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Access Control in LAN
Riadenie pristupu k LAN — preco?

= Access Layer = miesto pripojenia pouzivatelov a zariadeni
= rozhoduje, kto mbze vstupit do siete
= kontrolny bod bezpecnosti (policy enforcement point - PEP)

Ciel: zabranit’ pripojeniu neautorizovanych alebo kompromitovanych hostov
= len déveryhodné zariadenia maju pristup k podnikovej infrastrukture
= vyzaduje sa autentifikacia pred pristupom

Zakladny mechanizmus
= |[EEE 802.1X — port-based authentication
AAA (RADIUS/TACACS+) — identity verification, authorization, accounting
= integracia do Network Access Control (NAC) ramca
RozSiruje 802.1X o politiky, kontrolu stavu zariadenia (posture) a centralizované rozhodovanie

= Prepojenie na modernu bezpecnost
= |dentity & Posture Validation
= Dynamické priradenie VLAN /ACL / SGT
= Zero Trust / Least Privilege

Nadvazuje na dalSie Casti

= => 802.1X princip a komponenty

= => NAC architektura a funkcie

= = First Hop Security — dopinkové L2 ochrany

Distribution Layer

Access Layer
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802.1x (dot1x) — port-based access

control




802.1x (dot1x) v skratke

* Robustny standardizovany ramec
pre ,port-based network access
control” na L2
= LAN port
= aj WiFi (WPA2/3-Enterprise)
= Pred pristupom do siete musi koncové

zariadenie preukazat identitu

= Ucel
= Zabranenie neautorizovanému pristupu

= Centralna politika

= Podpora réznych metdd (heslo, certifikat,
token)

= Zaklad pre NAC systemy

Public/Semi-Public Network

Enterprise Edge Enterprise Network

Authenticator Authentication server

Supplicant

Operates on client

Operates on devices
at network edge like
APs and switches

EAP Plug-in
goes in radius
server

= Standardy a 3pecifikacie, ktoré tvoria
kompletny systém portovej autentifikacie
802.1X

= Institute of Electrical and Electronics
Engineers (IEEE)

802.1X — Port-based Network Access
Control

EAPOL (EAP over LAN) protokol

= Internet Engineering Task Force (IETF)
EAP (Extensible Authentication Protocol)
EAP metody
RADIUS protokol



Authentication
Supplicant 1 | Authenticator | , Server(RADIUS)

| earoL EAP | reows || e |
802.1x - Komponenty = '
EAPOL /

Protected Network

= Supplicant (klient)
= Zariadenie, ktoré sa pokusa ziskat pristup do siete
= Softvérovy klient v OS (napr. Windows supplicant, wpa_supplicant), ktory

Supplicant Authenticator

odosiela autentifikacné udaje RADIUS
= Authenticator (sprostredkovatel) %
= Sietové zariadenie, ktoré sprostredkuje proces autentifikacie ”%% I
. . . : . . . . . 7 o
= Zariadenie, na ktoré sa klient fyzicky pripaja a ktoré od klienta vyzaduje m____}
overenie (switch alebo access point) Ny
= Authentication Server (AAA server) | Authgntication
= Obsahuje databazu informacii o pouzivateloch/identitach

= Overuje identitu klienta a vracia rozhodnutie (Accept/Reject) + ~— A
autorizaCné atributy

= Typicky RADIUS server (napr. Cisco ISE, FreeRADIUS, Microsoft NPS)
= EAP + EAPOL Authentication information
= AutentifikaCné informacie (username, password) sa postupne zapuzdruju  EAF methods

od klienta k autentifikujucemu zariadeniu v ramci protokolov 802.1X: EAP

= EAP methods EAPOL
Specifické protokoly alebo mechanizmy, ktoré definuju, ako sa
autentifikacia vykonava v ramci ramca EAP Ethernet

= EAP protocol
Komunikacny prostriedok

= EAPOL L2 protokol
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EAPOL (EAP over LAN) — spravy

Typ EAPOL spravy

Popis

1. EAPOL-Start

Inicializuje proces autentifikacie.
Odosielatel: Supplicant (klientské zariadenie).
Funkcia: Signalizuje autentifikatoru, ze klient sa chce zacat autentifikovat'.

2. EAPOL-Logoff

Ukon¢uje autentifikaénu relaciu.

Odosielatel: Supplicant.

Funkcia: Informuje autentifikator, Ze klient sa odpaja zo siete, o umozni autentifikatoru vycistit’ udaje
o relacii.

Riadi vymenu kl'acov pre Sifrovanie.
Odosielatel’: Autentifikator a Supplicant.

(Encapsulated EAP)

ISl Funkcia: UmoZzriuje generovanie a distribuciu kryptografickych klu€ov pouzivanych na zabezpecenie
komunika¢ného kanala (napr. po€as EAPOL handshake).
Prenasa EAP spravy.

4. EAPOL-EAP Odosielatel: Autentifikator aj Supplicant.

Funkcia: Zapuzdruje spravy EAP-Request a EAP-Response, aby sa mohli vymienat autentifikacné
informacie medzi klientom a autentifikaénym serverom prostrednictvom autentifikatora.

5. EAPOL-Success

Indikuje uspesnu autentifikaciu.
Odosielatel’: Autentifikator.
Funkcia: Oznami klientovi, ze autentifikacia bola uspeSne dokonCena a pristup do siete je povoleny.

6. EAPOL-Failure

Indikuje neuspesnu autentifikaciu.
Odosielatel’: Autentifikator.
Funkcia: Oznam| kllentow Ze autentifikacia zlyhala, a prlstup do siete je zamietnuty.
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802.1x Port-Based Authentication

= Klient odosle EAPOL-Start
= Alebo najprv odpovie na EAP-Request/identity z
authenticatora . Autentifikujice ~
= Switch/AP vyiiada identitu Klient 2ariadenie Autentifikany server
= Kym nie je overeny, cez port prejdu len riadené
ramce: EAPOL (a L2 kontrolné BPDU/CDP/LLDP o EAPOL-Start
podla politiky) Inicializacia _ EAPOL-Request-Identity
= Switch zabali EAP do RADIUS a posle
Access-Request na AAA server EAPOL-EAP-Response | RADIUS-Access-Request |
= RADIUS server moze overit hned alebo Autentifikécia EAPOLEAP-Request e RADIUS-Access-Challenge
prebehne vymena Challenge/Response (viac N CAPOLEAPR
krokov podla EAP metody) esponse - RADIUS-Access-Request -
= Po uspechu server posle Access-Accept (+ DI Ao A
autorizaéné atributy: VLAN/voice-VLAN, Autorizicia _ EAPOLEAP-Success | i e

dACL/SGT, session-timeout)
= Switch otvori port (stav authorized), priradi

RADIUS—Acmunting—HequesL

politiku a informuje klienta Uctovanie RADIUS-Accounting-Response
= Volitelne sa odoslu RADIUS Accounting —
spravy (Start/Stop, pripadne Interim-Update) Ukonéenie EAPOL-Logoff

= UkoncCenie relacie: EAPOL-Logoff (alebo
timeout/reauth)
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Konfiguracia — klien

= Hfadat ,services.msc”
= Zapnut sluzbu ,Wired

= V nastaveniach pripojenia zapnut
autentifikaciu 802.1X a vybrat EAP metodu

AutoConfig”

- Ethernet 2 Properties
— Protected EAP Properties
Metworking | Authentication
When connecting:
s Services - B [T verify the server's identity by validating the certificate
File Action View Help Select this option to provide authenticated network access for
= = \| [ERENENN 7| now this Ethemet adapter. Connect to these servers (examples:srv1;srv2;. . srv3).com):
& Services (Local) || Name : Description  Status  Startup Type  Log OnAs & Enable |EEE 802.1X authertication
4 Windows Error Reporting Se.. Allows error... Manual (Trig... Local Syste..
4 Windows Event Collector This service ... Manual Metwork 5.
L4 Windows Event Log This service ... Running  Automatic Local Service Choose a network authentication method: _
& Windows Firewall Windows Fi.. Running  Automatic Local Service E AddTrust External CA Root )
{5 Windows Font Cache Service  Optimizes p...  Running  Automatic Local Service . X . Baltimore CyberTrust Root
5 Windows Image Acgpisitia— Demidacise — Bunning  Manual Local Service Microsoft: Protected EAP (FEAF) ~ Settings [ class 3 Public Primary Certification Autherity
4 Windows Installer Start Manual Local Syste... D DigiCert High Assurance EV Root CA
S5 Wi i Stop 3 . x
‘, W!ndows Location Fy op Manual (Trig... Local Syste... ) ) ) D Equifax Secure Certificate Autharity
£ Windows Manageme Pause unning  Automatic Local Syste.. D Remember my credentials for this connection each [ GlobalSign Root CA
S Windows Media Play Resume Manual Metwork 5. time I'm |DggEd an bg bl
&4 Windows Modules In Restart unning  Manual Local Syste... D GTE CyberTrust Global Root A
%4 Windows Remote Mi Manual Metwork 5. £ >
(i Windows Search All Tasks unning  Autornatic (D... Local Syste... Falback to unauthorized network access 3 X X
&4 Windows Store Servit Refresh Manual (Trig... Local Syste.. Notifications before connecting:
% Windows Time Manual (Trig... - Local Service Tell user if the server’s identity can't be verified
L4 Windows Update Properties unning  Manual (Trig... Local Syste...
CLWinHTTP WebProgy bnning  Manual Local Service Additional Settings...
: Select Authentication Method:
S5 WLAN AuteConfig The WLANS.., Manual Local Syste... d ord
(5, WMI Performance Adapter  Provides pe... Manual Local Syste... Secured password (EAP-MSCHAP v2) ¥| | Configure...
£ Work Folders This service ... Manual Local Service D Enable Fast Reconnect
G Workstation Creates and.. Running  Automatic Metwork 5. D .
Enforce Network Access Protection
54 WWAN AutoConfig This service ... Manual Local Service ~
i }\Standard [ Digconnect if server does not present aryptobinding TLY
Opens the properties dialog box for the current selection, D Enable Identity Privacy
Cancel
Cancel
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Configuring 802.1X — an example

Authentication Server

Supplicant (RADIUS)

o

Authenticator

10.1.1.50

aaa new-model
!
radius-server SERVER-R
address ipv4 10.1.1.50 auth-port 1812 acct-port 1813
key HESLO
!
aaa authentication dotlx default group radius
! Nasledujuci riadok netreba, ak nechceme dynamicky pridelovat VLAN
aaa authorization network default group radius
]

dotlx system-auth-control

]

interface FastEthernet 0/1
switchport mode access

! Zapni dotlx na porte
authentication port-control auto
dotlx pae authenticator




Minimalisticka konfiguracia — freeRADIUS server

apt-get install freeradius

/etc/freeradius/clients.conf
client 192.168.99.253 {
secret = klucl?23
shortname = klient?2

/etc/freeradius/users
meno Cleartext-Password := ,heslo"
Tunnel-Type = VLAN,
Tunnel-Medium-Type = IEEE-802,
Tunnel-Private-Group-Id = Cislo vlan

; V pripade pouzitia tunelovane] metddy:
/etc/freeradius/eap.conf
use tunneled reply = yes

/etc/init.d/freeradius restart




Network Access Control (NAC)

systéemy

15



Systémy riadenia pristupu k sieti - NAC v modernych
siet’ach

= Cief NAC * PreCo kontrolovat’ pristup do siete

= Riadit pristup k podnikovych sietovym = Nekontrolovany pristup =
zérojorrr)] PP Y Y bezpecnostné riziko

AT : . = Nezname alebo nespravované
. L] L] N A L] n v
Zabrar_ut_prlpOJe’nlu negutorlgovanvch zariadenia a pouzivatelia moézu:
alebo infikovanych zariadeni

Sirit malware alebo ransomware

= Autentifikovat pouzivatelov a Exfiltrovat citlivé udaje
zariadenia pred udelenim pristupu Obist vnttorné bezpeénostné

= Qverit zhodu s bezpecnostnou politikou mechanizmy
organizacie BYOD a loT vyrazne zvySuju riziko

expozicie
= NAC zabezpedi, ze sa pripoja len
déveryhodné a vyhovujuce zariadenia

= Podporuje viditelnost, segmentaciu a
vynucovanie politik

= KluCovy prvok Zero Trust architektury

= VVynucovat pristupove prava a aplikovat
karantenu, ak nie su splnené
poziadavky




Network Admission Control (NAC) - Koncept

Network Access Devices

= NAC - hlavna funkcia

__ Entorcement __

= Zabezpecit, aby do siete boli pripojené iba autentifikované o uanr g Pty o Remelagen
a s politikou vyhovujuce zariadenia a pouzivatelia
: Sr\é%r%?;setl?ggr%ecnostneho stavu koncovych zariadeni Credema,s " -
Credentials
= Uroven aktualizacii OS, antivirus, firewall, konfiguracia
EAP/UDP.
= Povolit pristup iba SRS - <
. , s , v . Access Rights omply
. é;st?ér:ﬁg\r/ﬁnym, s politikou zladenym a vyhovujucim H —— g \

= Karanténa pre nevyhovujuce zariadenia

= napr. chybajuce bezpecfnostné aktualizacie alebo zastarany
antivirus

» Rozhodnutia o pristupe zaloZené na:

= Prihlasovacich udajoch pouzivatela = Aplikovanie politiky

= Role pouzivatela v organizacii = Allow — plny pristup
= Stave zhody zariadenia (compliance state) = Quarantine — obmedzeny pristup
. = Deny — Ziadny pristup
» Dynamické riadenie pristupu k sieti a zdrojom = |ntegracia s AAA (RADIUS, LDAP, AD)
= Vynatenie réznych Grovni pristupu (Gplny / obmedzeny / = Funguje v kablovych, bezdrétovych aj VPN sietach

zamietnuty)
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Architektura NAC - vyssi pohlad

= Koncové zariadenie (Supplicant)
= Zariadenie, ktoré ziada o pristup do siete

= Poskytuje prihlasovacie udaje pouzivatela a informacie o
stave zariadenia

= MOoze vyuzivat agentovy alebo bezagentovy
mechanizmus kontroly stavu

= Autentifikacia zariadenia

Koncove zariadenia (kablové / bezdrotove /,\/PNz,sa
autentifikuju cez 802.1X, MAB alebo webovy portal

Prihlasovacie udaje overuje Policy Server (napr. RADIUS)

= Policy Server (server politik)

= Centralne rozhodovacie miesto (ISE, ClearPass,
Forescout)

= Hodnoti identitu pouzivatela, stav zariadenia a sulad s
politikou

= QOdosiela autorizaCny profil uzlu, ktory vynucuje
rozhodnutie
= Enforcement Node (vynucovaci uzol)

= Sietovy prepinac, WLC alebo brana, ktora aplikuje
rozhodnutie NAC

= Priraduje pn’stup do podnikovej, hostovskej alebo
karanténnej siete

= Vynucuje priradenie VLAN, ACL alebo SGT (TrustSec)

Financované
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High-Level NAC Architecture

]

[x]

—
I}

= ~—

Enforcement
Node

g T i Guest Network
) = I—'--I I—---l Policy Server
_— Corporate Network

Device Quarantine Device
Authentication Visibility

Gartner
= Siet’ pre napravu / karanténu (Remediation / Quarantine Network)
= |zolovana oblast pre nevyhovujuce zariadenia
= Poskytuje prostriedky na napravu (aktualizacie, antivirus)
= |zolovana VLAN alebo segment uréeny pre nevyhovujuce zariadenia
= Viditelnost’ zariadeni (Device Visibility)
= Neustale profilovanie koncovych zariadeni (MAC, OS, typ, uroven rizika)
= Umoznuje monitorovanie a dynamické prispésobovanie politik
» Integracia
= Uzka integracia s AAA, AD/LDAP, EDR, MDM a SIEM
= Poskytuje kontextovo riadeny pristup
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NAC Magic Quadrant

Market Outlook: Network Access Control (NAC), 2018-2023, Worldwide High-Level NAC Architecture
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https.//www.cisco.com/c/n/us/products/collateral/security/nac-appliance-clean-
access/product data sheet0900aecd802da1b5.html
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Cisco ldentity Services Engine (ISE)

ISE — Cisco NAC riesenie

= Nastupca pévodného systému Cisco NAC

= Ugel:
Riadit’ pristup do siete na zaklade identity pouzivatela a
zariadenia
Vynucovat politiku este pred povolenim pripojenia

Centralizovana NAC platforma

= Jadro rieSenia Cisco TrustSec a Zero Trust

= Spaja autentifikaciu, autorizaciu a kontrolu stavu
zariadenia (posture assessment)

Hlavné funkcie

= Autentifikacia pouzivatelov a zariadeni (802.1X, web)

. Rtiad)enie pristupu na zaklade politiky (rola, typ zariadenia,
stav

= Sprava hosti a onboarding BYOD zariadeni
= Qverenie stavu zariadenia a profilovanie koncovych
bodov
Vynucovanie na zaklade identity
= Rozhodnutia o pristupe zavisia od:
Prihlasovacich udajov a organizaCnej roly pouzivatela
Typu zariadenia a jeho suladu s politikou

= Dynamicky priraduje VLAN, dACLs alebo SGTs (Security
Group Tagsg)

MMMMMMMM

aaaaaaa
SLOVENS

Integrations / Context

Sharing
Endpoints Enforcement M EDR SIEM
(Supplicants) Devices . Q
G + SIEM / Firepower
EAP Cisco ISE v
D 802,1X MAB) = VLAN assignment
= dACL download _— e ovork
> Iaem=] — = Security Group Tag(SGT) —» = Segmenta-
'% RADIUS = Redirection to remediation ' tion
o portal
Enforcentent v
@ Bevices Q —
; TrustSec / SGT Propagation ASA/ i
----------------------------------- >
Endoints pxGrid / REST API Firewall  pc
(Supplicants)
» |ntegracia
- Ep,olupr_acuje so switchmi Catalyst, WLC, ASA/Firepower, VPN
ranami

= Integruje sa s AD/LDAP, MDM, EDR a SIEM systémami
= Podpora pre Splunk

= Metddy vynucovania
= Dynamickeé priradovanie VLAN
= Downloadable ACLs (dACLS)
= SGTs pre segmentaciu zalozenu na TrustSec

» ReZimy nasadenia
= Samostatny (Standalone) alebo Distribuovany (Distributed)
= Roly uzlov:

Policy Service Node (PSN) / Administration Node (PAN) /
Monitoring Node (MnT)



PacketFence — Open-Source NAC riesenie

Authentication

FreeRADIUS

= Charakteristika

= Plnohodnotné a déveryhodné open-source rieSenie Andche
Network Access Control (NAC)

= UrCené pre heterogénne siete (malé aj velké podniky,
Skoly, univerzity)

= Podporuje kablové, bezdrétove aj VPN pripojenia

= Hlavné funkcie

= Captive portal pre registraciu, autentifikaciu a napravu
zariadeni

= Podpora 802.1X, WebAuth a RBAC

= BYQOD onboarding — sprava vlastnych zariadeni
pouzivatefov

= Posture assessment — kontrola antivirusu, patchov,
konfiguracie

= Automaticka karanténa infikovanych alebo
nevyhovujucich zariadeni

= |ntegracia s IDS/IPS — izolacia kompromitovanych hostov

OpenLDAP / ActiveDirectory / RADIUS / Facebook / Google + / Email / SMS

Compliance
Nessus / OpenVAS / Windows Management Instrumentation

netdata

PacketFence S

Firewall Palo Alto / Fortigate / Barracuda NG / Checkpoint / Watchguard

MariaDB

Snort / Suricata / Tipping Point

Profiling and
Fingerprinting

= Centralizovana sprava politik a audit = Klucove vlastnosti
= |ntegracie = Bezplatné, otvorené a rozsiritelneé rieSenie
= FreeRADIUS - autentifikacia a accounting = PIna podpora Layer-2 izolacie pre problémové zariadenia
. IEIanAaIIDI ; éﬁﬂtié/e Directory / RADIUS / Google / Facebook / = Vhodné pre kampusové, univerzitné a enterprise prostredia
. O\R/enVAS / Nessus / Snort / Suricata / Palo Alto / Fortigate
/ Watchguard

= MDM / Mobilelron / OPSWAT / Checkpoint
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Bezpecnost' na pristupe do LAN

(Layer 2 Security / Access hardening /
First hop security)

Data plane security



Zabezpecenie LAN infrastruktury — preco?

= Bezpecnost
= Pri klasickom (legacy) pristupe tlaCena

na perimeter siete
= Firewall, edge smerovac

Application Stream

= Defaultne nastavené na zakazanie :pp“cauen o POP3, IMAP, IM,
komunikacie, ktoru treba povolovat IESERLanon IE SSL, SSH
= Prepinace Session S
= Nastavané def. na povolenie Transport N g Frotocols/Ports
komunikacie Network & IP Addresses
= Velmi vhodné na utok zvnutra Data Link u Initial Compromise
= Ak rl:lompromitujem vnutro, zvysok pojde Physical - Physical Links
rychlo

= => Implementacia L2 security

PR " MINISTERSTVO KOMPETENCNE CENTRUM
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Kategorie L2 utokov v enterprise siet’ach

MAC Layer Attacks — MAC
Address Flooding

VLAN Attacks — VLAN
Hopping (DTP spoofing,
double-tagging)

Common VLAN Attacks

Spoofing Attacks — DHCP
Starvation / DHCP Spoofing

Spoofing Attacks — MAC
Spoofing

ARP Spoofing / ARP
Poisoning

STP Attacks — Root
Spoofing

CDP/LLDP Manipulation

Telnet/SSH Misuse

Utoénik zaplavi switch falosnymi MAC —
CAM tabulka sa zaplni, switch zacne
floodovat vSetky porty

Manipulacia s VLAN ID umozni pristup do
inej VLAN

Zariadenia v jednej VLAN sa mo6zu
navzajom utocCit, najma v multi-tenant
prostredi

Utoénik vy&erpa pool DHCP alebo sa
vydava za server

Utoénik si nastavi MAC iného hosta —
obide ACL alebo ziskava prevadzku

Podvrhnuté ARP odpovede — MITM alebo
DoS

Uto&nik posiela falosné BPDU, stane sa
root switchem

CDP/LLDP leakuju infra info alebo sa daju
zneuzit na flooding

Clear-text Telnet odposluch, brute-force na
SSH
|

Attack Method Steps to Mitigation

Port Security, obomedzit pocet MAC na port,
VLAN access mapy

Zakazat DTP (nonegotiate), nativhu VLAN
tagovat, nepouzivat VLAN 1, parking VLAN

Implementovat PVLAN (Private VLANS) alebo
ACL medzi portmi

DHCP Snooping, definovanie trusted portov

Port Security (limit MAC), DHCP Snooping

Dynamic ARP Inspection (DAI), DHCP
Snooping, Port Security

BPDU Guard, Root Guard, Loop Guard,
spravna STP konfiguracia

Vypnut CDP/LLDP na access portoch, povolit
len tam, kde treba

Zakazat Telnet, pouzivat SSH v2, ACL na
management pristup
|



Utoky na L2 a ich potlaéanie

= \VVLAN attacks

= Vlan hopping, VLAN double tagging
(yersinia)

= Switch device attack

= CDP manipulation, SSH/Telnet pass
attack

STP attacks
= STP manipulation

Address spoofing attacks
= MAC/IP address spoofing

ARP attacks DHCP Snooping
= ARP spoofing, ARP poisoning "
= DHCP attacks

= DHCP starvation, DHCP spoofing
CAM Table / MAC flooding attacks
= Usually CAM overflow (macoff)

Financované
Eurépskou Gniou
NextGenerationEU

Port Security
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; Kontrola pristupu do prepinanej siete -

4 Baseline Portov a VLAN




Hardening pristupovych portov
Riadenie pristupu k prepinanej sieti

= Castym (a nezelanym) javom je
nekontrolované pripajanie zariadeni k
prepinanej sieti
. Nové notebooky, PC, pristupové body, routery, PDA, ...
= Ulohou prepinacov v pristupovej vrstve je a;
ochrana pristupu do siete
= Prepinace (Cisco ainy) ponukaju niekoflko
mechanizmov na riadenie pristupu
K prepinanému portu
= Procesna:
= Nepouzivané porty

= by mali byt shutdown
= orv parking VLAN

= Riadenie pristupu do siete

= Autentifikacia 802.1X @/

= Port Secu rlty i
= Network Admission Control

Trusted Network

2

—— -

T — e —— —

——————————————————



Zabezpecenie nepouzivanych portov

= Nepouzivane porty
= Vypnut => jednoduché a efektivne
= Oplati sa CMD

Switch(config) # interface range type module/first-number - last-number
Switch (config-if-range)# shutdown

Disable unused ports using the shutdown command.

= Umiestni port do black hole or S1# show rum

Building configuration. 172.17.99.11

suspend/parking vlan " -

hostname 51

interface FastEthernet(/4

shutdown
!

interface FastEthernet0/5

shutdown
! 172.17.99.21
interface FastEthernet0/@
description web server
!
interface FastEthernet0/7 o

shutdown
!

MINISTERSTVO
NVESTICHL REGIONALNEHO ROZVOJA
A INFORMATIZACIE
sLov REFUBLIKY
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Public/Semi-Public Network Enterprise Edge Enterprise Network

Riadenie pristupu do Supplicant
prepinanej siete — 802.1x

= Definuje port-based mechanizmus —
riadenia pristupu a autentifikacie @
= Ten obmedzuje pripojenie
neopravnenych pracovnych stanic
K sieti LAN
= AutentifikaCny server pred spristupnenim akychkolvek sluzieb autentifikuje kazdu
pracovnu stanicu, ktora sa pripojila k portu prepinacCa
= Port prepinaCa sa odomkne az po uspesnom prihlaseni (predvoleny stav je
neopravneny).
= Medzitym su povolené iba STP, CDP a EAPOL
= Ak sa pouzivatel neoveri

= Port zostava neopravneny alebo sa méze pohybovat' v karanténe alebo hostovskej
sieti VLAN alebo znova vykonat autorizaciu

9 MINISTERSTVE " KOMPETENCNE CENTRUM

NVESTICH, REGIONALNEHO ROZVOJA ; R ¢

o NORMATE R 14| QS f KYBERNETICKE) BEZPECNOSTI
SLOVENSKE] REPUBLIKY | W g ZILINSKEJ UNIVERZITY V 2ILINI 3

Authenticator Authentication server

Operates on client Operates on devices
at network edge like

APs and switches

EAP Plug-in
goes in radius
server

PLAN [OBNOVY_
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Utoky na CAM/MAC tabulku a ochrana




CAM cinnost’
= Budovanie CAM

= Proces ucCenia sa L2 prepinaca
show mac-address-table — prikaz
na zobrazenie MAC tabulky

PC1-MACA

= Hrozba
= Velkost CAM tabulky a pocCet
poloziek v tabulke su obmedzené PC1- MACA ‘

Zavisi od platformy prepinaca

PC3-MACC




Utok na CAM — CAM overflow

= Utoénik zasielanim velkého poé&tu
ramcov s réoznymi faloSnymi
zdrojovymi MAC adresami spdsobi
zaplnenie CAM

Vysielanie velkého
mnoistva ramcov s

" MaCOf, yeI’SInIa podvrhnutymi
p v . . , , MAC A Preplnend zdrojovymi MAC
= Nové polozky nie je kam pisat | Chm tabulka adresami

= Utok &asto realizovany pred zagatim
prace vacsiny
= PrepinacC zacne tieto ramce
zaplavovo sirit

Switch preposiela rdmce na
vietky jeho porty

MACA

Preplnena
CAM tabulka

PC3 - Utoénik
MACC




Realizacia — macof (dsniff package)

L~ Sapt-cache show dsniff

Package: dsniff
Version: 2.4bl+debian-30

Installed-Size: 430
Maintainer: Debian Security Tools <team+pkg-
security@tracker.debian.org>
Architecture: amd64
Depends: 1libc6 (>= 2.15),
(> 1.23), libpcap0.8 (>= 0.9.8),
1.0.2), libx11-6, libxmu6, openssl
Size: 104628

SHA256:
ead32e2029593afccc9282f1a5690eab2b346754£68df039%9ab36fef85dc3efb2
SHAl: 6eb09c4d6ee08b86el35e3e3e1262917ad9%26abd
MD5sum: 798e63016163b956ae482f6162fa3déed
Description: Various tools to sniff network traffic for cleartext
insecurities

This package contains several tools to listen to and create network
traffic:

= Prikaz: macof / macof —i eth0
= AgresivnejsSi rezim
= spust na danom rozhrani a vypis posli do
dev/null

macof —i eth0 2>/dev/null

libdb5.3, libnetl (>=

2.1), libnidsl.21
libssll.1 (>= 0

1.1.
1.1.0), libtirpe3 (>=

sudo apt install dsniff

macof

9:9e:3b:44:5:
Zg: 40:79:fd 83:78:23:47:5e:6d 0.0.0.0.37577 > 0.0.0.0.16073:
9e;
f0:

b9:

3e:
2b:
91:
78:
8a:

-i ethO

75:
8c:
d4d:
1f:
3e:

20 bd:35:99:23:14:80 0.0.0.0.41911 > 0.0.0.0.3042: s

65:14:ed 2:ce:2e:1a:8e:3e 0.0.0.0.39944 > 0.0.0.0.65129:
77:97:b6 c3:41:e8:33:c9:e2 0.0
59:2:82 86:4e:£f£:40:b6:11 0.0.0.0.17666 > 0.0.0.0.555: s

6d:41:c3 6£:40:de:4b:28:60 0.0.0.0.61444 > 0.0.0.0.40408:

.0.0.17930 > 0.0.0.0.23148:

535014429:535014429(0) win 512

S 1654749076:1654749076 (0) win 512
S 902864306:902864306 (0) win 512

S 73203385:73203385(0) win 512
1988508690:1988508690 (0) win 512

S 370775209:370775209(0) win 512

d7:ea:a’7:
ee:73:27:
df:56:62
af:ba:0:28:6c:7b cb:34:15:36: ce
2a:1f:3f:9:ff:cd 85:a:ad:6b:el:

8:35:34 66:b0:b8:49:2a:69 0.0.0.0.24670 > 0.0.0.0.56585:
7Tb:4f:dd 23:83:53:62:9a:fe 0.0.0.0.29291 > 0.0.0.0.46088:
:7c:fa:4e e0:a2:65:45:8f:df 0.0.0.0.35816 > 0.0.0.0. 32;§4:

0.

> 0.0.0
0.0.0.0

c0.0.0.0. 36257 i
pl

r a

ﬁﬂnancuvanes 04 >4
NextG -

S 115082340:115082340 (0) win 512
S 1238142262:1238142262 (0) win 512
S 224492172:224492172 (0) win 512

1640037673:1640037673(0) win 512

675158 2@28675158(0) win 512

KOMPETENf]zCENI'RU
rrrrrrrr




CAM t.able - Before Macof After Macof
plnenie tabulky
polozkami

= Ak nastane preplnenie CAM
tabulky
= Prevadzka bez polozky v e neas mapre
CAM je floodovana na vsetky
porty danej VLAN
= Tento utok preplni CAM
tabulky aj ostatnych
prepinacov

q=
—
=
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Ochrana voci MAC flooding => Port security

= Zmiernenie utokov — Port Security (Cisco, Juniper, Por /1 alows MAC A
Huawe| EXtreme ) Pgﬁoisgngx:w\cc
= Umoznuje definovat maximalnu velkost zoznamu g e
bezpecnych/povolenych MAC adries na porte #

= Komunikovat mézu iba koncoveé stanice s bezpecnymi MAC
adresami

= Stanice s nebezpeCnymi (nezabezpecenymi) MAC adresami
porusuju port security — vykona sa akcia

= Tri typy bezpecnych MAC adries
= Staticka bezpeéna MAC adresa
= Dynamicka bezpecna MAC adresa

Attacker 1

= Sticky bezpe€na MAC adresa Atacker 2

= Akcie pri poruseni (Violation actions) Security Violation Modes ‘
* Protect
= Restrict Restrct No Yes Yes No

Shutdown No Yes Yes Yes

= Shutdown (predvolena akcia, port sa stane err-disabled)
= Port je mozné obnovit:
= manualne alebo
= pomocou errdisable rjcovery cau

PLAN [OBNOVY,
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Port Security

Konfiguracia a overenie

! Konfiguracia

Sw(config)# interface fal/2

! Port nesmie byt DTP dynamic, musi byt access alebo trunk

Sw (config-if)# switchport mode access

Sw (config-if)# switchport port-security maximum 5

Sw(config-if)# switchport port-security mac-address 001lc.2320.3a28
Sw (config-if)# switchport port-security violation restrict
Sw(config-if)# switchport port-security aging time 10 type absolute
Sw(config-if)# switchport port-security

! Verify
Sw# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action

(Count) (Count) (Count)
Fa0/2 5 3 0 Restrict
Total Addresses in System (excluding one mac per port) : 2
Max Addresses limit in System (excluding one mac per port) : 8192

MINISTERSTVO
NVESTICHL REGIONALNEHO ROZVOJA
A INFORMATIZACIE
sLov REFUBLIKY




Blocking Uni/Multicast Flooding — Blocking port

= PrepinacCe rady Cisco Catalyst m6zu obmedzit flooding tokov neznamych
multicast MAC alebo unicast MAC adries z daného portu na iné

= Vhodne ak viem, ze na danom porte nie je nik neznamy
= mame v CAM staticky definované dané MAC/PORT/VLAN

= mame staticky alebo sticky definovane bezpecne MAC adresy

4503# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
4503 (config) # interface FastEthernet 3/22

! Block unknown unicast forwarding out of the port.
4503 (config-if) # switchport block unicast

! Block unknown multicast forwarding out of the port.
4503 (config-if) # switchport block multicast

MINISTERSTVO
NVESTICHL REGIONALNEHO ROZVOJA
Al TIZACIE
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Storm control (traffic supression)

= |dea Storm control (SC)

Zabranit' zahlteniu prepinaca a siete este
pred vstupom toku ramcov do portu

SC je aktivovatelny pre broadcast, multicast,
aj unicast

Zahltenie sa meria pre incoming ramce v 1s.
intervaloch hardvérom prepinacCa

Level zahltenia méze byt definovany

= Absolutne: bps or pps

= Percentualne: uroven zahltenia vocCi celkovej
kapacite daného portu

Su podporované dva treshold-y:
= Level-low: ak padne pod, port je odblokovany

= Level: ak je prekroCeny vykona sa akcia
(shutdown or trap)

=
Storm Control A

! Pristupovy port s potlacanim bcast/mcast/ucast
! barok

interface GigabitEthernetl/0/1
switchport mode access

! Level 10, low 5

storm-control broadcast level 10 4
storm-control multicast level 10 4
storm-control unicast 1level 10 4

! po prekroc¢eni sa port errdisable-uje
storm-control action shutdown

]

! auto-recovery po intervale nizsSie

errdisable recovery cause storm-control
! (sekundy)

errdisable recovery interval 60







VLAN Hopping

= Existuje niekolko druhov utokov, ktoré sa snazia sposobit, aby ramec zo
stanice v istej VLAN ,pretiekol” do inej VLAN
= Nie vzdy sa oCakava navrat (t.j. musi existovat cesta nazad)
= To vsak nie je nutne problém — napr. pri TCP SYN Flood Attack
= Dva najbeznejsie vektory utoku:
= Utok na DTP (Switch Trunk Spoofing)

= Falosny prepinacC alebo zariadenie s vhodnym sw.
= Snaha vytvorit trunk cez DTP vian 10 SR

= tool yersinia
= yersinia dtp —attack 1

. VLAN 10

Utoénik

" DVOjlté znackovanie pri 802.1Q (DOumc Layyiiy)
= Yersinia 802.1q —atﬂa&; aaaaaaaa

urépskou Gniou
extGenerationEU
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Utok dvojitym znaékovanim

= Trunk medzi switchmi ma
nativhu VLAN 10

= Utoénik vo VLAN 10 ododle 5o

Inner Header | Outer Header

ramec, ktory ma dva tagy to VLAN20 | to VLAN 10
) VrChny ma VID 10 P | Data Inner Header
= Spodny ma VID 20 @ to VLAN 20
= Switch ak ' n » [ Workstation B
rSémth akceptuje tento Ao - Native VLAN 10

= Pretoze ramec patri do
VLAN 10, ale ta je na -- ..
trunku nativna, switch Frame (7

od stfa rl |, vrc_hny tag ’ Workstaonc | # N Workstation D
= Na dalsi switch dorazi Native VLAN 20 Native VLAN 20

ramec s tagom 20
= NiC netusiaci switch ho
spracovava vo VLAN 20




S1(config)# interface range fa®/1 - 16
= S1(config-if-range)# switchport mode access

S1(config-if-range)# exit

Si(config)#

OCh rana S1(config)# interface range fa®/17 - 20

Trunk S1(config-if-range)# switchport mode access
(Native VLAN = 10)

S1(config-if-range)# switchport access vlan 1800

e S1(config-if-range)# exit
u UtOk na DTP S1(config)#
. . , S1(config)# interface range fa@/21 - 24
- OCh rana Je JeandUCha “ S1(config-if-range)# switchport mode trunk
+ Zaka? auto trunking, explicitne nakonfiguruj trunk kde mé byt [ SREIRREb e
= Nepouzivat dynamicky rezim na portoch a deaktivovat DTP S1(config-if-range)# end

S1#

= DTP je deaktivovany na portoch, ktoré su
= Staticky nastavené ako pristupové switchport mode access
= Staticky nastavené ako trunkové a DTP je deaktivované prikazom switchport nonegotiate
= Nastavené ako smerované L3 porty prikazom no switchport

= Dvojité znackovanie pri 802.1Q (Double tagging)

= Tento problém vznika vtedy, ak je utoCnik v tej istej] VLAN, ktora je zaroven na nejakom
trunku nativna

= Spdsoby ochrany su viaceré

= Na trunkoch pouzivat rovnaku nativhu VLAN, ktora nikdy nebude nikde pouzita ako data
access alebo voice VLAN

" switchport trunk native vlan vlian number

= Na switchoch vyssich radov existuje v globalnom konfigurachom rezime prikaz vlan
dotlg tag natiwve aktivujuci tagovanie vSetkych VLAN na trunku vratane nativnej

= Nepouzité porty umiestnit do parkovacej VLAN

PLAN [OBNOVY_
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Yersinia - sudo apt install yersinia

yersinia -G

DTP HSRP ISL MPLS STP VTP Yersinialo

cbp Y TTL DeviD Interface Count Lastseen

Desc
sending CDP

HSRP 0

ISL 0 flooding CDP
MDI € n Setting up a virtual device

Field Value Description

Cisco Discovery Protocol

Source MAC 06:45:8B:6B:41:56 Destination MAC 01:00:0C:CC:CC:CC Extra

Version 01 TTL B4 Checksum 0000

@palo-papagaj
$

oK

yersinia -l

oo
File Edit View Search Terminal Help
— yersinia 0.8.2 by Slay & tomac - STP mode [18:57:33]-
RootId BridgelId Port Iface Last seen

— Choose protocol mode
CbrP Cisco Discovery Protocol
DHCP  Dynamic Host Configuration Protocol
802.1Q IEEE 802.1Q
802.1X IEEE 802.1X
DTP Dynamic Trunking Protocol
HSRP Hot Standby Router Protocol
ISL Inter-Switch Link Protocol
MPLS MultiProtocol Label Switching
STP Spanning Tree Protocol
VTP VLAN Trunking Protocol

— ENTER to select - ESC/Q to quit

Total Packets: @ ———— — STP Packets: @ ———— — MAC Spoofing [X]

OA:23:16:02:FF:08 01:80:C2:00:00:00
0000 (o]¢] 00 00 5080.760FOE14AC58 000000600
CB09.E7CD90117CAA 8002 0000 0014 0002 000F

KOMPETENCNE CENTRUM
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Potlacanie utokov v ramci VLAN — Private VLAN Edge

* Private VLAN Edge / Port Isolation
= Jednoduchsi koncept, pouzivany v lacnejSich
prepinacoch
= Zakazuje prepinanie medzi portami v ramci
rovnakej VLAN na tom istom prepinaci
|zolacia portov
Ma iba lokalny vyznam
= Chraneny port nepreposiela ziadnu prevadzku

(unicast, multicast ani broadcast) na iny port,
ktory je tiez chraneny

Unprotected
Ports
(Default)

Protected
orts

Na komunikaciu je potrebné prejst cez zariadenie 3. ®
vrstvy (L3)
Riadiaca prevadzka (control traffic) sa preposiela
= Komunikacia medzi chranenym a nechranenym = Cisco, Juniper, HP Aruba, Extreme, Huawei

portom je povolena

PLAN [OBNOVY,



Priklad - Port Isolation (switchport protected)

! VLAN
vlan 10
name USERS

! Uplink

interface GigabitEthernetl/0/1
switchport

switchport mode access
switchport access vlan 10
spanning-tree portfast

! Chranené host porty

interface GigabitEthernetl/0/2
switchport

switchport mode access
switchport access vlan 10
switchport protected
spanning-tree portfast

!

interface GigabitEthernetl/0/3
switchport

switchport mode access
switchport access vlan 10
switchport protected
spanning-tree portfast

T Financované
PR Europskou niou
NextGenerationEU
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Ports
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Privatne VLANSs

= Zlozitejsie ako PVLAN Edge
= ZvycCajne doména multilayer prepinacov
= Umoznuje riadit L2 |Qrepl’nanie medzi portami v
ramci rovnakej VLA
= Povolit alebo zakazat' komunikaciu medzi portami
= Pouziva koncept primarnej VLAN
Interné rozdelenie na sekundarne VLANy

= Sekundarne VLANy — dva typy

= Community

Porty m6zu komunikovat' s inymi community portami a
promiscuous portami

= |solated

U{J/Iné L2 izolacia od ostatnych portov v ramci tej istej
PVLAN

M&zu komunikovat iba s promiscuous portami
Moze existovat iba jedna
* Promiscuous port
= Vstupny bod do vsetkych VLAN
= Port méze komunikovat so vsetkymi

PLAN [OBNOVY,

A INFORMATIZACIE
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Promiscous Port

nor
Community Ports

X

e
|solated Ports

VLAN 102 Frimany VLAN 105
P VLAN 100 -

= Cisco, Juniper, HP Aruba, Extreme,
Huawei




Priklad - PVLAN

! Definicia PVLAN

vlian 100

private-vlan primary
private-vlan association 101,102

vlan 101
private-vlan isolated

vlan 102
private-vlan community

! Trunk, ktory prendas$a PVLAN (na uplink do distribicie/ASA/NGFW)
interface GigabitEthernetl/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,101,102

switchport trunk private-vlan mapping 100 add 101,102

! Promiscuous port (gateway/server, ktory ma vidiet vsetkych)
interface GigabitEthernetl/0/10

switchport mode private-vlan promiscuous

switchport private-vlan mapping 100 add 101,102

! Host port - izolovany (nevidi inych hostov)
interface GigabitEthernetl/0/2

switchport mode private-vlan host

switchport private-vlan host-association 100 101

spanning-tree portfast

! Host port - community (vidi ¢&lenov rovnakého komunitného segmentu)

interface GigabitEthernetl/0/3
switchport mode private-vlan host
switchport private-vlan host—Tssociation TOO 102

spann in -tree Ortfast Financované P - . KOMPETENCNE CENTRUM
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DHCP princip ¢innosti (DORA mnemo)

Server

DHCPOFFER
Unicast

DHCPACK
Unicast

F-4
Client
| would like to request an address. DHCPDISCOVER
Broadcast
"1 am DHCPsvr1. Here is an address | can offer."
e
IP address: 192.168.10.15
Subnet mask: 255.255.255.0
Default Gateway: 192.168.10.1
Lease time: 3 days
| accept the IP address offer. DHCPREQUEST
Broadcast
" Your acceptance is acknowledged.”
e

Spravy
servera

Spravy
killenta

Financované
Eurépskou tniou
NextGenerationEU
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DHCP Spoofing a DHCP starvation

= Mb&ze vykonat utoCnik fyzicky pritomny v danej LAN,
alebo ziskal pristup z Internetu
na niektory PC v danej LAN ® 1

.

= DHCP starvation (vyhladovanie)

= Generuje sa velké mnozstvo ziadosti o IP adresy
(posiela sa broadcastom),

= DHCP serveru neostanu volné IP adresy [Tﬁ'&ii’lf:ﬂ?ﬁ%’éﬁ?é’ﬁi? J s,
= Gobbler, yersinia
= DHCP spoofing (podvrhnutie)
= Zapojenie neautorizovaného DHCP servera (rogue DHCP server) do siete
= Utoénik mdze podvrhnut:
= Nespravny default gateway: Utoénik je Gateway (M-i-M)
= Nespravny DNS server: Uto¢nik je DNS
= Nespravnu IP adresu: Utoénik urobi s danou IP DoS

PLAN [OBNOVY_



Potlacanie DHCP utokov [ Trusted por

Untrusted por 'DHCP
= DHCP Starvation attack => © et

= Port security
= Dhcp snooping limit rate

= Obmedzim pocet DHCP requestov za sekundu
= yersinia dhcp -attack 1

= DHCP spoofing attack => DHCP Snooping

= Trusted porty: port kde mézu prist odpovede na 0|0
DHCP ziadosti

= Untrusted porty: ostatné O
= Citam DHCP DORA proces => budujem DHCP Snooping DB Rogue DHCP Server |

= |P¢ka+ MAC + port + doba zapozi¢ky
o . . DHCP )

= Povolujem len klient spravy client g Aftacker =
= Server spravy dropujem ’ "

Sw# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
00:E0:4C:41:3C:E9 10.0.0.4 84960 dhcp-snooping 1 Fa0/11
00:E0:4C:3B:B7:87 10.0.0.6 85042 dhcp-snooping 1 Fa0/1

Total number of bindings: 2




Trusted port

O Untrusted port

DHCP Snooping

= DHCP Snooping rozpoznava doveryhodné a
nedoveryhodnée porty

= Nedobveryhodné porty:
Nachadzaju sa na nich stanice
Predvoleny typ portu O @)
= Doveryhodné porty (alebo za nimi): %
Nachadzaju sa na nich DHCP servery alebo oHer B e
sietove jadro client v
= DHCP §noo%in3 QdﬁOéfjva DHCP komunikaciu | ! zapni globalne
na nedoverynodnyen portocha et T 100 z 1
\é)éﬁ:\é%raascel?tabazu H P VaZ|eb (blndlng im;éconfig)# ip dhc1,o snoopiné vlan 1,10,20,100-
= Databaza obsahuje zaznamy ako: ! rzefirguj);tore porty ;uot;ﬁst
. Sw (config interface fa
MAC adr,esa klienta Sw(config-if) # ip dhcp snooping trust
Pridelena IP adresa Sw(config-if) # int fa0/1
e 4 ; ! Na untrusted zapnit limit rate
Sﬁzlgrenajmu (Iease tlme) Sw(config-if) # ip dhcp snooping limit rate 10
Port ! Zapni options 82, volitelne
Sw(config)# ip dhcp snooping information option
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Utoky na ARP + address spoofing a ich
potlacanie
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Utoky typu ,,Address Spoofing*

= Address spoofing
= Akykolvek utok, pri ktorom sa niekto snazi predstavit' ako ina entita
= Spoofing je snaha o to, aby si niekto myslel, ze som kto nie som
= VVSeobecne zname (well-known) kategorie utokov
= MAC/ARP spoofing
= |P spoofing
= DHCP spoofing




ARP Spoofing

ARP Spoofing je odosielanie nevyziadanych (gratuitous) ARP sprav, v
ktorych mapujeme zvolenu IP na inu nez skutochu MAC adresu

= Denial of Service: mapovanim IP na neexistujucu MAC
= Man-In-The-Middle: mapovanim cudzej IP na moju MAC
= Nastroje: Cain&Abel (win), ettercap -G

1. ARP Request 2. Legitimate ARP Request
? MAC for 10.1.1.1

10.1.1.1=C.C.C.C =
IP 10.1.1.2 > < == IP 10.1.1.1
MACA.AAA LA - MAC C.C.C.C

4 ) .
ARP Table in A / Subsequent gratuitous ARP replies
160191 = MAC B B BB overwrite legitimate replies.

A|IP=10.,1.1.1 bound to B.B.B.B

IP = 10.1.1.2 bound to B.B.B.B

'P 1051.103 H
B ARP Tablein B
MAC B.B.B.B u 10.1.1.1 = MAC C.C.C.C

) 10.1.1.2 = MAC A.A.A.A

Attacker
|




Ochrana proti ARP Spoofing => Dynamic ARP Inspection

= Dynamic ARP Inspection (DAI)

Pouziva databazu z DHCP Snoopingu
Kazda ARP sprava obsahuje o. i. polia
= Sender MAC a Sender IP

= Target MAC a Target IP

DAI

= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: IntelCor_b0:06:bc (9c:4e:36:b0:06:bc)
Sender IP address: 192.168.1.102 (192.168.1.102)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.101 (192.168.1.101)

= Kontroluje, Ci si tieto udaje v ARP spravach podla databazy z DHCP Snoopingu

navzajom zodpovedaju

= MAC adresa v ARP request a ARP reply sa musia zhodovat' s DHCP Snooping polozkou
= Dropne invalid a gratuitous ARP odpovede na untrusted portoch

= Zhodi port pri prekrocCeni limitu

DAl mb6ze dodatoCne kontrolovat aj spravnost dalSich udajov

= Napr. zdrojovu MAC adresa ramca

PLAN [OBNOVY_




Konfiguracia Dynamic ARP Inspection

VLAN 10

= DAI tiez klasifikuje porty ako
= Trusted

= Untrusted (default typ)

= prepinac kontroluje obsah prichadzajucich
sprav ARP vo i databaze DHCP Snooping

= Ak su ARP spravy nevhodné => Dropne
= DAI musi mat funkcny DHCP

Snooping
Sw(config)# ip dhcp snooping = Attacker
Sw(config)# ip dhcp snooping vlan 10 ' g

Sw(config)# ip arp inspection vlan 10
Sw(config) # int gigabitEthernt 1/1
Sw(config-if)# ip dhcp snooping trust
Sw(config-if)# ip arp inspection trust —_— /
! Ak je utok

Mar 1 01:06:49.880: %SW _DAI-4-DHCP SNOOPING DENY: 1 Invalid ARPs (Res) on Fa0/23, vlan
10. ([0800.27e2.2182/172. 16.10. 1/0000 0000. 0000/172 16.10.2/01:06:49 UTC Mon Mar 1 1993])
*Mar 1 01:06:51.893: %SW_DAI-4-DHCP SNOOPING DENY: 1 Invalid ARPs (Res) on Fa0/23, vlan
10. ([0800.27e2.2182/172.16.10.1 QQWQOOT 0000/172 é§§%3@£J Qﬁmél TC Mon Mar 1 1993])

Eurépskou tniou PLAN OBNOVY

NextGenerai




IP Spoofing => IP Source Guard (IPSG)

Ukradnutie a pouzivanie platnej IP adresy inej stanice

= Pouziva sa napr. na Ping smrti, nedosiahnutelna burka ICMP, povodern SYN
Zdroj mnohych existujucich utokov DoS a DDoS

= Podvrhnem zdrojovu adresu obete, kde sa budu vracat odpovede
Ochranou proti IP Spoofingu na pristupovej vrstve

= =>|P Source Guard (IPSG)

= |P adresu stanici prideli DHCP server

= DHCP Snooping zaznacCi MAC adresu stanice a pridelenu IP do snoop databazy
= DHCP Snooping mdze opat vyrazne pomoct

= |P Source Guard skontroluje, Ci IP adresa odosielatela na porte (pripadne dokonca MAC adresa
odosielatela) zodpoveda zaznamu v databaze

= Podobne ako DA, ale kontroluje kazdy paket a nielen ARP
= Prepusti len pakety s validnou IP zdrojovou adresou

Na L3

= Extended ACL

= Ktoré v podmienke na pozicii zdroja nepouzivaju Any

= Filtruju invalid zdroj: Bcast nad multicast, privatne adresy
= Unicast Reverse Path Forwarding

A INFORMATIZACIE

PLAN [OBNOVY,



Konfiguracia IP Source Guard — over len IP

= Prepusti len pakety s validnou IP zdrojovou adresou (volitelne MAC)
= Konfiguracia
= Predpokladom pre konfiguraciu IP Source Guard je funkény DHCP Snooping

= |PSG sa konfiguruje na untrusted portoch

= Samotny IP Source Guard s kontrolou zdrojovej IP adresy odosielatela sa
konfiguruje jednoducho:

Sw(config)# ip dhcp snooping

Sw(config)# ip dhcp snooping vlan 1, 10
Sw(config)# int fal0/1

Sw(config-if)# ip verify source vlan dhcp-snooping

! Or
Sw(config-if)# ip verify source

PLAN [OBNOVY_
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Utoky na STP Fo o
strom N e

= => ovplyvnenie priepustnosti
= => ziskanie pristupu k datam
= Spoofing Root bridge-a
= MiTM, DosS, ...
= Snaha generovat zmeny

= => flush MAC tabuliek a narast
komunikacie-zahltenie




Potlacanie STP utokov

= Viac mechanizmov

PortFast

= obzivne" rozhranie okamzite zo stavu
blokocking do forwarding

= Odporuca sa pouzivat na portoch k PC
BPDU Guard

= Ochrana pred prijatim akychkolvek BPDU
ramcov

= Ak porusenie => zhodi rozhranie do err-
disabled

Root Guard

= Zabranuje aby sa z nevhodného
prepinacCa stal novy root bridge

= j.e. ochranuje umiestnenie su€asného RB
= Port umiestni do root-inconsistent state

BPDU Filter

= Zabranuje odosielanie BPDU sprav von
cez dany port

PLAN [OBNOVY_
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Konfiguracia a overenie Port Fast

GLOBALNE Spusti PortFast automaticky na vsetkych
access portoch

Pravy (config)# spanning-tree portfast default

Na porte

Konfiguracia Cisco PortFast na portoch fa 0/1 - 10
prikazmi priamo na access rozhraniach (neplati pre
trunky)

Pravy(config)# int range fa 0/1 - 10
Pravy(config-if) # spanning-tree portfast

ZruSenie Cisco PortFast na portoch fa 0/1 - 10, ak
Je aktivované na globalnej urovni

Pravy(config)# int range fa 0/1 - 10
Pravy (config-if) # spanning-tree portfast disable

Overenie stavu portu z pohladu PortFast

ALS1# sh spanning-tree interface fa 0/1 portfast
VLANO0100 enabled

Server

Overenie
°* show running-config | begin span
° show spanning-tree summary

PEY.

° show spanning-tree in

° show running-config irterface FYPE/NUMB.R
t

e
detail(
wde:

der

A Financované
e ace -l
- NextGenerationEU

A
Y

Do not configure
PortFast on inter-
switch links.

KOMPETENCNE CENTRUM
KYBERNETICKEJ BEZPECNOSTI

\\\\\\\\\\\\\\\\\\\\\\\\\ 3

-k

| Configure PortFast I

=

Workstation



Konfiguracia BDPU Guard

Root Bridge

@

- BPDU
STP BEPDU Guard

Attacker Enabled

! Globalne
Switch(config)# spanning-tree portfast bpduguard default

! Per port
Switch(config)# int fa0/23

Switch(config-if)# spanning-tree bpduguard enable
! Po prijme BPDU

*Mar
Disabl
*Mar
state
*Mar
down

1 00:19:00.213:
ing port.
1 00:19:00.213:

1 00:19:01.219:

Y%SPANTREE-2-BLOCK_BPDUGUARD: Received BFDU on port FO/1 with BPFDU Guard enabled. Disabling port.
Y%PM-4-ERE_DISAEBLE: bpduguard error detected on Et0/0, putting FO0/1 in err-disable state

$SPANTREE-2-BLOCK BPDUGUARD: Received BPDU on port Fa0/23 with BPDU Guard enabled.

$PM-4-ERR DISABLE: bpduguard error detected on Fa0/23, putting Fa0/23 in err-disable

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/23, changed state to

Switch# sh int status err-disabled

Port
Fa0/23

Name

Status Reason
err-disabled bpduguard

Err-disabled Vlans
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Utoky na Neighbor Discovery Protocols (NDP)

= NDP

= Cisco Discovery Protocol (CDP): Cisco
proprietarny

= Link Layer Discovery Protocol (LLDP): IEEE
standard

= Protokoly su neSifrované, bez autentifikacie
= Utoky
= Sniffing: Ziskam info poCuvanim (I0OS
verzia,
manazment IP...)

= Zahltenie: Typicky flooding hlupostami
=> zahltenie pamate
= Spoofing a manipulacia: podvrh falzov

= Ochrana: vypni
= Celkovo: no cdp run/ no lidp run

= Na portoch kde je bezny pouzivatel: no cdp
enable / no lldp transmit || receive
= Neodporuca sa na VoIP portoch

Device ID: MENO_ ZARIADENIA.kis.fri.uniza.sk
Entry address(es):

IP address: 10.255.255.14
Platform: cisco WS-C3850-12XS, Capabilities:
Switch IGMP
Interface: TenGigabitEthernetl/l, Port ID
(outgoing port): TenGigabitEthernetl/0/9
Holdtime : 148 sec

Version :

Cisco IOS Software [Gibraltar], Catalyst L3 Switch
Software (CAT3K CAA-UNIVERSALK9-M), Version
16.12.7, RELEASE SOFTWARE (fc2)

Technical Support:
http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.
Compiled Wed 02-Feb-22 07:28 by mcpre

advertisement version: 2
VTP Management Domain: 'kis'
Native VLAN: 1000
Duplex: full
Management address (es) :

IP address: 10,255.255.14
Unidirectional Mode: off

PLAN [OBNOVY, ‘ W;




VoIP porty — CDP a LLDP MED

= Baseline => povol kde je telefon

= LLDP-MED (Link Layer Discovery Protocol — Media Endpoint Discovery)
Rozsirenie standardnéeho LLDP (IEEE 802.1AB)
Specificky pre VolP/Unified Communications zariadenia
Telefon vie ziskat' info => jednoduchsie nasadenie
VLAN, QoS, sietove politiky, lokalizaciu
Telefén sa pripoji do spravnej Voice VLAN
Nastavi DCSP QoS hodnotu

= Plati aj pre CDP




Baseline

71



Standardizované odporuéania pre bezpeénost na

pristupe
= Baseline = subor minimalnych = Management plane hardening
bezpecnostnych opatreni a konfiguracii ACL na VTY pristupy, pouzivat SSH v2,
pre pristup do LAN siete Log%lng/N_TP synchronizacia pre
: . auditovanie
= Cisco Secure Access Design = Consistency/Audit
: 5&&%‘:'”36" ?\le'{\'(';"g - Zakazat DTF, pouzit tZIatei'( éabtlc')ny_ (gold g[:onfig) pre access port,
: . runk port, voice por
= VLAN hardening - tagovat native VLAN, : : -
nepouzivat VLAH 1, _r%iim cinnosti (sw Pravidelna kontrola compliance
mode access), whitelist VLAN na trunku
- EH?'; Snoptsim.?_ +'tD|GKE: 'F’dS,G aﬁo tfi<2> = NIST SP 800-41 Rev.1
= Port Security — limi adries 1 az . :
(VolIP), rezimy protect/restrict/shutdown NA(.: ,al_<o dopinok k baseline
podla’ politiky = Definicia trusted/untrusted portov
= Previdatelné STP - STP guardy na = Pravidelny audit konfiguracie access vrstvy
%rlljsatpéj)e (BPDU Guard, Root Guard, LOOp m Besttpr.acti%e: IbaseglnEelvT NAC +
= CDP/LLDP - Vypnut na user portoch, m’onl oring (Sys .Og’ , ) .
povol do vnutra » Vysledok: konzistentny hardening +
= Storm-Control — limitovat broadcast, kontrola identity = robustna obrana L2
multicast a unknown unicast traffic
Bl | pinomwovy: | B O‘




Access vs. Distribution vs. Core — kde co riesit’

= Access layer (pristupova vrstva):
= NajzranitefnejSia Cast — pouzivatelské porty

= Baseline hardening: Port Security, DHCP
Snooping, DAI, IPSG

= VLAN hardeninl\gll: zakaz DTP, VLAN1 nepouzivat,
tag native VLA

= STP Guardy na pristupovych portoch

= Distribution layer (distribu¢na vrstva):

= Enforcement politiky a segmentacia (ACL, VACL)
Agregacia VLAN — inter-VLAN routing
Redundancia a kontrola STP/HSRP
Filtracia broadcastov/multicastov
Zabezpecenie routing

= Core layer (jadro):
= Maximalna rychlost, minimalna komplexnost

= Ziadne ACL ani security feature, ktoré spomaluju
forwarding

= Zameranie na dostupnost, spolahlivost a rychly
transit

= Bezpecnost rieSena na pristupovej a distribucnej
vrstve

PLAN [OBNOVY_



Riadenie pristupu na prepinacoch

pomocou ACL




ACL na prepinacoch

= Prepinaée podporuju viaceré druhy " Port ACL (PACL)
ACL mozu byt umiestnené na prepinanych
portoch (MAC ACL iba inbound smer),

" Router ACL (RACL) trunk portoch, EtherChannel
klasicke IP ACL, ktoré mézu byt Pracuje na L2 port urovni, ale triediace
umiestnené na smerovanych (routed or informacie mozu byt zalozene na
SVI) portoch L2/L3/L4 informaciach
Na MLS prepinagoch hardvérova Jé vhodna HV podpora ,
podpora v TCAM glaekrg?yvplyv na control plane ramce a

= VLAN ACL (Cisco vola VLAN map) Nutné konzultovat dokumentéciu!
aplikované na VLAN a vSetky jej porty = Dva typy
ako celok (nemaju smer, interne MAC access list

vyuzivaju IP alebo MAC ACL) Filtruje ramce na zaklade poli hlavicky

Ethernet ramca
IP access list
Na danom porte filtruje IPv4 a IPv6 pakety




ACL na prepinacoch

Input Router ACL—
VLAN 10

Ouput Router ACL—
VLAN 20

Router V

VACL—
VLAN 10

Bridged
Packet

VACL—
VLAN 20

VLAN 20
PACL—
Fa0/19
Routed
Packet



- SUMMARY

= Access Layer = prva linia obrany

Miesto, kde sa siet' ,dotyka“ pouzivatela alebo zariadenia
Riadi, kto a ¢o sa pripaja k infrastrukture

= 802.1X — zakladna technolégia port-based autentifikacie

Overenie identity pouzivatela a zariadenia eSte pred
pristupom

Kompone n’%: Supplicant — Authenticator — Authentication
Server (RA IU85J

Prenasa sa cez EAP/EAPOL
Zaklad pre moderné NAC rieSenia

= NAC - Network Access Control

Centralne riadenie pristupu na zaklade identity a stavu
zariadenia

Politiky: Allow / Quarantine / Deny

Integracia s IAM, SIEM, EDR, MDM — kontextové
rozhodovanie

Priklady: Cisco ISE, Aruba ClearPass, PacketFence

Zhrnutie - Riadenie pristupu v LAN

= First Hop Security (FHS)

= Dopifia NAC o ochranu vrstvy 2 po autentifikacii

=  Mechanizmy: DHCP Snooping, DAI, IP Source Guard, Port
Security, PVLAN Edge

= Zabranuje spoofingu, floodingom a lokalnym utokom

= Kraéovy princip — Zero Trust / Least Privilege

= Never trust, always verify

= Kazdy pristup je overeny, kazdy port kontrolovany, kazdé
zariadenie overené
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