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= Oboznamit sa s procesmi a nastrojmi pre bezpecne riadenie
zariadeni a ich bezpecnosti

= Nastroje pre manazovanie aktiv, rizik, zranitelnosti, zaplat, mobilnych
zariadeni, konfiguracii
= Realne ukazky z nastrojov na bezpecCnu spravu a riadenie
= Nastroje pre manazovanie aktiv, rizik



Konext a vyznam spravy zariadeni




PreCo su procesy a nastroje pre spravu zariadeni potrebné?

Kontext a vyznam spravy zariadeni

Sprava aktiv = zakladny pilier kybernetickej bezpecCnosti

Bez presnej evidencie aktiv nie je mozné:

= spravne vyhodnocovat’ rizika — riziko vzdy suvisi s konkrétnym aktivom a jeho hodnotou pre
organizaciu,

* identifikovat’ a odstranovat’ zranitelnosti — zranitelnost ma vyznam iba v kontexte aktiva, na
ktorom sa nachadza,

= plnit’ legislativhe a normativne poziadavky — ISO/IEC 27001, ISO/IEC 27005 a smernica NIS2
vyzaduju vedenie inventara aktiv ako povinnu sucast riadenia bezpecnosti.

Nezname alebo neevidované aktivum = nezabezpecené
aktivum, ktoré moze byt lahko zneuzité utoCnikom.




PreCo su procesy a nastroje pre spravu zariadeni potrebné?
Sprava zariadeni = kPuc€ pre kyberneticku bezpecnost’ (KB)

Strategické dovody:
= Sprava zariadeni je zakladnym pilierom KB kazdej organizacie
= Bez riadnej spravy IT aktiv nie je mozné efektivne chranit’ data, procesy a kriticku infrastruktaru.
= Moderné kybernetické hrozby su €oraz sofistikovanejsie
= a utoCnici systematicky vyhladavaju slabé miesta prave v oblasti spravy zariadeni.
= Organizacie, ktoré zanedbavaju spravu zariadeni, Celia:
= zvySenemu riziku uniku citlivych dat,
= paruseniu prevadzky,
= finanCnym stratam.

= Nedostatocéna sprava vedie k: - "R\O

= neautorizovanému pristupu,
= strate dévery zakaznikov i
= avaznym reputacnym skodam.




PreCo su procesy a nastroje pre spravu zariadeni potrebné?

Sprava zariadeni = klic€ pre kybernetickl bezpecnost’

Ciele bezpec€nej spravy zariadeni

= Ochrana citlivych udajov — prevencia
unikov a neopravneneho pristupu

Zabezpecenie kontinuity procesov —
minimalizacia vypadkov a incidentov

Ochrana infrastruktury — zabezpecenie
kritickych systémov

Sulad a audit — splnenie regulacnych

poziadaviek
= Riadenie rizik — proaktivna identifikacia Zlyhanie v sprave zariadeni moze viest k
a mitigacia hrozieb strate udajov, reputacie a k znacnym

financnym skodam. Prevencia je vzdy
efektivnejSia ako rieSenie nasledkov incidentu.
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PreCo su procesy a nastroje pre spravu zariadeni potrebné?
Normy a legislativne ramce pre spravu zariadeni

= ISO/IEC 27001:2022 — ISMS (Information Security Management System) je strategické rozhodnutie
o_rgdam_zac_le, lE)re zachovanie dovernosti, integrity a dostupnosti informacii pomocou procesného
riadenia rizik.
: \Réyiaq[uje), aby organizacia vedela, ¢o vlastni a spravuje — teda mala aktualny zoznam aktiv (Asset
egister).
= Aktualny register aktiv je zaklad pre vSetky dalSie procesy ISMS (napr. riadenie rizik, patch management,
change ‘management, business Contan|ty¥.

= ISO/IEC 27005:2022 — Specifikuje proces riadenia rizik v oblagti informacnej bezpecnostiav
kapitole 8.2 zddraznuje potrebu identifikovat’ a evidovat’ vSetky aktiva organizacie (hardvér,
softveér, siete, data, sluzby, ludskeé zdroje). Bez spravneho zoznamu aktiv nie je mozne rizika
efektivne vyhodnocovat ani ich primerane oSetrovat.

= Zakon €. 69/2018 Z. z. — prevadzkovatelia zakladnych sluzieb a poskytovatelia digitalnych sluzieb
su povinni zavadzat a udrziavat bezgecnostne opatrenia, vratane spravy aktiv, riadenia rizik a
riadenie zranitelnosti a zaplat (§ 19 — § 21).

= NIS2 smernica (EU 2022/2555) — od 2024 sprisnuje poziadavky, rozsSiruje posobnost na viac
sektorov, zavadza osobnu zodpovednost manazmentu a vyssSie pokuty.

= Zavadza povinnost nielen ,mat opatrenia®, ale aj ich preukazat’ —t. j. mat’ evidenciu aktiv a konfiguracii,
ktora sa da auditovat.
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PreCo su procesy a nastroje pre spravu zariadeni potrebné?

NIST CSF — prepojenie na spravu aktiv a monitoring

NIST Cybersecurity Framework definuje 5 zakladnych
funkcii:

* ldentify — identifikacia aktiv, prostredia, rizik

Protect — zavedenie bezpecCnostnych opatreni

Detect — odhalovanie anomalii a incidentov (monitoring)
Respond — reakcia na incidenty

Recover — obnova sluzieb a procesov

Cybersecurity
Framework

Pre spravu aktiv a zariadeni — sa zameriame na: Detect
» |dentify — evidovanie a kategorizaciu aktiv (napr.
NetBox, Lansweeper, LibreNMS, GLPI), NIST uvadza: ,Prvym krokom
= Detect — monitoring a detekcia (LibreNMS, Greenbone). k efektivnej kybernetickej
obrane je poznanie toho, ¢o
vlastne chranime.“
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PreCo su procesy a nastroje pre spravu zariadeni potrebné?

Procesny pohlfad — PDCA cyklus

PDCA cyklus je iterativna metéda riadenia, ktora sa sklada zo
styroch krokov Plan-Do-Check-Act. Pouziva sa na riadenie
podnikovych procesov, vyrobnych procesov, alebo procesov
kontinualneho zlepéovania

hypoteza » » vyhodnotenie

Plan (Naplanuj)- planovanie: identifikacia aktiv, analyza rizik, navrh
opatrenl

= Do (Vykonaj) — realizacia: implementacia opatreni, monitoring, patching.
= Check (Over)- kontrola: audity, skeny, reporting, interné hodnotenie.

= Act (Jednaj)- zlepSenie: napravné opatrenia, aktualizacia politiky,
zvySovanie zrelosti.

V pripade uspechu sa cyklus kon¢€i a nove nastavenia sa
standardizuju, systém sa monitoruje a nasledne sa
pripravuje dalsie spustenie cyklu.

Ak faza check zisti neoCakavané vysledky, iniciuje sa novy
cyklus PDCA s cielom odstranit’ chybu.
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Riadenie bezpec€nosti je
neustaly proces, nie
jednorazova uloha.
ISO/IEC 27001
pouziva cyklus PDCA:




Sprava aktiv — zaklad bezpecného riadenia zariadeni

Co je aktivum?

= Aktivum (assets) = Cokolvek, ¢o ma hodnotu
pre organizaciu, a preto si vyzaduje ochranu.

= Pri identifikacii aktiv rozliSujeme 2 druhy aktiv:

* Primarne aktiva
Maju najvyssiu hodnotu pre organizaciu —
priamo suvisia so zameranim, ¢innostami a
cielmi.
Ich strata alebo kompromitacia ma okamzity
dopad na fungovanie organizacie.

= Sekundarne (podporné) aktiva
Vsetky aktiva, ktoré umoznuju fungovanie
primarnych aktiv (procesov a informacii).
Kazdeé podporneé aktivum moze obsahovat

zranitel'nosti, ktoré mézu byt zneuzité hrozbami.

PLAN [OBNOVY,
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Kompletny prehlad
Evidencia vSetkych aktiv vratane
evidencie ich aktualneho stavu.
- /
C Vazby a zavislosti A

Mapovanie vztahov medzi aktivami a
ich napojenie na kritické obchodné

9 sluzby. y
C Centralna databaza A
Jednotny prehlad o vSetkych aktivach
a ich konfiguraciach — vzdy aktualne a
\ konzistentné udaje. Y,
4 )

Riadenie rizik
|dentifikacia kritickych aktiv a urCenie

priorit pre ich ochranu.
- /




Sprava aktiv — zaklad bezpecného riadenia zariadeni

Primarne vs. sekundarne aktiva

Primarny proces: Vyucba informatiky v ucebni

Sekundarne aktiva, ktoré musia fungovat, aby mohla prebiehat vyucba.




Sprava aktiv — zaklad bezpecného riadenia zariadeni
Primarne vs. sekundarne aktiva MI I
Primarny proces je zavisly od celéeho ekosystemu

sekundarnych aktiv. Ak zlyha najmensi clanok,
ohrozeny je cely proces.

* Primarne = samotna sluzba (vyucba).

» Sekundarne = vSetky ,neviditelné” alebo podporné veci,
ktoré to umoznuju (uebna, stolicky, pocitace,
projektor, internet, elektrina, teplo, kltice, uditel, uéebné Primarny proces je mozny len
materialy...). vtedy, ak funguje mnozstvo

sekundarnych aktiv.

Systém je taky silny, ako jeho najslabsSia vrstva. Ak zlyha jedno z nich (napr. elektrina,
Preto je dolezité identifikovat, chranit a spravovat internet, uCitel, U?Zb')a)v ?f'marnv
sekundarne aktiva rovnako ako primarne sluzby. proces sa nemusi dat realizovat.




Typ aktiva Priklad Poznamka

. . _ , Skolsky informacny systém, uCebné priamo spracuva alebo uchovava
Podporné informacéné aktivum

data, notebook ucitela informacie
, . , serverovna, dvere, zamok, UPS, umoznuje bezpecné fungovanie IT
Podporné fyzické aktivum R :
klimatizacia prostredia
Prevadzkové aktivum nema priamy vplyv na bezpecnost

) . stolicka, osvetlenie, kurenie
(neinformacné)

e, —
Vyucbové materialy

Fyzicka bezpecnost’ = sucast’ informacnej bezpeénosti, pretoZe chrani prostredie, v ktorom su ulozené
kM alebo spracuvané informacie.




Sprava aktiv — zaklad bezpecného riadenia zariadeni

Identifikacia primarnych aktiv podfla ISO/IEC 27005

* Primarne aktiva su 2 typov:
= Obchodné procesy (alebo subprocesy) a ¢innosti, zahrriujuce:

kritické procesy — ich strata zastavi misiu/hlavnu Cinnost’ organizacie,
chranené procesy — obsahuju tajné alebo patentované know-how,
citlivé procesy — zmena alebo manipulacia méze ohrozit plnenie cielov,

regulaCne viazané procesy — nevyhnutné pre splnenie zmluvnych, pravnych a regulacnych
povinnosti.

* Informacie, kde primarne informacie zahrnaju najma

= kl'ucové informacie — potrebné na vykon misie a podnikania,
= osobné udaje — vyzaduju ochranu podla legislativy (napr. GDPR),
= strategickeé informacie — nevyhnutné pre dlhodobé ciele a orientaciu organizacie,

= vysoko nakladové informacie — ich spracovanie a uchovavanie je financne alebo asovo
narocne.




Sprava aktiv — zaklad bezpeéného riadenia zariadeni

Identifikacia sekundarnych aktiv podla ISO/IEC 27005

°] Hardver —QOQ Personal
—1— Fyzické zariadenia a komponenty () Ludske zdroje a role
O softvér {::] Lokalita
) Aplikacie a systémy ‘Nl Fyzicke priestory
7~ Siet’ ‘/\/‘ Organizacia
o x Komunikaéna infrastruktura Struktura organizacie

Hodnota podporného aktiva je odvodena od hodnoty primarnych aktiv, ktoré
podporuje. Server sam o sebe ,nema hodnotu” — ziskava ju az tym, ze poskytuje
kriticke sluzby alebo uchovava ddlezité informacie.

PLAN [OBNOVY,




Sprava aktiv — zaklad bezpecného riadenia zariadeni

Hardver

Hardvérové aktivum nie je len ,fyzické zariadenie®, ale nositel dat, sluzieb a
zodpovednosti.

Spravna evidencia umoznuje: Typ hardvéru Priklad Rizika
= rychlo zistit kde sa zariadenie Aktivne zariadenia PC, servery, Utoky, strata dat,
hachadza (pn kontrole. audite na spracovanie dat sietové prvky malware
inCidente), Prenosné Notebooky, tablety, Kradez, strata,
= vediet kto zar ZOdeVGdé a kto ho zariadenia mobily, PDA neautorizovany pristup
Spravuje, Fixné zariadenia Servery v racku, Fyzické poskodenie,
. ) v , . . stani hy HW
= definovat bezpeénostné opatrenia prac. stanice poruehy
pOdl’a typu aktl'va, Periférie Tlaciarne, skenery,  Unik dat cez tlac,
terné disk dpojené medi
= spravne planovat’ Zivotny cyklus, exieme disky DEPOIEnE MECEm
na’kup Vymenu likvidaciu Média USB, pasky, DVD, Nesifrované data,
i, ’ .. ’ ’ SSD strata pri transporte
= spinit poziadavky ISO 27001 / GDPR / N . ,
auditu. kategorie hardverovych aktiv

PLAN [OBNOVY_




Sprava aktiv — zaklad bezpecného riadenia zariadeni

Hardver - ake udaje maju byt’ evidovane

Identifikacné udaje Umiestnenie a vlastnictvo:

= vyrobca, model, typ zariadenia, » |okalita — budova — poschodie — miestnost — rack /

= sériové / inventarne Cislo / asset ID / QR/RFID kéd pracovisko,

» kategoria aktiva (server, notebook, sietové zariadenie...), = vlastnik aktiva (Business Owner) — zodpoveda za data a
= datum obstarania, cena, zaruka. pristupové prava,

= spravca aktiva (IT Owner) — zodpoveda za technicky

Technické udaje: o
stav, konfiguraciu.

= BIOS verzia / firmware verzia / OS verzia,
= hardvérove parametre (CPU, RAM, storage, sietové porty) |nformacie o bezpeénosti:

* pripojenie v sieti (IP, MAC, VLAN, hostname), = Citlivost aktiva (Low / Medium / High) podra toho, aké
= zaznamenané zmeny (kedy bol vymeneny disk, pridana data spracuva

RAM atd.). = Je zariadenie $ifrované? (BitLocker, TPM, FDE...)
Servis, podpora, SLA: » Fyzicka bezpe€nost (zamknuty rack, monitoring, alarm)

= servisna zmluva — typ podpory, reakény &as (SLA), rozsah, " Pristupove prava a sposob autentifikacie ,
= zaruka, datum expiracie, moznost predizenia, = Zaznam o incidentoch — bolo zariadenie stratené,

e , Y : 5ité?
= histdria oprav a servisnych zasahov. napadnute, zneuzite*

DD I EEPTM 2y citad (rarcver s
softvér), biznis nefunguje.
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Sprava aktiv — zaklad bezpecného riadenia zariadeni

Hardveér - dobra evidencia vs. chyby

Asset ID

Typ aktiva
Vyrobné Cislo
Vlastnik

Spravca
Umiestnenie

OS / verzia
Zapnuté Sifrovanie
Zaruka / servis

Stav

Priklad

HW-2024-01587

Notebook — Lenovo ThinkPad T480

S/N: PF-1234-A56
Oddelenie financii — M. Simko

IT Support — J. Kovacé

Budova B, 2. poschodie, kancelaria 207

Windows 11 Pro — 23H2
Ano — BitLocker
OnSite NBD — do 12/2026

Aktivne — v pouzivani

Casté chyby pri sprave hardvérovych
aktiv:

X Registrovany ,notebook®, ale nevieme
komu patri.

X Servery bez zaznamu o firmware alebo
patchoch.

>{ USB disky mimo evidencie — riziko
uniku osobnych udajov.

X Aktivum evidované, ale v realite uz
davno vyradené (,mitve“ data v CMDB).

X Nikto nevie, &i zariadenie e$te obsahuje
data — problém pri GDPR.

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
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Sprava aktiv — zaklad bezpecného riadenia zariadeni

Softveér a typy softverovych aktiv

i i Typ softveru Priklad Rizika
= Sprava softveru (SAM — Software Asset
Management) rieéi najmé: Operaény Windows, Linux, EOlee,rzia,.nepatchované
. o . . systéem macOS zranitelnosti
= bezpec€nost (aktualizacie, zranitelnosti,
patChmg)’ Sfarwsny/ , Zalohovacie SW, Neaktualni agenti, nespravna
, y /e . . zalohovaci ., Y ) . .
C Iegalnost (Ilcenc;le a audlt), softveér antivirus, monitoring konfiguracia
= prevadzku (podpora, kompatibilita, o
verzionovanie), gt:]':;‘;"r(yj/ny MS Office, Adobe, Nelegalna indtalécia, licen&ny
= finanéné planovanie (opakovanie licenénych softvér SAP klient audit
poplatkov, cloud/subskripcie).
AplikaCny CRM, ERP, HR Vypadok sluzby, chybajuce
softvér systémy, intranet SLA
oo , , Vlastny vyvoj/ . . . _
Softvér je aktivum rovnako hodnotné ako Specifické 'V'v‘;irgveesnga";;y Eﬁ;?]a:;ﬁ( 'g”'zn'ce, Sl
hardvér, ale je tazsie viditelné — preto musi  2plikacie
byt evidované systematicky. kategorie hardvérovych aktiv

PLAN [OBNOVY_




Sprava aktiv — zaklad bezpecného riadenia zariadeni
Softver - ake udaje maju byt’ evidovaneé

Identifika€né udaje Bezpecnostné a prevadzkové logy:

= Nazov softvéru + verzia + build (vnutorné vydanie, opravy, = posledny aplikovany patch / datum aktualizacie,
alebo konkrétny kompilat zdrojového kodu) zranitelnosti (CVEs) viazané na danu verziu,

= Vyrobca / dodavatel podpora / EOL datum (End of Life / End of Support),

» LicenCny typ (per user, per device, subscription, open * je monitorovany, loguje sa.
source)

= Pridelena licencia / poCet zakupenych vs. pocCet Technické udaje:
pouzivanych .

pouzité softvérove kniznice, frameworky, runtime (Java,
.NET, Python...),

Vazba na hardvér: r , ,
: , : . . . » pouzité Open Source komponenty — nutnost sledovat
= zoznam zariadeni, kde je softvér nainstalovany, CVE

» pocet inStancii vs. pocet licencii,

| licen | ) . savislost | aplikaciami (AP, "y
= komu je softvér priradeny (uzivatel, oddelenie, sluzba). zavislosti medzi aplikaciami ( databazy, integracne

vazby),
Servis, podpora, SLA: » verzia aplikacného servera, DB servera, middleware,

=  Servisna zmluva / Uroverf pOdel‘y (SLA, reakény éaS), u repOZitér ZdrOjOVéhO kodu (Glt, SVN) a jeho vlastnictvo.

= Udrzba (kto) / patchovanie (interny admin vs. vendor),
= Prevadzka (zodpovednost) — business owner vs. IT owner.




Sprava aktiv — zaklad bezpecného riadenia zariadeni

Softvér - dobra evidencia vs. chyby

Priklad Casté chyby pri sprave softvérovych
Softvér Microsoft SQL Server 2019 Standard aktIV. _ ) _ ) )
- X Nevieme, aké verzie su v prevadzke —
Vyrobca Microsoft
- X Viac nainétalovanych licencii, nez mame
Licencia Per Core — 4 cores, perpetual ’ ’
zakupenych.
Nainstalované na SRV-FIN-DB01, SRV-FIN-DB02
Viastnik Oddelenie finan¢nych systémov x S‘Pﬂver stale pOUZIVany’ ale vendor uz
ukoncil podporu.
Spravca IT—DBAtim
Posledny patch KB5037140 (2024-02) x _OpGﬂ-SOUI'CG kniznice bez sledovania
zranitelnosti (Log4dJ, OpenSSL...).
Zranitefnosti 1 aktivha CVE (stredna)
Servisna zmluva Software Assurance — do 02/2026 x Softvér nainétalovany, ale bez vlastnika
, , — nikto ho neaktualizuje.
Stav Aktivne - v prevadzke

PLAN [OBNOVY_




Sprava aktiv — zaklad bezpecného riadenia zariadeni
- J

Siet

Tvori kriticku infrasStrukturu organizacie.

Jej zranitelnost Casto spocCiva nie v

technoldgii, ale v nespravnej
konfiguracii

Vypadok siete = automaticky vypadok
vSetkych sluzieb (ERP, email, databaza,
cloud)

Oproti hardvéru ma siet kaskadovy
dopad incidentu — ovplyvni stovky aktiv
naraz

Utok na siet je CastejSie zneuzitie chyby v
konfiguracii ako zly hardveér:

Typ rizika Priklad

Nespravna
konfiguracia

Neautorizovany
pristup

Dostupnost

Integrita

Oslabena dovernost

otvorené porty, default hesla, vypnuté logovanie

slabé Wi-Fi heslo, nezabezpecena VPN

DoS/DDoS, vypadok switcha, prerudeny kabel
MITM utok, ARP spoofing, BGP hijacking

nenasifrovana komunikacia, sniffing paketov



Sprava aktiv — zaklad bezpecného riadenia zariadeni

Personal Lokalita

= Externé prostredie: Okolie budovy,

* Ludsky faktor je najslabsi ¢clanok pristupové cesty, parkoviska

bezpecénosti. . : e
= Rozhodovatelia: Manazment, vedenie — - Budqu: Kancelarske priestory, datove
osoby s pravomocou schvalovat zmeny a centra, sklady
investicie ’ ’ = Zény: Rozdelenie na verejné, vyhradené a
* Pouzivatelia: Koncovy personal — vysoko chranené oblasti
zamestnanci vyuzivajuci IT systémy v o . , ,
dennej praci * Fyzicka bezpe€nost’: Kontrola pristupu,

= Prevadzkovy personal: IT administratori, kamerove systemy, alarmy

technici — osoby zodpovedné za chod
infrastruktury

= Vyvojari: Programatori, architekti — tim
vyvijajuci a upravujuci softvér

= Bezpeénostny tim: CISO, security
analytici — Specialisti na kyberneticku
bezpeCnost

PLAN [OBNOVY_




Sprava aktiv — zaklad bezpecného riadenia zariadeni

Inventarizacia aktiv

Hlavny vyznam:

= Zakladny pilier bezpeCnostneho
riadenia a SOC operacii

* Poskytuje prehlad o vsetkych
zariadeniach, systémoch,
aplikaciach a cloudovych zdrojoch

V prostredi SOCaaS umoznuje
#sluzba externym dodavatelom
ormou mesacného predplatného):

= Centralne sledovanie infrastruktur
réznych zakaznikov

= Kategorizaciu, stav aktiv a ich
bezpecnostny kontext

= Jednotné monitorovanie a reporting

Preco je nevyhnutna:

= Z nej vychadza detekcia zranitelnosti a
kontext incidentov

» Podporuje analyzu dopadu, ticketing a
prioritu rieseni

= Umoznuje riadenie zivotného cyklu aktiv
(obnova, vyradenie, audit)

= Pomaha pInit' legislativne a regulacneé
poziadavky

.......
SLOVENSKE| REPUBLIKY



Nastroje na spravu a kategorizaciu aktiv

Hodnotenie aktiv a analyza vplyvu

= Ciel hodnotenia aktiv

= stanovit' hodnotu aktiv ako vstup do procesu
riadenia rizik,

= pripravit podklad pre urCenie urovne dopadu a
priorit oSetrenia rizik.

= Metédy hodnotenia podla ISO 27005

= Kvantitativhe hodnotenie — finan¢né vyjadrenie
dopadov (naklady, strata, ALE - Annualized Loss
Expectancy)

= Kvalitativne hodnotenie — stupnica dopadov
(nizke, stredné, vysoke, kriticke)
= Analyza vplyvu (Impact Analysis)
= hodnotenie nasledkov straty dévernosti,
integrity, dostupnosti,

= zahrnuté dopady: finan¢nég, legislativne,
reputacne, prevadzkove, bezpecnostne,
zmluvné, strategické.

PLAN [OBNOVY,

= Poziadavky normy ISO/IEC 27005
(preukazatelné v audite)

= identifikované a zdokumentované aktiva
(informacie, sluzby, procesy, osoby,
technologie),

= definované a schvalené kritéria
hodnotenia (financné, pravne,
prevadzkove, reputacné...),

= pouzivana stupnica hodnotenia
(kvantitativna alebo kvalitativna),

» dolozené vzt'ahy a zavislosti medzi
aktivami — vplyv zavislych aktiv na hodnotu,

= pre kazde aktivum urCena hodnota a
dopad kompromitacie (CIA + dalSie
kritéria).




PreCo su procesy a nastroje pre spravu zariadeni potrebné?
CIA triada (Dovernost, Integrita, Dostupnost’)

Kazdé aktivum musi byt chranené v sulade s
pr|n0|pm| CIlA triady:

= dévernost’ (confldentlallty) — informacie su
pristupné iba opravhenym osobam,

= integrita (integrity) — Udaje musia zostat presne, Confidentiality
uplné a chranené pred neopravnenou zmenou,

= dostupnost’ (availability) — sluzby a data musia byt
dostupné vzdy, ked ich organizacia potrebuje.

RozSirené kritéria CIA+:

= pravost’ (authenticity): zabezpecenie toho, zZe Integrity \ ' ' Availability
pouzivatel alebo systém je tym, za koho sa vydava.

= nepopieratelnost’ (non-repudiation): schopnost

dokazat, ze urcita akcia alebo udalost sa stala a kto —
ju vykonal Authentication

LY
N

Non-repudiation

Financované P L]
Eurépskou tniou PLAN LOBNOVYJ
xtGenerationEU




Nastroje pre bezpecné spravovanie

a monitorovanie aktiv




Nastroje na spravu a kategorizaciu aktiv

Nastroje pre inventarizaciu aktiv

= Vyber spravnych nastrojov je kriticky
= pre uspesnu implementaciu procesov spravy

= Moderné inventarizacné nastroje poskytuju:
= automatizovany prehlad o celej IT

zariadeni. infrastrukture
= a tvoria zaklad pre dalSie bezpecCnostné
aktivity.
4 LIDreNMS (
Oper;-’s;r?unrce e Komercny Open-source SUClelol,
SYS et Nd Nastro) na inventarizacny inventarizacny geciuisliull Olte it
~ monitoring a dokumentaciu a systém s Svstém s na spravu IT
|n\c/jentarlzgclz\lllli/I IsD | movdelov’anle agentmi, vhodny agenfmi, vhodny podpory,
po pct)rcéut . infrastruktary (IP pre spravu ore Spravu inventarizaciu
a auto g ekcie adresy, racky, hardvéru a hardveru a zariadeni a
zariadeni. servery). softvéru vo SOFtVErU Vo monitorovanie IT
velkych sietach. infrastruktdry.

PLAN [OBNOVY,

velkych sietach.
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MiNETERSTVE | P KOMPETENCNE CENTRUI M
NVESTICI, RECIONALNEHO ROZVOJA
BLIKY ZILINSKE) UNIVERZITY V 2ILINE




Lan Inventarizaény nastroj - Lansweeper




Nastroje na spravu a kategorizaciu aktiv

LanSweeper

= Automaticky objavuje zariadenia
- IT, OT, loT, cloud,

= detekuje HW,SW, pouzivatelov,

konfiguracie, umiestnenie zariadeni
a ich vztahy.

OT = Operational Technology —

technologie pouzivané na riadenie a

monitorovanie priemyselnych

procesov, infrastruktury a vyrobnych

zariadeni.

= Patria sem: PLC (programovatelné logické
automaty), SCADA systémy, priemyselné
siete, senzory, roboty, energetickeé riadiace
systémy.

Pripomienka:

= |T (Information Technology) — sprava dat,
aplikacii, systémov

= OT (Operational Technology) — sprava a
riadenie fyzickych procesov (vyroba,

distribucia elektriny, doprava, zdravotnicka
technika...) T inancované

Financované
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Nastroje na spravu a kategorizaciu aktiv

LanSweeper

= Automaticky objavuje zariadenia
- 1T, OT, loT, cloud,
= Rézne metdédy skenovania:
= |P rozsahy,
= domény AD,
= agentov (napr. LsAgent, LsPush) / agent-less
pristup.
= |Informacie uklada do centralnej databazy
= Poskytuje:
= prehlady
= reporty
= vizualizacie
= UmozAuje integraciu s inymi systémami
= ConnectWise PSA
= HalolTSM
= Jira Service Management (Jira Assets)
= CMDB/ITAM systémami ako 4me

ate Financované
PR Europskou tGniou
NextGenerationEU
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LanSweeper LQﬂSLUGG er
Komercne riesenie

Free Starter Pro recommens Enterprise

Ideal for small teams who want to Everything you need to start For IT leaders who need to reduce For enterprises with global scale,
explore asset discovery. Start with discovering & managing your risk, stay compliant, and unlock full governance, and support needs.
14 days of full access. technology estate. control. Why go Pro? Why go Enterprise?

From From
€ 0 € 2 1 9 / month (billed annually) € 3 99 / month (billed annually) contaCt Us

Start free Start free trial Start free trial Book a demo

<

Asset Discavery & Inventory Request a quote Request a quote Request a quote

~ 14-day premium trial included

~ Continue free with up to 100 assets

~ Ewverything in Free ~ Ewverything in Starter ~ Ewverything in Pro
~ Unlimited User Seats ) N )
+  Includes 2,000 assets | + Includes 2,000 assets 2 « Starts at 10,000 Assets |
& Community Support
+ 1 Installation ~ Up to 3 installations + More than 3 installations
« Service Desk Ticket Enrichment () ~ Vulnerability & Lifecycle Insights ~ Full APl Access
~ Single Sign-On (35C) ~ All Integrations « Customer Success Manager
& Starter Support E Pro Support +  Assistance for Global Deployments

~ Concierge Service (Add-on)

& Enterprise Support

Financované i T L] E e PN ) KOMPETENCNE CENTRUM
i VESTICIL RECIONALNEHO ROZVOJA v
Eurépskou Gniou PLAN Lo‘“ov '4 I CRMATIZAEK ) 3 KYBERNETICKE) BEZPECNOSTI

SLOVENSKE| REPUBLIKY FILINSKES UNIVERZITY ¥ BILINE
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Metoda skenovania | o

Scanning Target

skenovanie vopred definovanej skupiny aktiv - IP range, konkrétne
@ zariadenia alebo typy.

Asset Radar

@ automaticke zistovanie novych zariadeni odchytavanim komunikacie v
sieti.

Performance Scanning
.f%ﬁ monitorovanie zatazenie CPU, pamate, diskov a siete v realnom Case.

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVEN! BLIKY




LanSweeper LO NS
agentless vs. agent-based skenovanie

Agentless skenovanie Vyhody:

= idealne pre rychle nasadenie, bez potreby = okamazité nasadenie - Nie je potrebna
inStalacie softvéeru na koncovych inStalacia na jednotlivych zariadeniach.
zariadeniach. Poskytuje okamzity prehlad . pez vplyvu na vykon - Na ciefovych
OICke|eJ sieti s minimalnym vplyvom na zariadeniach nebezia Ziadne procesy.
vykon.

= Sirokeé pokrytie - Odhali vSetky typy
zariadeni — servery, switche, routery, loT,
= Pouzitie: zariadenia bez OS.

= najvhodnejSie pre ivodné skenovanie = Nevyhody:
siete a inventarizaciu infrastrukturnych = obmedzenie sietou - MéZe byt
zariadeni (servery, sietove prvky, SNMP blokované firewallmi alebo vyzadovat
zariadenia). prihlasovacie udaje.
= Skalovanie - Pre velké siete m6ze byt
potrebne viac skenovacich serverov
alebo konfiguracii.




LanSweeper

agentless vs. agent-based skenovanie

Agent-based skenovanie

vyzaduje instalaciu maleho agenta na
zariadeni, ktory zbiera udaje a odosiela
ich do systému. Umozfiuje hibkovy zber
dat v realnom Case — aj mimo hlavne;
siete.

Pouzitie:

najvhodnejSie pre mobilné a vzdialené
zariadenia, ktoré nie su neustale
pripojene k sieti.

Lans

Vyhody:
= detailné data - Zhromazduje kompletné

informacie priamo zo zariadenia.
funguje mimo siete - zber udajov z
notebookov Ci zariadeni mimo LAN.

idealne pre koncové zariadenia -
UrCené pre pracovné stanice, laptopy.

Nevyhody:

nutna instalacia - Agent musi byt
nainstalovany na kazdom zariadeni.
naroky na vykon - Mierne zatazuje
hostitelské zariadenie

zlozitejSia sprava - VyZaduje viac usilia
na nasadenie a udrzbu.




LanSweeper

Lansweeper
Odporucana prax I

]
Kombinacia oboch metod:

= Agentless — na Siroké pokrytie a rychlu detekciu infrastruktury.
= Agent-based — na hibkové data z endpointov mimo siete.

Tato kombinacia zaruCuje kompletny prehlad o IT aktivach a spolahlivé data pre
bezpecnostnu analyzu.

ra ' /~ _APl-based scanning "\
O O=
— —— e i)
mE = =
OSEE S .
=z —
O (5 S
BT X3 s
AGENT-BASED AGENTLESS




Inventarizacny nastroj - SpiceWorks

splceworks




Nastroje na spravu a kategorizaciu aktiv Spl C eworks
SpiceWorks

= Cloudoveé riesenie na spravu IT poziadaviek a incidentov, urCené pre interné IT
timy.

= Umoznuje centralizované vytvaranie, priradovanie a sledovanie tiketov cez webové
rozhranie alebo e-mail.

= Podporuje automatizaciu procesov, vratane kategorizacie, prioritizacie a smerovania

tl ke tov_ v splceworks News & Insights ~ Community ~ Research ~ IT Tools ~ Newsletters SpiceWorld =

= Obsahuje vstavané reporty a l_ o ¥ G rman o m-

Q D < Summary ¢ Assignee < Creator Organization ¢ Prior

L] [ .
14 Set up new point to point link for backup site Jack Ellen Office - Palm Springs P
analytlku na monitorovanie "3 spiceworks
4 Start testing for new firewall at Head Office Alan Brett Office - Palm Springs
, . ickets
vykonnosti IT podpory e
. X
13 Computer won't turn on! Accept Ralph Office - San Francisco P
- /& ] " ce - S s ~
= |Integruje sa so systémami g == = &
n Cant connect to wireless network Jack Danéel Office - San Francisco
LA Set up new point to point link for
u L L4 L 4 . 10 Printer is out of ink! Jack Brett Office - Paim Springs ¢ L backup site
inventarizacie IT aktiv — podporuje S A—
9 Login problem! Jack Seth Office - Palm Springs
- - . Brett 22h ago
repojenie medzi helpdeskom a B T il [rrmr—
Head Office
7 Can connect to network shate Marie Sammy Office - San Francisco 4
This is a demo of the description field
6 Tab on my ethernet cable is broken Jack Ralph Office - San Francisco b L

spravou majetku. - -

Register new account for Paim




SpiceWorks
Licencia

Dva licenéné modely:
= Core (Free) — bezplatny, financovany reklamou
=  Premium (Paid) — bez reklam, rozSirené funkcie

Rovnaky zaklad funkcionality v oboch planoch:

= Sprava IT incidentov a tiketov

= Podpora viacerych pouzivatelov a zariadeni
= Cloudové nasadenie

Core plan

= Pre mensie timy alebo nizke poziadavky

= Obsahuje vSetky zakladné funkcie

= S reklamami v pouzivatefskom rozhrani

Premium plan
= Pre profesionalne IT oddelenia a vacsie timy

= Qdstranené reklamy + pokrocilé nastroje (tasklisty,
bulk akcie, live podpora)

= Skalovatelny, s vy33imi SLA

< y spiceworks

Cena

Pocet
technikov

Reklamy

Tasklists
(zoznamy
uloh)

Bulk Actions
(hromadné

akcie nad
ticketmi)

Live Chat
podpora 24/5

Core Plan (Free)

Zadarmo

1-5

Obsahuje reklamy

X

Premium Plan

5 USD na technika mesac¢ne
(pri roCnej platbe) / 6 USD
mesacna platba

Neobmedzeny pocet

Bez reklam

PLAN "OBNOVY’ ‘ v




Spiceworks ._f.\} Splceworks
Manualne pridavanie aktiv =

. ’ v . Create a new asset
= Spiceworks ponuka 3 moznosti N
pridavanie aktiv:

L4 pccoc . work o d ge iscovered v -
= manualne, IP addresses on your network should get discovered on your next scheduled scan

Use this when you want to track an asset that is not on your network. Devices with

= import,
= sken siete.

Name

Serial Number

= Potrebné udaje na vyplnenie:
= Nazov,
sériové Cislo, Er—

Groups Desktop

MAC adresa, Frewsl

HP Integrated Lights-Out (iLO)
t kt 4 HP Onboard Administrator
yp a Iva Purchase Date HTTP Device . .
Hub Optional Information

(preddefinované), [rre | e

NAS

Mac Address

Asset Type

Unknown v create new type

A 4

Printer

Sku pl na ] ant to track more in{ o ' -

ks s gzr’:fr T Discard changs Purchase Price
Smartphone

Switch

Tablet

Unknown

VolP Device

Wireless Access Point

Purchase Date None

Tip: Want to track more information? Customize the optional fields

\W - -, - - -
What is this? Save this asset Discard changes

O KOMPETENCNE CENTRUM
LINEHO ROZVOJA } KYBERNETICKE) BEZPECNOSTI
BLIKY ZILINSKE] UNIVERZITY V ZILINE

. Financované
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Import : , « y Spiceworks
Import a Export aktiv

Import aktiv

= podporovany je import zariadeni vo formate CSV,

= importny subor musi zodpovedat’ definovanej Sablone,

* import sa vztahuje iba na hardvéroveé aktiva — softvéer nie je mozné importovat touto formou
= Sablona CSV je dostupna v dokumentacii Spiceworks.

Export dat:

= moznost exportu do formatov CSV, XLS, PDF,

= exportovatelné entity: zariadenia, softver, ‘ c 0 : : s
pouzivatelia, nakupy, tikety, ) [y [iimee izassis Jale . [Macbookpro

cloudové sluzby,

= export podporuje pokrogcilé filtrovanie
podla atributov (napr. zariadenia

3 = O o B LW kD

s antivirusom, tikety s urcitou prioritou).




ie aktiv 2o si *y spiceworks
Skenovanie aktiv zo siete

BeZ pouiitia agenta .......................................................................... ., S pouiitim agenta

= Nie je potrebné mat na zariadeniach = Na k’oncgvé zariade’nia sa nainstaluje agent,
nainstalovany klientsky softvér. : ktory beZi na pozadi.

o i , : = Agent poskytuje detailné informacie o
= Siet SE} prehlada na zaklade hardvéri, softvéri, pouzivatelovi, stave
zadaneého IP rozsahu. zariadenia a pod.
= Vysledky obsahuju iba zakladné m Vhoc_iné pre presnt] inventarizaciu a priebezné
idaje o zariadeniach: ;  monitorovanie.
= |P adresa, MAC adresa, vyrobca, typ epsonoser1
zariadenia, v niektorych pripadoch aj
SériOVé él'SlO- Ti G Inf Configuration Interfaces Notes ents
= Tento spbsob je vhodny pre rychly — - s
prehlad, no neposkytuje detailne e —_—

Inventarizacneé udaje.




SpiceWorks . ) . S 'p lC e W 0 r k S
Skenovanie aktiv zo siete

= Na ziskanie podrobnejsich vysledkov je ~ >roredPasswords
mozné vytvorit databazu prihlasovacich
udajov (credentials), ktoré sa pri

skenovani automaticky pouziju na

Add Account ...

overenie zariadeni. :
= Podporované typy pristupov zahrnaju =
napr.: o
= WMI, SSH, SNMP, ESX/vSphere, HTTP, B i ES
Telnet, iLO, vPro a dalSie.
= Tento mechanizmus umoznuje ziskat Q iw
detailnejsie a autentifikované udajezo & -
zariadeni nachadzajucich sa v sieti. ——

= Udaje su uloZené v Sifrovanej forme a
priraduju sa automaticky pri skenovani
podla protokolu alebo typu zariadenia.
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LibreNMS

Inventarizacny nastroj - LibreNMS




Nastroje na spravu a kategorizaciu aktiv

LibreNMS

= Open-source nastroj pre mapovanie,
monitorovanie a spravu sietovych
zariadeni (pomocou SNMP).

= Webové rozhranie v PHP, dostupné pre
Linux, Windows, FreeBSD.

= Podporuje zariadenia od vyrobcov
(stovky):
= Cisco,
= Juniper,
= Brocade,
= HP, Dell, Fortinet, Ubiquiti, Synology,
Arista, MikroTik a dalSie.
= Grafické znazornenie siete a jej vazieb

= automaticky generovana siet'ova
mapa

& LibreNMS

Network-device-27
 Network-device-22 |

(Network-device-28 A =,

————— | Network-device-29 |
g f‘jNeM-deviceJS} —{ Network-device-31
(Netorcdevices)
Gom——— | Network-device-17
(Network-device 20} 3 1
(Network device-18}—— {Network-device 33
(Network-device-19
g | ; [ Network-device-30 |

l i

| Network-device-21 } a | ;
: : | Network-device-32

LibreNMS nie je len monitoring — je to nastroj na
identifikaciu a kategorizaciu sietovych aktiv v
realnom éase



LibreNMS
Hlavné kategorie zariadeni podporované v LibreNMS

1.

Siet’'ové zariadenia — switche,
routre, firewally, AP, load balancery

Bezdrotové a Wi-Fi zariadenia —
kontrolery, AP, bezdrétove mosty

Servery a OS - Linux, FreeBSD,
UNIX-like systémy

Storage zasobniky — NAS/SAN a
iIné ulozné systemy

UPS a napajacie zariadenia —
UPS, PDU, generatory
Telekomunikacné a optickeé
zariadenia — PTP, radia, opticke
prepinace

1.

2.

IP kamerové a bezpecnostné
zariadenia — |IP kamery,NVR

Tlaciarne a multifunkéné zariadenia —
r6zne znacky tlaCiarni

. Environmentalne senzory a senzory

HW — senzory teploty, vinkosti,
zdravotné senzory

Virtualizacneé a cloudové platformy —
virtualne zariadenia a hypervizory

. Softvérové sluzby a aplikacie — SNMP-

exponovane sluzby, SW komponenty

. Iné SNMP-zariadenia —

generické SNMP zariadenia a loT typy




LibreNMS o )
Hlavné funkcionality & LiIbreNMS

Auto Discovery Mapovanie Zber udajov
Vizualizacia topologie siete s Kontinualny zber dat zo zariadeni
grafickym zobrazenim prepojeni a ich nasledné vykreslenie do
medzi zariadeniami prehladnych grafov

Systém LibreNMS funguje vyhradne pomocou protokolu SNMP, preto je potrebné aby mali
vSetky sietové zariadenia zapnuty SNMP protokol a nakonfigurovany sprdvny komunitny kluc.

LibreNMS podporuje viacero tzv. discovery protocols:

LLDP — IEEE Standard. univerzalny pre vacSinu modernych zariadeni,

CDP - Cisco,

FDP — Foundry/Brocade,

EDP — Extreme Discovery Protocol (Extreme Networks),

NDP — Nortel Discovery Protocol.
Tieto protokoly umozniuju LiboreNMS automaticky generovat sietové mapy a vzt'ahy medzi portmi a
zariadeniami bez manualneho zadavania.




LibreNMS
Preco ano ?

-

Vyhody \\\
Open-source (bez poplatkov)
Automaticke objavenie zariadeni
Podpora viacerych vyrobcov
Vizualizacia siete a grafy
API a rozsiritelnost

/

......
SLOVENSKE| REPUBLIKY

& LibreNMS

~

Nevyhody
Len sietove aktiva
Vyssie naroky SNMP a udrzbu
Vizualizacie nie su vzdy stabilné
NarocCnejsie ladenie

/




LibreNMS
Instalacia

Podporované distribucie

= Ubuntu

= Debian

= RHEL/CentOS Stream / Rocky Linux / AlmaLinux

= Fedora, Arch Linux, Alpine Linux,
openSUSE/SLES

& LibreNMS

Technické poziadavky

* Webovy server
(odporucany NGINX)

* PHP verzia 8.2 alebo vyssia

- Databazovy server

Please note the minimum supported PHP version is 8.2

Install Required Packages

Ubuntu 24.04




LibreNMS . )
Webove pouzivatel'ske rozhranie & LibreNMS

= Prihlasenie do Web Ul prebieha cez IP adresu vo webovom prehliadaci

’

S5 LIDI’ENMS ﬂ Overview = Devices Il Maps ®g Services @ Ports % Health 7 Wireless &= Apps 2 Routing o Alerts : KISadmin ¢

fore]
(o

Dashboards SOC 1 - Traffic ~ &
el stash / device_bits elk-elasticsearch / device_bits elk-ki / device_bits

N 4 N
10 k | 780 k 110 k |
9 k| 500 k 100 k |
8k 500 k 2k
7 k| 80 k |
6k 400 k 70 k
5 k1 300 k 650 k
4 k|
Tk 200 k 50 k |
2k 100 k 40 k|
30 k
1k 8
e | 20 k
Tk 100 k 10 k
2k -200 k | 0|
3k 300 k -10 k|
-4 k ] 200 k -20 k
-5 k | -30 k |
6k 200 k a0 k|
7k ' 600 k 50 k |
'EH 700 k | -60 k|
9k 1 800 k -78 k
-10 k -80 k |
] 200 k |
-11 k| -90 k |
12 k4 i I il £ e i > I — ; i N N L H H . »
08:40 08:50 09:00 09:10 09:20 09:30 08:40 08:50 09:00 09:10 89:20 09:30 08:40 09:00 09:20
Now Avg Now Avg Now
Max Max Avg Max
[ ethe In 9.,77kbps 9.81kbps [l etho In 661,90kbps 611.04kbps [ ethe In 91.26khps
10.45kbps 737.68kbps 93.19kbps 113.02kbps
Out 10.40kbps 10.55kbps ] Out 590.56kbps 701.92kbps ] Out 79.91kbps
12.02kbps 996.44kbps 75.51kbps 95.88kbps
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LibreNMS . (g%, LibreNMS
Hlavné menu - Overview

Overview (prehlad systému): A& Overview |=2 e
= dashboard, grafy, statistiky, trendy,
= rychly stav siete a zariadeni,

= vystrahy a kritické udalosti.

L] pashboard

¥ Plugins
H Tools
Bezpecnostny vyznam: '
— rychla detekcia prevadzkovych problémov - pret’azenia, A Eventlog
vypadkov alebo podozrivého spravania. &) Inventory f
sl Outages ‘

Q, 1Pv4 Address
Q, IPv6 Address
Q. MAC Address
Q. ARP Tables
Q. FDB Tables




LibreNMS A Overview 38 D .
Diskove IO grafy [ Do ‘&’ LibreNMS

JV : L'breNMS ﬁ Overview i Devices [l Maps °§ Services (@ Ports @ Health ‘5% wireless & Apps 23 Routing o Alerts ; KISadmin * Global Search
Dashboards SDC, “
elk-logstash / device_diskio_bits elk-elasticsearch / device_diskio_bits elk-kibana / device_diskio_bits
0 2 - s 4 - s % >
23:10 23:20 23:30 23:40 23:50 00: 00 23:10 23:20 23:30 23:40 23:50 00:00 23:18 23:20 23:38 23:48 23:50 88:08
Bits/sec Current Average Maximum Bits/sec Current Average Maximum Bits/sec Current Average Maximum
[ loopd In 0,00 bps 0,00 bps 0,00 bps [ loopd In 0,00 bps 0,00 bps 0,00 bps [ loopB In 0.00 bps 0.00 bps 8.00 bps
(] out 0.00 bps 0.00 bps 0.00 bps ] Out 0.00 bps 0.00 bps 0.00 bps (] Out 0.00 bps 0.00 bps 8.008 bps
O loopl In 0.00 bps 0.00 bps 0.00 bps [ loopl In 0.00 bps 0.00 bps 0.00 bps O loepl In 0.00 bps 0.00 bps 0.00 bps
-] Out 0.00 bps 0.00 bps 0.00 bps -] Out 0.00 bps 0.00 bps 0,00 bps -] Out 0.00 bps 0.00 bps 0.00 bps
M loop2 In 0.00 bps 0.00 bps 0.00 bps M loop2 In 0.00 bps 0.00 bps 0.00 bps I:I loop2? In 0.00 bps 0.00 bps B.08 bps
| out 0.00 bps 0.00 bps 0.00 bps | Dut D DD bps D DD bps D DD bps Out 0.00 bps 0.008 bps 0.08 bps
M loops In 0.00 bps 0.00 bps 0.00 bps M loop3 - - - -
| out 0,00 bps 0,00 bps 0,00 bps |
B toops In 000 be 000 bee 000 bes B tocps is n put utp ut gra y
| out 0.00 bps 0.00 bps 0.00 bps |
W loops In 0.00 bps 0.00 bps 0.00 bps W loops
| out 0.00 bps 0.00 bps 0.00 bps |
o

LN 4 é L r 1 4 ~r
SO e zobrazuju, ako Casto a ako intenzivne systém cCita
[ sda In  1B.70Mbps  44,06Mbps 136.19Mbps O sda . . .
R a zapisuje na disk.
[ out 0,00 bps 0,00 bps 0,00 bps ]

W sda2 In 18.70Mbps  44.06Mbps  136.19Mbps W sda2
out  46,65Mbps  38.66Mbps  46.65Mbps

o e  Pomahaju sledovat vykon a spravanie uloziska.

out 0,00 bps 9,10 bps 103,20 bps
W loop? In 0,00 bps 0,00 bps 0,00 bps W loop?
!l'LDD B D;II: ggg EP: ggg tp: Egg tp: !|'LDD 8 LS4 I ~ 1+ ) = 1 1
i LR mD oh 3 « Umoznuju vCas odhalit pretazenie, chyby diskov
S L et
£ smi tn alebo podozrivu aktivitu (napr. ransomware).
] out 0.00 bps 0.00 bps 0.00 bps ]
S : : . . % .
hoowmin vaos o « Priforenznej analyze pomaha pochopit Casovy
M loopl3 In 0,00 bps 0,00 bps 0,00 bps MW loopl3 - - L4 . L4
o g wmw seb priebeh aktivit na zariadeni
m Mok A AR ks A AR e LT M) m

« LibreNMS tieto data ziskava cez SNMP a zobrazuje
ich ako Casové grafy (MB/s, IOPS).
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LibreNMS A Overview = D ]
Vyusitie CPU i ¢ LibreNMS

o
sy

G L|UreNMS ﬁ Overview @ Devices PR Maps °'H,Snc,\r\.fices @ ports P Health ‘7 Wireless &= Apps 3 Routing o Alerts z KISadmin ¢ Global Search

3%
Processors~ | © -

elk-logstash

Dashboards SOC_1

elk-elasticsearch elk-kibana

100 4 100 1 100 1
50 EL 20
80 80 | a0
70 70 | 70
60 60 | &0
50 50 | 58

23:10 23:20 23:30 23:40 23:50 00:00 23:10 23:20 23:30 23:40 23:50 00:00 23:10 23:20 23:30 23:40 23:50 00:00
Load % Now Min Max Avg Load % Naw Min Max Avg Load % Now Min Max Avg
M Intel Xeon E5-26 42,66 31,00 59,45 40,32 M Intel Xeon ES-26 40.86 30,25 55.65 40,32 M Intel Xeon ES5-26 40,86 29,36 62,31 40,65
M Intel Xeon ES5-26  29.53 23,47 63,35 42,34 M Intel Xeon ES-26  29.48 23,35 62,35  41.92 M Intel Xeon ES-26 31,39  23.38 62.56  41.66
M Intel Xeon E5-26  37.39 29,10 52,44 40,21 M Intel Xeon ES-26  35.58 28,15 52,35 39,14 M Intel Xeon ES-26 37,39  29.10 52.28 39.88
M Intel Xeon ES5-26 48,74 19,20 54,49  34.77 M Intel Xeon ES-26  45.89 20,20 51.64 34,36 B Intel Xeon ES5-26 44,89 19.15  57.38 34,85
M Intel Xeon E5-26 37.08 15.29 60,63 38,65 W Intel Xeon ES-26 38.03 19,24 57.85 37.73 M Intel Xeon E5-26 38.94 18.34 63.46 38,97
M Intel Xeon ES5-26  17.44  17.44 47,80 31,81 M Intel Xeon ES-26  18.48 18,48 46,80  31.90 I Intel Xeon ES5-26 18,44 18.44 50,76  31.90
B Intel Xeon E5-26 44,98 22,10 44,98 32,45 I Intel Xeon ES-26 44,94  21.11 44,94  32.28 [ Intel Xeon ES-26 46,84  21.31  46.84  32.69
M Intel Xeon E5-26 28,85 11,06 49,50 33,82 [ Intel Xeon ES-26 26,85 11,87 49,55 33,83 I Intel Xeon ES-26 24,05 11,17 51.41 33,09
M Intel Xeon E5-26 31,95 22,31 52,61  33.46 M Intel Xeon ES-26  27.95  21.38 49,67 32,31 M Intel Xeon ES5-26  27.05  20.31 55,51 32,63
M Intel Xeon E5-26  30.37 18,63  78.55 34,46 M Intel Xeon E5-26 27.52 18,62 74.75  34.06 M Intel Xeon E5-26  26.52 17.68 81.42 35,23
M Intel Xeon ES-26 44,76 12,58 66,66  37.40 M Intel Xeon ES-26 44,85 12,56 66,61  37.14 B Intel Xeon E5-26 44,81 12,64 66,61 36,91
M Intel Xeon ES5-26 72,37 55,90 90.66  74.44 B Intel Xeon ES5-26  81.23 54,97 90,72 75,61 B Intel Xeon E5-26  82.18 54,81 90,71 75.19
M Intel Xeon E5-26  61.44 48,05  81.55  63.56 M Intel Xeon ES-26 63.34 48,52 76.85  64.46 M Intel Xeon ES-26 63.34 50.00 82.50 64,30
M Intel Xeon E5-26 57,47 40,41 76,37 56,28 M Intel Xeon E5-26 56.61 41,31 79.39  56.05 M Intel Xeon E5-26 56,61 38,46 75,51 56,13
M Intel Xeon E5-26 37,81 34,19 78,20 48,96 B Intel Xeon E5-26  34.35 34,24  80.89  48.14 I Intel Xeon E5-26  36.76 32,29 77.09  48.13
M Intel Xeon ES-26 48,68 27,95 67,78 49,80 [ Intel Xeon E5-26 46,78 26,85  65.62  48.56 [ Intel Xeon E5-26 46,78  25.85 67.93 49,31
M Intel Xeon E5-26 20,78 20,51 65,19 35,17 M Intel Xeon E5-26  21.82 20,51  61.35  34.58 M Intel Xeon E5-26 22,73 18.61 67.04 34,83
M Intel Xeon E5-26  33.76  21.59 57.72  37.66 M Intel Xeon ES-26  32.71 22,10 55,94 36,25 M Intel Xeon E5-26  33.66  21.54 58.77  36.75
M Intel Xeon E5-26  25.76 21,73 53,33 33,27 M Intel Xeon E5-26 25.71 20.62 52.38  33.02 M Intel Xeon E5-26  26.66  20.63  53.33  32.76
M Intel Xeon ES-26 20,15 18,72 64,28 34,74 M Intel Xeon E5-26  20.10  18.88  65.38 34,24 M Intel Xeon E5-26 20,05 18,77 65.43 34,32
M Intel Xeon E5-26  17.53 17,53  50.44 31,83 M Intel Xeon ES-26 18,53 18,53 45,84  31.75 M Intel Xeon E5-26 19.44 19.44 52.26 31.01
B reil oo BF ne mA mm mm AR Aa ma md e MR i1 Wooo £e AR me rm mm A e1 wn na e B orit weor mr ome mm oem mmome ar ommw s s
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LibreNMS # Overview B D LibreNMS
Siet'ova prevadzka D oashboare ‘i.%’,,

#n

4

w
Il
w

3 i Overview g Devices Maps Services Ports Health ‘" Wireless == Apps 2§ Routin Alerts KISadmin Globa
i — W maps Bp ® & Health T Wireless 8 Apps 3 g ! a

Dashboards SOC_1 § Traffic - & -
elk-logstash / device_bits elk-elasticsearch / device_bits

LI
bt
Lo
£

elk-kibana [ device_bits

A 1am?t g0 k1
10 k
8.8 M 700 k
gk
0.6 M 600 k
& k a.4 N 500 k
4k 0.2 H 400 k
2k 0.0 300 k
. 02w 200 k
| 100 k
2k 8.4 M
| 8
8.6 M
-4 k 100 k
0.8 M
6k 200 k
L -l.omnéd 23:10 23:20 23:30 23:40 23:50 00:00
g .
1.2 M Current Average Maximum
k Total
ok aam | etho In 104.57kbps 169.96kbps 804, 42kbps
k 76.,48MB
-1z -1EH -] out 95.71kbps 108, 38kbps 219, 26kbps
23:10 23:20 23:30 23:40 23:50 00:00 23:10 23:20 23:30 23:40 23:50 00:00 48.77ME
Current Average Maximum Total Current Average Maximum Total
] etho In 10, 06khps 10, 23kbps 10, 70kbps 4,60MB ] etho In  395.56kbhps 688, 02kbps 998, 24kbps  309.61MB Ol Tetal In 0.00 bps 156.89kbps 804, 42kbps
(] Out 10,77kbps 10, 86khps 12,57khps 4,B9MB (] Out  307.8%kbps 999, 25kbps 1.61Mbps  449,66MB 76.48MB
O Dut 0.00 bps 100.04kbps 219, 26kbps
] Total In 0.00 bps 9, 44kbps 10, 70kbps 4,60MB ] Total In 0.00 bps 635,09kbps  998.24kbps  309.61MB 48, TTHE
] Out 0.00 bps  10,03kbps  12,57kbps 4, 89MB ] Out 0.00 bps 922, 38kbps 1.61Mbps  449,B6MB O Agg 0.00 bps 256.93kbps 1.02Mbps
] Agg 0.00 bps 19, 47kbps  23.28kbps 9. 49MB ] Agg 0.00 bps 1.56Mbps 2.61Mbps  759.27MB 125.25ME
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LibreNS 2 LibreNMS
Eventlog

5

(%éé’ LibreNN ) - Jevices M Maps ¥ Services @ Ports % Health 7 Wireless 25 Apps 23 Routing @ Alerts S kisadmin £ Search
e ﬂ Overview | am De
Eventlog I;I Dashboard
Device | All Dev 'a' Plugins M Filter Q | Search 2 50~ B
;4 Tools
Timestamp v Type Hostname Message User
2026-01-28 23:5 . Eventlog down ra212- )g Device status changed to Down from snmp check. System
2026-01-28 23:5. stp ra212- )g STP designated root changed: 001ec9905caa > System
lnl QOutages
I 2026-01-28 23:5 Gi0/52 ra212- )g ifVlan: -> 1 System
I 2026-01-28 23:51:53 Gi0/51 ra212- )g ifVlan: -> 1 System
2026-01-28 23:51:53 Gi0o/50 ra212- )g ifVlan: 1 -> NULL System
I 2026-01-28 23:51:53 Gio/49 ra212- )g ifVlan: -> 1 System
I 2026-01-28 23:51:53 Gi0/46 ra212- )g ifVlan: -> 1 System
I 2026-01-28 23:51:53 Gi0/45 ra212- )g ifVlan: -> 1 System
2026-01-28 23:51:53 Gi0/44 ra2ll- Ig ifVlan: 138 -> NULL System
2026-01-28 23:51:53 Gio/42 ra2l12- g ifVlan: 138 -> NULL System
I 2026-01-28 23:51:53 Gio/41 ra212- )g ifVlan: -> 135 System

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
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LibreNMS & LibreNMS
.Overview - Logs

= EventLog v LibreNMS je interny logovaci mechanizmus, ktory:
= zbiera informacie cez SNMP dotazy (polling) zo zariadeni,
= zaznamenava interné udalosti systému LibreNMS (zmeny stavu, dostupnosti, verzie
OS, sluzby, portov, atd.).

* Tieto udaje sa neposielaju zariadeniami ako syslog spravy, ale LibreNMS ich
sam zistuje pri pravidelnom monitoringu (polling interval, typicky kazdych 5
minut).

= Co to znamena prakticky
= Ak sa zmeni stav zariadenia (napr. SNMP prestane odpovedat — ,Device down®),

LibreNMS to zisti pri dalSom pollingu a zapise udalost do eventlog tabulky v
databaze.

= Ak sa zmeni stav rozhrania (napr. port ,Gi0/1“ ide DOWN), LibreNMS porovna novu
SNMP hodnotu s predchadzajucou a loguje to ako udalost.

= Ak sa zisti nova verzia OS, zmena IP, hosthame, modulov — LibreNMS vytvori
zaznam.




LibreNMS & LibreNMS
.Overview - Logs

Na uvedomenie si: EventLog vs Syslog

Viastnost EventLog (LibreNMS) Syslog (napr. syslog-ng, Rsyslog, ...)
Zdroj dat SNMP dotazy, interné udalosti Udalosti posielané zariadenim cez UDP/TCP

Smer toku LibreNMS — zariadenie (polling) Zariadenie — server (push)
Cas reakcie  zavisi od intervalu pollingu (napr. 5 min) okamzity (real-time)
Obsah zmeny stavu, vypadky, inventarne zmeny logy systému, aplikacii, chyb, IDS alerty
UloZenie databaza LibreNMS (tabulka eventlog) log subory alebo databaza syslog servera
- , . . . detailna forenzna analyza, bezpeclnostné
Pouzitie prehlad o stave zariadeni a ich zmien :
udalosti
LibreNNMS  # overview 5B Devices M Maps ®p Services @ Ports %% Health &0 Wireless 2 Apps 3¢ Routing @ Alerts & wsadmin  fp
Device Type Filter Q o s0- B~
I 2025-11-07 00:10:10 system ra2l 60g IP: 158.193.141.6 -> 158.193.140.12 System
I 2025-11-07 00:05:11 Et1/11 ras( -1 fOperStatus: down -> up System
I 2025-11-07 00:05:11 Po29 rasl -1 fSpeed: 100 Mbps -= 10 Gbps System
I 2025-11-07 00:05:11 Et1/11 ras{ -2 fOperStatus: down -= up System
I 2025-11-07 00:05:10 Po29 ras( -2 fSpeed: 100 Mbps -= 10 Gbps System

2025-11-07 00:05:10 down ra2i 60g Device status changed to Down from snmp check. System



LibreNMS
Inventar

& LibreNMS _
ﬂ Overview

Inventory

W Maps ¥ Services (@ Ports QP Health

= De

I;I Dashboard

,.
4
0
o
w
5

Description
Sigabit Ethernet Port

Sigabit Ethernet Port

Eigabit Ethernet Port

Eigabit Ethernet Port

Part| Description e

¥ Plugins
Device _

;4 Tools
rb355-1-swl
rb355-1-swl ntlan
rb355-1-sw( a I t
nventory
rb355-1-sw(l
Ullilages

rb355-1-sw(
rb355-1-swl iza.sk
rb355-1-sw( iza.sk
rb355-1-swl iza.sk
rb355-1-swl iza.sk
rb355-1-sw(l iza.sk
rb355-1-sw(l iza.sk
rb355-1-sw(l iza.sk
rb355-1-sw( iza.sk
rb355-1-swl iza.sk
rb355-1-sw( iza.sk
rb355-1-swl iza.sk
rb355-1-swl iza.sk
rb355-1-sw(l iza.sk
rb355-1-sw(l iza.sk
rb355-1-sw( iza.sk
rb355-1-swil iza.sk
rb355-1-swl iza.sk
rb355-1-sw( iza.sk

Sigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port

Gigabit Ethernet Port

10/100/1000BaseT (R145)+V E Series with 48 10/1...

Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port
Gigabit Ethernet Port

Gigabit Ethernet Port

Device| A

Financované
Eurépskou tniou
NextGenerationEU

v Search

Part Name
GigabitEthernet3/33
GigabitEthernet3/34
GigabitEthernet3/35
GigabitEthernet3/36
GigabitEthernet3/37
GigabitEthernet3/38
GigabitEthernet3/39
GigabitEthernet3/40
GigabitEthernet3/41
GigabitEthernet3/42
GigabitEthernet3/43
GigabitEthernet3/44
GigabitEthernet3/45
GigabitEthernet3/46
GigabitEthernet3/47
GigabitEthernet3/48
Linecard(slot 5)
GigabitEthernet5/1
GigabitEthernets/2
GigabitEthernet5/3
GigabitEthernet5/4
GigabitEthernets/5

GigabitEthernets/6

PLAN [OBNOVY_

wireless &2 Apps 23 Routing o.i\lel‘ts

Part No

W5-X4648-R145V+E

a MINISTERSTVO . KOMPETENCNE CENTRUM
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"

50+ B~

Serial No

JAE140305KU



LibreNMS

Siet'ova prevadzka # LibreNMS

. am . Devices WM Maps % Services @ Ports % Health T Wireless &8 Apps 23 Routing © Alerts S «isadmin £ Global Search
ﬁ Overview| mm De

I;I Dashboard

All Devices ¥ Plugins

2026-01-28 21:55:10

2026-01-28 21:35:10

2026-01-28 21:15:09

2026-01-28 21:00:10

2026-01-28 20:40:10

2026-01-28 22:05:03

2026-01-28 21:45:04

2026-01-28 21:20:03

2026-01-28 21:05:04

2026-01-28 20:50:04

. Financované
Bl Eurdépskou Gniou
NextGenerationEU

PLAN [OBNOVY_

M
N
AN

51OV

Devices _ 2026-01-28 23:47 Filter o 50 -
;M Tools
Start { ¥ End Hostname Duration
2026-01- . Eventlog 2026-01-28 23:40:03 ra2l 60g 00:04:54
2026-01 2026-01-28 23:20:03 ra2l 60 00:04:53
[ul Outages 9
2026-01-28 22:30:10 2026-01-28 22:45:03 ra2l 60g 00:14:53
2026-01-28 22:15:09 2026-01-28 22:25:03 ra2l 60g 00:09:54
Outages

Prehlad vypadkov monitorovanych zariadeni

Start — Cas zaciatku vypadku, kedy LibreNMS detegoval
nedostupnost’ zariadenia,

End — Cas ukoncenia vypadku, teda moment obnovenia
dostupnosti zariadenia,

Hostnam_e — nazov monitorovaného zariadenia, v tomto
pripade sietovy prepinac ra212-....

Duration — celkové trvanie vypadku vyjadrené v hodinach,
minutach a sekundach.

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
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LibreNMS | . 48 LibreNMS
Najdenie a monitorovanie zariadeni

Objavenie zariadeni v sieti a ich pridanie do zoznamu prebieha na zaklade
procesu auto-discovery, ktory bezi v pravidelnych intervaloch. Po objaveni
zariadenia je mozné ho najst v zozname na zalozke Devices — All Devices.

01 02 03

Auto-Discovery Pridanie do zoznamu Detail zariadenia

Automatické objavenie zariadeni v sieti Zariadenie sa zobrazi v zozname so zakladnymi Zobrazenie podrobnych grafov a monitorovacich
pomocou SNMP protokolu informaciami Udajov

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMAT
SLOVEN! BLIKY




LibreNMS
Auto discovery vs polling

Auto Discovery Polling
= Proces vyhladavania a pridavania = Proces dopytovania sa uz
novych zariadeni alebo pridanych zariadneni na ich
komponentov do systému aktualny stav
= Vyuziva sietove protokoly ako = /Zbiera metriky ako: vytazenie CPU,
CDP, LLDP, OSPF, BGP, SNMP, prenosy na portoch,...
ARP
Funkcia _____ |Autodiscovery | Polng
Ugel Hlfadanie novych ciefov Zber metrik existujucich
cielov
Hlavny protokol CDP/LLDP/SRP/SNMP SNMP
Predvoleny Cas 6 hodin 5 minut

Prikaz (cli) Jdiscovery.php -h all Ipoller.php -h all
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Najdenie a monitorovanie zariadeni

V zozname mame k dispozicii zakladné informacie

= vyrobca,

= meno/IP zariadenia,

= operacny system.

Po kliknuti Favym tlaCidlom mysi na zariadenie sa zobrazi jeho detail so
zakladnymi grafmi a monitorovacimi udajmi.

Pre monitorovanie stavu zariadenia, mame k dispozicii kartu Health:
= teplota — monitorovanie teploty komponentov zariadenia,

= vykon CPU - sledovanie zatazenia procesorov,

= pamat’ - kontrola vyuzitia operacnej pamate.




LibreNMS’ _ (g%, LibreNMS
Hlavné menu - Devices

Devices (monitorovanie zariadeni): = Devices | I Maps By S
= zoznam a stav vSetkych zariadeni (smerovace, prepinace,

servery...), am All Devices
= OS, IP, verzia SNMP, dostupnost.

9 Geo Locations
Bezpecnostny vyznam:

— identifikacia neautorizovanych zariadeni, Manage Groups
— kontrola OS a firmvérovych verzii, 2e2 Device Dependencies
— monitoring dostupnosti kritickych prvkov. £X Virtual Machines

<+ Add Device

D Delete Device




LibreNMS i
Hlavné menu - Devices 4 LibreNMS

Zobrazenie podsekcie All devices

S. Id M. Vendor Device A Metrics Platform Operating System Time Location Actions
I 62 e rasQ a.sk @ 57 Catalyst 3750G (WS- Cisco I0S 1imo 2d 22h =00
c1sce 158. »s C3750G-48TS-S) 15.0(2)SE11 (IPSERVICESKO) > ad
I 40 Al rboc a.sk @ 55 Catalyst 3560G (WS- Cisco 10S 4mos 3w 6d =EQ0 L
ceee 158. s C3560G-48TS-S) 12.2(55)SE12 (IPBASEKO) > a8 d
I 59 Al rc02 a.sk @ 34 Cat37xx Stacking Cisco I0S 10mos 2w 20h =00
c1ece 158. »ws 12.2(50)SE5 (IPBASEK9) e
I 47 alialn ra3z a.sk @ 35 Catalyst 2960X (WS- Cisco I0S 10mos 2w 19h = =] o Q
c1ce 158. ws C2960X-24TS-L) 15.2(2)E6 (UNIVERSALK9) e e
I 60 altali rasQ a.sk @ 62 Cat37xx Stacking Cisco I0S 10mos 1w 1h =0 %
c1sce 158. s 15.0(2)SE11 (IPSERVICESK9) e d
I 63 altele ras0 za.sk @ 47 Catalyst 3750E (WS- Cisco 10S 10mos 2w 20h =0 %
c1sce 158. w17 C3750E-24TD-E) 15.0(2)SE11 (UNIVERSALK9) > a S
monitoring CPU itori
g monitoring storage s s
. raso. sk € .
loa 108 T ras 1. sk = All Devices
80 80 Q@ Geo Locations
Ba Ba
BB Manage Groups
40 40 ot 1y .
20 20 £ Vvirtual Machines
: - > ) : "
Thu 12:08 Thu 18:00 Fri 08:00 Fri 06:08 Thu 12:08 Thu 18:00 Fri 00:00 Fri @6:00 <+ Add Device

I Delete Device
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Zariadenia - Siet'ova prevadzka # LIbreNMS

)L|brENMS ﬁ Overview = Devices III Maps ‘p Services @ Ports ” Health ?\-‘Jire\ess - Apps }‘: Routing 0 Alerts a KISadmin *

H-H
(9]
=]
4]
4]
1]
o
[l

-
e
#hin
LA
Loe
iy

Lists: Basic | Detail GraphsCPU | Load | Memory | Uptime | Storage | Disk IfO | Poller | Ping | Temperature Bits ~ Remove Search | Remove Header
From | 2025-11-06 00:04 To 2025-11-07 00:04 Update
1B;asﬂ&-swdSS-cB?Eﬂg.'Fr:i..un:i.za.sk.'.'b:i.ts rbB05-swl35.¢c3560g.fri.uniza.sk::bits re029-swlxx-c3750g.fri.uniza.sk::bits Ja320-swh01-¢2960x.fri.uniza.sk::bits
. ol i
] M [
8.8
18
8.6
[
8.4
BLYY
8.2
, , 20 M X BUN ,
T i eeeo | Thu 2ee  Thu 18:80  Fri 60:00 Thu 86:00 Thu 12:80  Thu 18:09  Fri 09:80 Thu 86:80 Thu 12:80  Thu 18:89  Fri 89:00 Thu 86:80 Thu 12:00  Thu 18:80 Fri 89:80
ras08.s5wl37-¢3750e.net.uniza.sk::bits e ras08-swl36-c3560g.fri.uniza.sk: bits
| 1 160 M '
202 1 il il 8.8
100 M |} i A:,"'lﬂ'.'!i.ﬁul@,u B
" o e A e e PRy L a 8.6
8.4
-188 W
| | 8.2
-260 1 . . 100 | oo
Thu 86:80 Thu 12:80 Thu 18:80 Fri po:80 T Thue6:80  Thu 12:89  Thu 18:88  Fri 86:80
Jas10-swlll-c3560g.fri.uniza.sk::bits . fgt-60e-kmnt::bits . moloch: :bits 1ot rasl0-swlll-ibmcl::bits = Devices III Maps ¢Q S
1600 1 e M| 9.8
. e | RS i wom| 0. == All Devices
”7' A 200 M | 0.4
Loy 100 M | | 100 M 0.2
20 \ | . o . DO 0 0 . Q@ Geo Locations
Thu 86:60 Thu 12:60 Thu 18:60 Fri go:00 Thy 86:00 Thu 12:60 Thu 18:60 Fri 80:80 Thu 86:60 Thu 12:60 Thy 18:80 Fri 60:80 Th 86:60 Thu 12:60 Thy 18:00 Fri 80:80
sesxi-palo.win.kis.fri.uniza.sk::bits . brutus-esxi.kis.fri.uniza.sk::bits N librenms-kis: bits @ Manage Gl’OUpS
| 0.0 | ) . .
60 k| ; 200 k | =9= Device Dependencies
i Lom ¢ Virtual Machines
8k |
o | 2.8 M
Thu 86:60 Thu 12:80 Thu 18:60 Fri 00:60 ' Thy 86:680 Thu 12:60 Thu 18:80 Fri 60:60 + Add Device

I Delete Device
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LibreNMS

Zariadenia - Zat'azenie CPU # LibreNMS

~
Psely
Frosesy

(93030 L]brENMS ﬁ Overview = Devices Ill Maps ‘q. Services @ Ports ” Health "‘:\"\-‘Jireless = Apps X: Routing o Alerts
&

Lists: Basic | Detail Graphs: BitsLoad | Memory | Uptime | Storage | Disk I/O | Poller | Ping | Temperature

S cisadmin X2 Global Search o

Processor ~ Remove Search | Remove Header
Frem 2025-11-06 00:05 To  2025-11-07 00:05 Update

1004 ras08-swd38-¢3750g.fri.uniza.sk 1084 rb005 -swl35-¢3560g. fri.uniza. sk 1084 re@29-swlxx-c3750g.fri.uniza.sk 1004 ra3220-swl0l-c2960x.fri.uniza.sk

@ 8 E 0

60 | 60 | 60 | &0

4 | 4 | 4 40

20 | 20 | 20 | 20 |

! Thy 86:80 Thy 12:80 Thy 18:00 Fri 88:60 0 Thu 86:80 Thu 12:80 Thy 18:80 Fri 68:60 0 Thy 86:80 Thu 12:60 Thy 18:80 Fri 80:60 ! Thu B6:60 Thu 12:00 Thu 18:80 Fri 80:60

1004 ras08-swdd2-¢3750g.fri.uniza.sk 1084 ras08.swl37.c3750e.net.uniza.sk 1084 ras09-swld0-c3560g.fri.uniza.sk 1004 ras08-swl36-c3560g.fri.uniza.sk

N ER EN £

€0 | 60 | &0 | &0

48 | 8 | 40 48

| 20 —-_.-_,._F/‘J\% | 20

! Thu B6:80 Thy 12:80 Thy 18:00 Fri 80:00 v Thu 86:00 Thu 12:00 Thy 18:080 Fri 60:00 N Thy 06:80 Thu 12:00 Thy 18:80 Fri 80:60 ! This 86:00 Thi 12:00 Thu 18:00 Fri 80:00
1004 raslf-swlll-c3560g.fri.uniza.sk 1084 fgt-G0e-kmnt 1084 moloch 1084 raslf-swlll-ibmcl

& | w0 o | e | =3 Devices | ) Maps ®¥g S
0 | 0 | 60 | 60 |

a0 | | 0 | == All Devices

2 2 | 20 20 |

LE e e i et ] - £

Thu 86:80 Thy 12:80 Thy 18:00 Fri 80:00 Thu 86:80 Thu 12:80 Thy 18:80 Fri 80:00 Thy 86:80 Thu 12:80 Thy 18:80 Fri 80:60 Thy 86:80 Thy 12:80 Thy 18:80 Fri 80:00 ° Geo Locations

0t sw-2960x-kniz-kds.fri.uniza.sk 1084 esxi-palo.win.kis.fri.uniza.sk 100+ librenms-kis

w| w W BB Manage Groups

] ] . . .

o8 o8 &0 =8= Device Dependencies
B a8 | 48
20 | 20 | 20

B LE

-
Thu B86:00 Thu 17:80 Thu 18:88 Fri 80:80 Thu B86:80 Thu 12:80 Thu 18:8@ Fri B0:80

s ani 9 il zchines
- a *
Thu B6:60 Thu 12:60 Thu 18:80 Fri 80:00 H :

<+ Add Device

@ Delete Device
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LibreNMS )
Zariadenia - Zat'azenie CPU :&’ LIBreNMS

-~
sasn

Qg;) LibreNNMS # overview &R Devices MBMaps ¥ Services @ Ports @ Health 5 Wireless &= Apps X3 Routing @ Alerts 2 «sadmin LB Global Search o
Lists: Basic | Detail Graphs: BitsLDad | Memory | Uptime | Storage | Disk I/O | Poller | Ping | Temperature Processor + Remove Search | Remove Header
brutus-
s ra212. . _1.sk
122 100 A o
90
80
76 80
6o 111 J 70
50 60
30 IO R ARl R | 40
20 | ST ) SRl LN S I O e o A OO T LT O T YT E NS | Tl ]S Y 30
0 i i i 10
Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00 0 _
Load % Now Min Max Avg : Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
Bl Toode: 6 4308 435 Sa0r 1788 Load . Now — Min  Max  Avg
g 0ae: : - : - ) .0 .00 0.00 :
M Pkg/ID/Node: © 27.86 6.33 56.74 20.47 B Processor 1 48.06 43.0 6 20.87 = ovices | I Maps B S
M Pkg/ID/Node: © 18.79 5.42 46.86 20,12 =
M Pkg/ID/Node: O 19.21 7.07 68.67 19.90 = Al Devices
M Pkg/ID/Node: © 21.93 5.42 55.86 21.73
M Pkg/ID/Node: © 17.93 8.14 66.42 19.69 -
M Pkg/ID/Node: 0  18.00 7.67 58.97  21.92 © Geo Locations
M Pkg/ID/Node: © 18.07 4,61 46.00 19.27
M Pkg/ID/Node: 0  19.35 4.07 53.04 21.86 B8 Manage Groups
M Pkg/ID/Node: © 16.84 2.40 65.80 21.34 2e2 Device Dependencies
M Pkg/ID/Node: © 55.91  3.35 64.76  22.03 ¢ Virtual Machines
M Pkg/ID/Node: © 20.42 3.83 84.71 20.34
+ Add Device
i o M KOMPETENCNE CENTRUM ﬁ DE|Ete DEVice
il Ero oo | PLAN J0BNOVY] | 9o O:Eii:‘:‘fl"ﬁ'::i?fii.if“”“'




LibreNMS H
Teplota zariadeni # LibreNMS

o~
(3535) L|brENMS ﬁOverview = Devices A Maps ‘p Services (@ Ports @ Health 5% Wireless &3 Apps 23 Routing ° Alerts ; KISadmin ¢ Global Search
&

Lists: Basic | Detail Graphs: Bits | CPU | Load | Memory | Uptime | Storage | Disk I/O | Poller | Pingll Temperature Temperature + Remove Search | Remove Header

From | 2025-11-06 00:06 To| 2025-11-07 00:06 Update
14 ras08-sw438-¢3750g.fri.uniza.sk . rb005-swl35-¢3560g.fri.uniza.sk N rbSBz_l_swgl_mik
4.8 |
= M@MNWMW%WWM—“M
5.4 70
45.2.
a4 I IR N N N NN N N 45.0
Thu 86:60 Thy 12:60  Thu 18:80 Fri 80:80 Thu 86:60 Thuy 12:60  Thu 18:80
ot ras08-swdd2-c3750g.fri.uniza.sk . ras08-swl37-c3750e.net.uniza.sk
34"'-. AR Ly v
32 .- 60
0 A
" , MO ALYy WW N_lgr‘_\f : mww—y\(rm
Thu G Thu @ Thuim@ G0 Thu 0 ThulzEo Th 18:60 [N 1 AAN VAN VWMWY W VWV VA VA AR K il n,
EEE . Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
1. raslf-swlll-ibmg i — . III &
e Degree C Cur Min Max Avg = Devices Maps Vg S
M cpu-temperat  71.0C  70.0C  72.9C 71.06C
s W sfp-sfpplusl 56,1C 56.0C 57.9C 56,84C = All Devices
.2 M sfp-sfpplus2 55.0C 55.6C 56.0C 55.43C
’ Thu 65:80 The 12:80  Thu 1800 Fri 60:80 B i geimo | Thu 12:00  eree——— e ——————— ° Geo Locations
. elk-logstash . elk-elasticsearch . elk-kibana . rall2-swl03-c3560g.net.uniza.sk
Pt fpprnmbomahloeant o AN . PN At _'Ll'r'--"v-"'nM‘w"-’“-r-'ﬂ-'- el T UV B e .'Uf"l‘"‘l"'hnj\n‘“l""l""‘"h" ~e e W g R e, 1 ﬂ Manage Groups
6 [ 68 |
@ sl ' = Device Dependencies
® «]| | ¢ Virtual Machines
»4 T 65190 Thu 12:00  Thy 18:80 Fri gb:c0 T Thu 12:80  Thu le:B0 Fri 808 980 Thul2:60  Tha 180 Fri 6o:eo

<+ Add Device

@ Delete Device
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LibreNMS

Zariadenia - Lokacia zariadeni

£ LIbreNMS A overvie

Locations

Location

FRI serverovna, COS

FRI serverovna, RASO9
KIS FRI serverovna, B355

RAZ212

Rack, Room, Building, City, Country [Lat, Lon]

RAS08-VM303-Proxmox
RAS10

RBO0O3

RB255

RB201

RB302

RB303

Serverovna FRi A
Serverovna FRI, CO5
Sitting on the Dock of the Bay
Unknown

xcp-Janka

. ..:> .

— A -— el T
= Devices | I Maps ﬂﬁ geces @ pPorts P Health 7= Wireless 2= Apps X3 Routing @ Alerts

= All Devices

9 Geo Locations 6 All Locations
ﬁ FRI serverovna, CO5
ﬁ FRI serverovna, RAS09
BB Manage Groups ! Devices
.o . . B KIS FRI serverovna, B355
=8~ Device Dependencies
B ra212 a
¢ Virtual Machines ,
ack, Room, Building, City, Country [Lat, Lon
B Rrack, R Build City, Country [Lat, Lon] o]
+ Add Device B RrAS08-VM303-Proxmox 8
— A rasio
Delete Device 1
o B rB003 a
B rB255
B rB301
B rB302
B re303 o
1
Serverovna FRi A
R
ﬁ Serverovna FRI, CO5
B sitting on the Dock of the Bay B
ﬁ Unknown (o]
B xcp-lanka
N/A o]
N/a
N/A B
M/A B
N/a B

Financované
Eurépskou tniou
NextGenerationEU
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& LibreNMS

2 visadmin £ Global Search
Q | search o 25+  BE-

Actions

la Traffic I glSslls | ‘

T
=T @ oo

la Traffic jFglSslls | ‘

la Traffic =S

Is Traffic I glSslls

ls Traffic jFglsslls

la Traffic =S

Im Traffic I gSslls

la Traffic jFgl=lls

scan

(ORI | # Edit

T
2 eor) (T

la Traffic I glSslls

la Traffic =S

2 e (D

SoooooooOoo@oBBOBO;:
=

Showing 1 to 17 of 17 entries

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
FILINSKE) UNIVERZITY ¥ 2ILINE



LibreNMS 58 LibreNMS
Hlavné menu - Maps -

Maps (topologia siete)
. , . . , . . . . # avy
= Grafické zobrazenie prepojeni medzi zariadeniami WU Maps | ®g Services (@
= Automaticky generované alebo rucne definované O Availability
napy s5a Network

A :
v . Geographical
Bezpeénostny vyznam: o Jrep

— Odhalenie neznamych spojeni
— Vizualizacia segmentacie siete
— Overenie spravneho smerovania tokov

9% New Map

& Custom Map Editor

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACKE
SLOVEN! BLIKY




LibreNMS
Topologicka mapa siete

Jednou z dolezitych

funkcionalit, ktoré LibreNMS

poskytuje, je zobrazenie

topologickej mapy.

= Je mozné ho najst na karte Maps
— Network.

Najvacsim problémom
topologickej mapy je v
sucasnosti nahodné urcovanie
pozicii zariadeni

= Co ma za nasledok nesurodé
vykreslovanie pri obnoveni stranky

& LibreNMS

GiO/28 ; mnich ras08-sw438-c375(
Gi028 X, vmnicl

rasOO-I-MZ-nﬁk—Z):.':»::= r3508-sw137-c3750e
DPENTC2 2

{ W Maps | ®g Services @

0 Availability

isa Network

r’ Geographical
I!I New Map

# Custom Map Editor
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Hlavné menu - Maps 4 LibreNMS

rasl10-swill-c3!
WS-C3560G-48TS-. . VICESK9)
. — . Device Traffic
ras10-swi11-bmc1
e Y
1Lam vonl
Gi0/M5 = GioM7 g.a 8.0
1.0 M -1.8 M|
Tlhu 12:88 Fri @p:08 Sat 25 Det Mon 27 Oct Wed 29 Det
CPU Usage
188 108 4
B BB |
60 60 |
Gili26+="Wa 20 20 | i
) - f
Gilido=Gilv4s ® Ty 12:00 Fri 68:08 ®TTGat 25 0ct  Wom 27 0ot Wed 29 Det
Memory Usage
o4 70 M rant
& »Gi1024 60 M 6o M|
. 50 M sam
I Maps | ®g Services @7@’ 10 0
28 TR0 30 M m|
20 M 20 M}
18 M 1\ M
- - o a
0 Ava 1 |a b i | |t"g" Gi1."(l'48->'|%ﬂj. Thy 12:80 Fri 88:08 sat 25 Det  Mon 27 Oct Wed 29 Det

sta Network

_® Geographical ' Po prilozeni kurzora na zariadenie, sa

s==e NAM zobrazia jeho grafické Statistiky ako
Device Traffic, CPU Usage a Memory
Usage

GilV28 = vmnicD

|!| New Map

# Custom Map Editor (orausesx)

A INFORMATIZACIE
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Custom Map Editor 4k LibreNMS

= Moznost vytvorit vlastnu mapu
= definujeme: I Maps | ¥y Services @
o Nazov, Sirku a vysku mapy v pixeloch, zarovnanie uzlov — po
pridani novych zariadeni ich tato funkcia zarovna do neviditelnej @ Availability
mriezky - vylepSi to custom vzhlad mapy 2 Network
= Pridanie zariadenia: » stwor
o Po pridani zariadenia nas librenms vyzve aby sme si vybrali bod ¢’ Geographical
na mape, kde ma byt zariadenie zobrazené
= Pridanie hrany 1% New Map

o Prepojenie medzi zariadeniami mézeme zakreslit
manualne kliknutim na dve zariadenia, ktoré chceme prepojit’ -
definujeme: od, do, port, smer portu, Styl Ciary, percentualne
vyuzitie linky, ...
= Ulozenie zmien + Ulozenie mapy
o Po ulozeni sa nova verzia zobrazi vSetkym pouzivatelom

o Po obnoveni stranky by sa nemalo zmenit rozloZzenie zariadeni

& Custom Map Editor

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
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LibreNMS .
.Maps - Dostupné zariadenia :&’ LiBreNM5S

Availability map for only devices v Total hosts [FEEEY (A0

s m mimm m imim m mm m s m mmm m mmm m mm s
CIsco CISCo CISCO CIsCo CISCo CIsCo CISCO cIsco CIsCo

ras08-sw438-c3750g rb005-sw135-c3560g rc029-swilxx-c3750g ra320-swi01-c2960x ras08-sw442-c3750g ras08-swi137-c3750e ras09-sw140-c3560g ras08-sw136-c3560g rasl0-sw111l-c3560g fgt-60e-kmnt

m m T <o | L = m = m m
cisco cisco 1 ] 1 ]
moloch webhosting-02 rasl0-swill-ibmcl sw-2960x-kniz-kds esxi-palo brutus-esxi librenms-kis offline-arkime0 datasetyD threat-intel
Liown m o o L L e D m[ o B o D
cisco cisco cisco e -
gvm elk-logstash elk-elasticsearch elk-kibana ra212-swil03-c3560g ras09-1-swil-ipmi-3560x rb355-1-sw02-cat4506 |
— # _ .
iliafia m m il m il m iliafia m iliafia m ifiafia m III Ma ps ﬁ S'Er VICES 00
cisco cisco cisco cisco cisco cisco
rb301-1-sw02-cis rb302-1-sw01-mik rb303-4-swi1-stack rb003-1-sw01-2960x rb355-1-sw01-3850 ras09-1-sw02-n5k-1 ras09-1-sw02-n5k-2 |

@ Availability
i Network

¢’ Geographical

oY% New Map

# Custom Map Editor

Financované PR a2 E e A0 ROZYO KOMPETENENE CENTRUM
Eurépskou tniou PLAN LOBNOVYJ RivesTicl nsaon ! : KYBERNETICKEJ BEZPECNOSTI
ZILINSKE] UNIVERZITY V ZILINE

SLOVENSKE| REPUBLIKY
NextGenerationEU




LibreNMS . )
Hlavné menu - ports, health, alerts & LIbreNMS

Ports @ ports ® Health || ¥ Health T Wi
= sleduje stav a priepustnost sietovych portov, @ All Porte =
= deteguje vypadky, neautorizované pripojenia a zmeny| = vians @} Processor
konfigu racie, KB Traffic Bills &€ Storage
= umoznuje identifikovat chybné alebo neaktivne porty. | .
albs
Health - :usto.r:ers §§ Temperature
. . ’ . ;. O nlerts - KIS3 W Transi
= monitorovanie vykonu zariadeni: K31 Peering X Current
napr. pamat, procesor, ulozisko. A Notifications o Peering + Transit b
] , . . ower
= poskytuje prehlad o stave B Alert History P Core
. . , v [l Statistics " Voltage
zariadenia v realnom Case.
Alerts = Alert Rules B8 Manage Groups # Count
. ; . g Scheduled Maintenance @ 4
= automaticke upozornenia, B Alert Templates © Down 675 Bm
= podporuje planovanie udrzby (@ Alert Transports @ Disabled 46 State

a reakcie na incidenty.
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LibreNMS :
e & LibreNMS

<§;§:= LibreNNMS & overview 2= Devices Ml Maps g Services - ~less & Apps 2 Routing © Alerts 2 «isadmin £ Global Search
& @ Ports | ¥ Health =

Ports lists » | Basic | | Detail Graphs » Bits | Unicast Packets | Non-Unicast H @ All Ports Export CSV | Update URL | Search | Header | Bulk actions » Purge all deleted
= VLANs
All Devices ~ Hostname All States v | All Speeds v . . es v o 50~ =~
KR Traffic Bills
t ription All Locations = | Ignored O Disabled O Deleted C

Device Port A Status Changed Speed In Out Media Description Actions

I rb3 bond1 14 days 10Gbps 21.47Kbps 10.13Kbps ieee8023adLag bond1 [ W4

I rb3 bond1-sfp 14 days 10Gbps 15.49Kbps 1.14Kbps ieee8023adlLag bond1-sfp [

I rb3 bridgel 14 days 3.09Kbps 848bps bridge bridge1 0 7

I rb3 bridge1 14 days 1.31Kbps 888bps bridge bridge1 [ 4

I bru vmnicO 10 months 1Gbps 27.92Kbps 1.94Kbps Ethernet 01:00.0 [ s

I vm za.sk vmnicO 2 months 100Mbps 26.28Kbps 704bps Ethernet 01:00.0 [ W4

I bru vmnicl 10 months Fthernet 01:00.1 [ s

I esx vmnicl 10 months 10Gbps 2.45Kbps 608bps Ethernet 65:00.1 0 7

I esx vmnic2 10 months Ethernet 04:00.0 [ W4
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LibreNMS H
Virtualne siete # LIbreNMS

‘§§§§: LibreNINMS #® overview 2 Devices M Maps g Servic Nireless == Apps 28 Routing @@ Alerts 3 «isadmin 2 Globa
£ @ Ports | ¥ Health 7

VLAN 1~ (@ All Ports

Devices Ports = VLANs

KB Traffic Bills
Q 2 10~ B~

Device Ports Local Name Type MTU

rb35! € 25 default ethernet

rb35¢ 1 default ethernet

ras0¢ 1.sk 15 default ethernet

rb30: sk 1 default ethernet

rb00! 5 default ethernet

rb30: ra.sk 8 default ethernet

rb35! 25 default ethernet

ras0¢ 43 VLANODO1 ethernet

ras0¢ 49 VLANOOO1 ethernet

rb00! 23 default ethernet

Showing 1 to 10 of 22 entries
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LibreNMS )
Health - Memory ‘&’ LibreNMS

(;é;) L|DfeNMS A Overview =3 Devices Bl Maps g Services (@ Ports ®® Health] = wireles = Apps 23 Routing 0 rerts & kisadmin % Global Search

IX Memory

Health »] Memory Processor | Storage | Temperature | Current | Power | Voltage | Co Graphs | | No Graphs
—f-proressor—"

=

= Storage Q | Search o 50~ =~
Device Memory Used Usage
libre Physical memory 20%
libre Virtual memory T 64%
libre Memory buffers 31 5%
libre Cached memory ] 69%
libre Shared memory | 1%
libre Swap space 25 6%
rasQ 32 port Modular Universal Port Supervisor in Fixed Module-1 Memory 21%
rasQ 32 port Modular Universal Port Supervisor in Fixed Module-1 Memory 21%
rb3: Processor — 32%
rb3t reserve Processor 0%
rb3( 1.sk Processor 20%
rb3c¢ 1.sk 1/0 [ 37%
rb3C 1.sk Driver text 0%
rbo( Processor 26%
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LibreNMS )
Health - Processor < LibreNMS

:;;ggt l_|breNMS M Overview BB Devices Bl Maps ®g Services @ Por‘tsl ®® Health F Wireles = Apps N3 Routing @ Alerts 2 kisadmin @ B2 Global Search
IX Memory
Health » Memory || Processor [ Storage | Temperature | Current | Power | Voltage | C fy} Graphs | | No Graphs
Processor

—8-srorage— a

i
4

2 S0~

wn
(1]
a
(8]
=)

Device Processor Usage
ras( ik Processor 1 8%
rbO! sk Processor 1

rco: ik Processor 1 6%
ra3! sk 1 m
ras( sk Processor 1

ras( sk Processor 1

ras( sk Processor 1

ras( ik Processor 1 - 12%
ras? ik Processor 1 A

fgt- CPU Core 1

fgt- CPU Core 2

fgt- CPU Core 3

fgt- CPU Core 4
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LibreNMS )
Health - storage ‘&’ LibreNMS

Céég) L|brENMS A Overview @B Devices [l Maps %4 Services @ Pord P Health | Wire'Eess = Apps 23 Routing @ Alerts & kisadmin %8 Global Search
I Memory
Health » Memory | Processor | | Storage | ||JTemperature | Current | Power | Voltage | C {it Processor Graphs | | No Graphs
S Storage
Q | search < 50+ B
De ~ Storage Used Usage
ras sk flash1(flash1): 56%
rbe sk flash(flash): r— 54%
reg sk flash3(flash3): — 32%
sk flashi (ash1): —
ras sk flash4(flash4): O 56%
ssk  fleshi(fiesh): —
ras sk flash(flash): —— 39%
ras sk flash(flash): 39%
ras sk flash(flash): — 40%
o / —
ma /dev/shm 0%
me Jront/data 1
ma /run 441 9%
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LibreNMS H
Wireless - AP # LibreNMmS

25 LIbreNNMS  # overview 3B Devices 1M Maps % Services @ Ports % Health |5 Wircless| &= Apps 33 Routing @ Alerts & Kisadmin £

Wireless = | APs | | Clients Graphs | | No Graphs
Q =

Device Sensor Current Low Limit High Limit

fgt-60e-kmnt Connected APs [ o] - -

< = » Showing 1 to 1 of 1 entries

SLOVEN! FILINSKE) UNIVERZITY ¥ 2ILINE
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LibreNMS .
VRF, OSPF zariadenia € LibreNMS

Routing = | VRFs (2) || OSPF (4) | CEF (11)

VRFs = | Basic | | Graphs: Bits | Unicast Packets | Non-Unicast Packets | Errors | Etherlike

VRF RD Interfaces

Mgmt-vrf rb355-1-sw01- )
3850.kis.fri.uniza.sk EnE

mgmtVrf rb355-1-swi2- a1
cat4506.kis.fri.uniza.sk

<5§§§: LibreNMS A Overview @B Devices M Maps ®g Services @ Ports ¥ Health 5 Wireless & Apps |23 Routing |@ Alerts & Kisadmin XX Globa
Routing = VRFs (2) | [ OSPF (4) | | CEF (11)
Device Router ID Status ABR ASBR Areas Porits(Enabled) Neighbours
ras8-s 1 2 [ cnabied | [ foise | [ true | 1 a(4) 5
ra212-s 1 1 [ cnabied [ faice [true | 1 29(29) 5
fgt-60e 1! 3.36 [ enabiea | [ ratse | [ faise | 1 2(2) 3
ra212-s ~ 1! 1 [ enabiea | [ ratse | [ true | 1 0(0) 5
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LibreNMS

.Routing - Cisco CEF

& LibreNMS

Cisco zariadenie (napr. router alebo L3 switch) s povolenym SNMP, dokaze nacitat’ a zobrazit

informacie o stavoch a Statistikach CEF
= CEF si predpocitava informacie o smerovani a uklada ich do Forwarding Information Base (FIB) a Adjacency Table

Parameter
FIB entries

Adjacency entries

CEF switching statistics

CEF interface states

Vyznam

pocCet zaznamov vo Forwarding Information Base —t. j. kofko smerovacich ciest ma
zariadenie predpocitanych

pocCet susednych zariadeni alebo rozhrani, pre ktoré su pripravené cesty
pocty prepnutych paketov, chybovost, CPU vyuZitie pri forwarding operaciach

stav CEF na jednotlivych sietovych rozhraniach (Ci je zapnuty/vypnuty,
aktivny/neaktivny)

<5§§§: L|DFENMS & Overview g8 Devices [ Maps %g Services (@ Ports % Health ‘5 Wireless &= Apps 23 Routing @ Alerts & KSadmin KR
Routing = VRFs (2) | OSPF (4) | [ CEF (11)
Device Entity AFI Path Drop Punt Punt2Host
rb355-1-sw Supervisor(slot 1) {WS-X45-5UP5-E) pvd RP RIB o o o
rb355-1-sw Supervisor(slot 1) (W (45-SUP6G-E) pvd RP LES 0 15008282 0
rb355-1-sw Supervisor(slot 1) (WS-¥45-5SUPS-E) pv6 RP LES 0 0 0
ras09-1-sw 1 (W5-C3560X-48P-5) pvd RP RIB 0 0 0
ras09-1-sw 1 (W5-C3560X-48P-5) pvd RP LES 0 0 0
ras09-1-sw 1 (WS-C3560X-48P-5) pve RP LES 0 0 0
rb355-1-sw Switch 1 (W5-C3850-12X5-5) pvd RP RIB 0 0 0
rb355-1-sw Switch 1 {(W5-C3850-12X5-5) ovd RP LES 0 0 0
rb355-1-sw Switch 1 {(W5-C3850-12X5-5) pvd Slot2 0 0 0
rb355-1-sw Switch 1 {(W5-C3850-12X5-5) pvE RP LES 0 0 0
rb355-1-sw Switch 1 {(W5-C3850-12X5-5) pvE Slot2 0 0 0



Inventarizacny nastroj - GLPI




0 GLPI

Ucel

GLPI je open-source platforma na riadenie IT sluzieb (ITSM) a IT aktiv (ITAM), ktora umoznuje
organizaciam efektivne spravovat’ incidenty, poziadavky, majetok, projekty a procesy IT.

Hlavné oblasti ITSM, Preco je GLPI vhodné riesenie aj
ktoré GLPI pokryva pre velké organizacie?
* [ncident & Request Management » GDPR anonymizacia dat
= Problem Management = Multitenant/organizacia - oddelenie
= Change Management dat medzi entitami
» Knowledge Base » Podporuje zlozité firemné Struktuary
= SLA management » Rozsiritelnost - pluginy, API,
= Asset & Configuration (CMDB) integracie

= Supplier Management
= Projektovy manazment

= Planovanie zdrojov & time tracking Podporované

= Financny manazment a rozpocty oblasti mimo Information

= Rezervacie vybavenia a miestnosti ITSM Technology
Service
Management




GLPI
Prehlad kFucovych funkcionalit GLPI

Funkcionalita Popis

Automatické generovanie incidentov z

Vytvaranie incidentov z e-mailov e, )
prichadzajucich e-mailov.

Umoznuje pouzivatelom vytvarat formulare bez

Jednoduché (bez-kdédove) vytvaranie formularov : )
znalosti programovania.
Schvalovanie prostrednictvom e-mailu UlahcCuje schvalovacie procesy cez e-mail.

Monitoruje Casy dohodnutych urovni sluzieb a

Sledovanie ¢casu SLA a OLA . . . ..
prevadzkovych urovni sluzieb.

Databaza pre spravu konfiguracnych poloZziek a ich

CMDB (Databaza pre spravu konfiguracii) vztahov.
Sprava licencii Sledovanie softvérovych licencii.

Umoznuje pouzivatelom personalizovat rozhranie
GLPI.

Planovanie rozpoctu Nastroje pre planovanie a riadenie IT rozpoctov.

Pouzivatelsky prispdsobitelné rozhranie

Planovanie a alokacia zdrojov Funkcie pre efektivne riadenie zdrojov.




GLPI

Prehlad kl'ucovych funkcionalit

GLPI

Funkcionalita

Sledovanie ¢asu a nakladov

API pre vyvojarov

Automatizacné pravidla
Podpora Single Sign-On

Firemna hierarchia organizacii s oddelenim dat

Anonymizacia (GDPR)
Integracia s monitorovanim cez API
Pouzivatelsky konfigurovatelné Kanban tabule

Preddefinované reporty a integracia s Metabase
(open-source platforma pre busmess mtelhgence BI)

Popis

Monitorovanie Casu a vydavkov suvisiacich s IT
aktivitami.

Aplikacné programovacie rozhranie pre vyvojarov na
integraciu s GLPI.

Definovanie pravidiel pre automatizaciu IT procesov.
Zabezpecenie moznosti jednotného prihlasenia.

Podpora komplexnych organizacnych Struktur so
segregaciou dat.

Funkcie pre anonymizaciu dat v sulade s predpismi
GDPR.

Pripojenie k monitorovacim systémom ako Zabbix.

Prisp6sobitelné Kanban tabule pre spravu uloh
(To Do, In Progress, Review, Testing, Done, ...).

Poskytovanie Standardnych reportov a integracia s
Metabase pre pokrocilé reportovanie.




GLPI
Komunikacia s roznymi platformami C LP I

= Email (Microsoft Exchange, Office 365, Gmail) = SCCM (System Center Configuration

= LDAP vratane SSO (Active Directory) Manager)

= SCCM = nastroj od Microsoftu na spravu
pocitacov, softvéru a aktualizacii v

= Monitorovanie (Zabbix, Nagios) organizacii.

= Reportovanie (Metabase, Microsoft Power Bl ) = Funkcie:
inventarizacia hardvéru a softvéru,

centralna inStalacia aplikacii (napr. Office,

= Inventar (MS SCCM, Fusionlnventory, OCS Inventory)

= Automatizacie biznis procesov (ProcessMaker)

= Kolaboracia a komunikacia (MS Teams, Slack, Telegram) antivirus),
nasadzovanie aktualizacii a zaplat (patch
management),
‘ : vzdialena sprava zariadeni,
af | integracia s Active Directory a Intune (pre

N . 2 < s S, hybridné prostredia).

;Y & = Prinosy:
A 1 Q "'% > i\ automatizuje spravu tisicok zariadeni,
> - znizuje riziko nezaplatanych systémoy,
GLPINETWORK umoznuje kontrolu suladu (compliance).




GLPI
Komunikacia s roznymi platformami C LP I

= Email (Microsoft Exchange, Office 365, Gmail) = Fusioninventory

. . : : = Fusionlnventory je open-source nastroj na
LDAP vratane SSO (Active Directory) inventarizaciu W avktiI\)I a nasadenie

= |nventar (MS SCCM, Fusioninventory, OCS Inventory) softveru, ktory sa casto pouziva ako

rozsirenie pre GLPI.

= Monitorovanie (Zabbix, Nagios) = Funkcie:

. : : automaticky zistuje a zapisuje zariadenia (PC,
Reportovanie (Metabase, Microsoft Power Bl ) Hatiarne, servery, siefové prvky),

= Automatizacie biznis procesov (ProcessMaker) zhromazduje informacie o hardveri, softvéri, OS,

IP adresach, pouzivatefoch,
= Kolaboracia a komunikacia (MS Teams, Slack, Telegram) podporuje agentov — malé programy instalované

na klientoch, ktoré pravidelne posielaju data,

umozrfiuje nasadenie softvéru alebo skriptov na
dialku,

‘ ¢ P data sa ukladaju priamo do GLPI databazy.
< . = Prinosy:
. @ LS (p, uplna a automaticka inventarizacia,
AN 3 < N | integracia s GLPI (ITSM, Helpdesk, Asset
g . - management),
E " - open-source alternativa k drahym komerénym
rieSeniam ako SCCM.

GLPINETWORK




Menu vyhlad

Inventar

Podpora

Sprava

Nastroje
Administraci

Mastavenia

oard

GLPI

& Domov

Dashboard Osobneé zobrazenie Skupinové zobrazenie Globalne zobrazenie

Central v +

< 16

Softvér

3

Licencie

R3S zdroje Vietko

Sietové zariadenia Telefény

Poéitaée podla Vyrobcovia g ory podla Model

o] o)
217 1 a
Pouzivatelia Skupina

Financované
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EEE 81 & [ v

@
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9

2021-11
Stavy poziadaviek za
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oy @ PoZiadavky
0 d

Dodavatelia Dokumenty I
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Da GLPI

Dashboar

ni (priradeng) WV risfeni inaplanovane) @ &

16 a5 81 % e By

Sietové zariadenia Telefony :

o
| -
2021-11 202112 2022-01 2022-02
Stavy poZiadaviek za mesiac @

Pocitace podla Vyrobcovia E’: Monitory podla Model Sietové zariadenia podla Stav 1 7 @ O
[*] (23] Poziadavky
217 ~ 1 ~ 0

Licencie

Zmeny
Pouzivatelia Skupina Dodéavatelia
Zameasinanec...
Lukas .
< 2 @
4 3 1 1 0 INFRA/BO/MA...
Entity Profily Databaza znalosti

INFRA/BOIMA...
Michal |
INFRA/BO/MA...
o 2 a B B 10 12 14
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Da GLPI

Dashboard — Inventar (Assets)
GLP’ © Domov / @ Inventar s Q ggsle(;ﬁr?m B

= Menu vyhladévania

Assets v + ;3 @ ‘% @ L” A

@ Inventar
Dashboard
Pocditace

Monitory 9 q

Softvér

16 =T & 0

Poditace Softvér Sietové zariadenia Rozvadzace Skrine

(]
(@

Sietové zariadenia
Zariadenia
Tlaciarne ﬁ 1 %

Napajacie PDU listy  Telefény

Napine

Spotrebny material
Telefény
Rozvadzace

Skrine

Napajacie PDU listy

Pasivne zariadenia

Nespravované
zariadenia Pocitace podla tg Pocitace podia L’f Pocitace podla 0
Stav Vvrobcovia Tvn -

Monitory podla L’f
eniapodla — Vvrobcovia

Kéble

Zéakladna doska
polozky
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Da GLPI

Dashboard — Sprava - Licencia

Super-Admin

GLP’ @ pomov | B spriva | £ Licencie | O Hiadat ][ ¥ Ulozens hiadania |[ &= Sabidny Q rar—

Menu vyhfac i « ¢ £ Licencia - Microsoft Windows 11 Pro = GLRI 2/3 > »
Inventsr . X
Licencia
Podpora 2 Softvér Microsoft Windows 11 Pro
icencie
Spron Sthrn Nazov Microsoft Windows 11 Pro Stav = ---—-- > i+
&£ Licencie
Polozky Ako potomok | —---- > 1|+ Umiestnenie | ----- >~ i 4+ m
Rozpoéty
Sprava Typ li : s 4 . o .
. yp licencie  ----- i Zodpovedny technik = ----- » |1
¥ Dodévatelia
Zmiluvy
2 Kontakty Vyrobca | ----- » |1+ Zodpovedna skupina | ----- v i+
Dokumenty
2l Zmiuvy Sériove gislo Inventarne gislo
o Databdza znalosti
Dokumenty .
. Pouzivatel | ----- v 1 Skupina | ----- » i +
% Link Poziadavky
5 Linky
Problém Komentare Obrazky Stibory (15 MB max) i
& Certifikaty ey v ( )i
Zmeny Pretiahnite subor sem, alebo ho nacitajte
Datové centra B =
& Vybrat subory | Mie je vybraty Ziadny subor
X Kiastre Poznamky
& Domény Certifikaty Pouzivana verzia  ----- - Zakupend verzia = ----- -
hea e Historia 2]
0 Aplikicie Pocet 3 - Umaoznit prekroéenie kvoty MNig =
B Databazy Viatko Platna
& Nsstroje Exspirdcia 7 =
2 Administrac
& Nastavenia i Presundif do kosa B Ulozit
Vytvorene: 23-10-2024 07:40 Posledna aktualizacia: 23-10-2024 07:41
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Da GLPI

Dashboard - Inventar - Pocitace

QLP’ @ Domov / @ Inventar /| O Poéitace | Q, Hradat || % Ulozené hladania H 52 Zablony ‘ Q iEEﬁ;i‘jﬁrm BJ -

© Menu vyhladavania

W Q& @~

@ Inventar

. - w . s ow
o NAZOV ENTITA POUZIVATEL YR SERIOVE GisLO
ASUS GLPI » BIT Notebook X08H05102B
Poéitade
Asus ZenBook GLPI » BIT ASUS NOJX012100059
Monitory
Dell G5 5587 GLPI » BIT Notebook R2
Softvér .
Dell Inspiron GLPI » BIT s
Sietové zariadenia Dell Inspiron GLPI » BIT Dell 63
Zariadenia Dell Latitude GLPI » BIT Notebook F2
Tlagiarne Dell Latitude 3520 GLPI » BIT Notebook 153
Néplne Dell latitude 5530 GLPI » BIT Notebook 53
Spotrebny matertsl Dell Latitude 5530 GLPI » BIT 53
" Dell Latitude 5540 {3
Telefony GLPI » BIT
L Dell Latitude 5590 GLPI » BIT Notebook 2
Rozvadzace
Dell Latitude 7420 GLPI » BIT K3
Skrine
Dell Latitude E5530 GLPI » BIT Notebook V1
Map&jacie PDU ligty
Dell Latitude E5530 GLPI ¥ BIT Notebook ll
Pasivne zariadenia .
Dell Latitude E5540 GLPI ¥ BIT Notebook 2
Nespravované
zariadenia 15 riadkov na stranku Zobrazujem 16 az 30 z 94 riadkov « < 1 3 4 > »

Kable

Zakladnda doska
polozky

Firmvér poloZky
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Da GLPI

Dashboard - Inventar - Sietoveé zariadenia

| Q, Hiadat || 17 UloZend hiadania || o= Sablény

GLPI 5t Domov | @ Inventir | o Siefové zariadenia

= Menu vyhfadévania

® Inventar

Dashboard nazov ™ ENTITA STAV VYROBCA UMIESTNENIE TYP MODEL FIRMVER POSLEDNA AKTUALIZACIA
Poéitate Cisco Catalyst 9100AX GLP ¥ BIT Doruéeng CISCO BIT - ZA Access Point Catalyst 891004AX 29-11-2024 0910
Maonitory Cisco Catalyst 9100AX GLPI » BIT Dorucené CISCO BIT - ZA Access Point Catalyst 9100AX 29-11-2024 02:10
Softvér . L. .

Cisco Catalyst 9100AX LRl » BIT Dorucené CISCO BIT - ZA Access Point Catalyst 9100AX 29-11-2024 0910
Sietove zariadenia

Cisco Catalyst 9100AX GLP » BIT Doruéeng CISCO BIT - ZA Access Point Catalyst 9100AX 29-11-2024 09:10
Zariadenia

Cisco Catalyst 9100AX GLPI » BIT Dorucené CISCO BIT - ZA Access Point Catalyst S1004AX 29-11-2024 0910
Tlaciarme
Napine Cisco Catalyst 9100AX GLP » BIT Doruéeng CISCO BIT - ZA Access Point Catalyst 9100AX 29-11-2024 09:10
Spotrebny matarisl Cisco Catalyst 9100AX LRl » BIT Doruéeng CISCO BIT - ZA Access Point Catalyst 9100AX 29-11-2024 0910
Telefony Cisco Catalyst 9100AX GLPI » BIT Dorucené CISCO BIT - ZA Access Point Catalyst 9100AX 29-11-2024 09:10
Rezvadzata Cisco Catalyst 9100AX GLPI » BIT Doruéens cIsco BIT - ZA Access Point Catalyst 9100AX 29-11-2024 09:10
Skring

Synology DiskStation DS420+ GLPI » Welltis Welltis > ZA{WUD) 01-07-2021 00:00
Mapajacie PDU listy

Synology RackStation RS1219+ GLPI » Welltis Welltis » ZA{WUD) 01-07-2021 00:00
Pasivne zariadenia

. TP-Link Deco GLPI » Welltis Welltis = Centrala 17-10-2024 13:39

MNespravovang
zariadenia . . .

TP-Link switch GLPI » Welltis Welltis > Centrala 17-10-2024 13:39
Kéble

Ubiquiti UniFi Security Gateway Pro, router GLPI » Welltis Welltis > Centrala 17-10-2024 13:39
Zakladna doska
polozky Ubiquiti UniFi Security Gateway Pro, router GLPI » Welltis Welltis > ZA(WUD) 17-10-2024 13:40
Firmvér polozky

15 riadkov na stranku Zobrazujem 1 a2 15 z 16 riadkov 2 0 »

Procesor polozky

Pamat polozky

Pevny disk polozky

Siefovd karta
polozky

Mechanika poloZky
Batéria poloZky

Graficka karta
polozky




GLPI
enie néhl’adC LPI

Dashboard - Inventar - Siet'ové zariad

| @ Inventsr | o Siefové zariadenia | Q, Hradal || 17 UloZend hladania H 52 Sablény |

= Menu vyhfadsvania &% Sietové zariadenie - Cisco Catalyst 9100AX & GLPI=BIT

@ Inventir

Sietové zariadenie

Dashboard i Ndzov Cisco Catalyst 9100AX Stav Doruteng v 1|+
Analyza do v

Potitate Oparacné systémy Umiestnenie  BIT - ZA « i+ m Typ sietového zariadenia | Access Point i+
Maonitory
Softvér Zodpovedny technik = ----- > i Vyrobca | CISCO + i+
Softvér
) _ Komponenty Zodpovedna skupina  ----- > i+ Model = Catalyst 3100AX i+
Siefové zariadenia
Zvazky . B B L
Zariadania Cislo alternativneho pouzivatelského mena Sériove Eislo FC
. Siefove porty
TiaCiarme Alternativne pouzivatelské meno Inventirne islo
Nazvy sieti
Napine
T Popis systému SNMP prinlasovacie udaje | ----- v i
Zasuvky
Spotrebny material !
. Sprava 1 i
Telefény i £
- = Zmluvy Pouzivatel infra - i [T S —— « | i|+
Rozvadzace °
Skrine Dokumenty Skupina | ---——- v i+ uuiD
PR - Databaza znalosti
Napsjacie PDU listy N Komentare Pamét (MB) a C
Pasivne zariadenia Poziadavky
£
Nespravované Problémy
zariadenia Zdroj aktualizacii  ----- + i+
Zmeny
Kéble
Odkazy —
Zakladna doska W Presundt do kosa B Ulozit
poloZky Poznamky S
Firmvér poloZky Rezervacie
Procesor poloZky Certifikaty Vytvorené: 29-11-2024 08:55 Poslednd aktualizdcia: 28-11-2024 09:10
Pamét polozky Domény
Pevny disk polozky Aplikécie
Siefovs karta Histéria 3
poloZky
_ Lifecycle
Mechanika polozky
Vietko

Batéria poloZky

Graficka karta
poloZ
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GLPI

Dashboard - Inventar - Tlaciarne

GLP’ & Domov | @ Inventar | & Tiadiarne

= Menu vyhladavania
@ Inventar
(® Dashboard

Poditate
Monitory
Softvér
Siefové zariadenia
Zariadenia
Tlatiarne
Mapine
Spotrebny materisl
Telefény
Rozvadzace
Skrine
Mapsjacie PDU listy
Pasivne zariadenia

Mespravované
zariadenia

Kéble

Zdkladna doska
poloZky

Firmvér polozky
Procesor poloZky
Pamét polozky
Pevny disk polozky

Siefova karta
poloZky

Mechanika poloZky

Batéria polozky

Graficka karta
poloZky

-
HAZOV

BROTHER DCP-1623WE
Canon i-SENSYS MF461dw
Canon i-SENSYS MF461dw
Canon i-SENSYS MF461dw
Canon i-SENSYS MF461dw
Canon i-SENSYS MF461dw
Canon i-SENSYS MF752Cdw
Canon i-SENSYS X 1440i MFP
Canon i-SENSYS X C1533iF Il
EPSON EcoTank L15150

HP Color LaserJet Pro MFP 3302fdn

HP LaserJet Tank 1604w

riadkov na stranku

| Q. Hiadat |[ 77 UloZené hiadania |[ & Sabldny

@~

ENTITA

GLPI » EUBA

GLPI ¥ EUBA

GLP| ¥ ELIBA

GLPI » EUBA

GLPI » EUBA

GLPI ¥ Narodne lesnicke centrum

GLPI » EUBA

GLPI » EUBA

GLPI ¥ Narodne lesnicke centrum

GLPI » EUBA

GLPI » Sprava MP Muranska Planina

GLPI » EUBA

STAV

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

Doruceng

VYROBCA

Erother

Canon

Canon

Canon

Canon

Canon

Canon

Canon

Canon

Epson

HP

HP

Zobrazujem 1 az 12 z 12 riadkov

UMIESTHENIE TYP MODEL

Centrila

Centrala

Centrila

Centrala

Centrila

Centrala

Centrila

Centrala

Centrila

Centréla

Centrila

Centrala

GLPI

Q Super-Admin

GLPI {str &

POSLEDNA AKTUALIZACIA

12-08-2024 00:00

12-08-2024 00:00

12-08-2024 00:00

12-08-2024 00:00

12-08-2024 00:00

19-08-2024 00:00

12-08-2024 00:00

12-08-2024 00:00

17-10-2024 14:15

12-08-2024 00:00

26-08-2024 00:00

12-08-2024 00:00



GLPI
Dashboard - inventar - tlaciaren - nahlad C LP I

GLP’ & Domov | ® Inventar | & Tiagiame | | NERl | © Hradat || ¥ UloZené hiadania || = a :EE.CFL.H_IWIH -
= Menu vyhfadavania « 3 & Tlaciaren - Canon i-SENSYS MF461dw = GLPI = EUBA 212 > »

@ Inventar L
Tlaciarefn

Dashboard Nazov Canon i-SENSYS MF461dw Stav | Dorucena > i+
Analyza dopadov

Poéitate

Operacné systémy Umiestnenie  Centrala v i+ W@ Typ tlagiarne  ----- i+
Monitory
Softver Zodpovedny technik | ----- + i Vyrobca | Canon v i+
Softvér
: Napine Zodpovedna skupina v|i|+ Model v i +
Siefové zariadenia
Pocitadlo stran .. . . L
Zariadenia Cislo alternativneho pouzivatelského mena Sériove Cislo 184
» Komponenty
Tiatiarme Alternativne pouZivatelské meno Inventérne gislo
Zvazky
Mapine
Popi te SNMP prihl. ie udaj = » | i
‘ : Pripojenia opis systemu prinlasovacie udaje i
Spotrebny material
. Sietove porty g
Telefdny - s £
Rozvadzate Zasuvky Pouzivatel @ ----- v 1 Typ manazmentu Jednotkova spréva .
Snrava
Skrine SDREVS -
. Siet - - - Skupina  ---—-- v|i|+
Napéjacie PDU ligty Zmiuvy
. uuID Komentare
Pasivne zariadenia Dokumenty
Mespravované Databaza znalosti i
zariadenia ) ~
PozZiadavky Zdroj aktualizacii Pamit o ~
Kéble
) : Problémy Pociatoény pocet stranok = Aktudlny stav pocitadla stranok 0 =
Zakladna doska
loZl Zmeany
pROeEY Porty
Firmvér poloZky Odkazy
Procesor polozky Poznamky
Pamét poloZky Rezervacie & Presuniif do kosa B Ulozit
Pevny disk poloZky Certifikity
Sietova karta Domény
[ 2EL Vytvorené: 12-08-2024 00:00 Posledna aktualizacia: 12-08-2024 00:00
5 Aplikacie
Mechanika polozky
. . Historia
Batéria polozky
Lifecycle

Graficka karta
poloZzky

Vietko




Da GLPI

Dashboard - Inventar - podl'a osoby

Super-Admin
Q GLPI {strom)

BJ -

GLP’ € Domov /| 2 Administracia / & Pouzivatelia | Q, Hradal || 17 UloZend hladania

Menu vyhfaddvania « ¢ 2 Pougivatel - | = F 715 > »
Inventar B
Pouzivatel
Preberaci protokol Vytvorit
Podpora
Opravnenia 4
Spréva Poznamka
Skupiny 1
Nastroje
e Nastavenia Typ Vyrobeca Model Nazov Sériové éislo Inventarne éislo Komentare
Administracia
Pouzivané polozky
8 PouZivatelia Pocitate Dell latitude 5530 Cs
Spravované polozky
Skupiny
Vytvoreneé poziadavky Monitory Samsung LSS
Entity
Problémy N . o .
Pravidls Zariadenia Externy disk Kingston X51000 SSD 1 TB SX510
= Zmean
Ciselniky ¥
Teletony Huawei P20 AEJTNIT
Profily Dokumenty
[% Fronta ozndmeni FFCREED Telefdony Xiaomi Redmi Note 9 2790/
@ Logy Synchronizacia
Teletony Samsung Galaxy 523 Ultra R3Cy
¢ Inventar Odkazy
€5 Item's Lifecycle Certifikaty SIM karta polozky 34 1800 i
& Nastavenia Historia 27
Dock Neuvedene PPID: CN-05FDDV-
Eskalacie
Protocols manager Kluc ZA305
Vsetko
’ Kluc BA office
Nn Imazat
[] Nazov Typ Datum Shbor Tvorca Poznamka Send email
D 09202024 0828 Preberaci protokol 2024-08-2010:28:07 Branislav
O 01272025_0916 Prebaraci protokol 2025-01-27 09:16:37 A Preberaci_protokol-2... Rastislav |
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GLPI

Dashboard — Nastavenia - Plugi

£t Domov [ & Mastavenia /| S¥ Pluginy /[ & Obchod

[ @ Hradat || 7 uloZené hiadania |[ & ovenod |[ & Pluging

GLPI

Menu vyhladdvania Nainitalované  Objavte viac
Inventar
Podpora

: Q';Q_;-’/ Behaviours
rava v

Mastroje

Administracia

B

MNastavenia

& Rozbalovacie ponuky R5S8  OCS Inventory NG

Komponenty
vid Durieux, Xa...
Oznamenia

Urovne sluzieb N

Vieobecné

Checete tu vidief svoj plugin? Kontaktujte nés. B8
ecnost poli

Automaticke akcie

Autentifikacia

Prijimace

Externé odkazy

Pluginy

Spréva objektov

Protocols Manager

o

& 28

Financované

NextGenerationEU

Eurépskou tniou

Data injection L
& cp ©
2\ Walid Nouh L.
- =
1# 2040
Protocols manager ©
=
9

MINISTERSTVO

NVESTICIL REGIONALNEHO ROZVCJA

A INFORMATIZACH
SLOVENSKE| REPUBLIKY

PLAN [OBNOVY_

9/

Escalation

Sprava objektov

g
o
2

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
FILINSKE) UNIVERZITY ¥ 2ILINE

>

£ 50

>

&40

s

GLPI

Super-Admin

Iltem's Lifecycle (uninstall)

Q

%]

GLPI {strom)

©

£ 20

BJ



GLPI
Dash

GLPI

oard- Nastavenia - Pluginy obchod

2t Domov [/ & Nastavenia / S:}F'ILgir.',: / & obchod

| Q. Hradat || T UloZené hladania || = Obehod || 53 Pluginy |

Menu vyhfadévania Mainitalované  Objavte viac
Inventar
],; Vzostupne v T3
Podpora
- Inventory i - Accounts Inventory () e Activity o ActualTime ] Additional Alerts (]
Sprava
Ticket Manage accounts (login / password). This plugin Activity management. This plugin allows you add Adds actual time tracking for GLPI tasks Sending of additional alerts. This plugin enables
Mastroje enables you to manage the accounts of your your activities into planning. Holidays you to send email alerts regarding the items with
Helpdesk network and associate them with elements of management. empty buy date and Cartridges whose level is
Administrécia the inventory. The accounts are crypted in low.
. Management database with hash and crypting key.A mailing
e system allow to verify expired accounts.
Rozbalovacie ponuk GLPI-Network
LY & cPLv2+ & GPLv2+ B AGPL w3+ E GPLv2+
Network far £x [0 8% Xavier Caillaud, Infotel = % (0 B Xavier Caillaud, Infotel A Ticgal A\ ¥avier Caillaud
Komponent; '
po ¥ I 304 1# 315 1# 320 1% 240
Oznémenia Data
. = i i &
FE— Setup | = Advanced Forms Advanced GLPI dashboards A BB advancedplanning @ . Airwatch connector
e Advanced Forms GLFI plugin. o GLPI Network [E-1E05ETE This plugin unlock advanced planning features Connector to gather inventory information from
VEeobecné xport fow) i i i
SQL queries for GLPI dashboards. (Scheduler view) in GLPI {Home > Assistance = Airwatch
Planning)
Jedinecnost poli Import
S et e & GPL 3+ & GPL 3+
LIREIE R D Notification & @M & TECUE & TECLIE & GPLvzs
@ e m a3 - 15 e @ "
Autentifikécia Architecture % AL TECLIE 13163 1311 A Teclib, Walid Nouh
e Task anonymize -, Appliances Dashboard D | B Appliances Inventory & | ?,: ApprovalByMail A
~
Externé odkazy Dashboard 1 #r GLPI Network . Appliance dashboard. This plugin allows you to Appliances management. This plugin enables # GLPI Network
. GLFI data Anonymization display your business applications with all their you to create appliance (several elements ApprovalByMail GLPI plugin.
Pluginy Reports characteristics in the form of a dashboard. constituting a unit).
Spréva objektov B oPLvas EF oPLvze EF GPLvz2+
: : € LM A TECLIE' & L M A\ Xavier Caillaud, Infotel & AGPLV3 A\ TECLIB
Frotocols Manager B 271 1502 & £ Xavier Caillaug, Remi Collet, Nelly Mahu-Lasson 1226
:l 2 9 10 > 113 pluginav

Chcete tu vidiet svoj plugin? Kontakiujte nas. B8

Financované
Eurépskou tniou
NextGenerationEU
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o GLPI

Dashboard - Podpora (systém pre spravu poziadaviek)

£ Domov [ 69 Podpora

Super-Admin

GLPI {strom) 4]

Q

= Menu vyhfad
® Assistance . 'D 'a "@ @ L.j ::

6y Podpora

(® Dashboard

© Poziadavky 1 7 (D B otvorene B Vyriefens @ Vyriefené potermine B Uzawrets B nove BV risgeni (priradens) [V risgeni (naplnov: Uzawreté
+ Vytvorif poZiadavku 1
. Poziadavky 8
Problémy 04
7
Zmeny 08
Planovanie &
Statistiky . B
a
Opakujlice sa 1
poziadavky o o
Opakujice sa zmeny o 2
Sprava 01 ;
Nastroje )
12 2025-01 2025-03 2025-04 2025-05 2025-06 2025-07 2025-08 2025-09  2025-10 2025 -
S n 2021-1 202112 2022-01 -0 2022-03
Administracia S = - = . .
Vyvoj poziadaviek v uplynulom roku @ Stavy poZiadaviek za mesiac @

Nastavenia

0 20 O 5 10

Zmeny Nové poZiadavky Priradené poziadavky Vyriesené poziadavky
Helpdesk

O (O] 0 0
Opakujuce sa Cakajlice poziadavky
poziadavky

0 5 w15

Top kategorie poZiadaviek 'Eg Top zdroje poZiadaviek L,i Top entity poZiadaviek

©
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Da GLPI

Dashboard - Podpora - Poziadavky

av | ! Fiadavky " Hiad: S e Iadanis = Eapid — Sladavky fakalies na moe sehva Super-Admin
6 LP’ '@ Domav [ 6} Podpora / @ Poziadavky | Q) Hradat || ¥ UloZend hiadania || o= Sablony || M Globdiny Kanban || @ Poliadavky Cakajlce na moje schvilenie CL GLPI (strom) BJ
Menu vyhfadavania :
4 Branislay (D) Poziadavka A
Inventar
Padpora Poziadavka bude pridana do entity cLp Enixa GLPI |1t
(® Dashboard Typ | PoZiadavka v
pu Nazov
PoZiadavky Kategdria * | ---—- »|i|+
Vytworit poZiadavku
Stav | @ Nové v
Problémy Popis *
Naliehavost Stredna -
Zmeny Odstavec w B I A i= @ B~ ¢ B < I
Planovanie Dopad Stredny -
Priorita Stredna v
poZiadavky .
P 2, Ugastnici [ ~
Opakujlice sa zmany ) X
Subory (15 MB max) 1 ~
-2 Ziadatel
& sprava Pretiahnite subor sem, alebo ho nacitajte
.. . - . . & Branisla ‘M D
& Néstroje Vybrat subory | Nie je vybraty Ziadny subor bl Bl =
2 Administracia Riesitel
i MNastavenia x Btech & 5 (% Btech & 5 || x8nfra 5
& Polozky ﬂ ~
Moje zariadenia | ----- «

Alebo kompletné vyhladavanie

& Urovne sluzieb

* Prepojené poZiadavky

VEeobecna

+ Pridat



Da: GLPI

Dashboard - Inventar - Pridanie polozky

venia / M Sprava objektov | Q Hradat || 17 UloZené hladania Q,

GLPI

Menu vyhladsdvania

Inventar
Podpora wmooeL POUZIT HISTORIA PRIRADITELNE K POZIADAVKE POUZIT DOKUMENTY POUZIT REZERVACIE
Sprava adapter Mie Nie Nie Nie
Néstroje v dock Nie Nie Nie Nie
Administracia klavesnica Nie Nie Nie Nie
Nastavenia kluc Mig Nia Mig Nie
# Rozbalovacie ponuky mysky Mig Nie Mig Nie
¢ Komponenty nabytok Nie Miz Nie Nie
Oznémenia nfgesqscd Nie Nig Nie Nie
Urovne sluzieb simkarty Ano Nie Mig Nie
Viechscné vpn Nie Nie Nie Nie
Jedineénost poli
15 riadkov na stranku Zobrazujem 1az 9 z 9 riadkov

Automaticke akcie
Autentifikdcia
Prijimace

Externdé odkazy

Pluginy

Spréva objektov

Protocols Manager
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GLPI

Dashboard- Nastroje - Projekt

GLPI

Menu vyhfadévania

Inventar

Podpora

Sprava

Néstroje

{5 Projekty
Pripomienky
RSS zdroje
Databdza znalosti
Rezervicie
Reporty
UloZené hfadania
Import dat

& OCS Inventory NG

] Administraci;

# MNastavenia

5t Domov | B Nastroje / ° Projekty

Projekt
Projektové ulohy
Projektovy tim
Projekty
Kanban
MNaklady

Itil polozky
Polozky
Dokumenty
Zmiluvy

Poznamky

Databaza znalosti

Historia

Vietko

| O, Hradat || 7 UloZend hladania || = Sablény || @ Moaje tlohy || [0 Globdlny Kanban |

G5 Projekt - 4001_

Datum vytvorenia

01-10-2024 14:11:38

Nazov 4001_F

Pricrita Stredna -

Stav | e > i+

v e > i+
Pouzivatel Jaroslav |1
Plénovany datum zatatia

Plénovany détum ukonéenia

Pldnované trvanie i 0 sekind

Popis

Komentdre

Financované
Eurépskou tniou
NextGenerationEU

PLAN [0BNOVY. | ©nemiooonnn

SLOVENSKE| REPUBLIKY

Posledna aktualizacia
Kod
Ako potomok

Hotovo percent

MANAZER
Skupina
PLANOVANIE
B © Rediny ditum zacatia
=] ©  Redlny didtum ukonéenia

Skutoéné trvanie {

KOMPETENCNE CENTRUM
& KYBERNETICKE) BEZPECNOSTI
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GLPI

Super-Admin
Q GLPI {strom]) 24

16-10-2024 10:26
_____ > i
0% « 1
_____ > i+
2 o
2 o
0 sekdnd
1 Presunut do kosa B Ulozif



GLPI
Dashboard - Nastavenia - Protocol manager C LP I

6 L P ’ @ Domov / & a
. :j:':hl'ada'vania o Templates settings Email settings
‘ = Protocol Manager (Spravca protokolov)

e .= modul na spravu dokumentaénych
protokolov a Sablén pouzivanych v
procese odovzdavania, preberania alebo

] pohybu IT aktiv (napr. poCitaov, telefénov,

licencii, klucov, atd.).

SR | - sluzi na generovanie ,protokolov o
odovzdani“ alebo ,prevzati” aktiv.

Orientacia Portrait ]

Sériowé Eislo ® serial and inventory number in separate columns O serial or inventory number if serial doesn't exists

Logo Vybrat sdbor | Mie je vybraty Ziadny sibor
Enable email autosending OoN ® oFF

Emazil template Ermnail

Wyberte, kto ma vytvorit PDF ® pouZivatel, ktory vytvara tento dokument

Sablény
Nézow Akcia

Preberaci protokol Upravit Imazat

£ Zhalif menu

Upravif Zmazat




Sp GLPI

Sprava dokumentov

GLP’ € Domov / B Sprava / © Dokumenty | Q, Hiadat || T¥ UloZend hadania Q

Menu vyhfadavania

(0] Q9 B

Inventar
Podpora nazov ENTITA HLAVICKA KOMENTARE SUBOR
Spréava 01092023_0916 GLPI ] 86-01092023.pdf
# Licencie 01092023_1456 GLPl K| 87-01092023.pdf
[Z Rozpott
= P 01092023 1629 GLPI ] 88-01092023.pdf
¥ Dodévatelia
010920251025 GLPI ] Preberaci_protokol-0...
2 Kontakty
01132025_0854 GLPI A Preberaci_protokol-1..
al Zmiluvy 1
© Dokumenty 011620251333 GLPI | Preberaci_protokol-1...
% Linky 011620251334 GLPI L Preberaci_protokol-1...
Ej Certifikaty 011620251335 GLPI M| Preberaci_protokol-1..
G| Datové pantrs 011720231124 aLpl &) 89-0M72023.pdf
S Klastre
012220251505 GLPI A Preberaci_protokol-2...
& Domény
01242024 1412 GLPI L) 228-01242024.pdf
0 Aplikicie
& Databszy 012620241427 GLPI A 230-01262024.pdf
& Nastroje 01272025_0805 GLPI L) Preberaci_protokol-2...
2 Administrécia 01272025_0916 GLPI A Preberaci_protokol-2...
& Nastavenia 02052024_0739 oLpl | 231-02052024.pdf
15 riadkov na stranku Zobrazujem 1az 15 z 311 riadkov 2 3 >
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GLPI
Licencné podmienky GLPI

= GLPI je distribuované pod GNU General Public License v3 (GPLv3)
= ide o plne open-source softvér
= bez licencnych poplatkov, s otvorenym zdrojovym kdédom.

= GPLv3 neumoznuje bez splnenia podmienok
= Uzavriet’ kéd _
Ak GLPI upravime a poskytneme inym, upraveny kdd musi byt stale verejne pristupny (nemézes
si ho ,priviastnit” ako proprietarny).
= Pouzivat’ nazov GLPI na komer¢ény produkt bez povolenia

= Integracie a pluginy
= GLPI umoznuje pouzivat aj komeréné pluginy alebo integracie (napr. od spolo¢nosti Teclib’), ktoré
mozu mat samostatné licencné podmienky.
Teclib’ ponuka tzv. GLPI Network (platena ,enterprise” edicia GLPI), ktora obsahuje:
profesionalny technicky support (SLA — garantované Casy reakcie),
aktualizacie a bezpe€nostné opravy s overenim kompatibility,
pristup k oficialnym overenym pluginom,
moznost cloud hostingu (GLPI Cloud) — Teclib spravuje cely systém za zakaznika,
certifikované instalacie a Skolenia,
integraciu s externymi systémami (Active Directory, SSO, Office365, Jira, CMDB, atd.).




Na uvedomenie Si...

LibreNMS GLPI
* je primarne NMS/monitoring nastroj = je primarne ITSM/CMDB/ITAM
= ma nativne: (tiketovanie + evidencia aktiv)
o autodiscovery zariadeni v sieti (SNMP  ® autodiscovery a ,,polling® vie mat,
discovery) ale nie nativne ako LibreNMS:
o polling (pravidelny zber metrik: traffic, o cez doplnok GLPI Agent
CPU, RAM, teploty, porty, linky, alerty) (inventarizacia endpointov)

o alebo cez Fusionlnventory / OCS
Inventory (discovery + inventory)

= zvycCajne to sluzi skor na
inventar/CMDB, nie na kontinualny
monitoring vykonu




| Inventarizacny nastroj - Netbox

netbox




Nastroje na spravu a kategorizaciu aktiv ’—I N et b OX
Netbox

PONUKA DEMO NASTROJA

= NetBox je nastroj na dokumentaciu NetBox slizi ako
reélpej IT.infraétruktl]ry (CMDB — centralny nastroj pre: etbok
conflgura.tlon’rn_gnagement database, v = dokumentaciu tp .
ITIL terminoldgii - Information Technology sietovej wammintsy
Infrastructure lerary) _ prlmérne na infraétru ktury . Tiﬂs is atdemo instance of NettBoxlfor .publ-itchuse. B
Sleto\\,/?J urovnl. y y u DCIM (Data Center Data is r:;ZTiT;i::TyZiIZZ;OO UTC.
= Umoznuje modelovat a ukladat Infrastructure
informacie o:
. . Management), Logn
= zariadeniach, kabelazi, portoch, IP . inteqraciu s |
adresach, VLAN, rackoch, 9
miestnostiach... NetDerpS .
= Dokaze generovat vizualne pohlady procesmi,
(napr. topolégie a fyzické rozvadzace). " vyuzitie PFYKOV S
- Udaje sa ukladajl v $truktarovanych automatizacie,
objektoch, medzi ktorymi sa definuju " Ine - vyuzitie roznych

vztahy. pluginov a rozSireni. Link:



https://demo.netbox.dev/login/?next=/
https://demo.netbox.dev/login/?next=/

Nastroje na spravu a kategorizaciu aktiv

Nethox '_I netbox

j:f_netbox ., Searc ; a admin

Admin
Community

Organization
Racks
Devices
Connections
Wireless
IPAM

VPN
Virtualization
Circuits
Power
Provisioning
Customization
Operations

Admin

Butler Communications
172.16.0.1/24
dmiOl-binghamton-rtrO1

PP:B117

el Circuits
Providers

Circuits

Provider Networks

Provider Accounts

Organization
Sites
Tenants

Contacts

&

VRFs
Aggregates
Prefixes
IPRanges

IP Addresses

VLANs

o

Sites

Racks

Device Types

Devices

Cables

& Welcome! x
This is your personal dashboard. Feel free to customize it by
rearranging, resizing, or removing widgets. You can also

add new widgets using the "add widget" button below. Any

changes affect only yourdashboard, so feel free to
experiment!

< NetBox News

Announcing the Diode Go SDK
Earlier this summer, Diode, the data ingestion engine for
NetBox that easier to get your datainto NetBox's
ta model, moved into public preview. Diode
a huge amount of velocity for teams that
automate data ingestioninto NetBox, enabling you to
push data in without worrying too much about order of..

NetBox Branching is Now Available in Public Beta

NetBox serves as a core toolin an organization's network

management s s the number of operators and
acting with NetBox increases it becomes critical

tobeable to contro flow of the datainto and out of

the system. It has been challenging for teams to manage

all this change in

ANew Look For NetBox and NetBox Labs

o Virtualization
Clusters

Virtual Machines

Financované P "
11 3 Eurépskou tniou PLAN ,_OBIIOVYJ
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Netbox

Vyhody

M

—&
Centralizovana dokumentacia
NetBox poskytuje jednotné miesto

uchovavanie vSetkych informacii o

pre

sietovej infrastrukture, zariadeniach,

kabloch a IP adresach.

L&

Open-source riesenie
Bezplatne, s aktivnou komunitou a

moznostou prispdsobenia Specifickym
potrebam akademickeho prostredia.

PLAN [OBNOVY_

’_r hetbox
S

API-first pristup

Robustné REST APl umoznuje jednoduchu
integraciu s automatizaCnymi nastrojmi a inymi
systemami.

RozsSiritelnost’

Podpora pluginov a rozsireni umoznuje
pridavanie vlastnych funkcii a integraciu s
existujucimi systemami.




Netbox
Dokumentacia réznych typov objektov

= Mozna dokumentacia réznych typov objektov podla funkcie: i
= organizacia — miesto, miestnost, vlastnik, @ Racks
= rozvadzace (Racks) — realne datoveé skrine s U-poziciami, Devices
= zariadenia (Devices) — prepinaCe, smerovace, servery, FW..., Connections
= prepojenia (Cables) — fyzické kable, optické alebo metalicke, > Wireless
= bezdrotové siete — SSID, typ Sifrovania, VLAN,
= |PAM - IP prefixy, adresy, VLAN, RIR, AS,

IPAM

v VPN
= |[PAM (IP Address Management) ako metdda na planovanie, sledovanie a
spravu adresného priestoru internetovych protokolov (IP) v sieti vitusiization
= VPN, Virtualizacia, Napajanie — doplnkové Casti infrastruktury. Circuits

Power

Provisioning

Customization
Operations

Admin




Netbox
Pridavanie objektov/aktiv

= Netbox ponuka 3 moznosti
pridavanie aktiv:
= manualne:

odporucany pri malom mnozstve dat /
najjednoduchsi sp6sob

pri va&Som mnoZstve dat - velmi zdihavy
proces

= import:

vyuzitie pri po€atoénom naplneni databazy /
rozsiahlych migraciach,

= skriptovanie dat,
= pouzitim rest API

vyuzitie: po spojeni netbox + discovery
nastroj, vieme automaticky vytvarat’ objekty

automatizacia synchronizacie dat

PLAN [OBNOVY,

Location

Tenancy




Netbox
Pridavanie objektov/aktiv

= Druhy spdsob je import dat.

* Definujeme si, aké parametre budu mat n‘?me
nové objekty (aktiva). site
= Ak subor, ktory nahrdvame obsahuje ID slug

Cisla objektov, NetBox sa snazi status: active
upravit existujuce objekty.

= Ak objekt s danym ID neexistuje "
nahratie zmien sa nevykona tenant: KIS
a nic sa nezmeni.

= Podporované formaty su YAML, CSV a JSON.

= Treti sp6sob je REST API:

= sietové skenery ukladaju naskenované udaje priamo do NetBoxu cez API,

= automatizacné skripty mézu API vyuzit naobmedzené, opakovatelné ulohy pri dokumentova
ni.

description

Textova definicia objektu




Netbox . ’_I netbox
Rozsirenie netbox-topology-views

= Vizualizacny plugin

netbox-topology-views

je mozné pouzit na automatickeé vykreslenie Q% = L=
topoldgie siete _Com o —
= Vygenerované diagramy: & N | |- O = =
= Fyzicka topoldgia serverov a prepinacov . g Q%: e,
- VLAN vézby medzi zariadeniami Kol - e
= Fyzické prepojenia medzi lokaciami & & = 1 ® _® ®
(napr. optika vs. metalika) mAua
= Vyhoda: . _ —r= , D | | &
Topolodgia je dynamicky generovana zo = ”i @ @ @
zadanych objektov

— ak sa zmeni fyzické prepojenie (kabel, port)
graf sa automaticky aktualizuje

— zmena IP adresy sa prejavi aktualizaciou
udajov objektu, nie zmenou topoldgie

Uiz

PLAN [OBNOVY_




oo ‘_I netbox
Sites

j:ﬁ netbox Q, Search... ®

Community

B Organization v Sites - P p

Staff

SITES Results [f]  Filters
Sites + 1
Locations Quick search Y v £ Configure Table
TENANCY
NAME ~ X STATUS FACILITY REGION GROUP TENANT DESCRIPTION
Tenants
FRI — — — FRI Fakulta riadenia a informatik s o~
CONTACTS Active y
Contacts Showing 1-1 of 1 ‘ Per Page ~ |

Contact Groups

Contact Roles I Delete Selected

Contact Assignments

M Racks v
& Devices v
Connections v
T  Wireless v
IPAM v
& VPN v

FILINSKE) UNIVERZITY ¥ 2ILINE
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Netbox . netbox
Locations I

ji netbox Q. Search...

Community

- Locations
B2 Organization v

Staff

SITES Results [{f)  Filters

Sites

Locations + t Quick search Y v £ Configure Table
TENANCY

T NAME SITE  STATUS FACILITY  TENANT  RACKS DEVICES VLAN GROUPS  DESCRIPTION

RAS09 FRI — KIS 4 5 0 RAS09 ;-
CONTACTS m E
Contacts RBOO3 R D — KIS 0 0 0 RB003 B
Contact Groups

RB300 Chodba FRI ([0 — KIS 0 1 0 Chodba na RB300 8
Contact Roles
Contact Assignments RB301 FRIO S0 — KIS 1 5 0 RB301 B
M Racks v RB302 S Active IS KIS 1 6 0 RB302 =]

& Devices & RB303 FRI 0D -— KIS 1 6 0 RB303 E
Connections 5 RB304 FRI m — KIS 0 1 0 RB304 E

T  Wireless v RB306 FRI _ KIS 0 1 0 RB306 E

@ IPAM v

o uen ) RB308 FRI 0D — KIS 0 1 0 RB308 =], -]

T UG RB351 FRI — KIS 0 1 0 RB351 BER

SLOVENSKE| REPUBLIKY FILINSKE) UNIVERZITY V 2ILINE
NextGenerationEU

Financované PR a2 E e A0 ROZYO KOMPETENENE CENTRUM
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Netbox
Tenants (Vlastnici) I n etbox

ji netbox Q. Search... °

Community

B Organization v Tenants - P Xpor

SITES Results [f)  Filters
Sites

Staff

Locations Quick search Y v @ Configure Table

TENANCY
NAME v %  GROUP DESCRIPTION

=

Tenants +

FRI — Fakulta riadenia a informatiky s v
CONTACTS

Contacts Iny viastnik — Iny vlastnik s~
Contact Groups

KIS — Katedra informaénych sieti s o~
Contact Roles

Contact Assignments Showing 1-3 of 3 | Per Page v

[ Racks -
I Delete Selected

Devices %

£ Connections v

o]}

Wireless v

IPAM v

= B

VPN v

AN ¢
SLOVENSKE| REPUBLIKY FILINSKE) UNIVERZITY ¥ 2ILINE
NextGenerationEU
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Netbox
Zoznam rack-ov

‘_f hetbox

j:ﬁ netbox Q  Search... o
Community

B2 Organization
B Racks b Results [  Filters
RACKS

- & Configure Table
Backs + 1 Quick search Y A
Reservations

. NAME SITE LOCATION STATUS FACILITY ID TENANT ROLE TYPE HEIGHT DEVICES SPACE

Elevations
o . RAS09-1-gierny FRI RAS0S (U0 — KIS —  — 420 1 (2.4%
& Devices X
& Connections . RAS09-2-biely ~ FRI RAso9s ([0 — KIS —  —  42u 4 o5
T Wireless v RAS09-3-biely ~ FRI  RAsos ([0 — KIS — — 150 0 0.0%
IPAM v stolik FRI RAsos (0 — KIS — — 4u o0 0.0%
A VPN RB301-1 FRI RB30T (D — Ks — — au 4
01 Virtualization

RB302-1 FRI rB302 ([0 -— KIS - — 9 4 44.4%
[ Provisioning

RB303-1 FRI RrRB303 ([ -— KIS — — 38U 5 [ RERR
&2 Customization

RB355-1 FRI RB355 ([0 — KIS — — 42U 8 40.5% s o~
% Operations - -
& Topology Views Showing 1-8 of 8 [PerPage

Financované
Eurépskou tniou
NextGenerationEU
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Netbox

Vizualizacia rack-ov (osadenie zariadeni) netbox

iﬁ netbox Q, Search... * a Statt
Community U
. 19
B Organization v
18
[l Racks v 17
y 16
RACKS 15
Racks 1
) 13
Reservations
12
Elevations 1
RB302-1 10
= Devices v 5 9
8 Patch-RB302-1 8
DEVIEES W Patch-RB302-2 o
Devices 6 6
Modules RB301-1 5 5
s - - RB302-1-SW02-CIS
HeaaiRgies 4 Patch-RB301-1 4 4
3 Patch-RB301-2 3 RB302-1-SWO1-MIK 3
Platforms 2 RB301-1-SWOI-MIK 2 2
Virtual Chassis 1 RB301-1-SW02-CIS 1 1
DEVICE TYPES
@ B Download SVG B Download SVG { B Download SVG ]
Device Types
2 / RB301-1 RB302-1 RB303-1
Module Types
Manufacturers Showing 1-8 of 8 Per Page |

DEVICE COMPONENTS

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
Eurpskouaniou | PLAN [OBNOVY. ety : KYSERNETICKE) BEZBECNOSTI
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Nefbox— ‘_I netbox
Siet'ové zariadenia

ar )
ﬁnetbox Q. Search... ? A oot
Community
B2 Organization v Devices - - P
M Racks i Results [ Filters
= Devices v
Quick search Y ~ £ Configure Table
DEVICES
Devices + t
NAME STATUS TENANT SITE LOCATION RACK ROLE MANUFACTURER TYPE IP
Modules
o Fiber-Patch- Active JEIM FRI RB303 RB303-1 Patch Panel Generic SC-24-port Fiber —
Device Roles
RB303-1 Patch Panel
Platforms
VL Fiber-Patch- KIS FRI RB355 RB355-1  PatchPanel  Generic SC-24-port Fiber —
RB355-1 Patch Panel
DEVICE TYPES ) . i ) )
kis-ap1-b306 KIS FRI RB306 — Cisco Aironet 27021-E-K9 1€
Device Types
Module Types kis-ap2-b355 KIS FRI RB355 — Cisco Aironet 27021-E-K9 1€
MEFILIEETErS kis-ap3-b351 KIS  FRI RB351 — Cisco Aironet 27021-E-K9 1€
DEVICE COMPONENTS _ ) _
kis-ap4-b303 KIS FRI RB303 — Cisco Aironet 27021-E-K9 1€
Interfaces
Front Ports kis-ap5-b301 KIS FRI RB301 — Cisco Aironet 2702I-E-K9 1€
Rear Ports
kis-ap6-b302 KIS FRI RB302 — Cisco Aironet 27021-E-K9 1€
Console Ports
il soiDos kis-ap11-b359 KIS FRI RB359 — Cisco Aironet 27021-E-K9 1€
Module Bays L in occ ... NP i mnace .. NP A L nman e own ar
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Netbox
Devices - Hardvérové moduly (karty) I netbox

j:ﬁ netbox Q, Search... * a o

Community

B Organization v Modules - p Xpor

M Racks 5 Results a Filters
= Devices v
Quick search Y v £ Configure Table

DEVICES
Devices

ID DEVICE MODULE BAY v MANUFACTURER MODULE TYPE STATUS SERIAL NUMBER ASSET TAG
Modules + t
o — 25 RAS09-1-SWO02-  Slot 3 Cisco Nexus 5548 Layer 2 = - —

N5SK-1 Daughter Card
Platforms
Virtual Chaseic 26 RAS09-1-SWO02-  Slot 3 Cisco Nexus 5548 Layer 2 = - —
NSK-2 Daughter Card

DEVICE TYPES

21 RB355-1-SW02-  Slot 1 Cisco WS-X45-SUP6-E = - —
Device Types Cat4506
Module Types .

22 RB355-1-SW02-  Slot 3 Cisco WS-X4648-RJ45V+E = - —
Manufacturers Cat4506
DEVICE COMPONENTS 23 RB355-1-SW02-  Slot5 Cisco WS-X4648-RJA5V+E = - —
Interfaces Cat4506
Front Ports 24 RB355-1-SW02-  Slot 6 Cisco WS-X4424-GB-RJ45 = - —
Rear Ports Cat4506
Console Ports Showing 1-6 of 6 \,Per Page v\|

Console Server Ports
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NextGenerationEU
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nethox L I n etbox
Devices - Typy zariadeni

ﬁ netbOX Q, Search... g Statt
Community
» Device Roles
B2 Organization v
B Racks i Results [fJ)  Filters
& Devices v
Quick search Y v 2 Configure Table

DEVICES
Devices

NAME ~ %  DEVICES VMS COLOR VM ROLE DESCRIPTION
Modules
Device Roles |t Access Point 14 0 _ — — VR
Platforms Console Server 0 0 [ ] — — P
Virtual Chassis

Firewall 2 0 [ — - ;s o~
DEVICE TYPES
Device Types PDU 0 0 [ ] _ _ P
Module Types Patch Panel 12 0 ) — — VN
Manufacturers

Router 0 0 [ ] — — s~
DEVICE COMPONENTS
Interfaces Server 0 0 _ v — s v
Front Ports Switch 14 0 G - - 7
Rear Ports
Console Ports Showing 1-8 of 8 |\w’\
Console Server Ports

I Delete Selected

Module Bays
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Netbox
OS platformy I netbox

iﬁ netbox Q  Search... .

Community

B Organization v Platforms - P Xpor

Staff

0 Racks 2 Results [ED) Filters
= Devices v
Quick search Y v & Configure Table

DEVICES
Devices

NAME ~ % MANUFACTURER DEVICES VMS DESCRIPTION
Modules
B Cisco AIR-CAP27 Cisco 14 0 — s o~
Platforms + Cisco 10S Cisco 7 0 — ;o
Virtual Chassis

Cisco |0S XE Cisco 2 0 — VR
DEVICE TYPES
Device Types Cisco NX-0S Cisco 2 0 — VR
Module Types Fortios v7.2 Fortinet 2 0 — s o~
Manufacturers

JunOS 15 Juniper 1 0 — VR
DEVICE COMPONENTS
e e RouterQOS v7 MikroTik 2 0 — VR
Front Ports Ubuntu 20.04 Canonical 0 0 — 7, ~
Rear Ports
Console Ports Ubuntu 22.04 Canonical ] 0 — VY
Console Server Ports Ubuntu 24.04 Canonical 0 0 — ;v

hMndula Rave
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Netbox
Virtual chassis I n etbox

% netbox Q. Search... °

Community

» Virtual Chassis
B Organization v

Staff

B Racks i Results B  Filters
& Devices v

Quick search Y v £ Configure Table
DEVICES
Devices

NAME v % DOMAIN MASTER MEMBERS
Modules
. RB303-4-SWO01-Stack — RB303-4-SW01-Stack 2 PR

Device Roles
Platforms RB355-1-SW01-3850 — RB355-1-SW01-3850 2 s~
Virtual Chassis + = ) )

Showing 1-2 of 2 | Per Page ~ |
DEVICE TYPES

Device Types [ Delete Selected

Module Types

Manufacturers

DEVICE COMPONENTS
Interfaces

Front Ports

Rear Ports

Console Ports

Console Server Ports
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Netbox
Modely zariadeni I netbox

j:ﬁ netbox Q, Search... '

Community

i + i i g
B organizaion . | Deviee Types

Staff

B Racks v Results [EF Filters
= Devices v
Quick search Y v £ Configure Table
DEVICES
Devices
DEVICE TYPE v X MANUFACTURER~ x PART NUMBER U HEIGHT FULL DEPTH INSTANCES
Modules
. Aironet 2702I-E-K9 Cisco AIR-CAP2702I-E-K9 0 — 14 ;-
Device Roles
Platforms Catalyst 2960-8TC-L Cisco WS-C2960-8TC-L 1 - 1 ;-
Virtual Chassis
Catalyst 2960X-24PD-L Cisco WS-C2960X-24PD-L 1 — 1 /o~
DEVICE TYPES
Device Types + | 1 Catalyst 2960X-48LPS-L Cisco WS-C2960X-48LPS-L 1 - 1 ;v
Module Types Catalyst 2960X-48TS-L Cisco WS-C2960X-48TS-L 1 — 1 S =
Manufacturers
Catalyst 2960XR-48FPS-I Cisco WS-C2960XR-48FPS-1 1 — 0 ;v
DEVICE COMPONENTS
(AP Catalyst 3560-8PC-S Cisco WS-C3560-8PC-S 1 — 2 P
Front Ports Catalyst 3850-12XS Cisco WS-C3850-12XS 1 — 2 7
Rear Ports
Console Ports Catalyst 4506-E Cisco WS-C4506-E 10 v 1 s v
Console Server Ports Nexus 5548UP Cisco N5K-C5548UP 1 — 2 /o~

Module Bavs
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Netbox
Typy modulov (kariet) I netbox

iﬁ netbox Q. Search... * a "

Community

Bz Organization v Module Types - Export

H  Racks X Results n Filters
& Devices v
Quick search Y v £ Configure Table

DEVICES
Devices

MODULE TYPE v %  MANUFACTURER v % PART NUMBER
Modules
Bt R Nexus 5548 Layer 2 Daughter Card Cisco N55-DL2 s v
Platforms WS-X4424-GB-RJ45 Cisco WS-X4424-GB-RJ45 P
Virtual Chassis

WS-X45-SUP6-E Cisco WS-X45-SUP6-E VR
DEVICE TYPES
Device Types WS-X4648-RJA5V+E Cisco WS-X4648-RJ45V+E 5 o
Module Types s Showing 1-4 of 4 |¢W\|
Manufacturers
DEVICE COMPONENTS W Delete Selected
Interfaces

Front Ports
Rear Ports
Console Ports

Console Server Ports

Francovane - | e | ) st
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Netbox
Vyrobcovia

T

netbox
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ﬁ netbox Q, Search... * 2
Staff
Community
B Organization
H  Racks i Results [  Filters
& Devices v
Quick search Y v % Configure Table
DEVICES
Devices
NAMEv x RACKTYPES DEVICETYPES MODULE TYPES INVENTORY ITEMS PLATFORMS DESCRIPTION SLUG
Modules
; Canonical 0 0 0 0 3 Canonical Ltd. je canonical & 2
Device Roles L, . )
softvérova spoloc¢nost
Platforms vyvijajlca a
Virtual Chassis podporujtca slobodny
softvér.
DEVICE TYPES
] Cisco 0 10 4 0 4 Cisco Systems, Inc., cisco s~
Device Types bezne znama ako
Module Types Cisco, je americka
nadnarodna
Manufacturers * N )
spoloénost
DEVICE COMPONENTS konglomeratu
digitalnych
Interfaces komunika&nych
Front Ports technoldgil.
Rear Ports Fortinet 0 2 0 0 1 Fortinet, Inc. je fortinet VR
Console Ports spolocnost
zaoberajlca sa
Console Server Ports J.
kybernetickou
AMnadiila Rave ' ¥ ot
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Netbox
Rozhrania / sietové porty | netbox

ji netbox Q, Search... .

Community

1 Organization v Interfaces - mpor Export

Staff

M Racks N Results Filters
& Devices v
Quick search ¢ v & Configure Table

DEVICES
Devices

NAME v X DEVICE ~ 3 LABEL ENABLED TYPE DESCRIPTION
Modules
bV e Dot11Radio0 kis-ap1-b306 —_ v IEEE 802.11n — s~
Platforms Dot11Radiol kis-ap1-b306 — v IEEE 802.1ac — s~
Virtual Chassis

GigabitEthernetd  kis-ap1-b306 — v 1000BASE-T (1GE) — s~
DEVICE TYPES
P e GigabitEthernet1  kis-ap1-b306 — v 1000BASE-T (1GE) — s~
Module Types Dot11Radio0 kis-ap2-b355 — v IEEE 802.11n — sl
Manufacturers

Dot11Radio’ kis-ap2-b355 — v IEEE 802.11ac — /o~
DEVICE COMPONENTS
Interfaces Tt GigabitEthernet0  kis-ap2-b355 — v 1000BASE-T (1GE) — e
Front Ports GigabitEthernet1  kis-ap2-b355 — v 1000BASE-T (1GE) — ;-
Rear Ports
S saln B Dot11Radio0 kis-ap3-b351 — v IEEE 802.11n — /o~
Console Server Ports Dot11Radio’ kis-ap3-b351 — v IEEE 802.11ac — /o~
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Netbox
Connections - Kable | netbox

iﬁ netbox Q. Search... *

Community

Bz Organization v Cables - p Xpor

Staff

M Racks i Results B3k  Filters
= Devices v
. Quick search Y v £ Configure Table
&% Connections v
CONNECTIONS ID LABEL TERMINATION A TERMINATION B STATUS TYPE
Cables + t
295  — e01-tabulal (1) Port 1 CAT5e ;o
Wireless Links
Interface Connections 296 - e02-pct (2) Port 1 CAT5e s~
Console Connections 207  — e03-tabula2 (3) Port 2 CAT5e ;s o~
5 iz ) 298 — e04-pc2 (4) Port 2 CATSe 2l =
IPAM v
299 — e05-rack1 (5) Port 3 CATS5e /-
& VPN v
300 — e06-pc3 (6) Port 3 CAT5e ;-
Virtualization v
. 301 — e07-rack2 (7) Port 4 Connected CAT5e VY
& Provisioning v _
D . 302 — e08-pc4 (8) Port 4 CAT5e ;-
% Operations v 303 — e09-projektor (9) Port 5 CAT5e ;s o~
& Topology Views v 304 — e10-pc5 (10) Port 5 CAT5e ;o
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Netbox

Pripojenia rozhrani

‘_f hetbox

ﬁ netbox Q. Search...

Community

- Interface Connections
B2 Organization
M Racks X Results B2 Filters
& Devices v

. Quick search
£% Connections v
CONNECTIONS DEVICE
Laslze kis-ap1-b306
Wireless Links
Interface Connections kis-ap2-b355
Console Connections
T  Wireless v kis-ap3-b351
@ IPAM v

kis-ap4-b303

& VPN v
[ Virtualization v kis-ap5-b301
@ Provisioning v

L Kis-ap6-b302
= Customization v
o H v
o Bl kis-ap11-b359
& Topology Views v

INTERFACE

GigabitEthernetO

GigabitEthernetO

GigabitEthernetO

GigabitEthernetO

GigabitEthernetO

GigabitEthernetO

GigabitEthernetO

Fa¥ beis Tl F¥al

CONNECTION

RB355-1-SW02-Cat4506 >
GigabitEthernet3/23

RB355-1-SW02-Cat4506 >
GigabitEthernet5/14

RB355-1-SW02-Cat4506 »
GigabitEthernet3/6

RB303-4-SWO01-Stack >
GigabitEthernet2/0/14

RB303-4-SWO01-Stack »
GigabitEthernet2/0/22

RB303-4-SW01-Stack »
GigabitEthernet2/0/18

RB355-1-SW02-Cat4506 >
GigabitEthernet5/18

DRACE 4 cVAInS sAEAM

Staff

REACHABLE

v

N N N N N N N
< < < < < < <
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Netbox

Detail zariadenia

‘_f hetbox

j:ﬁ netbox

Community

Q  Search...

Devices / FRI

Bz Organization v
kIS-ap1-b306 ) Add Attachment ll + Add Components ~ [§ R Bookmark | # Subscribe | 0 Clone
0 Racks N Created 2025-03-10 18:40 - Updated
2025-03-20 08:30 I Delete
& Devices v
DEVICES Device  Interfaces n Console Ports n Attachments  Config Context ~ Render Config  Contacts  Journal
i *
Devices = Changelog
Modules
Device Roles
Device Management
Platforms
Virtual Chassis Region - Status
DEVICE TYPES Site FRI Role Access Point
Device Types Location RB306 Platform Cisco AIR-CAP27
Module Types X
Rack — Primary IPv4 192.168.255.201 ||
Manufacturers
Position — Primary IPv6 —
DEVICE COMPONENTS
Interfaces GPS Coordinates — Out-of-band IP o
Front Ports Tenant KIS
Services + Add a service
Rear Ports Device Type Cisco Aironet 27021-E-K9 (OU)
Console Ports NAME PARENT PROTOCOL PORTS DESCRIPTION
Description —
Console Server Ports .
— No services found —
Modile Rave Airflow —

]
- . Staff

dcim.device:81
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e ‘_r netbox
Mapa spojenia

# netbox Q. Search... .

Community

Staff

B Organization v Cable Trace for Interface GigabitEthernetO
M Racks v
Related Paths
£ Devices “ : ki ap1-l3306
Cisco Aironet 2702|-E-K9 ORIGIN DESTINATION SEGMENTS
TS FRI/ RB306
None found
Devices GigabitEthernet0
Modules
Device Roles
Platforms
Cable #496
Virtual Chassis Connected
DEVICE TYPES
Device Types
Port 12
Module Types
Manufacturers Patch-RB355-1
Generic 24-port Copper Patch Panel
DEVICE COMPONENTS FRI/RB355/ RB355-1/ Front / U39.0
Interfaces +
Port 12
Front Ports
Rear Ports
Console Ports
Console Server Ports Cablel:sly
Connected
Module Bays
Device Bays
ADDRESSING GigabitEthernet3/23
MAC Addresses
RB355-1-SW02-Cat4506
& Connectlons o Cisco Catalyst 4506-E
FRI/RB355/ RB355-1/ Front / U15.0
T  Wireless v

@ IPAM i B Download SVG
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Netbox
IP adresy I netbox

j:ﬁ netbox Q  Search... °

Community

- P Addresses
Organization v

Staff

5}
B Racks b Results [EEE)  Filters
= Devices v
. Quick search Y v & Configure Table
Connections @
=  Wireless ~
IP ADDRESS VRF STATUS ~ ROLE TENANT ASSIGNED DNSNAME DESCRIPTION
@ IPAM 4 : .
10.11.0.1/24 Global — KIS — — Serverovna c5 | Fortigate
[ttt 1011.0.2/24 Global — KIS @ — — VM na Ctrl2
IP Addresses + 2

Ejen 1011.0.3/24 Global — KIS — — VM na Ctrl2
PREFIXES 1011.0.4/24 Global - Ks @ — — VM na Ctrl2
Prefixes .

1011.0.5/24 Global - KIS — — VM na Ctrl2

Prefix & VLAN Roles
10.254.0.1/24 Global — KIS — — Serverovna c5 | Fortigate

AGGREGATES
Aggregates 10.254.0.5/24 Global - KIS — — Serverovna c5 | VM na Ctrl2
RIRs
10.254.011/24 Global — Ks @ — - Serverovna c5 | Cisco UCS 220 M3
VLANS CiMC
VLANs 10.254.0.12/24 Global — Ks @ — — Serverovna c5 | Cisco UCS 220 M3
ESXi
OTHER
CLInn A 10 254 O 13’24 Global — — h—

SLOVENSKE| REPUBLIKY FILINSKE) UNIVERZITY ¥ 2ILINE
NextGenerationEU

Financované PR a2 E e A0 ROZYO KOMPETENENE CENTRUM
Eurépskou tniou PLAN LOBNOVYJ RivesTicl nsaon ! : KYBERNETICKEJ BEZPECNOSTI




Netbox

Siet'ové rozsahy netbox

Q Sear ]
j:ﬁ netbox A Search g Staff
Community

172.23.0.0/24 Active 0 Global  0.0% KIS  FRI  KIS-CCTest- Cloud —

B Organization v -
external (1023)

M Racks v .

192.168.10.0/24 0 Global KIS  FRI  Internal (10) Data -
& Devices v

192.168.20.0/24 0 Global  0.0% KIS FRI  SAN (20) Data —
£¥ Connections v

192.168.30.0/24 0 Global [16% KIS FRI  ECDL (30) Data —
<= Wireless v

192.168.31.0/24 0 Global [ e7% KIS  FRI B301(31) Data —
IPAM v

192.168.32.0/24 Active 0 Global [16% KIS  FRI  B302(32) Data —
IP ADDRESSES -
IP Addresses 192.168.33.0/24 0 Global |28% KIS  FRI  B303(33) Data -
IP Ranges

192.168.34.0/24 0 Global |28% KIS FRI  BO3 (34) Data —
PREFIXES

192168.40.0/24  (S0T3 0 Global [ 1.4% KIS  FRI  VolP (40 VolP —
Prefixes + 2 i (40)
Prefix & VLAN Roles 192.168.50.0/24 0 Global ~ 0.4% KIS FRI  1OT (50) loT —
AGGREGATES 192.168.60.0/24 0 Global [0.8% KIS FRI  SOC (60) Management —
Aggregates
s 192.168.110.0/24 0 Global [0:8% KIS FRI  IntWIFI (110) Wireless -
iakis 192.168.120.0/24 0 Global [0.8% KIS FRI  WIFi_KIS_students Wireless —

(120)

VLANs

192.168.130.0/24 0 Global [08% KIS~ FRI  WiFi_eduroam Wireless —
OTHER (130)
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Netbox
Virtualne siete I n etbox

j:ﬁ netbox Q_ Search... * 2

Community
fa Organization v VLANSs - - xpor
B Racks i Results [EJ  Filters
& Devices v

. Quick search Y v @2 Configure Table
#¥ Connections v
<= Wireless v

VID NAME SITE GROUP PREFIXES TENANT STATUS ROLE DESCRIPTION
i i 1 default FRI — — KIS Other Default vian
T 10 Internal FRI — 19216810024 KIS Data Datova pevna
IP Addresses siet KIS
IP Ranges 1 KIS-Cloud-internal FRI —  10.11.0.0/16 KIS Cloud Katedrovy
PREFIXES Cloud
Prefixes 20  SAN FRI — 192168.20.0/24 KIS Data Détova/SAN
Prefix & VLAN Roles siet
e 30  ECDL FRI — 192168.30.0/24 KIS Data ECDL siet
Aggregates 31 B30T FRI —  192168.31.0/24 KIS Data RB301 siet
RIRs
32 B302 FRI —  192168.32.0/24 KIS Data RB302 siet

VLANS
VA | 33 B303 FRI —  192168.33.0/24 KIS Data RB303 siet
OTHER 34  BO3 FRI —  192168.34.0/24 KIS Data RBO3 siet
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NL"'.tb“ . ’_I netbox
icencia

= NetBox je publikovany pod Apache License 2.0 — otvorena a benevolentna
open-source licencia.

» Tato licencia umoznuje:
= pouzivat softvér bez obmedzenia (aj komercne),
= upravovat a integrovat ho s inymi systemami,
= vyuzivat jeho APl a exporty,
= nasadit ho v ramci akejkolvek organizacie bez platenia poplatkov.




Nastroje pre inventarizaciu aktiv

Mozné hodnotiace kritéria

nazov kritéria struény popis vysvetlenie priradenia bodov

Schopnost systému evidovat, upravovat a mazat informacie |1 = Len zakladna evidencia bez uprav,

N| VRTINS, RCSMDINIS TOTAMATHERSIIONY B SkRvach o jednotlivych aktivach. 5 = PIna CRUD funkcionalita s kontrolou zmien a audit trail.
» . » ki T=Len Zakladne typy akuv,
iSeni i - i MozZnost rozlisovat kt leps a :
Rozlisenie aktiv podla typu — hardvér, softvér, virtualne, oznost rozliSovat typy aktiv pre lepSiu organizaciu a 5 = Roz&irené triedenie vratane cloudovych, kontajnerov a
cloudové sprévu. vidualnvch
MoZnost priradenia tagov, kategérii, vlastnikov a stavu (napr. . : , ; . 1 = Len pevne dané kategorie;
aktivne, v udrzbe, vyradené) Padivanis el pe sRkvne Wedente & spavi skiy. 5 = Uzivatelsky definovatelné tagy, stav a vlastnictvo.
Evidencia bezpe&nostného stavu kazdého aktiva (napr. OS Ukladanie informacii o zranitelnostiach, patch Grovni a 1 = Ziadne bezpe&nostné atributy;
verzie, posledna aktualizacia) aktualizaciach systému. 5 = Automatizovana evidencia bezpe&nostného stavu.
. - : Schopnost mapovat fyzické a logické umiestnenie aktivv |1 = Len nazov lokality;
S{Mapovanie skilv na lokaiity, VLANy, [P rozsahy, mcky sieti. 5 = Podpora komplexného mapovania IP, rack, VLAN, zén.
. . g . . MozZnost vizualizovat a spravovat prepojenia medzi 1 =Bez vazieb;
O Vaxby medzl sktivami Jepr. seiver—Siuzbe — spiikicis) komponentmi infradtruktuary. 5 = Detailné mapovanie zavislosti s grafickou reprezentaciou.
7 Integracia s monitoringom, SIEM, ticketing systémom, EDR, MozZnost prepojenia s dal§imi nastrojmi SOC pre 1 = Ziadna integracia;
skenerom zranitelnosti, evidencia incidentov automatizaciu a zdielanie udajov. 5 = Viacuroviova bidirek&na integracia s relevantnymi systémami.
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Nastroje pre inventarizaciu aktiv

Mozné hodnotiace kritéria

nazov kritéria struény popis vysvetlenie priradenia bodov
. . Efektivna praca s udajmi — vyhladavanie podla réznych 1 = Len zakladné vyhladavanie;
8| WoZnost Bovants, RERxiového Vyhiacavania & expork; parametrov a exportovanie udajov. 5 = Pokrocilé fulltextové vyhladavanie + exporty (CSV, JSON).
, ) ) MozZnost spravovat a aktualizovat (daje o aktivach 1 =Bez API;

9|Podpora API (REST, GraphQL) na sprévu aktiv a integraciu pomocou API. 5 = Dokumentované REST/GraphQL API pre vetky funkcie.

10 Moznost tvorby vliastnych poli, atributov, pluginov (napr. UzZivatelska flexibilita pre prisposobenie systému vliastnym |1 = Pevne definovana Struktara;
NetBox/Django) potrebam. 5 = Plne prispbsobitelna s podporou pluginov alebo skriptovania.

11 Automatizovany discovery assetov v sieti (napr. SNMP, nmap, |Automatizovany zber a aktualizacia udajov o aktivach zo 1 = Manualny zber Gdajov;

API z inych systémov) siete a inych systémov. 5 = Automatizované discovery s planovanim a APl vstupmi.

1 = Neintuitivne alebo len CLI;

12|Webové rozhranie s moZnostou Uprav a prehladnou spravou Pouzivatelsky privetivé GUI pre spravu assetov. § = Responzivne a pouzivatelsky priatelské rozhranie

Auditovatelnost v&etkych zmien pre forenznu a prevadzkovu |1 = Ziadne logovanie zmien:
13|Zaznamenévanie zmien na aktivach (kto, kedy, &o zmenil) y P P 9

transparentnost. 5 = Detailny audit trail s ¢asovou peciatkou a uZivatefom.
14 MozZnost sledovat Zivotny cyklus assetov (nasadenie — Sprava jednotlivych faz Zivotnosti aktiva — od zaradenia po |1 = Bez Zivotného cyklu;
vyradenie) vyradenie. 5 = Komplexné sledovanie s upozomeniami a stavmi.
15lu . t iraci isné int | Automatické notifikacie pri zmene stavu alebo potrebe 1 = Bez upozomeni;
pozomenia na zmenu stavu, expiracie, servisne Infervaly servisného zasahu. 5 = Konfigurovatelné upozomenia podla podmienok alebo kalendara.
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Realna implementacia procesu

riadenia rizik (MONARC)

OPTIMISED RISK ANALYSIS




Implementacia procesu riadenia rizik

MONARC

= Open-source nastroj na riadenie
informacnych a kybernetickych rizik.

= Vyvijany a podporovany CIRCL
(Computer Incident Response Center
Luxembourg).

= Postaveny na metodike ISO/IEC 27005

a EBIOS RM (Expression of Needs and
|[dentification of Security Objectives, spravuje
ANSSI, francuzska agentura pre KB, risk manag.
metdda)

= Ciel: umoznit organizaciam
systematicky identifikovat’, hodnotit’
a spravovat’ rizika.

MONARC pomaha pInit’ poziadavky zakona €.

69/2018 Z. z. (§20 — Riadenie rizik) a normy ISO/IEC
27001 (kap. 6 — Rizika a prilezitosti).

’A

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

Podporované distribucie
= Primarne testovany na Ubuntu verzii 18.04
LTS, priCcom inStalacie su mozné na:
= Ubuntu
Technické poziadavky
= Git
= Apache
= MariaDB
= PHP verzia 8.1 alebo vyssSia
= PHP kniznice spravované composer-om
= Javascript
= Javascript spravovany composer-om




MONARC
Moznosti nasadenia

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

= MONARC sa sklada z 2 hlavnych Casti:
= Back office (BO) — sprava bezpecnostnych modelov, FO serverov a klientov instalacii
MONARC
= Front office (FO) — riadenie analyzy rizik, FO nepotrebuje vyuzivat BO
= Cela architektura obsahuje dodatoCny reverzny proxy (RPX) a konfiguraCny server
(CFG). Je mozné pripojit viacero FO k jednému BO. Nasadenie je riadené pomocou
ansible.
= FO (Front Office) — jednoduchS$ie nasadenie
= Staci jeden server, vSetko prebieha v prostredi FO
= Nevyzaduje Back Office ani reverzny proxy server
= |dealne pre malé a stredné organizacie
= BO (Back Office) — centralizovana sprava pre viac FO
= Pouziva sa v vaésich prostrediach, kde je potrebné riadit rizikové analyzy viacerych organizacii
= FO sluzi ako klient, BO spravuje modely, pouzivatelov a analyzy
= Nasadenie BO si vyzaduje vysSiu uroven technickych znalosti (Linux, Docker, Ansible, sietové sluzby)

—

= R -
ey
T




MONARC

Back Office

Back Office obsahuje
centralny databazovy a
riadiaci uzol, ku ktoremu
sa pripajaju vSetky Front
Office inStancie

HTTPS

y 31.22.124.62

RPX

- — 7
my.monarc.lu

HTTP
L |
CFG
_/‘l‘ W 172.18.13.72 @ | W W172.18.13.73 | r172.18.13.74 |
Stats

Service b FO FO
BO client 1| client 2 client 3 l
ead read/write l
master  common @ DB DB |

client 1 client 2 client 3

—— SSH (port 22): Ansible data flow

—— HTTP(5) (ports B0/443): Web data flow

—— Stats Service data flow (port 80 or 443)

MariaDB

@ Stats collection {local)

@ Stats sharing
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OPTIMISED RISK ANALYSIS
www.monarc.lu




MONARC
Analyza rizik v 4 fazach

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

= Monarc ponuka iterativnu a kvalitativnu
metodu analyzy rizik, ktora pozostava zo 4 faz:
Context

1. stanovenie kontextu: ~ Establishment
= urCenie ciela analyzy a definovanie prostredia
= stanovenie kritérii a metodiky hodnotenia rizik

2. modelovanie kontextu:
= identifikacia aktiv a ich rozdelenie podfa priority
= vytvorenie rizikového modelu pomocou databazy = Implementation and Context
MONARC monitoring Modelling

3. hodnotenie a oSetrenie rizik:

posudenie hrozieb, zranitelnosti a urovne rizik

navrh opatreni na znizenie vyznamnych rizik

4. implementacia a monitorovanie: Evaluation and
.. e, . i i treatment of risks

realizacia odporucanych bezpecnostnych opatreni

priebezné sledovanie zmien a aktualizacia analyzy




MONARC
Analyza rizik v 4 fazach

~

cases

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

4 4 4 . V4 y
Fazy analyzy rizik v nastroji Monarc: Fazy uvedené v analyze rizik podla Monarc,
su v sulade s normou ISO/IEC 27005:
|
* Risks analysis context Context Context
» Evaluation of Trends and Threat, and synthesis R D
Context * Risks management organisation e e e e e e e 1 o e et 1
establishment * Definition of the risk evaluation criteria [ Risk assessment } )
: |
Daliverable: Context Validation ( Corltext | e :
N imodelling : Risk identification |
* Identification of assets, vulnerabilities and impacts : , !
appreciation P — i
Context » Synthesis of assets / impacts : . ) !
modelling ' Risk analysis '|
- - Deliverable: Model Validation ---— - — .- : I
; |
= Estimation, evaluation and risk treatment Evaluation and | Risk evaluation '
Evaluation and « Risk treatment plan management treatment of risks , '
treatment of - . e — P [ mskdecsonpom s |
risks _
Deliverable: Final Report / Decision point ‘
Risk treatment
* Management of the implementation of the risk
impleméntation tredtmentplan Q[ miongom - — e — Q [rsessenvom |- —
and monitoring

A Deliverable: implementation Plan —

[ Implementation Risk monitoring ‘
and monitoring and review
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MONARC

Prihlasenie do MONARC

Po instalacii - MONARC pouziva predvolené
prinlasovacie udaje
(admin@admin.localhost / admin)

= Dostupné roly v systéme:

= Administrator — sprava systému a
pouzivatelov

= User — pristup k vlastnym analyzam podra 2w -
pridelenych prav
= Global dashboard — vidi a spravuje globalne

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

email@email.com

D Administrator

D User

[7] clobal dashboard

v

email@email.com

Statistiky vSetkych analyz
= Urovne opravneni pre analyzy: B st
= No access — bez pristupu r———

= Read - iba na Citanie
= Read and write — plny pristup k analyze

PLAN [OBNOVY_
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MONARC
Nastavenie pri vytvarani projektu

Create a risk analysis X
Vyber zo Sablony (vid nizSie)
Source '  alebo vytvorim kopiu z
@ List of risks models O Existing risk analysis

OPTIMISED RISK ANALYSIS
www.monarc.lu

existujucej analyzy (reuse)

Modelling CASES

A

2 moznosti vyberu modelu:
Description blank prOjeCt / modelling
CASES (preddefinovaneé

@ Lenguae ‘ ‘ rizikové scenare)
B Hame-

______________________________________________________________________________________________________________________________________________________________________________________________ Vyberieme preferovany
R — jazyk, urCime nazov a popis
Dw_-,rlliltll}r'l ............................................................................................................................................................................................ an alyzy
» . dd referentia ©
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1. Stanovenie kontextu — 1.A Risk analysis context

V tejto Casti popisujeme ciel analyzy,
v textovom okne odpovieme na 4 témy:

= vSeobecné Uvahy (general consideration),
= pristup riadenia rizik (risk management approach),
= zakladné kritérid (basic criteria),

rozsah a hranice (scope and boundaries).

Home » KIS FRI UNIZA

Risk analysis

KIS FRI UNIZA
Expand all / Wrap all

Q, Searchanasset...

A KIS FRI UNIZA

Information risks Operational risks

0 information risks Risk threshold (cn max CIA) (@)

Assets library ~
There are no risks for this instance, or your filters returned no resulfs.
Q, Searchanasset...
+ Fundamentals
+ EBIOS

v Financované
PR Europskou tGniou
NextGenerationEU
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analyza rizik pre katedru informaénych sieti na fakulte riadenia a informatiky na Zilinskej Univerzite v Ziline
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Context Establishment

Risks analysis context

Evaluation of Trends and Threat, and synthesis

Risks management organisation

Definition of the risk evaluation criteria

Deliverable: Context validation

MAX risk « Descending -
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1. Stanovenie kontextu — 1.A Risk analysis context

A,

cases

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

Hlavné &asti, ktoré sa v tomto kroku vypifaju:

= vSeobecné vychodiska (general considerations) — ucel analyzy (ISO 27005, ochrana dat, podpora ISMS...)
= pristup k riadeniu rizik (risk management approach) — ako sa bude riziko riadit, prehodnocovat, kto je risk owner
= zakladné kritéria hodnotenia (basic criteria) — kritéria hodnotenia dopadu, matica rizik, akceptacné hranice

Rozsah a hranice analyzy (scope and boundaries) — o (nie) je zahrnuté v analyze (systémy katedry, nie osobné PC...)

General consideratiol
—————

The purpose of this risk analysis is to support the implementation of information security risk management in accordance with the ISO/IEC 27005 standard and to improve the overall security level of the
Department of Information Networks (KIS) at the Faculty of Management Science and Informatics, University of Zilina (UNIZA)

The analysis aims to identify, assess and treat risks related to the

« operation of educational

« research and laboratory information systems, with a focus on pretecting student data,

« research results,

» the availability of internal network services

The results of this risk analysis are intended for internal use only and serve as a basis for the future development of an Information Security Management System (ISMS) and for alignment with
applicable legal requirements, including GDPR.

Risk Management Approach:

—

The risk management process follows the ISONIEC 27005 methodology and is based on an iterative cycle of risk identification, assessment, treatment and monitoring.
The risk analysis will be reviewed at least once per year or whenever relevant changes occur in the infrastructure, processes, systems or security requirements

The risk owner is the Head of the Department of Information Networks (KIS} at FRI UNIZA, or a delegated network/security responsible person. A Risk Treatment Plan will be created for unacceptable
risks, specifying responsible persons, deadlines and mitigation measures. The default risk evaluation model (impact and likelihood scoring) provided by MONARGC will be used for the assessment.

Basic Criteria:

——

Impact criteria:

The impact of risks is evaluated based on the following dimensions:

« impact on the availability of network services and laboratory infrastructure
» impact on teaching and education continuity,

+ impact on research activities and scientific resulis,

« reputational impact on the department, faculty or university.

Risk evaluation criteria:
The default MONARC scale (1-5 for likelihood and 1-5 for impact) is used to calculate the risk score (1-25)

Additional information

General considerations: What is the purpose of the
information security risk management 7 ISMS
Management, preparation of a business continuity
plan or incident response plan , legal compliance

Risk management approach: ongoeing iteration,
provision of resources.

Basic Criteria-

- Risk evaluation criteria: The process strategic value
or infermation, legal obligations, regulatory
requirements or contractuals

- Impact criteria: Consequences on business, image,
legal

- Risk acceptance criteria : ROSI (Return On Security
Investment), legal and regulatory aspects, future
security risk management, company sirategy.

Scope and boundaries: Activity, business processes,
organization's objectives, limits and exclusion of the

socio-cultural environment, other requirements.

General Considerations

Risk management approach

Basic criteria

Scope and boundaries

Financované
Eurépskou tniou
NextGenerationEU
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|:| Definition of the risk evaluation criteria
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1. Stanovenie kontextu — 1.B Evaluation of Trends and
Threat, and synthesis

DalSia faza sa rozdeluje do 3 sekcii:

Sekcia

l.
Trends
assessment

Il.
Threats
assessment

.
Summary

Popis

Odpovedanie na otazky o charaktere
organizacie, jej vyvoji, hodnotach,
externom prostredi a rizikovych
faktoroch.

Posudenie vopred definovanych
typov hrozieb, ktoré nie su viazané
na konkrétne aktivum (30 hrozieb v
MONARC), dopad na CIA
(Confidentiality, Integrity, Availability)
+ urCenie trendu hrozby.

Zhrnutie najvyznamnejSich trendov,
rizikovych faktorov a
najpravdepodobnejSich hrozieb. Sluzi
ako vstup do dalSej fazy —
modelovania rizik.

ate Financované
PR Europskou Gniou
NextGenerationEU
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Sekcia |.
Trends assessment:

Evaluation of Trends and Threat, and synthesis X

LY
Trends assessment Threats assessment Summary

What is the purpose of your organization?
What is the progression of your business in recent years?
What is the evolution of the external environment (competition, market evolution, laws, etc.)?

What might be the attack reasons on your structure?

What are your most important business processes?

KOMPETENCNE CENTRUM
FOIA KYBERNETICKE) BEZPECNOSTI
FILINSKE) UNIVERZITY ¥ 2ILINE
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1. Stanovenie kontextu — 1.B Evaluation of Trends and
Threat, and synthesis

Q

MONARC

OPTIMISED RISK ANALYSIS

Nazov hrozby Popis hrozby c i a

Chyba pri pougivani Chyba’ pouzwatelvg pri ’obsluhg, zadavani udgjov alebo 11 1
nespravnom pouzivani hardvéru alebo softvéru.

Porucha softvéry Chyba’ navrhu, mstalgme alebo prevadzky softvéru spésobujuca 01 1
nespravne fungovanie.

Por.ucha .alebo Zlyhanie Logicka alebo fyzicka udalost spdsobujuca poruchu hardveéru. o1 1

zariadenia

Zneuzitie identity Osoba sa vydava za inu osobu s cielom ziskat' pristupové prava 11 1

(falSovanie prav) alebo spachat’ podvod.
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1. Stanovenie kontextu — 1.B Evaluation of Trends and

Threat, and synthesis
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Nazov hrozby Popis hrozby c i a

Odpocuvanie komunikacie Neopravneneé sledovanie alebo zachytavanie komunikacie. 1 0 O

Sledovanie Cinnosti pouzivatela na dialku (napr. zadavanie

Vzdialené spehovanie 0 0 O
hesla).

T . Neopravnena instalacia zariadenia na zachytavanie alebo niCenie
Manipulacia s hardvérom dat 110
Neopravnené kopirovanie . , : vr .

P P Nelegalne kopirovanie alebo pouzivanie piratskeho softveru. 1 0 1

softvéru
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1. Stanovenie kontextu — 1.B Evaluation of Trends and
Threat, and synthesis
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OPTIMISED RISK ANALYSIS

Nazov hrozby Popis hrozby c i a
Poskodenie dat Zasah do prenosu alebo obsahu dat (zniCenie, zmena, vlozenie). 0 1 0
Popretie vykonania Cinnosti Osoba alebo subjekt popiera vykonanie Cinnosti 01 0

Osoba vykonava spracuvanie informacii, ktoré je zakazané

Nezakonné spracovanie udajov _, . . : 110
zakonom alebo inym pravnym predpisom.
Rusiveé signaly z elektromagnetického zdroja vyzarované
Zachytenie elektromagnetickych zariadenim, ktoré sa Siria bud vedenim po napajacich kabloch 10 0
signalov alebo uzemnovacich vodi€och, alebo vyzarovanim do volného
priestoru.
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1. Stanovenie kontextu — 1.B Evaluation of Trends and
Threat, and synthesis
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OPTIMISED RISK ANALYSIS

Nazov hrozby Popis hrozby c i a
Kradez alebo zni€enie médii ¢i Odcudzenie alebo fyzické poskodenie zariadeni alebo nosiCov 10 1
zariadeni dat.
Ziskanie vyradenych medii Ziskanie dat z vyradenych alebo recyklovanych nosicCov. 1 0 O
Infekcia Skodlivym softvérom Nechceny softvér poSkodzujuci systémy. 11 1
Zahltenie informaéného systému Umyselné alebo nelimyselné pretaZenie zdrojov systému. 0O 0 1

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
Al TIZACIE
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1. Stanovenie kontextu — 1.B Evaluation of Trends and
Threat, and synthesis
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Nazov hrozby Popis hrozby c i a

Zneuzitie opravneni Osoba s rozSirenymi pravami zneuzije svoje opravnenia. 11 1

Udaje z nedéveryhodnych

: Pouzitie nespravnych dat alebo zariadeni z externych zdrojov. 010
zdrojov
_Neopreav.n’ene verejhenie Umyselné alebo nedbanlivé spristupnenie informacii. 1 0 O
informacii
Nemoznost udrzby systému Nedostatok odbornych znalosti brani udrzbe a modernizacii. 0O 0 1

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
Al TIZACIE
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1. Stanovenie kontextu — 1.B Evaluation of Trends and
Threat, and synthesis
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Nazov hrozby Popis hrozby c i a
Nedostupnost personalu Nedostatok kvalifikovanych alebo opravnenych pracovnikov. 0 0 1
ZniCenie zariadeni alebo médii  Udalost’ veduca k fyzickému zniCeniu. 0 0 1
Poziar Udalosti umoznujuce vznik poziaru. o1 1
Poskodenie vodou Udalosti sp6sobujuce Skody vodou. o1 1

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
Al TIZACIE
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Threat, and synthesis
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OPTIMISED RISK ANALYSIS

Nazov hrozby Popis hrozby c i a
Velka havaria Udalost' veduca k fyzickému zniCeniu objektov. 0 0 1
Znecistenie Pritomnost prachu, plynov alebo toxickych latok. o1 1

Zlyhanie telekomunikaCnych

sluzieb Vypadok alebo nespravna kapacita telekomunikacnych sluzieb. 0O 0 1

Vypadok dodavky elektriny Zlyhanie alebo nedostatoCné napajanie zariadeni. 0O 0 1

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACKE
SLOVEN! BLIKY
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Threat, and synthesis
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Nazov hrozby Popis hrozby

Zlyhanie klimatizacie NedostatoCne chladenie alebo ventilacia.

Environmentalna katastrofa Rozsiahla udalost’ poskodzujuca priestory.
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Threat, and synthesis
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Sekcia Il: Threats assessment

Posudenie hrozieb je z pohladu dopadu (na CIA) a aj na zaklade polozky , Trend” ktora je definovana takto:

o

= -“ => Nikdy sa hrozba neobjavila, velmi mala pravdepodobnost

"

= ,n“ =>Neutralny ndzor (No clear position, no opinion)

., . Hrozba Trend Odovodnenie
= +“ =>Hrozba sa uz objavila Val 3 i
N . , war Zsav
= ++“=>Hrozba sa objavila viac krat : a ? © = u _Sa ys ,y ° _ _
infection (infikované zariadenie)

n ’ ) ’
Trends assessment Summary SU p ply n I e praVIde I ne

Threats analysis - 1/ 30 Error in use ~ Eave Sd I’Op p|n g dOte raZ neeV|d Ovan é
Theme: Compromise of functions (Od pOéu Vanie) prllpa dy

Osoba sa dopusti chyby pri obsluhe, chyby pri zadavani Error in use OpaKUJ uca sa Chyba
Comments vstupov alebo chyby pri pouzivani hardvéru alebo softvéru. ++ po uzivatelov pr| pra’ Ci

(fudska chyba) SO systémami

Impacted criteria

Equipment uz sa vyskytla porucha
Trend O-OHO+O++ q p y y p

failure zariadenia

PLAN [OBNOVY_ ‘ v
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1. Stanovenie kontextu — 1.B Evaluation of Trends and
Sekcia Il: Threats assessment Threat’ and SyntheSiS

OPTIMISED RISK ANALYSIS

www.monarc.lu

Evaluation of Trends and Threat, and synthesis X

Trends assessment Threats assessment Summary

Threats analysis - 30 / 30

Environmental disaster (fire, flood, dust, dirt, etc.) -

Theme: Physical damage

\ Vyber z 30 hrozieb —
Description: Any event that can physically ruin the premises

postupne ku

kazdému treba
Comments ZavaZzna prirodné udalost méZe poskodit zariadenia alebo prerusit napajanie. Zad efl novat’ trend a

komentar

Impacted criteria D -

Trend -OI‘IO+O++




MONARC
1. Stanovenie kontextu — 1.B Evaluation of Trends and

Threat, and synthesis

cases
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Sekcia lll: Summary:

= Co sme zistili pri hodnoteni trendov a hrozieb
» Ktoré hrozby su najkritickejSie
= Aké dopady to ma na organizaciu

Evaluation of Trends and Threat, and synthesis

Trends assessment Threats assessment

B I & TE = [ i )

Na zéklade vyhodnotenia trendov a analyzy hrozieb moZno kondtatovat, Ze najvyznamnejSie rizika pre Katedru informaénych sieti (KIS) FRI UNIZA sU spojené najma s dostupnostou a bezpeénostou internych IT sluZieb, siefovej a serverovej infragtruktiry. Viyraznu Glohu pritom
zohrava rastica zavislost na digitélnych prostriedkoch vyuéby, sprave Studijnych dat a vyskumnych projektov.

Medzi kfucove hrozby patria najma:

Poruchy hardvéru a softvéru, ktoré mdzu viest k vypadkom sluZieb
Chyby pouzivateFov pri konfiguracii alebo sprave systémov
Kyberneticke utoky ako malware a DoS litoky, ktoré ohrozuju dostupnost a bezpeénost systémov

Vypadky elektrickej energie alebo telekomunikaénych sluzieb, ktoré méZu naruit vyucbu aj vyskumné Zinnosti

Hrozby spojené s fyzickymi katastrofami (pozZiar, povoden) alebo sofistikovanou SpionaZou su hodnotené ako malo pravdepodobné v aktudinom kontexte.

Opakujlice sa incidenty (napr. pouZivatelské chyby, vypadky zariadeni alebo vyskyt malware) a rastuci poéet kybernetickych hrozieb naznafuju potrebu zlepéenia procesov riadenia rizik, posilnenia ochrany IT infradtrukiury a pravidelného Skolenia pouZivatelov. Vstupy z tejto
fazy tvoria zaklad pre dalsi krok — modelovanie rizik a priradenie hrozieb ku konkrétnym aktivam organizacie.

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
Eurpskouaniou | PLAN [OBNOVY. ol GOy : KYSERNETICKE) BEZBECNOSTI

SLOVENSKE| REPUBLIKY ZILINSKES UNIVERZITY ¥ JILINE
NextGenerationEU




MONARC

1. Stanovenie kontextu — 1.C Risk management organisation

Dal$ia faza sluZi na nastavenie organizacného ramca riadenia rizik, vypifame:

« kto je zodpovedny za riadenie rizik,

- definujeme roly (schvalovanie, implementacia, hlasenie incidentov),

* popis, ako prebieha eskalacia a aktualizacia rizik

Risks management organisation

B I < w | ==

zodpovedny vedlci katedry alebo nim poverena osoba (spravea IT infraStruktiry). Hodnotenie rizik sa vykonava minimdine raz ro¢ne alebo po vyskyte vyznamného incidentu.

Roly a zodpovednosti:

Rizikovy manaiér | veduci katedry — schvaluje analyzu rizik a rozhoduje o prijati alebo ofetreni rizik.

Spravca IT infraStruktiry — identifikuje technické rizika, navrhuje op a vykonava taciu

Vyskumni a pedagogicki pracovnici — hidsia incidenty, spolupracuji pri identifikacii rizik procesov a dat.
. -

Studenti — povinnost dodrZiavaf stanovené bezpefnostné pravidia (napr. pouzivanie Uétov, ochrana dat).

Riesenie konfliktov a eskaldcia:

response planu UNIZA]

Riadenie rizik na Katedre informacnych sieti je sucast'ou interného procesu zabezpecenia informacnej bezpecnosti a podpory prevadzky IT sluzieb. Za koordinaciu analyzy rizik a aktualizaciu hodnotenia je

Ak vznikne rozpor v hodnoteni rizik alebo zodpovednostiach, eskaldcia prebieha na uroved vedenia fakulty (prodekan pre IT alebo bezpeénost). V pripade zavaznych incidentov sa postupuje podia interného incident

Additional information

Roles and responsibilities

Financované P L]
Eurépskou Gniou PLAN _OBNOVY,

NextGenerationEU
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[ .

Context Establishment

Risks analysis context

Evaluation of Trends and Threat, and synthesis
D Risks management organisation

D Definition of the risk evaluation criteria

Deliverable: Context validation

Ongoing risk assessment organization

Conflict resolution and escalation paths
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MONARC
1. Stanovenie kontextu — 1.C Risk management organisation

Rozdiel medzi informa€nymi rizikami
a operacénymi rizikami:

= V tomto kroku sa upravuju vsetky
hodnotiace stupnice, ktoré sa pouzivaju pri

analyze rizik Typ rizika Coznamena Ako sa hodnoti  Priklady
= Upravy s mozné iba na zaéiatku analyzy — Rizika, ktoré ik dat
po hodnoteni aktiv ich uz nie je mozné menit ohrozuju Kombinaciou CIA -~ 4 . "
v s " . , ng Inf - konkrétne triady + ROLPF . teqrit
- Je_ mozne merjlt’poplsy bodovych hodnét g r?zﬁ(r;nacne aktivum (napr.  a vdy sa berie ljna?agglé 3;
pridavat’ noveé urovne dopadu server,data,  najhorSia (max) nedostuy’no
proces, hodnota St serverr)a
: ] aplikaciu)
Skratka/Pojem Vyznam
CIA Confidentiality — Integrity — Availability Sl [Kione ‘(;yza,do‘t‘ |’
(tradi¢na triada informadnej bezpeénosti) sa tykajd Hodnotia sa len zloé i)
Regulatory / Organizational / Legal / Operacne fungovania podla ROLPF i ovené
ROLPF Privacy / Financial dopady rizika organizacie atributov a tiez roces
_ , ako celku, nie  cez max() glhé ody(’)zva
Threats Hrozby — hod notlg sa podla jedného aktiva |
pravdepodobnosti vyskytu systemu
Impact Dopad — ako velmi to poskodi aktivum CIA = bezpeénostné vlastnosti informacii

alebo proces ROLFP = dopady na fungovanie organizacie

PLAN [OBNOVY_
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1. Stanovenie kontextu — 1.C Risk management organisation

Rozdiel medzi informaénymi rizikami a operaénymi rizikami v metodike MONARC

INFORMACNE RIZIKA OPERACNE RIZIKA
= Viazané na konkrétne aktivum (server, = tykaju sa fungovania organizacie ako
databaza, aplikacia) celku
= Ciel - ochrana informacii = nie su viazané na jedno konkrétne aktivum
= Hodnotenie dopadu: = hodnotenie dopadu:
o CIA (Confidentiality, Integrity, Availability) o ROLFP (Regulatory, Organizational,
o dopinkovo ROLFP Legal, Financial, Privacy/Personal)
= Berie sa najhor$i maximalny dopad = CIA nie je primarnym hodnotiacim ramcom

Dlha odozva systému - precCo kategoria operacné riziko ?

DlIha odozva znamena, ze systém reaguje, je dostupny, ale reaguje pomaly.

Dostupnost’ (Availability) preto nie je narusSena, len je znizena kvalita.

Dopad sa prejavuje najma v procesoch (Iudia ¢akaju), financie (strata €asu, penazi), ..
Preto toto riziko berieme ako operacny dopad na procesy.

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
Al TIZACIE
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1. Stanovenie kontextu — 1.D Definition of the risk

evaluation criteria
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Skratka Vyznam V MONARC sa pri vypocte nepouziva priemer ani
CIA Confidentiality — Integrity — Availability (tradiéna triada  sucet:

informacnej bezpecnosti) = Vezme sa najhorsi (najvyssi) hodnoteny dopad,
ROLPF Regulatory / Organizational / Legal / Privacy / Financial lebo:

dopady

= ak je riziko kritické z jedného pohladu (napr.
Threats Hrozby — hodnotia sa podla pravdepodobnosti vyskytu vypadok = A4 [Availability=4]), tak nezalezi, Zze z

Impact Dopad — ako velmi to poskodi aktivum alebo proces ineho je nizke (C1, 12) [Confidentiality = 1; Integrity

= 1]. Najhorsi dopad = ten, ktory treba riesit. - Ak je

nieco kritické z jedného pohfadu, je to kritické ako

Typ rizika Co znamena Ako sa hodnoti Priklady celok — preto funkcia MAX.
o . Kombinaciou cla Uik dat, Threats = hodnotené podla pravdepodobnosti
Rizika, ktoré ohrozuju triadv + ROLPE a strata ) , e
Informacné konkrétne aktivum lady : integrity — teda: S akou pranePOdObnOStou moze
. . vzdy sa berie . , . .. "
rizika (napr. server, data, najhorsia (max) databazy, nastat’ tento typ utoku alebo incidentu?
roces, aplikaciu nedostupnost . v ,
P P ) hodnota servera P Impact = uroven dopadu na aktivum (CIA + ROLPF)
vypadok — teda: Ak sa to stane, 8
slif;ks,fllj:]orsvsaan ia HOantia 2 Ien dOdévatel’a’ aky vel,ky prObIem to Context Establishment
Operaéné ykaju iung podla ROLPF zlé nastavené sposobi? pandal_
L organizacie ako o . , Bozdal | W
rizika . . atributov a tiez procesy, dlha : _
Ce|ku’ nie Jedneho Evaluation of Trends and Threat, and synthesis
) cez max() odozva -
ak‘tlva , D Risks management organisation
| | systemu |

I | [ ] pefition of the risk evaluation criteria

| Deliverable: Context validation
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1. Stanovenie kontextu — 1.D Definition of the risk
evaluation criteria

Monarc ponuka preddefinované stupnice (Scale),

ktoré je mozné si upravit podfa potreby. Stupnice pre:

Definition 1: Impact scale (Stupnica dopadov rizik)
Definition 2: Likelihood scale (Stupnica

hrozieb)

Definition 3: Vulnerabilities scale (Stupnica zavaznosti
zranitelnosti)

Definition 4: Acceptance thresholds of information risks
(Prahové hodnoty pre prijatie informacnych rizik)

Definition 5: Acceptance thresholds of operational risks
(Prahové hodnoty pre prijatie operacnych rizik)

Definition 1:
Preddefinovana stupnica pre dopady informacnych rizik
(dopady na CIA, ROLFP je na dalSom snimku)

Ku stupnici dopadov (0—4) je mozné pridavat alebo
odstranovat urovne a upravovat popisy jednotlivych
hodnét pre hodnotenie dopadov jednotlivych rizik.

ate Financované
PR Europskou Gniou
NextGenerationEU
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]

Impacts scale: [0-5]

A

P

4

Show hidden impacts

Confidentiality {5¥

Nonexistent impact,

The confidentiality criterion is not important.

Weak Impact, Insignificant.
Infermation leaks are negative to the
organization's Interests.

Examples:

- Internal information leaks which shouldn't

be oulside the company.
- Memorandum
- Imernial phone directory

Average impacl, acceplable,

Infermation leaks harm crganization's
interasts,

Examples:

- Maderalely sensitive information leaks
which are only for a group of people.

- Internal networking scheme.

- Documentation or source code which is
non-critical.

Strong impact, hardly bearable,
Information leaks seriously harm
organization's interest. Example:
- Confidential information leaks.
- Bank secrecy

- Sensitive personal data

- Securily incident

Really strong impact, unbearable,
Infermation leaks almost deadly harm
organization's interest.

Example:

- Secret or really sensitive information
leaks.

- Classified information by the law (the EU,

—— MNATQ, national...}

ntegrity @

Nanexisten! impact,

The integrity criterion is not important.

Weak Impact, Inslgniflcant. Corruption easy
te rectify without any consequences.
Example:

= Internal mail or letter.

Average impact, acceplable,

Corruption which brings an inconvenience fo
the stakeholders. Recovery is easy.
Example:

- Informational web site.

Strang Impact, hardly bearable.
Corruption which brings a considerable
inconvenience to the stakeholders.
Example:

- Confusion between stakeholders.

Really strang impact, unbearable.
Corruption which can't be recovered or bring
a permanent downtime.

Definition 1

Availability @

MNonexistent impact,
The availability criterion is not impartant.

Weak impact, insignificant
Unavallabllity which Is Inconvenlent, but not
really harmful for the stakeholders,

Average impact, accepiable.
Unavailability which brings an
inconvenience fo the stakeholders.
Example:

- Mazimum time periods consider as
unbearable are not reached.

Strong Impact, hardly bearable.
Unavailability which bring a considerable
inconvinlence to the stakeholders.
Example:

- Maximum time periods consider as
unbearable are reached.

Really strong impact, unbearable.
Unavailability which asks some drastic
efforts to recover, or even final.
Example:

- Important maximums time periods
consider as unbearable.

OPTIMISED RISK ANALYSIS
www.monarc.lu

ROLFP

Reputation

No consequences

Sporadic medla critics

Temporary degradatio
or staff reputation
Occasional media criti

Strong degradation of
staff reputation.
Serious and repeated

Death of someans.
Definitive degradation
staff reputation.
Internationnal media



MONARC

1. Stanovenie kontextu — 1.D Definition of the risk

Definition 1:

evaluation criteria

Preddefinovana stupnica pre hodnotenie dopadov (Impact) operacnych rizik
(5 stupnov: 0 - 4), informacné maju CIA + ROLFP, pricom stupnica pre ROLFP je tam rovnaka

Information risks Operational risks

Impacts scale: 5 Levels

1 Show hidden impacts

Reputation &)

0 Mo consequences
1 Sporadic media critics
Temporary degradation of the company or staff
2 reputation.
Occasional media critics
Strong degradation of the company or staff
3 reputation.
Serious and repeated media critics.
Death of someone.
4 Definitive degradation of the company or staff

reputation.
Internationnal media coverage.

Compliance

Operational (&)

No consequences

Minor incidents without any impact on customers.

Isolated incidents with a manageable impact on
customers.

Interruption of a whole department.

Complete stop of all services

Financované
Eurépskou tniou
NextGenerationEU

PLAN [OBNOVY_

Definition 1

Legal )

No consequences

Small probability of any sentences, or really slight
one.
Any prosecution should be futile.

Possible sentence for the company.

Sentence for the company.

Heavy sentence for the company.

MINISTERSTVO

NVESTICIL REGIONALNEHO ROZVCJA
A INFORMATIZACIE

SLOVENSKE| REPUBLIKY

Financial (&)

No consequences

Brings some marginal fees (more or less 1% of the
sales revenue).

Brings some non-marginal fees (more or less 5% of
the sales revenue).

Brings some heavy fees which can affect the
company (more or less 10% of the sales revenue).

Erings some deadly fees almost insurmontable (more
or less 20% of the sales revenue).

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
FILINSKE) UNIVERZITY ¥ 2ILINE

cases

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

[+
L[]

Personal (&)

Mo conseguences

Some inconvenience which will be topped without
difficulty {Time waste, procedure reiteration, irritation,
etc.).

Significative inconvenience which could be topped
with some difficulties (Additional costs, denial of
access to commercial delivery, fear,
misunderstanding, stress, slight physical ailments,
etc.).

Significative conseguences which could he topped,
but with some serious difficulties (funds
embezzlement, bank ban, deterioration of goods, job
loss.).

Significative conseqguences almost irremediable,
which can't be topped (financial distress, important
financial debts, working impossibility, long periods
psychological and physiological affection, death, etc.).
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1. Stanovenie kontextu — 1.D Definition of the risk
evaluation criteria

Q

MONARC

OPTIMISED RISK ANALYSIS

Reputaény dopad

Ziadne nasledky

Ojedinela kritika v médiach

Doc¢asné zhorSenie
reputacie organizacie alebo
zamestnancov. Prilezitostna
medialna kritika.

Vyrazné zhorsenie reputacie
organizacie alebo
zamestnancov. Zavazna a
opakovana medialna kritika.

Trvalé poSkodenie reputacie
organizacie alebo
zamestnancov.
Medzinarodna medialna
pozornost. Umrtie osoby.

Prevadzkovy
dopad

Ziadne nasledky

MenSie incidenty
bez dopadu na
zakaznikov

|zolované
incidenty so
zvladnutelnym
dopadom na
zakaznikov.

Prerusenie
¢innosti celého
oddelenia.

Uplné
zastavenie
vSetkych
sluzieb.

Pravny dopad

Ziadne nasledky

Velmi mierne
sankcie. Pripadné
stihanie by bolo
neuspesneé.

Moznost ulozenia

sankcie organizacii.

Ulozenie sankcie
organizacii.

Vysoké (prisne)
sankcie ulozené
organizacii.

Finanény dopad
Ziadne nasledky

Vznikaju len
marginalne naklady
(cca 1 % z obratu).

Vznikaju
nezanedbatelné
naklady (cca 5 % z
obratu).

Vznikaju vysokeé
naklady, ktoré mézu
vyznamne ovplyvnit
organizaciu (cca 10
% z obratu).

Takmer
neprekonatelné
financné straty (cca
20 % z obratu).

www.monarc.lu

Osobny dopad

Ziadne nasledky

MensSie neprijemnosti, ktoré je mozné bez
problémov zvladnut (strata Casu,
opakovanie postupov, podrazdenie a
pod.).

Vyznamné neprijemnosti, ktoré mozno
zvladnut' s urcitymi tazkostami
(dodatocné naklady, obmedzenie pristupu
k sluzbam, strach, stres, mierne zdravotné
problémy a pod.).

Zavazné nasledky, ktoré je mozné
prekonat len s velkymi tazkostami
(sprenevera financnych prostriedkov,
zakaz bankovych sluzieb, poskodenie
majetku, strata zamestnania a pod.).

Takmer nenapravitefné nasledky, ktoré nie
je mozné prekonat’ (vazne financné
problémy, vysoké dlhy, neschopnost
pracovat, dlhodobé psychické alebo
fyzické nasledky, smrt' a pod.).

PLAN "OBNOVY’ ‘ v
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evaluation criteria

~

cases

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

Definition 1:
Moznost rozSirenia mnoziny dopadov (Impact) rizik, okrem predvolenych CIA a ROLFP

New
Financial Q Personal Q column
name
ences No consequences
: marginal fees (more or less 1% of the Some inconvenience which will be topped without difficulty (Time waste, procedure
le). reiteration, irritation, etc.).

Je mozné pridat si vlastny novy
am e Ty atribut (okrem CIA a ROLFP) pre
non-marginalfees (more orless 5% of | ¢t e mercial Gelvery. fear. misunderstanding, svess, : : . : :
/enue), il ks ch s hie e, vyjadrenie a nasledné hodnotenie
dopadov rizik a uréit si pren viastnu
stupnicu a popisat jednotlivé stupne

: heavy fees which can affect the Significative consequences which could be topped, but with some serious
iore or less 10% of the sales revenue). difficulties (funds embezziement, bank ban, deterioration of goods, job loss.).

Significative consequences almost irremediable, which can't be topped (financial
distress, important financial debts, working impossibility, long periods
psycholegical and physiological affection, death, etc.).

: deadly fees almost insurmontable (more
of the sales revenue).
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~

cases

MONARC
OPTIMISED RISK ANALYSIS
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Preddefinovana stupnica (Scale) pre:

Definition 1: Impact scale (Stupnica dopadov rizik)

Definition 2: Likelihood scale (Stupnica pravdepodobnosti hrozieb)

Definition 4: Acceptance thresholds of information risks (Prahové hodnoty pre prijatie informacnych rizik)
Definition 5: Acceptance thresholds of operational risks (Prahové hodnoty pre prijatie operacnych rizik)

Likelihood scale: [0 - 4]

& __w» 0. Impossible

1. Very unlikely: never happened, requires a high level of expert knowledge, or it is very expensive to execute.

2. Unlikely: might have happened, rare phenomenon which requires a good level of expert knowledge, or it is expensive to execute.
3. Could happen occasionally

4 Very likely- easy to execute, no mentionable invesiment or knowledge necessary

Likelihood scale: [0 -4]

0. Vieme si tu nastavit svoju skalu

/ ery unlikely: never happened, requires a high level of expert knowledge, or it is very expensive to execute. T
agn 2 Unlikely: might have happened rare phenomenon which requires a good level of expert knowledge, or it is expensive to execute.

Def. N |t|0 N 2 3. Could happen occasionally

4. Very likely: easy to execute, no mentionable invesiment or knowledge necessary

Vulnerabilities scale: [0-5]

e

0. No vulnerabilities.
1. Very weak vulnerability- Some efficient measures have been already taken, and their effectiveness is controlled.
Very high maturity: Good practices are implemented and frequently verified.

Deﬁ n |t|0 n 3 2. Weak vulnerability: Some efficient measures have been already taken.

High maturity: Good practices are implemented.

3. Average vulnerability: Some measures have been already taken, even though they could be better.

Average maturity: Good practices are implemented without searching a better way.

4. Strong vulnerability: Some measures have been already taken, even though they are ineffective or unadapted.
Low maturity: Good practices aren't implemented, but there are some positive reactions without any thoughts.

5. Very strong vulnerability: Mo measures have been implemented.

Very low maturity or no maturity at all.

———— PLA" FOBNOW" v NwsT‘(IRE(\oNM NEHG ROZVCJA KVBE,,NH,E,'('E‘J S el
PR Europskou Gniou L 3
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evaluation criteria

Q

MONARC
OPTIMISED RISK ANALYSIS
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Definition 4: Acceptance thresholds of
information risks (Prahové hodnoty pre
prijatie infOrmaén}I/Ch r|Z|’k) Farba Vyznam Stav
= Horizontalna os (T x V) = kombinacia

elena rijatelné riziko nie je potrebna akcia
Threat (pravdepodobnost hrozby) x . - Al = , A '
Vulnerability (zavaznost zranitefnosti oransova reda sledovat/ | méze vyzadovat opatrenie
aktiva) podmienecne akceptovat
= Vertikalna os (Impact) = dopad na W . iatelng rizik musi byt rieSené
aktivum (CIA + ROLPF) cervena - neprjateine riziko (mitigacia / kontrola)

= Kazda bunka v matici = vypocitana
hodnota rizika R = Impact x (Threat x

Vulnerability) Definition 4
= Cisla nalavo:

= 8 — max. skore pre zelenu zénu Acceptance thresholds of information risks
(akceptované riziko)

= 27 — hranica medzi oranzovou a
¢ervenou (nad 27 je riziko neprijatelné)

TxV
[} 8 9 10 12 15 16 20
0 0 0 0 0 0 0 0

R=1x(T
6 & 9 10 12 15 16 20

0 8 — prijatel,né 10 12 16 18 20 24 Hﬂn R: Risk, I: Impact, T: Threat, V. Vulnerability
9 — 27 = tolerované, 2 s w2« 2 CIEICIEIC
ale je potrebné sledovanie 2« » = EEICIECICIE]

B80= neprijatelné, nutné riesenie

Impact

w [=- T ¥ = ()
(== Y = E-
o

27

£ () [ =

= = [— I — ] = =
£ L) b = = =
[=-] (=] F- N ] = 8]

PLAN [OBNOVY_
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1. Stanovenie kontextu — 1.D Definition of the risk

evaluation criteria
Definition 5: Acceptance thresholds of

Definition 5
operational risks (Prahové hodnoty pre prijatie / initi
operacnych rizik)

= Horizontalna os (Probability) = stupnica

Q

MONARC
OPTIMISED RISK ANALYSIS

www.monarc.lu

Acceptance thresholds of operational risks

pravdepodobnosti vyskytu operacného rizika Probability
= Vertikalna os (Impact) = dopad rizika na 3 ootz 9
prevadzku organizacie , ' HEEEE —
= Hranice tolerancie rizika SR | | | | | )
. oy = 2 0 P 4 6 a R: Risk, I: Impact, P: Probability
0 - 3 = prijatel'né
, E > [0/ S I
4 — 8 =tolerované e
@8l= neprijaterné _ .
V tejto faze sa len nastavuju stupnice a prahoveé hodnoty.
Konkrétne hodnoty pravdepodobnosti a dopadu sa aplikuju az vo faze 3.A.
Informacéné rizika Operaéné rizika Farba Vyznam Co to znamena
R = Impact x (Threat x Vulnerability) R = Impact x Probability W zelend prijatelné riziko netreba opatrenia
hodnoti sa cez CIA + ROLPF hodnoti sa len dopad na prevadzku oranzova  tolerované riziko sledovat, zvazit upravy
komplexnejsi model Zjednoduseny model B cervena  neprijatelné riziko  musi byt rieSené

PLAN [OBNOVY_ ‘ 9;
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1. Stanovenie kontextu — 1.D Definition of the risk

evaluation criteria

OPTIMISED RISK ANALYSIS
www.monarc.lu

Definition 4: Acceptance thresholds of information risks (Treshold hodnoty pre prijatie informacnych rizik)
Definition 5: Acceptance thresholds of operational risks (Treshold hodnoty pre prijatie operacnych rizik)

Acceptance thresholds of information risks

XV
o 1 2 3 4 5 6 8B 9 10 12 15 16 18 20 24 25 30
8
o 0 o 0 0 0 o0 0 O 0 0 0 0 O O O O 0 O
=1 1 0o 1 2 3 4 5 6 8 9 10 12 15 16 18 20 24 Em R=1x(TxV)
E (
=
£ = [ (2[4 e o e ] 560 ) 6 Y A BB MR R . s v, oveat, v: vaneraoiny
JENE LT o oo [
|?4| =
« 0«0 zie o« EIEICICICICIECICIEE
- HEEE mﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬁﬁ
Acceptance thresholds of operational risks
Probability
0 1 2 3 4 5
3
i k v /h h o0 0 0 0 0 O
Uprava akceptacného prahu
g 1 0 1 2 3 4 5 R=I1xP
E
= | | ] | n R: Risk, I: Impact, P: Probability
RO - [ =[]
8
« [0S SR
- o s KIEER
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1. Stanovenie kontextu — 1.D Definition of the risk
evaluation criteria

Q

MONARC

OPTIMISED RISK ANALYSIS
www.monarc.lu

= (roven zhody (sulad s normami, politikami, regulaciami). Urovei Nazov Vyznam
= Pouziva sa na hodnotenie toho, ako dobre je organizacia 0 — Non- Neexistuju Ziadne
riadena z pohladu kybernetickej a informacnej existent Neexistujuca pravidla, procesy ani
bezpeénosti. evidencia.
= Pouziva sa pri hodnoteni zvy$kového rizika (residual risk) | 1 — |nitial Podiatocna  EXistulu ad-hoc postupy,
. - o . . e e . ale nie su formalizované.
o Pomaha urcit, ako kvalitne je organizacia schopna riadit dané riziko
o MONARC automaticky priraduje farby k urovniam zhody — ako pri _ : Procesy existujd, ale nie
semaférovej metode 2 —Managed Riadena su st_andardlz'ovane ani
monitorovane.
nformation risks Operational risks Compliance ,
Procesy su
Compliance scale: 6 Levels 3 . Deﬁned Deﬁnované .ZdOkU m’entovane a
el ot comm - jednotné v celej
' organizacii.
0  Mon-existent @ ,
4 — e Zhoda sa meria pomocou
y o Kvantitativhe , .
1 el (| Quantitatively . ° ¢ metrik, prebieha
2 | sanages C managed monitorovanie a reporting.
. Neustale zlepSovanie
efine _ timalizov S g
? | e = 5 — Optimized Sép allzova 5 utomatizacia, riadené
4 CQuantitatively managed @ pOd I’a beSt pl'aCtice.
5 Optimized @I
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1. Stanovenie kontextu — Koniec prvej ¢asti (1.A, 1.B, 1.C, 1.D)

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

u

Context Establishment

Po dokonceni vsetkych Casti

Risks analysis context klikneme na: Deliverable: Context
validation -

Evaluation of Trends and Threat, and synthesis
Risks management organisation

Definition of the risk evaluation criteria

Deliverable: Context validation




MONARC o
(OPTIMISED RISK ANALYSIS
.monarc.lu

2. Modelovanie kontextu — 2.A Identification of assets, vulnerabilities
and impacts appreciation

1. stanovenie kontextu:
= urcenie ciela analyzy a definovanie prostredia
stanovenie kritérii a metodiky hodnotenia rizik

2. modelovanie kontextu:
= identifikacia aktiv a ich rozdelenie podla priority
vytvorenie rizikového modelu pomocou databazy MONARC

3. hodnotenie a oSetrenie rizik: \
posudenie hrozieb, zranitelnosti a urovne rizik

= npavrh opatreni na znizenie vyznamnych rizik
4. implementacia a monitorovanie: Context modeling
realizacia odporucanych bezpecnostnych opatreni
= priebezneé sledovanie zmien a aktualizacia analyzy

|:| Identification of assets, vulnerabiliies and impacis appreciation

|:| Synthesis of assets / impacts

)l Deliverable: Model validation




CBQ

MONARC

OPTIMISED RISK ANALYSIS

2. Modelovanie kontextu — 2.AIdentification of assets, vulnerabilities
and impacts appreciation

www.mon

= Preddefinovany zoznam aktiv

Asset types Q, search.. Show active only ~ £=) ¥

D Status Label -’]\ Code Type Description Actions

D v Backup OV_BACKUP Secondary Backup /‘ i
D v Building, office or premises OV_BATI Secondary Building, office or premises /‘ i
D v Business application LOG_APP Secondary Custom business application or standard /‘ i
D v Company directory SYS_ANU Secondary Company directory /‘ i
D v Container CONT Primary Asset container /‘ i
D v Decision maker PER_DEC Secondary Decision maker /‘ i
D v Desktop computer OV_POSTE_FIXE Secondary Desktop computer /‘ i
D v Developer PER_DEV Secondary Developer /‘ i
D v Electronic medium MAT_SUPP Secondary CD ROM, back-up cartridge, removable hard disc, memory key, tape. /‘ i

Financované
Eurépskou tniou
NextGenerationEU

MINISTERSTVO
NVESTICIL REGIONALNEHO ROZVCJA
FORMATIZACIE

INFORMATIZACIE
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MONARC

2. Modelovanie kontextu — 2.AIdentification of assets, vulnerabilities
and impacts appreciation

caseg
MONARC
TIMISED RISK ANALYSIS

= 3 spOsoby pre vlozenie aktiv do analyzy

Add an asset type X

& Import from file &€ 'mport from MOSP

[Manual creation |

Labels and descriptions
General information
/s -

Cancel
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MONARC
TIMISED RISK ANALYSIS

MONARC

2. Modelovanie kontextu — 2.Aldentification of assets, vulnerabilities
and impacts appreciation

= 3 spOsoby pre vlozenie aktiv do analyzy:
1. spbsob:
Manualne vkladanie aktiva

Add an asset

& Asset import center &Y \mport from MOSP
Labels and descriptions
» o Tl HIS Jedinecny nazov aktiva
» oo Rttt A Dodato’ény Popis,vlftory sa
zobrazi ked podrzime kurzor
General information nad danym prvkom
= Giona D il A Ako casto hodnotime riziko
a . RN R U U SR Typ urCuje o aky druh aktiva
ide
Gl Fundamentat - Networ S T/ETTTTTTT Umiestnenie v kniznici, kde
bude aktivum vytvorené
Cancel



MONARC

2. Modelovanie kontextu — 2.A Identification of assets, vulnerabilities

(G

and impacts appreciation

= 3 spOsoby pre vlozenie aktiv do analyzy:

Add an asset X Sl

Labels and descriptions
.. Router

.. network

General information

& Asset import center

u Fundamentals == Netwark

&Y \mport from MOSP

Cancel

/

1. spbsob:

Manualne vkladanie aktiva

LOCAL vs GLOBAL

caseg
MONARC
TIMISED RISK ANALYSIS

Local: lokalne aktivum
existuje iba v konkrétnej
analyze rizik, v ktorej
bolo vytvorené

Global: globalne
aktivum je spoloCné
aktivum, ktoré méze byt
znova pouzité vo
viacerych analyzach
alebo projektoch
vytvorenych v ramci 1
inStancie MONARC

J
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MONARC

2. Modelovanie kontextu — 2.Aldentification of assets, vulnerabilities
and impacts appreciation

= 3 spOsoby pre viozenie aktiv do analyzy: 2. spdsob:
Add an asset Import aktiva zo suboru

& Asset import center &Y Import from MOSP

Labels and desciptiy/

Asset import center X

File import center X

[ |

C8V file

| Nie je vybraty Ziadny SI:IDDF‘ o

- MOMNARC export file 0 Assets Iibrary i -

MOMNARC library name label asset type code scope operational risk tag category
Cancel Cancel
o ;o

Cancel
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2. Modelovanie kontextu — 2.Aldentification of assets, vulnerabilities

caseg
MONARC
TIMISED RISK ANALYSIS

(G

and impacts appreciation

= 3 spOsoby pre viozenie aktiv do analyzy:

Add an asset

Labels and descriptions
B ;?J”uth;r
.. -n::w‘urk

General information

EE Global

u Fundamentals == Network

& Asset import center

& Import from MOSP

|

3. spobsob:
Import aktiva z MOSP
databazy

Import an asset from MOSP

.
[} MONARC

* Internet of Things - 1oT [EN]

u Fundamentals == Physical Goods

Cancel

Cancel




MONARC
MOSP databaza

= MOSP - otvorena databaza objektov
pouzivanych v nastroji MONARC

Q

MONARC

OPTIMISED RISK ANALYSIS

J*WD CVE Feed JSON 1.1 Beta Schema

meacas da administracdo publica num caso concreto )
¢meas wop CSDecuﬁty Advisory bundle

&DPR records of processing activities

= Poskytuje Standardizované definicie
aktiv, hrozieb, zranitelnosti a dalsich
prvkov analyzy rizik vo forme znovu-
pouzitelnych objektov & VE objects from NIST

eeccurity referentials

= (objects.monarc.lu) obsahuje viac typov |
ObjektOV, nie len aktiva. & VE objects from CVE-Search

g/ulne ﬁﬁ%@%@sm
" MOSP typy ObjektOV: hreats JJIISP taxonomies
i £ VE objects from GitHub ]

= Assets (aktlva) Security Standards

= Threats (hrozby) Assets Library objects open-data-security format
= Vulnerabilities (zranitefnosti) Risks

" Risks (riZiKOVé Scenére) Security standards mapping
= Controls / Measures (bezpelnostné fecommendations

opatrenia)

Security Advisory comment

PLAN [OBNOVY_ ‘ 9;
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MOSP

List Of SChemaS Create a new schema

~

cases

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

Vulnerabilities validates 2834 objects
Validator for vulnerabilities used in MONARC
provided by MOMNARC.

Risks validates 1938 objects
Risks used in MONARC. A risk is composed of an Asset, a Threat and a Vulnerability.
provided by MOMNARC.

Assets validates 168 obj

Validator for assets used in MONARC
provided by MOMNARC.

Threats validates 123 objects
Validator for threats used in MONARC
provided by MOMNARC.

Security referentials validates 20 objects
Schema for the validation of security referentials aimed to be used in MONARC.

provided by Various contributors.

Recommendations validates 11 objects
Recommendations sets used in MOMNARC.

provided by MOMNARC.

Financované PR a2 E e KOMPETENENE CENTRUM
- INVESTICH REGIONALNEHO ROZVOIA ;
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MONARC

Aktiva v MOSP databaze:

~

cases

MONARC

OPTIMISED RISK ANALYSIS

Assets @ <> & L & www.monarc.lu
Description Validator for assets used in MONARC
Provided by MONARC

Search on the properties of the objects

- o

“ 1 2 5 6 3 2] £

displaying 121 - 140 objects in total 168

Search:

id Name Organization Last updated v Edit Definition Object Delete
3140  Multifuntion Printer MONARC May 6, 2019, 12:29:59 PM £4 = X []
3135 Software development MONARC May 6, 2019, 12:29:58 PM @ @ & ]
3143 Network MONARC May 6, 2019, 12:29:56 PM @ @ X [ ]
3138  Software maintenance MONARC May 6, 2019, 12:29:34 PM £4 £ & []
3153  Network and Communication MONARC May 6, 2019, 12:28:35 PM £4 r4 - [ ]
3155  Essential service MOMNARC May 6, 2019, 12:28:14 PM = 4 & [ ]
3150 Operator / Maintenance MOMNARC May 6, 2019, 12:27:30 PM 4 4 - []

noums»cu By FILINSKE) UNIVERZITY ¥ 2ILINE
NextGenerationEU
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MONARC

Aktiva v MOSP su definované:

Network E

Description Any network hardware (router, switch, firewall, etc.)
Owning organization MONARC

Validating JSON schema Assets (provided by MONARC)

Creator Cedric

License Creative Commons Zero v1.0 Universal

Related objects

Refers to 0 object(s) Referred to by 4 object(s) Part of 0 collection(s)

Definition of the object

o:

PLAN [OBNOVY,
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MONARC

2. Modelovanie kontextu — 2.A Identification of assets, vulnerabilities
and impacts appreciation

= Po otvoreni analyzy sa zobrazi hlavna pracovna plocha s kniznicou aktiv a stromovou Strukturou

= Ciefom je vytvorit model rizik umiestnenim aktiv do hierarchie

= Hodnotenie dopadov (Impact)

= Kazdé primarne aktivum musi mat definovany dopad
prl Vznlku rlZIka e ?ﬁ??,:?i?: entity that *  Edit impacts C_'_'__ Integrity : .

= Dopady sa hodnotia podra CIA + ROLPF

N,

Import analysis

0
(-

nformation risks

= Sekundarne aktiva automaticky zdedia hodnoty, ale s
je mOZhé |Ch UpI’aVit’ manUéIne 84 information risks [ See assetin the library Risk threshold (on max CIA) @)
Impact '9( Detach

2 Forging of rights 3 Authorisation management s flawed

3 2 2 Eavesdropping 3 Wireless network connections are poorl

Typ aktl’va UIOha \" mOdeIi POZI’lém ka System administrator T organization 3|22 ﬂ:i::;.f;:'n-?”amE"?'EN 4 | No organisation for management of security incidents

Primarne to, ¢o chceme chranit’ su ,korerfiom* : 2 _
aktl’va (Vyue’:ba’ déta’ SyStémy' " ') analy’zy ;ﬁj:(l:;_-e:m 4 ; ; ::.T:;cmuwer: 2 ,p;'.t‘;'e'w'-'ra;e --:ecl I'I;J'i"d'.-a"-pe-.:l'-l",

Programs can be downloaded and installed without

ser workstations 2 2 Mahware infection
User workstatio 4 Makware infectio monitoring

. . : dedia hodnot :
Se ku nd a rne pOd po rne prOStrled ky do pad u Z y :a:e:'ebs”er‘. Building 3 (2|2 Izrl:jleﬁeé.”élc:rjrmr( = 2 The principle of least privilege is not applied
a kt I’Va (H W, SW, S iet’, I’u d ia " aw ) . Ve ALl ary - Ee--r\':-:ewem 3 2 2 Mahvare infection 2 Update management (patches) is flawed
primarnych o |

each ol ma systel
T organization 2 Ef: Mj__‘fln?_ mation 5y m MNo recovery pian

ate Financované
PR Europskou tGniou
NextGenerationEU
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MONARC

2. Modelovanie kontextu — 2.Aldentification of assets, vulnerabilities

case@

MONARC
OPTIMISED RISK ANALYSIS

wwwmonarclu

and impacts appreciation

Expand al / Wrap a

Q

# Sima analysis

Financované
Eurépskou tniou
NextGenerationEU

Department

Front Office
Service office

& Employees

& User workstations

Specific software

.

_ Specific software

“ maintenance

Back Office
Building

# |T room

_ Administrator
workstations

y System administrator

Server management

% IT organization
.. Software

developmen:

Data

PLAN [OBNOVY

-
4

» Backup management

Metwork and Telecom

‘ o

Department
Department as an entity that
regroup persons

nformation risks

84 information risks

Impact
Assel

cC 1 A
Administrator o | = | =
workstations I
Metwork and -
Telecom 2e
IT organization 3|2 2

User workstations 4 2 2

Backup 3 2 2
managament =1 -
Employees 4 2 2
User workstations 4 2 2
Building 3|2 2
Server 32 32
management =
IT organization 3|2 2

# Editimpacts

& Import analysis

O

Detach

A

Label

Forging of rights

Eavesdropping

Breach of information sy
mamniainability

Mahvare infection

Theft or destruction of media
documents or aguipment

Errorin use

Malware infection

Theft or destruction of media
documents or equipment

Mabware infection

Breach of information system

i

st KOMPETENENE CENTRUM
NVESTICIL REGIONALNEHO ROZVCJA ¢
RIvesTIcH RECioNAL ! KYBERNETICKE) BEZPECNOSTI
SLOVENSKE| REPUBLIKY ZILINSKE] UNIVERZITY V ZILINE

Export analysis

C-T'_'_- Integrity :

See asset in the library

Prob.

L

(%)

(5]

(5]

ra

X

Risk threshold (on max CIA @

Label

Authonsation management is flawed

Wireless network connections are poorly managed
No organisation for management of security incidenis
No detection system of malicious programs

Backup media are not stored in a suitable place
Users are not made aware of information security
Programs can be downleaded and installed without

monitoring

The principle of least privilege is not applied
Update management (patches) is flawed

MNo recovery plkan



MONARC

2. Modelovanie kontextu — 2.Aldentification of assets, vulnerabilities

= Confidentiality — D6vernost
= |ntegrity — Integrita
= Availability — Dostupnost

Pre kazdu hodnotu CIA sa hodnoti
doésledok na organizaciu podla

ROLFP kategorii:

ROLFP Vyznam

Reputation vplyv na povest organizacie

Operational narusenie prevadzky, vyucby,
vyskumu

Leqal porusenie zakonov, noriem,

J GDPR

Financial financné straty, sankcie, naklady
dopad na zamestnancov /

Personal

Studentov

ca:

sssssssssssssssssssss

and impacts appreciation
= V tomto okne (Edit Impacts) sa hodnotia (appreciation) dopady rizika na aktivum podla CIA triady:

| Context modeling

Identification of assets, vulnerabilities and impacts appreciation

I D Synthesis of assets / impacts

Deliverable: Model validation

Edit impacts

Consequences

Reputation (&) Operational (&)

Confidentiality 2 v 0 v 1

Integrity 2 v 0

Availability 2 v 0

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVEN!

Vysledna hodnota
dopadu je maximalna
hodnota v riadku

Legal &)

B Show hidden consequences

Finan ® Personal (@) Max
v Unknown v 3 v 3
v  Unknown v 2 v 2
- Unknown v 2 v 2

Cancel
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2. Modelovanie kontextu — 2.A Identification of assets, vulnerabilities
and impacts appreciation

cases@
MONARC
TIMISED RISK ANALYSIS

0P

wwwwwwwwwwwwww

Zranitelnost’ sa v MONARC neurCuje
Sa mostatn e a ko O bj e kt gafils%ala(;gmzpeéujuca centralizovany zber, uchovavanie a sprac E Confidentiality : 3

= Vyplyvaju z bodu - aké bezpecCnostné opatrenia
existuju pripadne neexistuju

Information risks Operational risks

= Po kliknuti na riziko sa nam zobrazia detailné

informacie o riziku, kde mézeme dodatocne

vypisat existujlice opatrenia. = e
= Dalej v kroku 3, budeme existujuce opatrenia o

prevadzat na Ciselnu hodnotu, do Casti Vueraity quaficaion

Qualification
Risk analysis Syslog Evaluation and treatment of risks Risk context

B e kot SPrac

Expandall 7 Wrap all ovame D Estimation, evaluation and risk treatment Existing controls
Q . Information risks Operational risks |:| Risk treatment plan management Recommendations
M Kis Fri Uniza Deliverable: Final report Sonrch & recommendation

& Building _ — — —~ - 7

Kind of treatment == Not treated -

Vulnerability reduction

MINISTERSTVE KOMPETENCNE CENTRUM
INVESTICH, RECIONALNEHO ROZVOJA

A INFORMATIZACIE

SLOVENSK LKy e !




MONARC

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

2. Modelovanie kontextu — 2.B Synthesis of assets / impacts

= |de o textovy suhrn modelu aktiv a a
hodnotenia dopadov e

= Obsah sluzi ako odévodnenie vyberu Context modeling
aktiv a sp6sobu, akym boli ohodnotené
dopady (CIA + ROLFP)

= Text sa automaticky zobrazi vo finalnom
risk reporte (sprave z analyzy)

Identification of assets, vulnerabilities and impacts appreciation

Synthesis of assets / impacts

Deliverable: Model validation

n Ma| by obsahovat: Synthesis of assets / impacts
Aké primarne aktiva boli identifikované.
= Podla ¢oho boli hodnotené bezpe¢nostné B/ I S| [M[E]E ~ ~ @ - _
kritéria (C|A). Additional information
= Aké podporné aktiva boli priradené (HW, !f:”“z:‘:;t:
SW, siet, personél...). Fealure of the modeling?

= Specifikd modelovania (napr. dedenie
hodndt, zoskupovanie systémov, rozsah
analyzy).

Cancel

PLAN [OBNOVY_ ‘ v




MONARC

3. Hodnotenie a osetrenie rizik — 3.A Estimation, evaluation
and risk treatment

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

-_—

stanovenie kontextu: _ .
= urcenie ciefa analyzy a definovanie prostredia
stanovenie kritérii'a metodiky hodnotenia rizik

2.  modelovanie kontextu: _ o
= identifikacia aktiv a ich rozdelenie podla priority
vvivorenie rizikového modelu pomocou databazy MONARC

3. hodnotenie a osetrenie rizik:
posudenie hrozieb, zranitelnosti a urovne rizik
= navrh opatreni na znizenie vyznamnych rizik
4.  implementacia a monitorovanie:
realizacia odporucanych bezpecnostnych opatreni
= priebezné sledovanie zmien a aktualizacia analyzy

Evaluation and treatment of risks

H L
Iutorlal . Confidentiality : Inherited A
t
Expand all Wrap all Y .
D Estimation, evaluation and nisk freatment
Q search an asset
D Risk treatment plan management
M Monarc Tutorial 2 information risks Risk threshold (on max C14) (@) (| ———— report :
Business database
Impact Threat Vulnerability
# Zamestnanec Tut Azzet
c 1 A Label Frob. Label Existing controls Q
o ta i
Tutorial - - - | Equipment malfunction or failure Backupsfri}_nm.ca _'EF out in accordance
with the state of the art
Q earch &t
Tutorial Theft or destruction of media, Backup media are not stored in a suitable
Hlona documents or equipment i place

- Fundamentals



MONARC

3. Hodnotenie a osetrenie rizik — 3.A Estimation, evaluation
and risk treatment

Q

MONARC

OPTIMISED RISK ANALYSIS

= V tejto faze sa pre aktiva [1] kvantifikuja = Postup v tejto faze:

rizika [6] pomocou: = Ohodnotenie pravdepodobnosti hrozieb pre
= |mpact (dopad) [2] — podla CIA alebo kazdé aktivum [3]
ROLFP = Priradenie zranitelnosti (ak st zname) [5]
= Probability [3] (pravdepodobnost hrozby) = Vypodet rizikového skére — informaéné aj
= Vulnerability [5] (zranitelnost aktiva) operacne rizika [6]
= MONARC automaticky vypocita aktualne = Porovnanie so stanovenou prijatelnou urovinou
riziko (Current risk) [6] a zvy$kové riziko rizika (thresholds)
(Residual risk) [8] = Ak je riziko neprijatelné — definovanie risk

treatment (mitigacia, akceptacia, prevod,
odstranenie) [7]

Impact Threat Vulnerability Current risk

© Asset 2] 3 3] 5]

c 1 a Labeel Praob. Label Existing contrals Cualif c

I A
Adminisiraton . & .
;1 Forgang of nights 2 Aarthonsation managamant is. faw otfing !
workstations ' i e O g wtt | MANANT Al N 16 8 g

Zvyskove riziko

Treatment iridual

g -
/

. Financované




MONARC
3. Hodnotenie a osetrenie rizik

= V tejto faze sa pre aktiva [1] kvantifikuju
operacné rizika pomocou:

Impact (dopad) — hodnoteny vyhradne podla

ROLFP(Regulatory, Organizational, Legal,

Financial, Privacy/Personal)

Probability (pravdepodobnost’) —

pravdepodobnost’ hrozby
= Vulnerability / Existing controls — zohladnenie

existujucich opatreni

= \ysledny dopad sa urCuje ako najhorsia
(maximalna) hodnota z ROLFP dimenzii
(worst-case princip).

MONARC automaticky vypogita:

Current risk — aktualne riziko
Residual risk — zvySkoveé riziko
po navrhnutych opatreniach

Risk descr

Low communication
and the commission

PLAN [OBNOVY_
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MONARC

OPTIMISED RISK ANALYSIS

— 3.A Estimation, evaluation
and risk treatment

Postup v tejto faze:

Vyber primarneho aktiva/oblasti (dodavatelské
vztahy, prevadzka IT, GDPR povinnosti) [1]

|dentifikacia operacnych rizik [2]
Ohodnotenie pravdepodobnosti hrozieb[Prob] a
dopadov cez ROLFP [3]

VypocCet: Net [3] (Current risk pri existujucich
opatreniach)
Porovnanie s prahovymi hodnotami prijatelnosti

AK je riziko neprijatelné -> risk treatment [5] v
nasom pripade redukcia

O 0

Residual

risk

€

Existing controls

Net risk

iption Impact Treatment

C urren
Per. Fiok

3 u Absence of DPO

Zvyskove riziko

Prob. t

Rep. Ope. Leg. Fin.

between DPO 3




MONARC

ClA vs. ROLFP

OPTIMISED RISK ANALYSIS
www.monarc.lu

Typ rizika Vypocet Pouziva
Informacné rizikd R =Impact x (Threat x Vulnerability) CIA
Operacnérizika R =Impact x Probability ROLFP

Skratka

C — Confidentiality

| — Integrity

A — Availability

Vyznam

Ochrana pred
neopravnenym pristupom
k datam

Ochrana pred zmenou,
poSkodenim alebo
manipulaciou s datami

ZabezpecCenie, aby boli
systémy a udaje dostupne,
ked su potrebné

PLAN [OBNOVY_

Skratka

R — Reputation

O — Operational

L — Legal
F — Financial
P — Personal

Vyznam dopadu

poskodenie mena
organizacie

narusenie ¢innosti,
procesov, vyucby,
vyskumu

porusenie zakonov,
noriem, GDPR

sankcie, pokuty,
vypadky prijmov,
naklady na obnovu
vplyv na zamestnancov,

Studentov, zdravie,
udaje os6b

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSK 1KY



MONARC

3. Hodnotenie a oSetrenie rizik — 3.A Risk treatment
plan management

= V MONARC-u sa rizika rieSia pomocou 4 typov reakcie:
Accept - riziko je prijaté, nerobia sa dalSie kroky

1.
2.
3.
4.

Modify / Reduce — zavadzaju sa opatrenia na znizenie rizika
Share — riziko sa prenasa na tretiu stranu (napr. poistenie, outsourcing)
Deny / Avoid — odstrani sa pri€ina rizika, riziko dalej neexistuje

= Kazdé riziko v analyze je priradené k jednému z tychto postupov.

Risk treatment plan management

Reset positions

Recommendation

4+ Authorisation

- Implement a procedure for the authonsation '1I.'_-|'I:_-1',_|-.',_-;Illi_-;“l'1|
4+ Monitoring

+ Implement & & monitonng of the workstation
4 Program management

- Implement & white list of the program which have been approved |J'J.' the IT department
4+ Administrator right

+ Remave the administrator nght from the workstations of the users
4+ Patch management

* Check if the patch are really applied

PLAN [OBNOVY_

Imp. Asset

Adminisirator

Administrator

Adminisirator

Administrator

Administrator

waorkstations

waorkstations

warkstations

workstations

waorkstations

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

Vysledné odporucania
sa zobrazuju v plane
riadenia rizik
(Risk treatment plan).

X

Existing controls Currentrisk  Residual risk
Mo procedure 9
The workstations are not monitored 18
No measure 0
There is no procedures 15 9
The patch are normally done in automatic 12 5]




MONARC

3. Hodnotenie a oSetrenie rizik — 3.A Risk treatment
plan management

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

1. Accept — Residual risk = Current risk, riziko je na prijatelnej urovni

2. Modify / Reduce — Residual risk < Current risk - zavadzame opatrenia, riziko je neprijatelné ale
tolerovatelné

3. Share — prenaSame ho na 3. stranu, poistenie, SLA s dodavatelom, ...
4. Deny / Avoid — Residual risk = 0 - ruSim ¢innost, systém, prestanem robit to, ¢o ho spésobovalo
= Kazde riziko v analyze je priradene k jednému z tychto postupov.

Risk treatment plan management X

Reset positions

Recommendation Imp. Asset Existing controls Currentrisk  Residual risk

: -

4 | Awshoriation ; nee Administrator workstations = No procedure 9
- Implement & procedure for the authonsation '1I.'_-|'I:_-1',_|-.',_-;Illi_-;“l'1|

- itori )

— Momlieing ; s Administrator workstations =~ The workstations are not monitored 18
+ Implament & a monitonng of the workstation

+
e P_'°F"“!"_” nj.an.ag.em.en_t ) e I . . ) Adminisirator workstaions = No measure ]
- Implement & white list of the program which have been approved |J'J.' the IT department

: . :
4+ | Asinistoator right Administrator workstations = There is no procedures 15 9
+ Remave the administrator nght from the workstations of the users

- Patch management
— PR CI : i Administrator workstations =~ The patch are normally done in automatic 12 5]
* Check if the palch are really applied

PLAN [OBNOVY_




case@
MONARC
TIMISED RISK ANALYSIS

0P
wwwwwwwwwwwww

MONARC

4. Implementacia a monitorovanie — Management of the implementation
of the risk treatment plan

1. stanovenie kontextu: = Po vykonani prvych 3 faz nasleduje faza riadenia
= urCenie ciela analyzy a definovanie prostredia s bezpeénostnym monitorovanim
stanovenie kritérii a metodiky hodnotenia rizik a opakovanou kontrolou bezpe&nostnych
2. modelovanie kontextu: opatreni.
= identifikacia aktiv a ich rozdelenie podla priority | T4 £z - . oy
vytvorenie rizikoveho modelu pomocou Tatovfaza s_Iu2| na ov;?akovgne a neQretrzm’e
zlepsovanie a udrziavanie bezpecnostnych

databazy MONARC
3. hodnotenie a oSetrenie rizik:
posudenie hrozieb, zranitelnosti a urovne rizik
= navrh opatreni na zniZzenie vyznamnych rizik
4. implementacia a monitorovanie:
realizacia odporucanych bezpecnostnych
opatreni

= priebezné sledovanie zmien a aktualizacia
analyzy

opatreni

D) Recommandation Imp. Commant Manager Daadline Status Actions

PLAN [OBNOVY_




MONARC

Export Aktiv

Aktiva je mozné exportovat do .csv suboru,
ktory je strukturovany nasledovne:

Q

MONARC
OPTIMISED RISK ANALYSIS
www.monarc.lu

uuid code label (Typ aktiva) description type
d2023c5d-44d1-11e9-a78c-0800277f0571 BAT LOC Premises, building Establishment, buildings, offices, reserved access zone, etc. 2
d2023c8f-44d1-11e9-a78c-0800277f0571 CONT Container Asset container 1
d2023ca5-44d1-11e9-a78c-0800277f0571 INFO Information Sensitive or essential information 1
d2023ch8-44d1-11e9-a78c-0800277f0571 LOG_APP Business application Custom business application or standard 2
d2023ceb-44d1-11e9-a78c-0800277f0571 LOG_ 0S5 Operating system Windows 7, MAC OX 10, Linux 2
d2023cfb-44d1-11e9-a78c-0800277f0571 LOG SRV Service, maintenance or administration software All administrative tools 2
d2023d0a-44d1-11e9-a78c-0800277f0571 LOG_STD Package software or standard software Microsoft office, My5QL, SAP, Photoshop, etc. 2
d2023d19-44d1-11e9-a78c-0800277f0571 MAT_FIX Fixed equipment Server, microcomputer used as a workstation 2
d2023d29-44d1-11e9-a78c-0800277f0571 MAT_MOB Transportable equipment Laptop, PDA, etc. 2
d2023d38-44d1-11e9-a78c-0800277f0571 MAT NELE Other media Paper, slide, transparency, documentation, fax. 2
d2023d46-44d1-11e9-a78c-080027710571 MAT_PERI Processing peripheral Printer, removable disc drive 2
d2023d57-44d1-11e9-a78c-0800277f0571 MAT_SUPP Electronic medium CD ROM, back-up cartridge, remaovable hard disc, memory key, ta| 2
d2023d64-44d1-11e9-a78c-0800277f0571 ORG_EXT Subcontractors, suppliers, manufacturers Third-party service companies 2
d2023d89-44d1-11e9-a78c-0800277f0571 ORG_GEN Structure of the organisation Structure of the organisation 2
d2023d98-44d1-11e9-a78c-0800277f0571 OV_BACKUP Backup Backup 2
d2023da7-44d1-11e9-a78c-0800277f0571 OV _BATI Building, office or premises Building, office or premises 2
d2023db5-44d1-11e9-a78c-0800277f0571 |V_DEVELOPPEMEN Software development Software development 2
d2023dc4-44d1-11e9-a78c-0800277f0571 OV_INFOPHY Paper document Information in physical form 2
d2023dd3-44d1-11e9-a78c-0800277f0571 OV_LOGICIEL Software Business application 2

Financované
Eurépskou tniou
NextGenerationEU
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PLAN [OBNOVY_ ;\

JONALNEHO ROZVOJA
ACK

REPUBLIKY

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
ZILINSKES UNIVERZITY ¥ JILINE




= Ktora z kategérii patri medzi
rimarne aktiva podla normy
SOJ/IEC 270057 (1 spravna)

= a)TlaCiarne a skenery
b) Firemna sietova topologie = |
c) Obchodné procesy a informacie
d) Zamestnanecke pristupové karty

= Co vyjadruje cyklus PDCA v
oblasti riadenia
bezpe€nosti? (1spravna)

= a)Jednorazovy p[ojektovg plan
b) Metodu na spravu hardveéru
c) lterativny proces neustaleho
zlepSovania _
d) Postup pouzivany iba pri
auditoch

Otvorena reflexia

- Ktore'/_z, nasledujucich prvkov NEPATRI medzi zékladné atributy
CIA triady? (1 spravna)

= a) Dévernost gCor)ﬁdentialily)
b) Integrita (In e)gnty -
c) Dostupnost’ (h vailability)
d) Pravost' (Authenticity)

= Ktory z uvedenych cielov patri medzi hlavné dévody spravy
softvérovych aktiv?
(1 spravna)
= a Zv%éovat’vyykon hardveru _ o )
b) Zabezpeclit aktualizacie, licencie a kompatibilitu softvéru
c) Automatizovat bezpecCnostné monitorovanie siete
d) Tvorba Sifrovacich kluCov

= Ktory z nasledujucich prvkov je nevyhnutnou suc€ast’ou
hodnotenia aktiv podla ISO/IEC 270057? (1 spravna)

= a)Automaticka zaloha bez definovania rizik .
b) Identifikacia aktiv, kritérii hodnotenia a urCenie dopadov
c) Vypocet sietovej priepustnosti )
d) Analyza kybernetickych utokov pomocou SIEM systému




Otvorena reflexia

= AkV ie hlavny tiéel nastroia MONARC? (1 sor3 = Ako sa lisi Front Office (FO) od Back Office (BO) v
. );; Automa)t,izovat’ antivirjusové skenova(nisgravna) architekture MONARC? (1 spravna)
s, = a)F
b) Vytvarat a spravovat modely rizik ¥ nOeje uréeny na spravu viacerych organizacii, BO sa pouziva iba
organizacie FO sluzhl anvykonavame analyzy rizik, BO riadi spravu modelov
, e .y a wace c
c) Zalohovat fl’re.mr)e data g BO Jrg cloudova verzia MONARC, FO j ée desktopova verzia
d) Monitorovat' sietovu prevadzku d) Rozdiel neexistuje, ide o rovnaké mo
= Co predstavuje ,,Residual risk“ v MONARC? = Ako MONARC pocita aktualne riziko?
(1 spravna) (1 spravna)
A Lo . = a) Risk = Likelihood x Number of assets
" a) Povodne riziko pred analyzou b} Risk = Impact x (Threat x Vulnerability)
b) Riziko po odstraneni hrozby c) Risk = Imp act— robability
c) Zvys$kové riziko po aplikovani opatreni d Risk sa vzdy pridefluje manualne administratorom
d) Riziko, ktoré je Uplne eliminovane = Ktory prvok sa v MONARC-u pouziva na posudenie
vyskyP u hrozby v minulosti? (1 spravna)
= a)CIA scorln?
b Vulnerability index
c) Trend (- / n/ + /[ ++) indikator
d) Compliance level
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