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» Protokoly a technologie vyuzivané pre monitorovanie (SNMP,
NetFlow, port mirror, TAPs, NTP, Syslog)



Monitorovanie sieti a nastroje na to urcené

Metody monitorovania sieti | ;.6 o zabezpecit
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Bezpecnostné sluzby

SNMP

= Simple Network Management Protocol (SNMP) je
protokol aplikacnej vrstvy, ktory poskytuje format sprav
pre komunikaciu medzi SNMP manazérmi a SNMP

agentm| a Managed Node

= Umoznuje spravcom sieti vykonavat’ SNMP Agent

= Spravovanie koncovych zariadeni, ako su servery,
pracovné stanice, smerovace, prepinace a
bezpecnostne zariadenia g -«

= Monitorovanie a riadenie vykonu siete It
= Hladanie a rieSenie sietovych problemov =

trap Managed Node

SMMP Agent

= Planovanie rozsirovania siete
= Systém SNMP pozostava z dvoch prvkov:
= SNMP manazér: prevadzkuje SNMP riadiaci softver

= SNMP agent: stanice, ktoré sa monitoruju a
spravuju

Managed Node

SMNMP Agent




SNMP

Fungovanie SNMP

= Protokol SNMP umoznuje
spravcom spravovat a
monitorovat' zariadenia v
sieti.

= SNMP prvky
= SNMP Manager
= SNMP Agent
= MIB

= SNMP Operacie
= Trap
= Get
= Set

e
Managed Node

SNMP Agent

trap
h
D’ ﬂ-
SNMP Manager get
ﬁ.

set

5 Managed Node

SMMP Agent

T,
-

Managed Node

SMMP Agent



Bezpecnostné sluzby

SNMP

= da sa vyuzit na zbieranie informacii z danej siete

= definuje operacie nad MIB bazou, ktora ma formu 4 s
Strom u SNMP Agent

jej jednotlivé prvky sa definuju pomocou OID

= prvky tejto bazy sa daju rozdelit na 2 typy udajov:

= Skalarne — jeden Udaj, ktory obsahuje informaciu na - 5 Managed Node
zaklade daného OID g SNMP Agent
= Tabularne — viacero udajov, ktoré sa nachadzaju SNMP Manager get

v predkovi svojho OID

= Toto OID urcCuje konkrétny udaj, napriklad IP adresa,
maska siete a podobne, alebo je to vrchol, ako
napriklad system
= akymi volaniami sa pristupuje na jednotlivé OID:
= snmget — ktory sa pouziva na pristup skalarnych typov
= snmpwalk — ktory sa pouziva primarne na pristup
tabularnych ale méze byt pouzity aj na pristup
skalarnych

set

Managed Node

SNMP Agent
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MIB
MIB — Management Information TheRAQ e Tros
Base
= Objekty na agentovi maju svoje
identifikatory OID (Object |Dentifier)
= OID su usporiadané v stromovej Strukture
= Vrcholy maju Ciselny i slovny nazov

= Konkrétny objekt je adresovany cestou od oo
korena stromu

= Priklad: .1.3.6.1.2.1.1
iso(1) org(3) dod(6) internet(1)
mgmt(2)
mib-2 (1)
system (1)

CCITT(0) JOINT - ISO-CCITT(2)

REG.

AUTHORITY (1) MEMBER BODY (2)

INTERNET(1)

DIRECTORY(1) | .~

.....
SLOVENSKE| REPUBLIKY



Hierarchicka stromova struktura s
The Registered Tree

M I B iso(1) | Root

org(3)
CCITT(0) JOINT - ISO-CCITT(2)

dod(6)
STANDARD (0) AUT}TOEPC:I'TY (1) MEMBER BODY (2) ‘ OW“M (3)
internet(1) .
. DOD (6)
pr|Vate(4) STANDARD
AUSTRALIA (36)

INTERNET (1)

experimental(3)

INTERNET(1)

[ oo s | owrn

 DIRECTORY (1)

p(®) B e e e e e e
Tvmﬁi SNMP (11)
interface ip(4) e
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Bezpecnostné sluzby

SNMP - MIB - verejna a privatna cast SNMP MIB databazy

= Urovern ORG, ma é&islo 3",
kedze ide o treti objekt pod
ISO

= Vacsina SNMP hodnét, o
ktoré mame zaujem, bude
vzdy zacCinat rovnakym
suborom objektov — 1.3.6.1

= Stav rozhrania by mal OID
1.3.6.1.2.2.2.21.8

= MIB je ako prekladatel, ktory
pomaha riadiacej stanici
pochopit odpovede ziskané
zo sietovych zariadeni

= VSetky zariadenia SNMP vo
vSeobecnosti podporuju MIB-
2, ktory je Standardnym
suborom objektov, ktoré
mozno monitorovat.

Rc:lc:-t

([ iso() )
( ﬂrg:(Sl )

[ dod (6) j
,.

[ Internet (1) J

_ e

' e:-::-}erirne ntal i
( 1
| 3) private (4) ]

directory (1) | | mgmt (2) J
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-
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[entarprise (1 }]
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microsoft
(311) W

, } Z
|R system {‘IJJ [interfaces (E)J L ip (4) J [ cisco (9) ] [
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OID Tree Example



https://mibs.observium.org/all
https://mibs.observium.org/

Rc:lc:-t

4 o v ([ iso(1) )
Prveé 4 urovne MIB stromu (pod korenom) —
[ og(3) |
» SNMP prakticky vzdy ide cestou: e ® )
iso (1) — org (3) — dod (6) — internet (1) lfll t Itm.;l
= Ostatné vetvy existuju, ale v SNMP sa takmer nepouzivaju. —7 X
vy b [ experiment
Urovei Nazov  OID Vyznam
1 iso 1 Globalny koren OID stromu spravovany organizaciou I1SO, z
ktorého vychadza celé hierarchické pridelovanie identifikatorov.
5 or 13 Vetva urCena pre organizacie, umoznujuca delegovanie spravy
9 ' Casti OID stromu jednotlivym subjektom.
3 dod 136 Historicka vetva Ministerstva obrany USA, pod ktorou vznikli
e kfuCove sietové technologie ako TCP/IP a SNMP.
4 internet | 1.3.6.1 Vetva vyhradena pre internetove protokoly a technologie

spravovane IANA a IETF; zaklad pre vSetky SNMP MIB.
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[ Internet (1) J

Hlavné vetvy MIB = \p\m |
(5. uroven od korena) ) (e |

|f directory (1) mgmt (2) J ( o
OID Nazov vetvy Vyznam
UrCena pre adresaroveé sluzby (napr. X.500); historicka vetva, v
praxi sa dnes takmer nepouziva.

Hlavna vetva pre Standardné SNMP objekty definované IETF;
1.3.6.1.2 mgmt obsahuje MIB-Il a predstavuje zaklad monitorovania zariadeni
naprieC vyrobcami.

1.3.6.1.1 directory

Priestor pre experimentalne a testovacie objekty; nie je urCeny

1.3.6.1.3 experimental .. .

pre produkCneé nasadenie.

Vetva vyhradena pre vyrobcovskeé (vendor-specific) MIB;
1.3.6.1.4 private obsahuje podstrom enterprises, kde ma kazdy vyrobca vilastne

OID.

Objekty suvisiace s bezpecnostnymi mechanizmami SNMP; v

1.3.6.1.5 security praxi malo vyuzivana vetva.

Objekty definované pre spravu a Statistiky protokolu SNMPv2;
slizi na monitorovanie samotného SNMP mechanizmu.
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Pévodny ucel vetvy Security (1.3.6.1.5)

= Vetva security bola navrhnuta ako * PreCo sa security vetva v praxi
priestor pre bezpeCnostné mechanizmy nepouziva
suvisiace so SNMP, najma: = Bezpeénost sa presunula do SNMPv3
= autentifikaciu, = SNMPv3 zaviedlo:
= autorizaciu, User-based Security Model (USM),
= riadenie pristupu k MIB objektom. View-based Access Control Model
* |de 0 bezpecnost’ SNMP protokolu, nie (v?ch);(, .
bezpe&nost monitorovanych zariadeni. ;l:ezr;itlul acld,
= SNMPv1 mal problémy: Sifrovanie.
= pouzival len community string (plaintext), = Tieto mechanizmy su definované:
= ziadna skuto€na autentifikacia, v SNMP-FRAMEWORK-MIB,
= ziadne Sifrovanie, v SNMPv2 vetve (1.3.6.1.6),
= velmi slaba bezpecnost. nie v security.
= Preto vznikla snaha riesit bezpecnost = Vetva ostala historickym artefaktom

dodatocnymi MIB mechanizmami.
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= Dnes je prakticky prazdna alebo
nepouzivana.
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Fungovanie SNMP

| want to check the MIB variable to

find out if GO/0 is up/up. The MIB

1001 010110/ 10001101 .9

SNMP GET

000101 0210>1101 11040
1001 000110 10 1101040
y 101001010 0>108100 320
. 1 011011010-311 000101

get-request Ziska hodnotu z konkrétnej MIB premenne;.

Ziska hodnotu z nasledujucej premennej v tabulke; SNMP manazér nemusi poznat

et-next-request .. . " 4z , .
9 9 presny nazov premennej a prehladava tabulku sekvencne.

Ziska velkeé bloky dat (napr. viacero riadkov tabulky) naraz, ¢im sa znizuje pocCet

get-bulk-request | . | otlivych poziadaviek: dostupné len v SNMPV2 a nov&ich verzidch.

Odpoved SNMP agenta na poziadavky typu get-request, get-next-request alebo set-

get-response . .
request odoslané manazérom.

set-request Ulozi alebo zmeni hodnotu v konkretnej MIB premennej na zariadeni.




SNMP — MIB files (not readable)

= Vacsina softveru na manazment siete ma schopnost zobrazovat strom OID

= £ iza (1]
=- org [3)
=-{£71 dad [B]
=] interet [1)
+-C7] directony [1)
=21 mgmt [2]
=57 mib-2 [1]
+-[C7] system [1]
—-£7] interfaces [2)
] iiNumber [1]
=] itTable (2)
= u |fEntr_l,l 1]
i iflndex [1]
ifDescr [2]
ifTope [3]
i iiMiu (4]

ifSpeed [G]

i ifPhysiddress (6]
iftdrninS tatus 7]

] if0perStatus (8]
ifLaztChange [3]

i ifinOctets [10]

ifinlJcastPkes [11]
i1 finNUcastPkes [12]
it finDizcards [13)

i iflnErmorz [14]
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= Samotné MIB subory sa tazko Citaju, su
urceneé len na import alebo kompilaciu
riadiacou stanicou.

C1sCOENVMOnoBR]ects £ FO0CISCOERVMONYD lTagestatusEntry
QOBEJECT-TYFED SYMTAX CiscoEnvMonvoltagestatusEntryl
MAX-ACCESS not-accessiblel STATUS currenti
DESCRIPTIOND "an entry in the voltage status
tahle, representing the statusi of the associated
testpoint maintained by the environmentaln
monitor. "0 INDE® {1 ciscoErnvMonvoltagestatusIndex }0
ti= { ciscoEnvMonvoltagestatusTable 1 joo
CiscoEnvMonvoltagestatuseEntry @ :=0 SEQUENCE 10
CiscoEmnvMonvoltagestatusIndex Integer3? (0..2147483647),10
CiscoEnvMonvoltagestatusbescr Displaystring, O
ciscoEnvMonvoltagestatusvalue  CiscoSignedGauge, O
ciscoEnvMonvoltageThresholdLlow Integers2, O
ciscoEnvMonvoltageThresholdHigh Integers2,
CiscoEnvMonvoltageLastShutdown Integers2, O

CiscoEnvMonvoltagestate CiscoEnvMonstatel roo

CiscoEnvManvoltagestatusIndex OBIECT-TYFED SYNT AN

Integer3? (0..2147483647)0 Max-ACCESS not-accessihlel
STATUS currenti DESCRIPTICND

"Unigue index for the testpoint being instrumented. O
Thiz dndex s for SuMp purposes anly, and has nood
intrinsic meaning. "o ii=

KOMPETENCNE CENTRUM
KVBEHNUI(KEJ BEZPEENUSTI
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Cisco - SNMP Object Navigator

Cisco poskytuje uzito¢ny zdroj na vyhlfadavanie hodnét OID a stahovanie MIB suborov pre ktorékolvek z
ich zariadeni: https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW
SUPPORT

TOOLS & RESOURCES
SNMP Object Navigator

Translate Browse The Object Tree

Translate OID into object name or object name into OID to receive object details

Enter OID or object name: examples -

OID: 1.3.6.1.4.1.9.9.27
Object Name: ifiIndex

Translate

PLAN [OBNOVY_ ‘ v




IReasoning MIB Browser

CEMU (Lubuntu-1) - TightVMNC Viewer . 0O %
BEHED N S| = o | | & & @ a |

w iReasoning MIB Browser - 0 X

File Edit Operations Tools Bookmarks Help

Address: [192.168.20.1  |~| Advanced..  OID:|.1.3.6.1.2.1.1.5.0 |~| operations: |Get Next - @ oco
SMMP MIBS Result Table ]
P MIB Tree Mame/OID value | Type | IP:Port
=& iso.org.dod.internet sysMame.D R6 OctetString 192.168....
= mgmt
== mib-2
== system
----- @ sysDescr
----- & sysObjectlD
----- & sysUpTime
----- @ sysContact
----- @ sysMame
----- IE syslocation
----- & =ysSenvices
#-C3 interfaces
E-C3 at ‘
=-03 ip
F-C3 icmp
F-C3 tep
E-C3 udp
F-C3 egp
----- & transmission
E-C3 snmp
#-C3 dotldBridge
F-C3 host
F-C3 private
Marme sysMName =
(o] 1.32.6,1.2.1.1.5
HIE RFC1213-MIE
Syntax DizplayString (OCTET STRING) (SI1Z,
Access read-write
Status mandatary
Defval
Indexes =




Konzolové vypisy

snmpget —v2c —c COM_STRING 192.168.255.14 .1.3.6.1.2.1.1.1.0

— ~

= yget - COM_STRING 192.168.255.14 1.3.6.1.2.1.1.1.0
is0.3.6.1.2.1.1.1.0 = STRING: "Cisco IOS Software, C3560F Software (C3560E-UNIVERSALK9-M), Version 15.0(1)SE2, RELEAS

E SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2011 by Cisco Systems, Inc.
Compiled Thu 22-Dec-11 00:16 by prod_rel_team”




SNMP Agent Traps

. Send text, turn red, etc. Take a look!
SNMP Operations

SNMP TRAP The MIB

get-request =

>

Retrieves value of specific MIB variable.

get-next-request

>

Retrieves next instance of MIB variable. Managed

Device
Manager
set-request :

> Agent

Modifies the value of a MIB variable.

get-response

-€

Contains values of requested variable.

trap
-€

Transmits an unsolicited alarm condition.
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Verzie SNMP

= SNMP Bezpecnostny model a urovne
= SNMPv1 - RFC 1157.

= SNMPv2c - RFC od 1901 do 1908; pouziva community-string-based
administrativny framework

= SNMPv3 - RFC od 2273 do 2275; Zahfna integritu spravy, aby sa zabezpecilo, ze
pocCas prepravy nedoslo k manipulacii s paketom; autentifikaciu na urCenie, ze
sprava je z platného zdroja, a sifrovanie, ktore zabrani Citaniu obsahu spravy
neopravnenym zdrojom.

Model Uroveri Autentifikacia Sifrovanie Poznamka (aktualny stav)

Neodporucané — bez

SNMPv1 noAuthNoPriv.  Community string Nie . .
zabezpecenia

SNMPv2c  noAuthNoPriv. Community string Nie Neodporucané — plaintext
SNMPv3 noAuthNoPriv rI:]c;l:]zolvatelske Nie Len minimalna ochrana
SNMPv3 authNoPriv SHA-1/ SHA-256 Nie Autentifikacia bez Sifrovania

SNMPv3 authPriv SHA-256 AES-128 /| AES-256 Odporuéana konfiguracia



Fungovanie SNMP
Komunitneé ret'azce

Existuju dva typy komunitnych ﬁ Managed Node
retazcov:
= Read-only (ro) — Poskytuje SNMP Agent

pristup k premennym MIB,
ale neumoznuje tieto
premenneé menit, iba Citat.
Pretoze vo verzii 2c je

zabezpecenie take slabe, trap
mnoho organizécii pouziva - f Managed Node
protokol SNMPv2c v rezime SNMP Agent
iba na Citanie. o —
= Read-write (rw) — SNMP Manager ot
Poskytuje pristup na Citanie set >
a zapis na vsetky objekty v
MIB.

Managed Node

SNMP Agent




Fungovanie SNMP
Manaaement Information Base Obiect ID

[ Version [ Community ] IP Address ]

[13:22] [cisco@NMS~]$ snmpgt —v2c —¢ community 10.250.250.14 .1.3.6.1.4.1.9.2.1.58.0

SHMPvZ2—-SMI: :enterprises.%.2.1.58.0 = INTEGER: 11

Obtained CPU [ OID Number ]
Value
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SNMP

Konfiguracia SNMP -
priklad 1

= Kroky konfiguracie

(Povinné) Konfiguracia
komunitného retazca a
urovne pristupu (iba na
Citanie alebo na Citanie aj
zapis)

Document location of device
Document system contact

Obmedzenie pristupu SNMP
na NMS zariadenia (SNMP
managers), ktori su povoleni
zoznamom ACL.
Specifikacia prijemcu SNMP
traps

Povolenie traps na SNM

.
agentOVI urépskou tniou
NextGenerationEU

SNMP viewer installed.

o

192.168.1.1

b

192.168.1.3

Rl (config)# snmp-server community batonaug ro SNMP ACL

Rl (config)# snmp-server location NOC SNMP MANAGER

Rl (config)+# snmp-server contact Wayne World

Rl (config)+ snmp-server host 192.168.1.3 wversion 2c¢ batonaug
Rl (config)+ snmp-server enable traps

Rl (config)+# ip access-list standard SNMP ACL
R1(config-std-nacl)# permit 192.168.1.3

PLAN [OBNOVY_



Konfiguracia SNMP
Kontrola SNMP Konfiquracie

R1# show snmp
Chassis: FTX1636848%Z
Contact: Wayne World
Location: NOC SNMP MANAGER
0 SNMP packets input Rl# show snmp community
0 Bad SNMP wersion errors
0 Unknown community name Community name: ILMI
0 Illegal operation for community name supplied Community Index: ciscol
0 Encoding errors Community SecurityName: ILMI
0 Number of requested variables storage-type: read-only active
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs Community name: batonaug
0 Set-request PDUs Community Index: cisco’
0 Input queue packet drops (Maximum queue size 1000) Community SecurityName: batonaug
19 SNMP packets output storage-type: nonvoclatile active access-list: SNMP ACL
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors Community name: batonaugRl
0 General errors Community Index: cisco8
0 Response PDUs Community SecurityName: batonaug@l
19 Trap PDUs storage-type: nonvelatile active access-list: SNMP ACL
SNMP Dispatcher:
queue 0/75 (current/max), 0 dropped
SNMP Engine:
queue 0/1000 (current/max), 0 dropped

KOMPETENCNE CENTRUM
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SNMP

Konfiguracia SNMP- priklad 2

Vytvorenie ACL pre limitovany pristup k SNMP agentovi

Nastavenie SNMP komunitnych retazcov
= pre read only a read write

Nastavenie ciela pre zasielanie sprav SNMP Traps
Aktivacia konkretnych SNMP trap sprav

Switch(config)# access-list 1 permit 10.1.1.0 0.0.0.255
Switch(config)# snmp-server community cisco RO 1
Switch(config)# snmp-server community xyz123 RW 1
Switch(config)# snmp-server host 10.1.1.50 xyz123
Switch(config)# snmp-server enable traps ?

Fi .
BN Eurd Gini
- NextGenerationEU




Rozdiel medzi SNMP polling a SNMP traps

Vlastnost SNMP Polling SNMP Traps
R e s . Manazér (monitorovaci systém) Zariadenie posiela upozornenie samo,
Sposob iniciacie ) . . ’ : ,
pravidelne pyta zariadenia o stav ked nastane udalost
Reakcia na udalost’ Aktivne zistovanie stavu (pull) Pasivne upozornenie (push)

Pravidelna, podla nastaveného

Frekvencia .
intervalu

Iba ked nastane konkrétna udalost’

Vyssia pri velkom pocte zariadeni a

Siet'ova zataz kratkych intervaloch

Nizka, posielaju sa len upozornenia
oy Zistovanie aktualneho stavu zariadeni Rychle upozornenie na vyznamnu

Pouzitie :

a trendov udalost

Trap pri vypadku prepinaca alebo

Priklad Polling CPU load kazdych 5 minut kritickej chybe




SNMP

Konfiguracia SNMP

= ZabezpecCenie SNMPv3

Step 1: Configure an ACL to permit access to the protected management network.

Router (config)# ip access-list standard acl-name
Router (config-std-nacl) # permit source net

Step 2: Configure an SNMP view.

Router (config)# snmp-server view view-name cid-trees

Step 3: Configure an SNMP group.

Router {config) # snmp-server group group-nams V3
priv read view-nams access [acl-number | acl-name]

Step 4: Configure a user as a member of the SNMP group.

Router {config)# snmp-server user username group-name v3
auth {md5 | sha] auth-password priv [(des | 3des | aes
{128 | 192 | 256} privpassword




Konfiguracia SNMP
Osvedcené bezpecnostné postupy

Managed routers with
SNMP and Syslog agents

= Vyuzivat SNMP, < s
idealne v3

Internet ,

Managed switch with

SNMP and Syslog agents

NMS using SNMP to monitor and
manage network devices. NMS
also receives Syslog messages

from network devices.

Managed switch with
SNMP and Syslog agents

&=

Managed switch with
SNMP and Syslog agents




Port mirroring a TAPs

Casto pouzivana technika pre monitorovanie v LAN
Cisco Switch Port Analyzer (SPAN)
Taps ako monitorovacie body



Cisco Switch Port Analyzer

Popis vyuzitia SPAN

= Port mirroring (zrkadlenie)

= Umoznuje prepinacom kopirovat a odosielat’ eternetové ramce zo Specifického
portov do cieloveho portu pripojeného k analyzatoru paketov. PGvodny ramec
pokracCuje dalej obvyklym sp6sobom.

= Bezne sa implementuje na podporu prevadzkovych analyzatorov alebo IDS zariadeni

PC1-PC2 Unicast Traffic
g - }g
r r

Duplicated Traffic

Y

=

Criffer




Cisco Switch Port Analyzer Source Port (Ingress) Source Port (Egress)

SPAN \
= SPAN terminologia f

Destination Port

{(Monitor Port)
Term Sniffer
Ingress traffic This is traffic that enters the switch.
Egress traffic This is traffic that leaves the switch.

Source (SPAN) port | This is a port that is monitored with use of the SPAN feature.

Destination (SPAN) This is a port that monitors source ports, usually where a packet analyzer, IDS or IPS is

port connected. This port is also called the monitor port.
SPAN session This is an association of a destination port with one or more source ports.

Source VLAN This is the ULAN monitored for traffic analysm
' PLAN [OBNOVY ‘3 T (}




PC1-PC2 Unicast Traffic

Cisco Switch Port Analyze

SPAN

Trunk Link

= RSPAN terminologia Duplicated Traffic | | (rspan vLAN)

RSPAN source This is the source port/VLAN to copy traffic from.
session

RSPAN destination This is the destination VLAN/port to send the traffic to.
SEssion

RSPAN VLAN = A unique VLAN is required to transport the traffic from one switch to another.
- The VLAN is configured with the remote-span vlan configuration command.
This VLAN must be defined on all switches in the path and must also be allowed on
trunk ports between the source and destination.

‘ IR e
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Cisco Switch Port Analyzer

SPAN Konfiguracia

Associate a SPAN session with a source port

Switch {config)# monitor session numbsr source [ interface interface | vlan vlan ]

Associate a SPAN session with a destination port

Switch (config)# monitor session number destination [ interface interrs | wlan vian ]

FO/1 FO/2
g - -

SPAN port sending copies
of traffic Packet

Anahirar

S1l{config)# monitor session 1 source interface fastethernet 0/1

S1(config)# monitor session 1 destination interface fastethernet 0/2




SPAN pre troubleshooting
= Pouzitim SPAN méze spravca: Corporate Network

* riesSit problemy so sietou o—

 pouzit SPAN na duplikovania a A B
presmerovanie prevadzky k *
nastroju pre analyzovanie -

Excessive Traffic

paketov, a ich moznu from Faulty NIC
archivaciu (napr. Arkime) D_ _E g
- analyzovat prevadzku zo » > -
vSetkych zariadeni a vyriesit
. , ’ , , | think PC1 may have a bad
tak neoptimalnu prevadzku Duplicated Traffic
sietovych aplikacii '/

PLAN [OBNOVY_
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Monitorovanie sieti a nastroje na to urcené

Zrkadlenie prevadzky a SPAN (Pokr.)

= SPAN session = spojenie medzi zdrojovymi portmi a
cielovym portom
= Samostatna lokalna SPAN relacia:
= Zdroj:
= jeden alebo viacero portov mozno monitorovat), alebo:
= zdrojova VLAN moéze byt Specifikovana, ¢im sa stanu
zdrojmi SPAN prevadzky vSetky porty v tejto VLAN.
= Ciel:
=V niektorych Cisco prepinacoch je mozné zrkadlit
prevadzku na viacej cielovych portov.
= Varianty:

= Remote SPAN (RSPAN) umoznuje spravcovi siete
vyuzivat flexibilitu VLANs na monitorovanie prevadzky na
vzdialenych prepinacoch.

= Encapsulated Remote SPAN (ERSPAN) zavadza GRE
pre celu zachytenu prevadzku a umoznuje tak jej rozSirenie
na 3. vrstvu

Musime pouzit RSPAN VLAN, tieto VLANs maju Specialne viastnosti a
nemd&zu byt priradené k Ziadnym | pristupovym pristavom.
Financované Pl.‘" :oB"ovv:

MINISTERSTVO

NVESTICIL REGIONALNEHO ROZVCJA
A INFORMATIZACIE
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SPAN konfiguracia

= Local SPAN /—\
Switchl (config)# monitor session 1 source interface Gi0/0

Fa—
Switchl (config)# monitor session 1 destination interface Gi0O/1 [:] \I} , |
57610/0 Rag ‘c» ¢i0/1 K
P4
Local SPAN

= Remote SPAN RSPAN
SwitchA (config)# vlan 200 ... SwitchC(config)# vlan 200 destination ports
SwitchA (config-vlan)# remote-span ..SwitchC(config-vlan)# remote-span
Switch.C Sess:ar:tion

session

Source switch:
SwitchA (config)# monitor session 1 source interface fastEthernet(0/2 rx
SwitchA (config)# monitor session 1 destination remote vlan 200

Intermediate switches

Destination switch (na ktorom je NMS) must support RSPAN VLAN
SwitchC(config)# monitor session 1 source remote vlan 200
SwitchC (config)# monitor session 1 destination interface fa0/3 ﬂ

RSPAN
y VLAN

Switch A Switch B
RSPAN RSPAN
source source

‘ session A ’ session B

ate Financované
PR Europskou Gniou
NextGenerationEU

RSPAN RSPAN

PLAN [OBNOVY_
source ports source ports

101300
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Monitorovanie sieti a nastroje na to urcené

Network Taps

- Network tap (odpocCuvacie zariadenie) je
pasivne rozdelovacie zariadenie
implementovane v linii medzi zariadenim, ktoré
odpoCuvame, a sietou.

* Network tap presmeruje vSetku prevadzku
vratane chyb fyzickej vrstvy do analytickeho
zariadenia a zaroven umoznuje, aby sa
prevadzka dostala aj do pévodného ciela. Pl Network Tap

Internal Router
» V tomto pripade odbocCka sucasne posiela < internet W' Networks }
vysielaci (TX) datovy tok z interného smerovaca

a prijimaci (RX) datovy tok do interného
smerovaca na samostatnych, vyhradenych
kanaloch.

, vs W v , . , RX Data Stream TX Data Stream
« Tym sa zabezpeci, ze vsetky udaje sa dostanu I \
do monitorovacieho zariadenia v realnom case.

* Network taps su fail-safe, Co znamena, ze
prevadzka medzi branou firewall a mternym ! /
smerovacom nie je ovplyvnena.

Monitoring Device

amgl%@entama ’TAP v jednoduchej sieti

PLAN [OBNOVY_




TAP vs Port Mirroring (SPAN) z pohladu presnosti a strat paketov

Vlastnost
Zposob odpocuvania

Strata paketov

Vplyv na siet’

Presnost’ dat

Cena a implementacia

TAP (Test Access Point)
Fyzicky kopiruje vSetky pakety z linky

Ziadna strata, v3etky pakety zachytené

Ziadny, transparentny, neovplyvriuje
prevadzku

Maximalna, vhodné pre forenznu analyzu a
monitoring L7

VySsia, vyzaduje hardverove zariadenie
TAP

Port Mirroring / SPAN
Softvérovo duplikuje pakety z portu

Mo&zu sa stratit’ pri vysokom
zatazeni

Minimalne, ale pri velkom
mnozstve prevadzky moze
spomalit

Menej presna, nie vzdy zachyti
vSetky pakety

LacnejSie, vyuziva existujuci
prepinac



Filter User Interface

Aggregate - - - - Config Files

o =3 Flow Consumer Applications

Storane

Workstation




Bezpecnostné sluzby

NetFlow

= NetFlow je funkcia, ktora bola zavedena na Cisco smerovacoch okolo roku 1996
a ktora poskytuje schopnost’ odchytavat sietovu prevadzku pri vstupe alebo perimeter | Endpoint
vystupe z rozhrania.

Security Security

= NetFlow poskytuje data, ktoré umoznuju:
= Monitorovanie siete a jej bezpec€nosti,

= Monitorovanie a diagnostika vykonu siete
NPMD (Network Performance Monitoring and

Diagnostics) MetFlow Analyzed Traffic Flow
= Viditelnost' a zabezpecenie siete ! ! 5 ﬁ 5 ! !
= Bezpec€nost na perimetri r I
MetFlow
= Bezpecnost koncovych stanic Enabled

Router

= Planovanie siete

= aby alokacia zdrojov bola podla zakaznikovych
poziadaviek
»

= Analyza prevadzky, ktora ma zahfmat
identifikaciu uzkych hrdiel siete

MetFlow Collector and
Analyzer Software

= [P accounting na ucely uctovania poplatkov
PC 1 sa pripaja na PC 2 pomocou HTTPS

Eurépskou aniou FLAN VDRVYT
- NextGenerationEU



NetFlow

= NetFlow m6ze monitorovat aplikacné pripojenia, poCet prenesenych bajtov
a pocet paketov pre tento individualny aplikacny tok.

= Potom posiela statistiky na externy server nazyvany NetFlow collector.

(D

74

= Nabalit sa mozu dalsie iné funkcionality




Co je Flow Data?

= Moderna metdoda monitorovania siete — meranie toku

= Standard Cisco NetFlow v5 / v9, norma IETF IPFIX

= Zameriava sa na informacie L3 / L4 a objemové parametre
= Pomer realnej prevadzky k statistickemu toku je 500:1

e =< Google [} facebook

Flow data




NetFlow Operation

Network Flows

Sucasna NetFlow technologia ma za
sebou uz niekolko generacii, pricom
kazda poskytovala sofistikovanejSie
definovanie internetovej prevadzky.
“Originalny NetFlow" rozliSoval typ
prevadzky pomocou kombinacie
siedmych faktorov.

Zdrojova a cielova IP adresa
Zdrojove a cielove Cislo portu
Typ protokolu (tretia vrstva)
Typ sluzby (ToS) znacCenie
Vstupné logickeé rozhranie

Examining Traffic Patterns

NetFlow Collector Funkcie

Workstation

Filter User Interface

Config Files




Flow Monitoring Principle

e & O

SRC & DST IP address
A,

SRC & DST port

Protocol number

Lifetime

Number of packets

Sum of bytes FlOW

Export
AR Others

Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 001 TCP 192.168.1.1:10111 -> l10.19.19.10:80 2 80 ..
9:35:25.0 603 TCP 10.10.16.10:80 => 192.168.1.1:10111 B 1882 ...




Flow Export Principle

TCP FIN/RST

— Y

IP flow-cache timeout active 300s

5 min 10 min 15 min 20 min 25 min 30 min 35min

IP flow-cache timeout inactive 30s

1

30s

—+Y




Flow Key vs. Non-Key Fields

 Packet count
« Byte count

» Start sysUpTime
 End sysUpTime

* Input ifindex

* Output ifIndex
» Type of service
« TCP flags

* Protocol

Flow Key vs. Non-Key Field

« Zdrojova IP adresa
 Cielova IP adresa

« Zdrojovy TCP/UDP port
« Cielovy TCP/UDP port

. Next hop adresa
» Cislo zdrojového AS
- Cislo cielového AS

e Zdrojova maska
» Cielova maska




Flow Standards

 fixny format
NetFlow v5 * dostupné iba zakladné polozky
« bez IPv6, MAC, VLANS...

Cisco standard o
* flexibilny format pomocou Sabloén

* potrebny pre suCasne
poziadavky
« podporuje IPv6, MAC, VLANS...

independent ETF standard IPFIX (‘NetFlow 10" . Vino exiiing ko NetFiow v3

* rovnaky ako pévodny Cisco
Huawei NetStream Standard
 NetFlow v9

NetFlow v9 (Flexible NetFlow)

e podobny ako NetFlow v9
Juniper j * probléemy s Casovymi pecCiatkami
* obmedzena pouzitefnost

ANy | warTw Y B = AINORMATIZACK y/
SLOVENSKE| REPUBLIKY | W g ZIINSKEI UNIVERZITY V 2ILINE



Flow Standards

» pouziva NetFlow protokol na export firewall alebo NAT
Cisco — NEL, NSEL udalosti a logov, podobny format ale odliSna
interpretacia a pripady pouzitia

« funguje na zaklade vzorkovania paketov
sFlow * nie je to naozajstny tok, obmedzené pouzitie
* nie je mozné pouzit na bezpecCnostné ucely

= Trendy
= Nové monitorované polozky (informacie o L7 datach)
= NBAR2 (detekcia aplikacii L7), HTTP, ...
= PocCet zariadeni s vyuzitim tokov stupa
= Firewall, UTM, virtualizacia, sietové zariadenie SMB, ...

MINGTERSTVO | Ty KOMPETENENE CENTRUI M
st oonsnmonozvon | LTI kveernencre, ezpecnosn
BLIKY ZILINSKES UNIVERZITY ¥ 2ILINE




Netflow versions

Version
v1

v2
v3
v4

v5
v6

v/

v8

v9

v10

Comment
Prva implementacia, teraz uz zastarala, a obmedzena na (bez y and ).

Cisco interna verzia, nebola nikdy vydana.
Cisco interna verzia, nebola nikdy vydana.
Cisco interna verzia, nebola nikdy vydana.

NajbeznejSia verzia, dostupna (v roku 2009) na mnohych smerovacoch réznych vyrobcov, ale
obmedzena na toky.

UZ nie je podporovana spolo¢nostou Cisco. Informacie o zapuzdreni (?).

Ako verzia 5 ale s dodatoCnym pofom o zdrojovom smerovaci. Pouzivana (iba?) na Cisco
Catalyst prepinacoch.

Niekolko agregacnych formatov, ale len pre informacie, ktoré sa uz nachadzaju v zaznamoch
verzie 5

Postavena na Sablonach, dostupna (v roku 2009) na niektorych novych smerovacoch.

Vacsinou sa pouziva na hlasenie tokov ako : , alebo dokonca obycajny s BGP
nexthop-om.
Pouziva sa na identifikaciu . Hoci je IPFIX do velkej miery zalozeny na NetFlow, verzia

10 nema s NetFlow ni€ spolocCné.
| |


https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/CIDR_notation
https://en.wikipedia.org/wiki/Autonomous_system_(Internet)
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/Multiprotocol_Label_Switching
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IP_Flow_Information_Export

Netflow support by vendors

Vendor and type
Cisco 10S-XR routers

Cisco |OS routers

Cisco switches

Cisco switches

Juniper legacy routers

Juniper legacy routers

routers

routers
routers
Switches

Probes

Switches

PC and Servers
VMware servers

Mikrotik RouterOS

Models NetFlow Version
- old vb, v8, v9
10000, 7200, old 7500 v5, v8, v9
7600, 6500, 4500 vb, v8, v9
5600, 7000, 7700 v5, v9
, , with DPC v5, v8
) ) with DPC vb, v8, v9
with MPC-3D, FPC5 for T4000 v5,
7750SR vb, v8, v9, v10
NE5S000E NE40E/X NESOE v5, v9
S-Serie'” and N-Serie v5, v9
Probe 1000, 2000, 4000, 6000, 10000, 20000, 40000, 80000, 100000 v5, v9,

Ethernet Routing Switch 5500 Series (ERS5510, 5520 and 5530) and 8600 (Chassis-based) v5, v9, IPFIX

v5, v9, IPFIX
5.x v5, IPFIX (>5.1)
RouterOS 3.x, 4.x, 5.x, 6.X v1, v5, v9, IPFIX (>6.36RC3)

‘ I VX GENEranonEY | K 4


https://en.wikipedia.org/wiki/Carrier_Routing_System
https://en.wikipedia.org/wiki/ASR9000
https://en.wikipedia.org/wiki/Cisco_12000
https://en.wikipedia.org/wiki/Cisco_Catalyst
https://en.wikipedia.org/wiki/Cisco_Nexus
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_M-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_Networks
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/Juniper_MX-Series
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Nokia
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Huawei
https://en.wikipedia.org/wiki/Enterasys_Networks
https://en.wikipedia.org/wiki/NetFlow#cite_note-9
https://en.wikipedia.org/wiki/NetFlow#cite_note-10
https://en.wikipedia.org/wiki/Flowmon
https://en.wikipedia.org/wiki/Flowmon
https://en.wikipedia.org/wiki/IP_Flow_Information_Export
https://en.wikipedia.org/wiki/Nortel
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/FreeBSD
https://en.wikipedia.org/wiki/NetBSD
https://en.wikipedia.org/wiki/OpenBSD
https://en.wikipedia.org/wiki/VSphere
https://en.wikipedia.org/wiki/NetFlow#cite_note-16
https://en.wikipedia.org/wiki/NetFlow#cite_note-17
https://en.wikipedia.org/wiki/NetFlow#cite_note-18

NetFlow - Trendy

NetFlow uz nie je len o L3/L4 datach, ale je kluCovym nastrojom pre
viditelnost’ L7 aplikacii, detekciu hrozieb a monitoring heterogénnych
modernych sieti, vratane virtualizacie a cloud prostredi.




Trendy v monitoringu sietovych tokov (NetFlow)

1. RozSirené monitorované 3. RozsSirovanie typu monitorovanych zariadeni
polozky = NetFlow tokmi sa dnes monitoruju nielen tradicné smerovace a prepinace,

= Moderné NetFlow a alternativy ale aj:
(IPFIX, sFlow) uz dokazu zachytit Firewally a UTM (kontrola bezpecnosti a aplikacii)

Virtualizované zariadenia a cloud siet'ové prvky (napr. VMware
NSX, AWS VPC Flow Logs)

typ aplikacie, URL, metody HTTP, SMB / SOHO / edge zariadenia s podporou NetFlow/IPFIX
DNS dotazy, atd.

informacie az do vrstvy 7 (L7):

4. Skalovanie a automatizacia

= lde o deep flow inspection bez = Podet zariadeni a tokov stupa, preto moderné SIEM a monitoring rie$enia

nutnosti full packet capture. vyuzivaju:
] L Streamovanie dat do centralizovanych platforiem
2. Detekcia aplikacii — NBAR2 a Big Data a ElasticSearch backend pre analyzu miliénov tokov za

alternativy sekundu

= NBAR2 (Cisco) umozfuije klasifikaciu Automaticku detekciu anomalii na zaklade NetFlow vzorcov
L7 aplikacii aj pri pouziti 5. Integracia s bezpe¢nostnymi nastrojmi
nekonvenénych portov alebo tunelov. = NetFlow tokmi sa dnes obohacuje IDS/IPS a UEBA analytika,

) . L ) umoznujuca detekciu lateral movement, DDoS a dalSich utokov.
= Podobné funkcie maju aj moderné

firewally a UTM zariadenia pre
presnu identifikaciu aplikacii.




Nové alebo navrhovaneé rozsirenia IPFIX (po roku 2023)

IE = Information Element - jednotliva datova polozka, ktora opisuje urCity atribut

sietoveho toku

= RFC 9487 (november 2023): pridava IPFIX IEs pre Segment Routing over IPv6
(SRvV6), vratane informacii zo Segment Routing Headeru.

= RFC 9740 (marec 2025): zavadza noveé |IEs pre TCP Options (tcpOptionsFull) a
IPv6 rozsirené hlavic¢ky (IPv6 extension headers), nahradza staré IEs tcpOptions
a ipvoExtensionHeaders.

= RFC 9870 (september 2025): nové IPFIX IEs pre UDP options, o umoznuje
exportovat volitelne polia UDP paketov.

= RFC 9565 (marec 2024): aktualizuje IE tcpControlBits (napr. zmeny TCP flagov)
pre lepsiu interoperabilitu.

= Navrh (draft) IPFIX — Forwarding Exceptions (2023): predklada nové IEs, ktoré
umoznuju sledovat chyby smerovania (napr. packet drops kvoli control-plane
entitam).




Priklad jednéeho nastroja zalozeneho na NetFlow datach

- Skupina vedcov zdruzenia CESNET v GR v | oWmon Architecture

roku 2002 zacala projekt Liberouter, z o oot o o e xport 4
ktOréhO VZlélel prOtOtyp Slet’ovej already dzplqyed @ l_.-_—-__. L7 monitoring
monitorovacej sondy ,FlowMon".

= Pocas projektu GEANT2 vyvinuli tento — | o
prototyp, ktory sa stal zakladom komercnych -1l collection,
rieSeni. S

= V roku 2012 sa Flowmon umiestnil v Garther & e EBE 3 v

Magic Quadrant v kategorii NPMD (Network
Performance Monitoring & Diagnostics).

Flowmon modules for advanced flow data analysis

= Flowmon

=V novembri 2020 Flowmon Networks ziskala spoloCnost Kemp Technologies, Cim sa spojila
expertiza pre load-balancing a bezpecnost so sietovou viditelnostou.

= V septembri 2021 bol Kemp vratane Flowmonu prevzaty spolo¢nostou Progress Software,
takze Flowmon je teraz sucCastou portfolia Progressu.

= Dnes sa Flowmon marketingovo oznacCuje ako Progress Flowmon, a ich rieSenia pokryvaju
NPMD, NDR (Network Detection & Response), analyzu anomalii a Flow kolektory.

Fi
PR Europskou Gniou
NextGenerationEU




Priklad jednéeho nastroja zalozeneho na NetFlow datach

Flowmon Architecture

Flow export from Flow dqta gxport +
already deployed I-l L7 monitoring
devices N= =4 .
— Flow data
. S collection,

reporting, analysis

& % £ B @&

Flowmon modules for advanced flow data analysis




Konfiguracia NetFlow na Cisco smerovaci

NetFlow Configuration Tasks

NetFlow collector installed.

r

192.168.1.1

192.168.1.3

R1
R1

config)# interface GigabitEthernet 0/1

config-if)# ip flow ingress

Rl (config-if)# ip flow egress

Rl (config-if)# exit

Rl (config)# ip flow-export destination 192.168.1.3 2055
Rl (config)# ip flow-export version 5

o T s T




Analyzovanie vzorov siet'ovej prevadzky (traffic patterns)
Overenie NetFlow

Rl# show ip cache flow - R1# show ip flow interface
IF packet size distribution (178617 total packets): GigabitEthernet0/1
1-32 o4 96 128 160 192 224 256 288 320 352 384 4le 448 480

.002 .080 .008 .005 .001 .000 .0O1 .001 .0OC .0OCO .0OO .000 .00O0 .0OO .0OCO

ip flow ingress
ip flow egress

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .000 .000 .85> .00O0 .000 .0O0O .00O .0OO .00O

IF Flow Switching Cache, 278544 bytes R1# show ip flow export
5 active, 4091 inactive, 1573 added Flow export v5 is enabled for main cache
18467 ager polls, 0 flow alloc failures - Export source and destination details :
Active flows timeout in 1 minutes = VRF ID : Default
Inactive flows timecut in 15 seconds Destination(l) 192.168.1.3 (2055)

IP Sub Flow Cache, 34056 bytes
5 actiwve, 1019 inactive, 1569 added, 1569 added to flow

Version 5 flow records
1764 flows exported in 532 udp datagrams

0 alloc failures, 0 force fres

| etk 1 chunk added 0 flows failed due to lack of export packet
1aztu21;ari1igu2f Esltaiistics never 0 export packets were sent up to process level
Protocol Total Flows  Packets Bytes Packets Active (Sec) Idle(Sec) U Egene RIS WIS eI gosel (i 159 no,flb )
o Flows /Sec /Flow /Pkt /Sec /Flow /Flow 0 export packets were dropped due to adjacency issues
i 3 0.0 3 50 0.0 1.0 15.0 0 export packets were dropped due to fragmentation failures
T 245 0.0 6 93 0.0 0.3 >4 - 0 export packets were dropped due to encapsulation fixup failures
TCP-octher 529 0.0 27 57 0.2 0.7 6.2
UDP-other 328 0.0 6 107 0.0 2.4 15.3 '
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
G0/1 192.168.1.3 Local 192.168.1.1 06 100B 01EB 1
GO/1 192.168.1.3 Local 182.168.1.1 01 0000 0303 1
G0/1 192.168.1.3 Local 192.168.1.1 01 0000 0800 1 E|
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Analyzovanie vzorov siet'ovej prevadzky (traffic patterns)

NetFlow analyza s NetFlow Collector

HTTP Queries Method Requests Distribution
Chart GET 3=
) _ POST 7=
Timeseries »
HEAD 0=
@ Traffic (Rc
B Traffic (Se
PUT 0=
70.0%
[~BO0-Kbit's POST
Other Method 0=
{600 Kbit's
HTTP Responses Response code Responses Distribution
1xx (Informational) 0=
{400 Kbit's
2xx (Success) 8=
3xx (Redirection) 2=
[~200-Kbit's
4xx (Client Error) 0=
Lomim 5xx (Server Error) 0=
104.27.136.1
104.27.136.111 SSL 312 KB
SSLa& TCP cizmo.cizmo m:52929 api.github.com B= :https 11 sec Server 0 bps=— 3.04 KB api.github.com

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
Eurpskouaniou | PLAN [OBNOVY. ol GOy : KYSERNETICKE) BEZBECNOSTI

SLOVENSKE| REPUBLIKY ZILINSKES UNIVERZITY ¥ JILINE
NextGenerationEU







Monitorovanie logov zariadeni Syslog Server

Syslog r

= Popip protokolu Syslog (UDP/514, RFC 3164) et Veeeaes et Voo
= Umoznuje zariadeniam posielat spravy na syslog server | |
= Podporovany vacsinou sietovych zariadeni

= Hlavné funkcie: ﬁ

= Zber informacii pre monitorovanie a rieSenie problémov

= Vyber typu zapisovanych informacii ktoré sa zaznamenaju
= UrCenie ciela zaznamenanych syslog sprav
= Format Syslog spravy
= Stupen zavaznosti od 0 po 7
= Facility — identifikacia sluzby

= Casova pediatka sluzby - D g -
» » }-D

= Vylepsuje ladenie a spravu v realnom Case

= Protokoly mézu byt oznacené Casovou pecCiatkou a je  ‘eosiaBufier  Console Terminal Syslog
mozné nastavit' zdrojovu adresu sprav syslog.
" service timestamps log datetime msec Ciel pre syslog spravy




Monitorovanie logov zariadeni

Konfiguracia Syslog-u

= Syslog Server ’
- Analyzuje vystup a umiestnuje spravy do vopred urcenych stlpcov

= Casové peciatky sa zobrazuju, ak su nakonfigurované na sietovych zariadeniach, ktoré
generovali spravy vypisu

= Umoznuje spravcom siete navigovat sa vo velkom mnozstve zhromazdenych udajov
= Predvolené zapisovanie

= Posielat spravy protokolu vsetkych stupnov zavaznosti do konzoly

= show logging

* logging monitor LEVEL ! Do CLI mi zobrazi spravy danej Urovne a vysSse]

= Ked sme vzdialene pripojeny na zariadeni, tak je to potrebné, ked chceme aj debug spravu, vtedy: 7

= Prikazy na smerovac/prepinaci pre nastavenie ako Syslog klientov

" logging ip-address

" logging trap level

* logging source-interface source-interface interface-number
= Syslog kontrola

= show logging

= Pouzite “|” na obmedzenie mnozstva zobrazenych sprav
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NVESTICH RECIONALNEHO ROZVCIA

INVESTICH RECIONAL m | QY kveernencke) pezpecnosn
SLOV REPUBLIKY ZILINSKES UNIVI 2ILINE

PLAN [OBNOVY_




Fungovanie syslog (Field | Explanaton

seqg no Stamps log messages with a sequence

= 4 ber only if th i -
Format spravy syslog T AT e

is configured.

timestamp Date and time of the message or event,
] i L i i i i which appears only if the service
= Niektoré bezné oblasti syslog sprav hlasenych timestamps global configuration
Ci 10S %och hifail: command is configured.
na ISCO smerovacoch Za rnaj u. facility The facility to which the message refers.
- ”:) severity Single-digit code from 0 to 7 that is the
severity of the message.
= OSPF prot0k0| MNEMONIC Text string that uniquely describes the
message.
= SYS ope raény SyStém description Text string containing detailed
. information about the event being
= |Psec Syslog Severity Level reported.

IP rozhranie (IF) |seq no: timestamp: %facility-severity-MNEMONIC: description
00:00:46: %LINK-3-UPDOWN: Interface Port-channel1, changed state to up

Severity Level Explanation

Emergency Level O System Unusable = 2 hlavné forméty
Alert Level 1 Immediate Action Needed syslog sprév:

Critical Level 2 Critical Condition = BSD format
Error Level 3 Error Condition ( )
Warning Level 4 Warning Condition - “novy” format
Notification Level 5 Normal, but Significant Condition ( )
Informational Level 6 Informational Message

Debugging Level 7 Debugging Message



https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

Konfiguracia Syslog 21+ show loaa:
show logging

F’f‘?(‘\/()l(!f](? Syslog logging: enabled (0 messages dropped, Z messages rate-limited, 0

4 - flushes, 0 overruns, xml disabled, filtering disabled)
ZdZnamenavanie ’ ’ ’ 7

No Active Message Discriminator.

Ne Inactive Message Discriminator.

Console logging: level debugging, 32 messages logged, xml disabled,
filtering disabled

Monitor legging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 32 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)
Count and timestamp logging messages: disabled
Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 34 message lines logged
Logging Source-Interface: VRF Name :

Log Buffer (8192 bytes):

*Jan 2 00:00:02.527: %LICENSE-6-EULA ACCEPT ALL: The Right to Use End User [

EUropskou uniou FLAN | VONWY T A INFORMATIZACE \ S e v s
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Konfiguracia Syslog
Prikazy smerovacov a prepinacov pre Syslog klientov

Rl (config)# logging 192.168.1.3

Rl (config)# logging trap 4

Rl (config)# logging source-interface gigabitEthernet 0/0
Rl (config)# interface loopback 0

Rl (config-if)#

*Jun 12 22:06:02.902: SLINK=3=UPDOWN: Interface Loopback0,

SUiENpEEl BiRED 5 e Severity Name Severity Level
*Jun 12 22:06:03.902: 3LINEPROTO-3-UPDOWN: Line protococl on

Interface Loopback(, changed state to up EWEHQEHGY Level O
*Jun 12 22:06:03.902: %5YS-6-LOGGINGHOST STARTSTOF: Logging to Alert Level 1
host 192.168.1.3 port 514 started - CLI initiated —

Rl (config-if)# shutdown Critical Level 2
Rl (config-if)+# Error Level 3
*Jun 12 22:06:49.642: SLINK-5-CHANGED: Interface Loopback0, W . L |4
changed state to administratively down arning Ovo
*Jun 12 22:06:50.642: SLINEPROTO-5-UPDOWN: Line protocol on Motification Level 5
Interface Loopback(l, changed state to down Inf i | L 16
R1 (config-if)# no shutdown fiizilelnl: ovo
R1 (config-if)# Debugging Level 7

*Jun 12 22:09:18.210: SLINK=3=UPDOWN: Interface Loopback0,
changed state to up

*Jun 12 22:09:19.210: SLINEPROTO-3-UPDOWN: Line protocol on
Interface Loopback0, changed state to up

Rl (config-if)#

NCNE CENTRUM
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Priklady syslog sprav

08:01:13: ZLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to up
08:01:23: ZDUAL-5-NBRCHANGE: EIGRP-IPv4:(1l) 1: Neighbor 10.1.1.1 (Vlanl) is up: new adjacency
08:02:31: 2LINK-3-UPDOWN: Interface FastEthernet0/8, changed state to up

08:18:20: ZLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to down
08:18:22: ZLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/5, changed state to up
08:18:24: ZLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to down
08:18:24: %ILPOWER—S—IEEE_DISCONNECT: Interface Fa0/2: PD removed

08:18:26: 2LINK-3-UPDOWN: Interface FastEthernet0/2, changed state to down

08:19:49: 2ILPOWER-7-DETECT: Interface Fal0/2: Power Device detected: Cisco PD

08:19:53: ZLINK-3-UPDOWN: Interface FastEthernet0/2, changed state to up

08:19:53: ZLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/2, changed state to up

Kiwl Syslog Server ™ sashbanrd

Events
fihars W & User chepilay v  {_J mnoupdaze
= Ta Level
Date forst Addrecss Failit I LS LTS izt Bar
Emarge
Ale s ) RURCEE I AE o 105 2L e Syslog {51 uoP L [TRE TICLESE F¥YS D] Stafus gresn 45,44 minutas
Critical & i [5) QUIGIZOZE, 12:20029.233 10, 2= TE 53w Sysiog i5] uoe 1SR =0 Ees S e
Wiarning (41 RIS, 12:20:30.5870 10,7207 - Mt Sysleg s UDip 10,287 ML D ALERT REC: 50.58 secordds

wiarning
] E Errori3) Sr2GvH0EE, 1 2:2020.2401 10, WA S S yzlagial D 10, T 2L ol N Pazter S2stus preen 29,49 minubas
e & info [5) UIGZOZE, 12:20709.532 10748 Z0 - e Sysiog 5] Jop 10 S T e Dari droppad 7578 ot

b L Facllit
- o Warning (4) QRAWIOTE 12RERET 10,2057 22 SyElag s Thll 10,207 E I Caster ALERT RED 54,53 minuges

b g Local Address
= Qcr tical (2] SRAGTA0ES, 1.2:13:35. 53 T RLol et Sy=loE sl Erly 10, BL 32" 1Rl Micla Sabus yellow 31.37 haure

I PR R T T




=

R1# show logging | begin Jun 12 22:35

Konfigurécia SyS|Og *Jun 12 22:35:46.206: SLINE-5-CHANGED: Interface Loopback(,
changed state to administratively down

KontrOIa SySIog *Jun 12 22:35:47.206: SLINEPROTO-5-UPDOWN: Line protocel on

Interface Loopback(, changed state to down

*Jun 12 22:35:55.926: %LINEK-3-UPDOWN: Interface LoopbackO,

changed state to up

*Jun 12 22:35:56.926: 3LINEPROTO-5-UPDOWN: Line protocol on

Interface Loopback0, changed state to up

| - -
R1# show logging | include changed state to up *Jun 12 22:49:52.122: %$5YS-5-CONFIG I: Configured from console by
*Jun 12 17:46:26.143: SLINKE-3-UPDOWN: Interface

console
GigabitEthernet0/1, changed state to up *Jun 12 23:15:48.418: %5YS-5-CONFIG I: Configured from conscle by
*Jun 12 17:46:26.143: SLINE-3-UPDOWN: Interface Ser! console N
changed state to up R1#

*Jun 12 17:46:27.263: SLINEPROTQO-5-UPDOWN: Line prot
Interface GigabitEthernet0/1, changed state to up

*Jun 12 17:46:27.263: SLINEPROTO-5-UPDOWN: Line protucws wu
Interface Serial0/0/1, changed state to up

*Jun 12 20:28:43.427: FLINK-3-UPDOWN: Interface
GigabitEthernet0/0, changed state to up

*Jun 12 20:28:44.427: SLINEPROTO-5-UPDOWN: Line protocol on
Interface GigabitEthernet0/0, changed state to up

*Jun 12 22:04:11.862: SLINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback0, changed state to up

*Jun 12 22:06:02.902: SLINE-3-UPDOWN: Interface Loopback0,
changed state to up

*Jun 12 22:06:03.902: SLINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback0, changed state to up

*Jun 12 22:09:18.210: SLINEK-3-UPDOWN: Interface LoopbackO,
changed state to up

*Jun 12 22:09:19.210: SLINEPROTO-5-UPDOWN: Line protocol on
Interface Loopback0, changed state to up

*Jun 12 22:35:55.926: SLINK-3-UPDOWN: Interface Loopbackl,

changed state to up
*Jun 12 22:35:56,926: 3LINEPROTO-5-UPDOWN: Line protocol on =y | = Oé

ILINSKES UNIV




Rozne projekty: syslog, rsyslog, syslog-ng

= vSetky umoznuju ziskavanie udajov z réznych typov systemov do centralneho
uloziska
= Syslog
= Prvy (root) projekt, 1980, jednoduchy protokol, podporuje iba UDP = nezarucuje
dorusenie sprav
= Syslogng (dnes asi najvyspelejsi projekt)
= 1998, rozsiril syslog o nové funkcie:
= filtrovanie na zaklade obsahu
logovanie priamo do databazy
TCP pre transport

= TLS &ifrovanie syslog-ng
= Rsyslog
= 2004, rozsiril syslog o nové funkcie: FSHSLEE
= Podpora protokolu RELP (application-level ACK) ————r/

= Podpora prevadzky vo vyrovnavacej pamati




Bezpecnostné sluzby

Syslogoveé servery — sumar funkcii

= Najbeznejsou metddou pristupu k Syslog Server
systemovym spravam je pouzitie
protokolu syslog

= Protokol syslog umozfiuje sietovym

zariadeniam posielat’ systémove spravy
cez siet na syslogove servery
_ _ _ System Messages System Messages
= Zabezpecuje tri hlavné funkcie:
= Schopnost zhromazdovat' logovacie

informacie na ucely monitorovania a
rieSenia problémov

= Schopnost vybrat typ zaznamenanych
informacii Svs)
slo
= Schopnost urit miesto, na ktoré sa ysiog
systémové spravy maju odosielat

nnnnnnnnnn
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UTCgryssers — GPS time




NTP koncept

= Reference clock = stratum O
= Spolahlivy zdroj ¢asu UTC
= Maly alebo Ziadny delay

Reference clock (maIé alebo Ziadne oneskorenie —

UTCyew yvork — GPS time ,".4,; 4

Stratum 2

= Ainé:lrig-B, DCF77, ..
}\ L
= Bud ma v sebe stratum 0 zariadenie (EndRun time servers)
= Stratum 2

UTCarassets = GPS time GPS, CDMA, WWV, ...) — nie je network deV|ce
y Stratum 0
= Nie su to zriadenia v sieti
= ale na ne sa napajaju stratum 1 servery
= Pouziva
= GPS Stratum 1
= CDMA (Code Division Multiple Access)
= WWV (broadcasting of time signals, Washington, 50W transmission,
500 m wavelength, dnes v: Fort Collins, Colorado)
= Stratum 1
= Server, ktory je priamo prepojeny na stratum O zariadenie — nie cez
sietovu linku!
= Ale priamu linku — RS 232 prepoj, alebo cez IRIG-B ¢asové kédovanie Stratum 3 'H'
= je zakladnym Standardom sietového Casu
= Presnost: 10 mikrosekund voci UTC
= Pripojeny k stratum 1 cez sietovu linku (Cas dostane cez NTP pakety)
= Presnost: 0,5-100 ms
= Stratum 3...
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71

Monitorovanie zariadeni

Implementacia NTP

R1# show clock detail

20:55:10.207 UTC Fri Dec 11 2015 NTP
Time source is user configuration Gerver
R1(config)# ntp server 209.165.200.225 2009.165.9C
Ri(config)# end

R1# show clock detail

21:01:34.563 UTC Fri Dec 11 2015

Time source is NTP R1# show ntp associations

address ref clock st when poll reach delay offset disp
*~209.165.200.225 .GPS. 1 61 64 377 0.481 7.480 4.261
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

R1# show ntp status

Clock is synchronized, stratum 2, reference is 209.165.200.225

nominal freq is 250.0000 Hz, actual freq is 249.9995 Hz, precision is 2**19
ntp uptime is 589900 (1/100 of seconds), resolution is 4016

reference time is DA©88DD3.C4E659D3 (13:21:23.769 PST Tue Dec 1 2015)

clock offset is 7.0883 msec, root delay is 99.77 msec

root dispersion is 13.43 msec, peer dispersion is 2.48 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is ©.000001803 s/s
system poll interval is 64, last update was 169 sec ago.




Monitorovanie zariadeni

Implementacia NTP

192 168.1.0/24

MNTP nternet
Server
NTP Server | client NTP Server [ client

208.165.200.225

MTP clients

S1(config)# ntp server 192.168.1.1
S1(config)# end
S1# show ntp associations

address ref clock st when poll reach delay offset disp
*~(192.168.1.1 209.165.200.225 2 12 64 377 1.066 13.616 3.840
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

S1# Cshow ntp status

CClock is synchronized, stratum 3, reference is 192.168.1.1

nominal freq is 119.2092 Hz, actual freq is 119.2088 Hz, precision is 2**17
reference time is DA©8904B.3269C655 (13:31:55.196 PST Tue Dec 1 2015)

clock offset is 18.7764 msec, root delay is 102.42 msec

root dispersion is 38.03 msec, peer dispersion is 3.74 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is ©.000003925 s/s
system poll interval is 128, last update was 178 sec ago.
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Ako NTP zvlada prechod na letny cas (DST)?

= Daylight saving time (DST) Sbrirg Fall
= Pri NTP nie je potrebné: g BACKWAR,i

= prepinanie na letny ¢as \

= nerozlisuje ani Casove pasma e am
= Dovod:

= NTP je zalozeny na UTC

= UTC nema prechod na letny
cas

= za prechod z/do DST su
vyhradne zodpovedné OS
serverov a klientov

= aj za manipulaciu s casovymi
pasmami
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Bezpecnostné sluzby
NTP — suhrn viastnosti

= Je ddllezité synchronizovat Cas vSetkych zariadeni v sieti. Nastavenie datumu a Casu na
sietovom zariadeni mozno vykonat jednou z dvoch metod:

= Manualna konfiguracia datumu a ¢asu

= Konfiguracia pomocou Network Time Protocol .
(NTP) Stratum 0 ? ?

= NTP siete pouzivaju hierarchicky system

zdrojov Casu, kde sa kazda uroven v tomto
systéme nazyva stratum. Servery NTP su Stratum 1
usporiadané na troch urovniach znamych ako

stratum:

: Strat_um,O: Siet NTP zi§kava cas z N
autoritativnych zdrojov Casu.
= Stratum 1: Zariadenia su priamo pripojené k
autoritativnym Casovym zdrojom.
 aae

= Stratum 2 a vyssie: Zariadenia stratum 2, ako Stratum 3
su NTP klienti, synchronizuju svoj Cas pomocou
NTP paketov zo stratum 1 serverov. NTP Stratum Levels




Ktory protokol sa najcastejSie pouziva
na zber metrickych udajovo_ =~
zariadenjach (CPU, RAM, poditadla na
rozhrani)?

= A) Syslo
B SKIMIg
C)NTP
D) Port mirroring

Co je hlavhym uéelom NetFlow/IPFIX?

= A) Synchronizacia Casu )
B) Zaznam detailov o sietovych
komunikaciach _ o
C) Sifrovanie sietovej komunikacie
D) Sprava konfiguracie prepinacov

Otvorena reflexia

Co robi Port Mirroring (SPAN)?

= A) Duplikuje vybrané sietové ramce na monitorovaci port
B \S/ync,hronl,zme cas na prepinaci
C) Vytvara zaznamy o tokoch paketov
D) Uklada logy do centralneho servera

Ktora technologia goslwtuje najpresnejsSie a ,,bezstratové”
odpoc€uvanie siete

= A) Port Mirroring _
(B: TAP (Test Access Point)
D

(
S S|°|9 server
SNMP polling

Na €o sluzi protokol NTP?

= A) Zber logov zo zariadeni ) _
B) Synchronizaciu Casu medzi systémami
C) Monitorovanie QoS

D) Zachytavanie paketov
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