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= Moznosti prace so sietovymi bezpecCnostnymi udajmi v nastrojoch
pre riadenie bezpecnostnych informacii a udalosti (SIEM)

= Moznosti v nastrojoch pre orchestraciu, automatizaciu a reakciu
na bezpecnostné incidenty (SOAR)
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Security information and event management
Co je SIEM

SIEM ( Security information and event
management )

SIEM kombinuje:

« Security information management (SIM)
= Centralne ukladanie logov
= Vlykonavanie analyzy nad ulozenymi datami
= Tvorenie reportov

« Security event management (SEM) AL
= Monitorovanie v realnom Case
= Korelacia udalosti (eventov)
= Notifikacie

Vysledkom je centralne miesto pre detekciu, analyzu
a reakciu na bezpecnostné incidenty.

Zdroje dat moézu byt napriklad:
= Sietové

= Aplikacné

= Hardvéroveé
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Security information and event management Collection

Incident

Preco potrebujeme SIEM

Log

Processing

Storage

* Moderné siete generuju obrovské mnozstvo dat
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 Bez centralizacie je praca s nimi naroCna, data su Alerts
neprehladne, v réznych tvaroch

e
=]

« SIEM umoznuje:

« Agregacia logov z réznych zariadeni a systemov Dasliboants Querying
- Korelacia udalosti Gorrelation ’
* Rychla reakcia na incidenty
MNetwork traffic
— Q Search and
investigate
Firewall logs —_—
i
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RDBMS — Agents [ SIEM
Collectors Tool
Reports
- p— and alerts

Application logs




Security information and event management

Hlavné funkcie SIEM

« Zber a normalizacia logov

* V sieti sa nachadza vela zariadeni, ktoré treba monitorovat. Kazdé monitorované

zariadenie tvori data v réznych tvaroch / formatoch. Manualna sprava dat je neefektivna,
az nemozna.

* Nutnost' data centralizovat. Z jedného miesta mame pristup ku vSetkym logom z
kazdého monitorovaného zariadenia.

* Normalizacia logov umozni sprehlfadnenie a jednotny tvar logov.

« Analyza a korelacia udalosti

» Nad centralizovanymi a normalizovanymi logmi ide efektivnejSie vykonavat analyzu.
Vieme identifikovat normalne a anomalne spravanie v sieti alebo zariadeniach.

» Korelacia udalosti umoznuje spajat’ viac nezavislych logov do jedného kontextu (napr.
viac neuspesnych loginov = mozny brute-force utok).

 Detekcia anomalii a incidentov

* Na zaklade analyzovaného spravanie siete vieme vytvorit detekCné pravidla na
odhalovanie anomalii a incidentov.

-
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Security information and event management

Hlavné funkcie SIEM

« Upozornenia a reakcie

= Pravidla sa aplikuju na zozbierané data. Ak je podmienka splnena, vznikne alert
(upozornenie).

= Alert poskytuje informacie o potencialnej hrozbe.

* Typy alertov podla pravdivosti:
True positive — Pravidlo spustilo alert, korektne upozornuje na monitorovanu udalost. Tento stav
je ziadany
False positive — Pravidlo spustilo alert, nastal "plany poplach". Potreba upravit’ pravidlo aby sme
sa nezahltili faloSnymi alertami.
True negetive — Pravidlo nespustilo alert. Nediala sa Ziadna nebezpecna udalost. Tento stav je
Ziadany.
False negative — Pravidlo nespustilo alert. Diala sa nebezpecCna udalost, len pravidla ju
nezaznamenali. Nevieme o prebiehajucom utoku / nebezpeénych udalostiach.

* Reportovanie a vizualizacia

* Velké mnozstvo data je vhodné vizualizovat. Na to nam sluzia vizualizaCné nastroje.
Data zobrazujeme v prehfadnych dashboardoch, kde su grafy, tabulky, zosumarizované
data... Vizualizacia pomaha rychlejSie rozpoznat trendy, utoky alebo problémoveé
zariadenia.

« Délezitou funkciou je tvorenie reportov. Reporty umoziuju sumarizovat bezpecnostné
incidenty a exportovat odchytené data na dalSiu analyzu.
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Security information and event management

Architektura SIEM systemu

« Komponenty architektury:

Zber dat
« Odchytavanie sietovej prevadzky

 Zbieranie logov z koncovych zariadeni pomocou
agentov

Normalizacny modul

Zozbierané rézne data normalizuje, upravi do
jednotného tvaru

Databaza
Uchovava normalizované data
Umoznuje vyhladavanie a filtrovanie
Vizualizacné rozhranie

Korelacia a vyhodnocovanie pravidiel
Umoznuje zobrazovat, filtrovat data

MINISTERSTVO
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PC s agentom
(tvorba a
preposielanie
logov)

Zariadenie
odchytavajuce
siet'ovu prevadzku

Normalizaény
modul

Databaza

Vizualizacné
rozhranie




Security information and event management

Typy udajov v SIEM

« Systémove logy (napr. Windows, Linux)
o Logy z koncovych zariadeni (PC alebo Servery).

o Napr. prihlasenia pouzivatelov, _
tvorba/modifikacia suborov, spustanie procesov,
Uprava systémovych nastaveni, zapnutie/restart

zariadenia...
» Sietové logy (firewally, IDS/IPS, routery)
o Logy zo sietovych zariadeni

o Aktivity IDS/IPS systémov (napr. Ci zariadenie
nezablokovalo podozrivu prevadzku)

PLAN [OBNOVY,

* Odchytavanie sietovej prevadzky

o Zaznamenanie celého toku sietovej
prevadzky, tzv. full packet capture.

Aplikacné logy (web, databazy, servery)

« Bezpecnostné udalosti (autentifikacie,
chyby, prieniky)




Security information and event management

y u y u A4 u
SIEM nastroje - Platené riesenia .. & o w o

A 359616 (32.33%) A 7128018

SIEM nastroje su pomerne robustné nastroje. Ich vyvoj o Y .
nie je jednoduchy a mnoho z nich je platenych. Licencie smws
sa pohybuju v desiatkach tisic eur roCne. . o -

Ponukaju On-premises alebo cloudové rieSenia

= On-premises
=  Administrator si inStalaciu a udrzbu riadi sam
= Sam zodpoveda za fungovanie nastroja

= Cloudové rieSenia
= [nStalaciu a spravu nastroja zabezpecuje
poskytovatel nastroja
* Platené SIEM nastroje

=  Splunk
= Log360
= eventLog Analyzer
= |BM QRadar

= AT&T Cybersecurity AlienVault Unified Security
Management

= Exabeam

PLAN [OBNOVY, ‘ v




Security information and event management

SIEM nastroje - Open source riesenia

B e
Open sourcove nastroje ponukaju aj bezplatne R
verzie nastrojov. Tie vsak byvaju ukratenéeo o Oy e e
rézne funkcionality, ktoré sa nachadzaju len v — - e — e |
platenych verziach. i - ) h
Prikladmi takychto SIEM néstrojov st - Y N

 ELK stack

- Sada nastrojov (ElasticSearch, Logstash,f§ .~
Kibana) :

ElasticSearch - databaza a search engine
Logstash — Parsovanie logov
Kibana - Vizualizacia zozbieranych dat

Security Onion
Wazuh
Graylog




SIEM pomocou ELK
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Elastic Stack % elastic

= Elastic je nazov spolo¢nosti, ktora stoji za produktom Elastic Stack - obsahuje nastroje:
= Elasticsearch
= Kibana
= Logstash

= Pomahaju pouzivatelom zabezpecene spracovavat data
= z [ubovolného zdroja
= v [ubovolnom formate

nasledne v nich

= vyhladavat
= analyzovat
= zobrazovat v realnom Case

= free and open“ s moznostou kupy platenych licencii zahrmujucich doplnkové funkcionality
= strojové ucCenie
= zabezpecenie a reportovanie

= Umoznuje nasadenie v cloude alebo on-premise

MINISTERSTVO
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Security information and event management -

ELK stack - Elasticsearch j elasticsearch
Index
= bezplatny distribuovany vyhfadéavaci —
a analyticky nastroj | Replica |
= pre vsSetky typy udajov vratane — | ' P % o PR
= Textovych i b | e
. Cl’selnyCh Cleter § Bretee i
= Geopriestorovych - 3 [& — (=
= Strukturovanych -' i Document
= aj nestrukturovanych , E | -
= Ukladanie dat v JSON g = E

= ES je postaveny na Apache Lucene, * 2010 (ORI et

= Je znamy pre svoje
= jednoduché REST API
= distribuovanu povahu
= Rychlost
= Skalovatelnost

= Clustrovanie => distribucia dat na viacerych instanciach Elasticsearch databazy => rozlozenie
zataze => rychlejsie prehladavanie a spracovanie dat

E MINISTERSTVO " KOMPETENCNE CENTRUM

INVESTICHAFGIONANEHG ROZVOJA 5
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Elasticsearch (pokrac.)

= Prijima data z réznych zdrojov vratane
= Logov
= systémovych metrik
= webovych aplikacii
= QOriginalne (raw) prijimané data sa
= Parsuju, normalizuju a rozsiruju pred tym
= ako su indexovane v databaze
= Az nasledne sa da spustit komplexné
dopyty (queries) nad tymito datami
a pomocou agregacii naCitat komplexné
suhrny dat.
= Index je zbierka dokumentov, ktore navzajom
suvisia
= ES uklada data ako JSON dokumenty

= Kazdy dokument koreluje mnozinu kfuCov
(nazvy poli alebo vlastnosti)
s ich zodpovedajucimi hodnotami
(retazce, Cisla, boolovské hodnoty, datumy, polia
hodnét, geolokacné udaje alebo iné typy udajov)

PLAN [OBNOVY,

m» elasticsearch
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= ES pouziva datovu Strukturu nazyvanu
inverzny index (inverted index), ktora je
navrhnuta tak, aby umoznovala velmi
rychle fulltextové vyhladavanie

Inverzny index obsahuje zoznam vSetkych
jedine€nych slov, ktoré sa vyskytuju

v [ubovolnych dokumentoch

a identifikuje vSetky dokumenty, v ktorych sa
kazdé slovo vyskytuje

pocCas procesu indexovania ES uklada
dokumenty a vytvara inverzny index, vdaka

ktorému je mozné v dokumentoch vyhladavat
takmer v realnom Case

indexovanie sa iniciuje pomocou
indexovacieho API rozhrania, prostrednictvom
ktoreho je mozné pridat’ alebo aktualizovat
JSON dokument v konkréthom indexe

= |ndex Lifecycle Management (ILM)

Cez neho je mozné nakonfigurovat politiky pre
automatické manazovanie indexov podla
poziadaviek na vykon a velkost' uloziska



Indexy, shardy, dokumenty, a polia v ES

Termin

Index

Shard

Dokument

Pole

CotojevES

Kolekcia dokumentov, kde sa da vyhladavat

Cast indexu, umoZfiuje rozloZenie dat medzi nody a

paralelné vyhlfadavanie

Jeden zaznam v indexe (napr. logova udalost)

Vlastnost dokumentu (napr. timestamp, source ip)

o 3

Cluster

Node Node Node

i)

Document

)

Document

i)

Document

Analogia z relacnej DB

Tabulka

Cast tabulky rozdelena na
segmenty

Riadok v tabulke
Stipec v tabulke

+«— Fields



Indexy, shardy, dokumenty, a polia v ES

Vlastnost ElasticSearch (ES) Rela¢na databaza (RDBMS)

Typ dat Dokumentovo-orientovana, JSON format Tabulky s riadkami a stipcami
Vyhladavanie Fulltextové, velmi rychle, analyzované SQL dotazy, primarne strukturované
Struktura Index — dokument — pole Databaza — tabulka — riadok — stipec
Skalovanie Horizontalne (shardy a nody) Vacsinou vertikalne (vykonny server)

Datova konzistencia SR ,
prioritizuje rychlost

Eventualna (eventual consistency),

ACID (silna konzistencia)

Pouzitie Logging, monitoring, SIEM, fulltext search  Transakéné systémy, ERP, bankovnictvo

Zalohovanie a repliky Automatické repliky shardov

Automatické, optimalizované pre

Indexovanie iz .
vyhladavanie

pa. 3

Cluster

Node Node Node

Zalohy a repliky manualne nastavené

Nie je primarne optimalizované pre fulltext
search

+— Fields

i)

-

|

by

Document

i)

Documen

o
(2]
=]
o

i)

Document



Security information and event management

ELK stack - Elasticsearch

= Cluster — Zoskupenie viacerych ElasticSearch
instancii. Moznost priradit’ inStanciam
(vrcholom/nodes) role.
= Master node - Riadi cluster, zabezpeduje jeho
stabilitu, spravu a koordinaciu
= Data node
Data - univerzalny uzol pre ukladanie dat

Content — sluzi na uchovavanie statickych
dokumentov

Hot - optimalizovany pre zapis a Citanie najnovsich
dat s vysokou aktivitou

Warm - urCeny pre data, ku ktorym sa pristupuje
menej frekventovane

Cold - pouziva sa na historické data s minimalnym
pristupom

Frozen - sluzi na pristup k takmer neaktivnym
datam

= |ngest - vykonava predspracovanie dat

= ml - vyhradeny pre ulohy strojového ucenia

= remote_cluster_client - zabezpecuje
komunikaciu s inymi Elasticsearch cluster

= transform - sluzi na transformaciu
existujucich dat do inych struktur

Hot Cold Frozen

fastest hardware profile

6 nodes 4 nodes 2 nodes 1 node

_ fast hardware profile avg. hardware profile slow hardware profile
replicas replicas no replicas no replicas
shrunken data searcheable snapshots

Komunikaciu medzi nodes
je potrebné zabezpedit’ !




Security information and event management U logstash

ELK stack - Logstash i %

w l0gstash

* Prijima udaje z mnozstva zdrojov (napr.
monitorovaci agenti)

Y

Data

« Transformuje a normalizuje Q
« Spracované data posiela dalej (ElasticSearch)

_ &

» Logstash proces sa sklada z 3 Casti
 Input — zadefinovanie odkial prijimat data
* Filter - transformacia dat do vhodného formatu
* QOutput — kam odoslat’ data

e |0gstash

« 200 pluginov a moznost' vytvorit si vlastné

Data treba Sifrovat’
pomocou certifikatov od
zdroja k logstashu a od
logstashu do
elasticsearch !

aniou ‘ PLAN [OBNOVY_




Beats

* Beats je dalSou sucastou
balika Elastic.

= lahke,
jednoucelové odosielace
dat su navrhnuté na instalaciu
na vzdialené pocitace, aby
preposielali protokoly a metriky

priamo do Logstash alebo
Elasticsearch.

= Beats -> Logstash ->
Elasticsearch -> Kibana

= Beats -> Elasticsearch ->
Kibana

i

FILEBEAT WINLOGBEAT

£

HEARTBEAT METRICBEAT

x W

PACKETBEAT  AUDITBEAT

< Fie Spool
= Queue

&

"Beats

FILEBEAT WINLOGEBEAT

L

HEARTBEAT  METRICBEAT

x N

PACKETBEAT ALUDITBEAT

= File Spocl
= Queus
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q Logstash

Workers (1+)

<> Persistent
<= Queues

[ m®» | Elasticsearch

Master Nodes (3)'
Data Nodes (2+)

ML Nodes (2+)

o/

pa—

Uniform Nodes (3+)

| Elasticzearch

A

/_/ R
( K | Kibana
..\ = -'/.r

{i‘_\) Kibana




Beats agenti v ELK

Beat

Filebeat

Metricbeat

Packetbeat

Winlogbeat

Auditbeat

Heartbeat
Journalbeat

Cloudbeat (novsi)

Community Beats

Elastic Agent
(nahrada vsetkych
Beats)

Na Co sluzi

Zber logov zo suborov

Zber metrickych udajov zo systému
Zber sietovych tokov a L7 protokolov
Zber Windows Event Logs

Zber bezpecnostnych audit udalosti

Kontrola dostupnosti sluzieb
Zber systemd journal logov
Zber cloud security events

Custom beats vytvorené komunitou, viac
ako 70+

Unified agent pre vSetky data

NajCastejSie pouzitie v SOC / IT

Aplikacné logy, systémoveé logy, firewall logy, SIEM
ingest

CPU, RAM, disk, sietové metriky — monitoring
serverov

Analyza sietovej komunikacie, detekcia incidentov

Ugetné udalosti, Windows Security logy, AD
monitoring

Integrita suborov, Linux audit, sledovanie procesov

Ping, HTTP, TCP check — uptime monitoring
Moderné Linux distribucie (systemd)

AWS, Azure, GCP bezpecnostné konfiguracie

Specifické logy a metriky pre niche systémy

Centralne riadenie, Fleet management



Beats vs. Elastic Agent — rychle porovnanie

= Elastic Agent zvladne: = Vlastnosti Elastic Agent
" Logy (nahrada Filebeat) = Jeden agent = vSetko v jednom
= Metriky (nahrada Metricbeat) = Centralna sprava cez Kibanu (Fleet)
= Sietovu viditelnost’ (nahrada Packetbeat) = Jednoduché rollouty konfiguracie
* Windows eventy (nahrada Winlogbeat) = Autoupdate modulov a integracii
* Audit (nahrada Auditbeat) = Mnozstvo hotovych integracii (Cisco,
= Uptime (nahrada Heartbeat) Fortigate, Windows, Linux, AWS, Azure,
Endpoint Security / Malware Prevention 365, atd’.)
APM = R- “Eany -
Centréine riadenie cez Fleet Moderny Standard odporucany Elastic
Funkcia Beats Elastic Agent
Pocet agentov Viac samostatnych Jeden univerzalny
Konfiguracia Manualne YAML subory Centralne cez Fleet
Update Rucny Automaticky
Bezpecnost’ Obmedzena Zabudovana Endpoint Security
Integracie Zakladne Siroké kniznica modulov
Komplexnost’ VySsia pri vacsom pocte hostov Jednoducha, skalovatelna

Odporucanie Elasticu StarSie nasadenia Moderné nasadenia
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Security information and event management © | |

@ To learn about how usage data helps us manage and improve our products and services, see our Privacy Statement. To stop collection,
= disable usage data here.
[
StacCkK - AIbana
&0
)

e SIUZI na V|ZU8|IZéC|U dét (prehl’ad né ¢ ‘l Observability | j Security
tabulky, grafy, dashboardy, mapy),
a I e b 0 aj p re Ze ra n i e é i Stych d ét o) APM automatically Ingest logs from popular Collect metrics from the Centralize security events for

— collects in-depth data sources and easily operating system and interactive investigation in
Z performance metrics and visualize in preconfigured services running on your ready-to-go visualizations.
v ’ . . o errors frorn \‘r}sx’de your dashboards. servers.
» Tvorba bezpecnostnych pravidiel :
. e .

@

« Tvorba Spaces (logické priestory) -
@

\‘l\

N t t -4 d k ~ 4 t d 1 Add sample data Upload data from log file Use Elasticsearch data
a p r. eS Ove a p ro u Cn e p rOS re I e Load a data set and a Kibana dashboard Import a CSV, NDJSON, or log file Connect to your Elasticsearch index
PY AI erty @ Elastic

= . Dashboard = Web Traffic Specifics Full screen  Share  Clone ¢ Edit W
4 - L ]
 Manazovanie Elasticsearch

3 | hour_of.day:11 x || geo.src:US x | + Add filter

« Kontrolovanie stavu databazy — —

- Nastavovanie politiky pre retenciu dat WWW/W\ NW[M\MM 126 ( ~
1| " countof o o

Count of records

« Tvorenie pouzivatelskych uctov
« Tvorenie roli ——

timestamp per day
Details Table L)
Top values of tags.keyword timestamp per day Top values of clientip Count of records
success 2020-05-10 29.64.62.83 1
success 2020-05-10 104.224.124.252 1
success 2020-05-10 111.237.144.54 1
" c success 2020-05-11 44.73.239.228 1
Financované PR "
Eurépskou Gniou PLAN _OBNOVY,
NexiGeneraltionEU success 2020-05-11 50.184.59.162 1




Architekturu Elastic stacku na vysokej Urovni je mozné v
prostrediach narocnych na zdroje vylepsit

KOm ponenty VvV SIEM ELK pridanim Kafka , RabbitMQ a Redis pre ukladanie do

vyrovnavacej pamate a odolnost a nginx pre bezpecnost.

' . _: Beats @ Elasticsearch
o -

. . S & s | | :

FILEBEAT  WINGLOGBEAT > : Master (3)
Y & —~ .
HEARTBEAT  METRICBEAT » | gy | Logstash Ingest (X)

l -  — Cnurdinating Xy - O Kibana

PACKETBEAT  AUDITBEAT

- - Data—Hot(X) =

Kafka

—_—

I ) - L. s N 4

: é - Data — Warm (X)
I > Redis Workers (2+) : : '
|

|

|

|

Messaging Alerting (X)
Queue :

> ;Machine' Learning [2+};




Ukazka — instalacia ELK
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Security information and event management

Instalacia ELK stack - Elasticsearch

Znazorneny postup instalacie je pre debianovsky operacny systém

Stiahnutie klucCa Elastic repozitara

o wget -gO - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo
gpg --dearmor -o /usr/share/keyrings/elasticsearch-keyring.gpg

Pridanie Elastic repozirata (verzia 9.x)

o echo "deb [signed-by=/usr/share/keyrings/elasticsearch-keyring.gpg]
https://artifacts.elastic.co/packages/9.x/apt stable main" | sudo tee
/etc/apt/sources.list.d/elastic-9.x.1list

InStalacia ElasticSearch
O sudo apt-get update && sudo apt-get install elasticsearch
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Konfiguracia ELK stack - Elasticsearch

« KonfiguraCny subor sa nachadza v

/etc/elasticsearch/elasticsearch.yml

» Ukazka config suboru pre master node:

cluster.name: // meno clustera

node.name: // meno vrchola

node.roles: [master] //rola

path.data: /var/lib/elasticsearch-masterl
path.logs: /var/log/elasticsearch-masterl
network.host: //IP adresa stroja

http.port: 9200

transport.port: 9300

discovery.seed hosts: [ //adresy dalSich
vrcholov ]
cluster.initial master nodes: ["masterl"]

xpack.security.enabled: true //zapnutie
zabezpecenia (v produkénom prostredi treba zapnut
vzdy)

xpack.security.enrollment.enabled: true

PLAN [OBNOVY_

xpack.security.http.ssl:
enabled: true
keystore.path: // cesta ku keystore
xpack.security.transport.ssl:
enabled: true
verification mode: certificate
client authentication: required
keystore.path: // cesta ku keystore
truststore.path: //cesta ku truststore
http.host: 0.0.0.0 // na akejIP adrese
pocuva
transport.host: 0.0.0.0 // naakejlP
adrese pocCuva
xpack.security.audit.enabled: true




Security information and event management

Konfiguracia ELK stack - Elasticsearch

xpack.security.audit.logfile.events.include: access denied,
anonymous_access denied, authentication failed, connection denied,
tampered request, run as denied, securility config change
xpack.security.audit.logfile.emit node host address: true
xpack.security.audit.logfile.emit node name: true
xpack.security.audit.logfile.emit node host name: true

ooono
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Konfiguracia ELK stack - Elasticsearch

« Zapnutie elasticsearch sluzby s @
o sudo systemctl start elasticsearch.service

* Pri prvom zapnuti sa vygeneruje
enrollment token, ktory ide pouzit' pre
automatickeé prepojenie Kibany s
Elasticsearch.

Configure Elastic to get started

Enroliment token

« Automaticky sa nakonfiguruje
Zabezpeéené SpOjenie medZi tymlto Paste enroliment token from terminal.
dvoma sluzbami.

» Token na prepojenie elasticsearch a
kibany ide vygenerovat aj manualne za
pouzitia nasledujuceho prikazu: Where do | find this? (7

o bin/elasticsearch-create-enrollment-token -

s kibana --url "// url " €3 Configure manually
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Konfiguracia ELK stack — Logstash

Instalacia

o sudo apt-get update && sudo apt-get
install logstash

Spustenie sluzby

o sudo systemctl start logstash.service

V zlozke /etc/logstash/conf.d/ sa
nachadzaju konfiguracné subory pre
pipelines.

Pre prehladnost’ je vhodné rozdelit input,
filters a output do samostatnych suborov.

Ukazka - Input.conf:
input {
beats { //beats su elastic agenti
port => 5044
ssl enabled => true
ssl certificate => "/l cesta k certifikatom na
zabezpecenie spojenia”
ssl key => "/[ cesta ku kfuCom"
ssl certificate authorities => ["//cesta

k cert. autorite"]
ssl client authentication => "required"

}
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Konfiguracia ELK stack — Logstash

Ukazka - ¢ast z filter.conf:

filter {
if ("suricata-moloch" in [tags]) or ("suricata-suricata2" in [tags]) {
# Extrakcia kIucovych hodndét bez "metadata  prefixu
mutate {
rename => {
"[suricata parsed][src 1ip]" => "source.ip"
"[suricata parsed][src port]" => "source.port"
"[suricata parsed] [dest 1ip]" => "destination.ip"
"[surilcata parsed] [dest port]" => "destination.port"
"[suricata parsed] [proto]" => "network.protocol"
"[suricata parsed] [event type]" => "event.type"
"[suricata parsed] [flow 1d]" => "network.flow id"
"[surilcata parsed] [app proto]" => "network.application protocol"
"[suricata parsed][in iface]" => "network.interface"

MINISTERSTVO
NVESTICIL REGIONALNEHO ROZVCJA
A INFORMATIZACH
SLOVENSK !
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Konfiguracia ELK stack — Logstash

Ukazka - Cast’ z output.conf:
output {
if "auditbeat-studenti" in [tags] {
elasticsearch {
hosts => [" // IP Elasticsearch"]
user => "logstash internal"
password => "S{ES psswd}"
ssl enabled => true
ssl certificate authorities => "// cesta k certifikac¢nej autorite"

ilm enabled => true

ilm rollover alias => "// rollover alias"
ilm pattern => "{now/d}-000001"

ilm policy => "auditbeat-logs-ILM"

manage template => false

......
SLOVENSKE| REPUBLIKY
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Konfiguracia ELK stack — Kibana

 Instalacia
o sudo apt-get update && sudo apt-get install kibana

« Spustenie sluzby
o sudo systemctl start kibana.service

server.port: 5601

server.host: "0.0.0.0"

server.publicBaseUrl: " //url adresa kibany"

server.ssl.enabled: false

elasticsearch.hosts: ["//adresa ElasticSearch"]

elasticsearch.username: "kibana system"

elasticsearch.requestTimeout: 180000
elasticsearch.ssl.certificateAuthorities: [ "// cesta k certifikaCnej autorite™ ]
elasticsearch.ssl.verificationMode: full
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Konfiguracia ELK stack — Kibana

logging:
appenders:
file:
type: file
fileName: /var/log/kibana/kibana.log
layout:
type: Json
root:
appenders:
- default
- file
pid.file: /run/kibana/kibana.pid
xpack.encryptedSavedObjects.encryptionKey: //
xpack.reporting.encryptionKey: //
xpack.security.encryptionKey: //
monitoring.kibana.collection.enabled: false
monitoring.ul.enabled: true
monitoring.ui.elasticsearch.hosts: ["//IP Elasticsearch"]
monitoring.uil.ccs.enabled: false

PLAN [OBNOVY_
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Ukazka ELK SIEM

« Aktualne nasadenie SIEM architektury
o Zdroje dat

Arkime - Zachytava celu sietovu prevadzku na
fakulte

Beats — Agenti, pomocou ktorych sa zbieraju
logy na koncovych zariadeniach (File beat, Audit
beat, Winlog beat)

Syslog-ng - Zbera logy s inych zariadeni
Metricbeat — Monitorovanie stavu ELK
o Spracovanie dat

Na spracovanie dat sluzi nastroj Logstash

Na ukladanie, vyhladavanie sa pouZziva
Elasticsearch

o Vizualizacia, tvorenie pravidiel, alerty...
Kibana

¥ Arkime kibana
1 | aTLs
0y &
SURICATA - ATLS

@ 29 &
SySIOQ-ng @ -
ABUSE|<" I =

_ Lo
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Ukazka ELK SIEM - Kibana

» VVyber spaces (Logické oddelenie pracovnych prostredi)
)

Select your space

You can change your space at anytime.

2Tz P

CTF NOC Production
Tento space slUZi na Priestor na monitoring Meopravnenym osobam je
analyzovanie scenarov kioré dostupnosti, vykonu a stavu. prisne zakazané vyuZivanie
boli vytvorené pre ctf. tohto space !! V tomto space

su ukladané a analyzovane
data zo zariad...

ate Financované
PR Europskou Gniou
NextGenerationEU
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Testing
Tento space slUZi na testovacie
uéely a to hlavne na testovanie
detekénych pravidiel.
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Ukazka ELK SIEM - Kibana - Arkimeview Dashboard

« Zobrazené data dokazeme filtrovat pomocou KQL (Kibana Query Language) syntaxe.
Filtraciou dat vieme dosiahnut lepsiu prehladnost.

» Taktiez si dokazeme nastavit Casove okno z ktoreho chcem data prezerat.

QL client.ip : * v Last 15 hours
<x equals some value
o exists inany form
4D and Requires both arguments to be true

dD  or Hequires one or more arguments to be frue

PLAN [OBNOVY_




Security information and event management

Ukazka ELK SIEM - Kibana - Arkimeview Dashboard

» Dashboard Arkimeview vizualizuje data zachytené nastrojom Arkime. Ten odchytava celu

sietovu prevadzku na fakultnom uplinku. Na obrazku je vidno poCet odchytenych
datovych tokov a aj ich zobrazenie v grafe v Case.

Pocet tokov [arkime]

23,526

Pocet tokov
Pocet tokov v ¢ase [arkime]

1,200

® moloch 2
800
B00
<]
) = I I I I I I I I
200
. -I_l nnlla IIII = 0B mllm I- ._.II I
07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 16:00 17:00 18:00 19:00 21:00 22:00
November 13, 2

,,,,,, 5:00 20:00

@timestamp per 10 minutes
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Ukazka ELK SIEM - Kibana - Arkimeview Dashboard

« Dashboard monitoringu sietovej prevadzky - GEO mapa zdrojov / cielov sietovych tokov

Top zdrojové krajiny mapa [arkime]

Top zdrojové krajiny [arkime]
T\ ASIA

. X

MC
BH b AA
GB pe

SK cn JP
MY

w US

56 FR

Zdrojové krajiny - Pocet
Top cielové krajiny mapa [arkime]
o=

Top cielové krajiny [arkime]
5 K LA
L/_|

Cielové krajiny - Poet

PLAN [OBNOVY_
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1
»
AMERICAS AFRICA
“}'L_ﬁ?\p..\
& )
SOUTHI /
AMERICA -~ AUSTRALIA
zoom: 0.76
Made with MaturalEarth [, Elastic Maps Service (], OpenMapTiles (], OpenStreetMap contributors j/_J
AMERICA o
=
AMERICAS AFRICA
souyH
AMERI_\. ™ AUSTRALIA
N
- zoom: 0.76
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Ukazka ELK SIEM - Kibana - Arkimeview Dashboard

« Dashboard monitoringu sietovej prevadzky - Graf TOP zdrojovych a cielovych IP adries
sietovych tokov.

ooooooo jové IP [arkime] Top cielové IP [arkime]

Alldocs

|

&

s

L 1
* ® & @ & 9 L L L] * & & & & 0 0@ L LN
R R T T TR R T B T T A T T BT T T R - - T BT T T BT T
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Ukazka ELK SIEM - Kibana - Arkimeview Dashboard

« Dashboard monitoringu sietovej prevadzky - Graf TOP zdrojovych a cielovych portov
sietovych tokov.

Top zdrojové porty [arkime] Top cielové porty [arkime]

r
[

1

All docs
All docs




Security information and event management

Ukazka ELK SIEM - Kibana - Suricata Dashboard

Suricata je IDS (Intrusion Detection System) nastroj, ktory vyhodnocuje, Ci
monitorovana prevadzka je potencionalne nebezpecna na zaklade signatur.

= Signatury su predom definované pravidla, podla ktorych sa urcCuje, Ci je prevadzka podozriva
alebo nie.

= Podozriva prevadzka je oznacCena signaturou.

Jednaotlivé signatury maju pridelené zavaznosti (severity).
= Suricata zavaznosti su od 1 = najzavaznejSia po 3 = najmenej zavazna.

Suricata dokaze pracovat’ aj v rezime IPS (Intrusion Prevention System),
= ktory pri vyhodnoteni podozrivej prevadzky dokaze aktivne zasiahnut a prevadzku zablokovat.

Taktiez dokaze vykonavat Full packet capture, alebo podmieneny packet capture.
= Ten zaznamenava prevadzku len vtedy, ked je podozriva.
= Beznu bezpecnu prevadzku neodchytava.
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Ukazka ELK SIEM - Kibana - Suricata Dashboard

* Na grafe je vidno zavaznost tokov oznaCenych signaturami
» Top suricata signatury a ich pocCetnosti

Top Suricata severity [arkime] Top Suricata signatury [arkime] Top Suricata signatury - tabulka [arkime]
®2 *= || @ ET DOS Potential CLDA... = & Export
| ® GPL DNS named versio... "
o ETDOS Possible SSDP . i Suricata signatura Pocet
| ® GPL RPC portmap listin...

! ET DOS Potential CLDAP Amplification Re... 14,893
GPL RPC xdmcp info qu... |

ET SCAN HID VertX and...
ET DROP Dshield Block ...
ET DOS MC-5QLR Resp...
ET SCAN MS Terminal S...  § || GPL RPC portmap listing UDP 111 1,248
ET DROP Spamhaus DR... § I
ET COMPROMISED Kno...
ET COMPROMISED Kno... §

ET DROP Spamhaus DR... ‘ v
ET SCAN Sipvicious Use... !\ ET DROP Dshield Block Listed Source gro... 291
ET DROP Spamhaus DR... & I

ET CINS Active Threat I... ‘
ET CINS Active Threatl... |
ET WEB_SERVER Wordp... § |

ET CINS Active Threat .. § ET DROP Spamhaus DROP Listed Traffic ... 40
ET CINS Active Threat |... I

|| GPL DNS named version attempt 3,549

|| ET DOS Possible SSDP Amplification Sca... 1,961

GPL RPC xdmcp info query 458

All docs
All docs

! ET SCAN HID VertX and Edge door contr... 360

|| ET DOS MC-SQLR Response Outbound P... 67

!! ET SCAN MS Terminal Server Traffic on N... 53

Rows per page: 10 12 3 4 >
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Financované PR a2 E e NG ROTVOIA g KOMPETENENE CENTRUM
" nvesTic ;
Eurépskou tniou PLAN LOBNOVYJ RivesTicl nsaon ! Ji KYBERNETICKE) BEZPECNOSTI

SLOVENSKE| REPUBLIKY FILINSKE) UNIVERZITY ¥ 2ILINE

NextGenerationEU



Security information and event management

Ukazka ELK SIEM - Kibana - Zat'azenie stacku dashboard

 Dashboard zatazenia ELK stacku

* Aktualna zataz RAM

RAM

® warml

® warm2

® hotl

® hot2

» hot3
cold1

masterl

,,,,,,,,

......
SLOVENSKE| REPUBLIKY
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Ukazka ELK SIEM - Kibana - Zat'azenie stacku dashboard

 Dashboard zatazenia ELK stacku

. Aktualna zatasz RAM Mastern  6.63GB  Hott 11.46GB  Hot2 1118GB | Hot3 10.36GB
93168 . ___18.63GB 18.63GB 18.63GB
4.66GB 9.31GB o 9.31GB 7 9.31GB
13.97G8 3 27.94G8 i 27.94GB i 27.94GB
0.008 0B ).00B 0.00B

Warmi  12.85GB warm2  12.51GB col@i  8.07GB
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Ukazka ELK SIEM - Kibana — Discovery Arkime Data view

= V sekcii Discovery dokazeme pozerat spracované odchytené data. Taktiez ich
dokazeme filtrovat pomocou KQL a ¢asového okna

= KQL (Kibana Query Language) je dotazovaci jazyk pouzivany v Kibane (Elastic
stack), najma v sekcii Discovery, na rychle a intuitivne filtrovanie a vyhladavanie dat.

= VIavo hore dokazeme vybrat data view. Data view je mnozina indexov, ktoré si
vyberieme na zobrazenie na zaklade index paternu. Napr. ak mame indexy arkime-

Data view Arkime = @ QU Filter your data using KQL syntax ~  Last 15 hours G

f

Add a field to this data view

[ Manage this data view

Data views @ Create adata view

Q1 Find a data view 1= e

kibana-event-log-*
apm-*-transaction* auditbeat-*endg...* winlogbeat-* - *elastic-cloud-logs-*
v Arkime o L:
Auditbeat
Elasticsearch

Fortigate

PLAN [OBNOVY_
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Ukazka ELK SIEM - Kibana — Discovery Arkime Data view

i Lo , ; , . P Data view Arkime v = O Q
= Napravo si dokazeme vybrat' s dostupnych poli - fields (stlpcov)
= Pomocou tychto poli/stipcov si dokaZzeme naskladat tabulku ¢ Searchfleld names - @
Z udajov, ktoré su pre nas relevantné ' Popular fields © 6
’ . . f k dns.GEO
u NaChadzaju’Sa tu avJ Stlpce’ Data view Arkime w = e Q k destination.geo.country_iso_code
ktoré v aktualnom Ccasovom 1) destination.port
okne neboli naplnené, ale su _ ) nitp path
namavaané V |ndeXOCh, Q Sear‘:h f|8|d names = 0 k source.geo.country_iso_code
ktore’ sa pouzivaju pre S Popular fields @ 5 ¢ sourceport
aktualny dataview o
~  Available fields @ 290
> Available fields @ 290 e m—
k certalt
> Empty fields 2 605 # certaltCnt
k cert.curve
> Metafields 4

k cert.hash

k cert.issuerCN

k certissuerON

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSK 1KY

aniou ‘ PLAN [OBNOVY_
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Ukazka ELK SIEM - Kibana — Discovery Arkime Data view

- Ked si nevyberieme Ziaden stipec, automaticky sa zobrazi Summary stipec, ktory
obsahuje vsetky data

Data view Arkime = (] QU Filter your data using KQL syntax ~ Last 15 hours C
Auto interval v No breakdown v o

I T |...|. L i |||_ L L I.|_ |I.||_ Ja ML
12:00 3:00 14:00 5:00 16:00 7:00 18:00 19:00 20:00 21:00 22:00

09:00 10:00 1:00

Nov 13, 2025 @ 08:02:22.900 - Nov 13, 2025 @ 23:02:22.900 (interval: Auto - 10 minutes)

Documents (15,012,772)  Field statistics T Sortfields 1 o

I:I @timestamp (® < Summary

[ |« Nov 13, 2825 @ 22:44:41.063 @timestamp Nov 13, 2825 @ 22:44:41.663 client.bytes 76 destination.as.full AS2607 Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET
destination.as.number 2,687 destination.as.organization.name 7druzenie pouzivatelov Slovenskej akademickej datovej siete SANET destination.bytes 248
destination.geo.country_iso_code SK destination.ip 158.193.153.99 destination.mac [88:1f:f3:1b:ea:45, 60:1b:8f:8f:de:66]| destination.mac-cnt 2..

| | & Nov 13, 2825 @ 22:44:41.063 @timestamp Nov 13, 20825 @ 22:44:41.063 client.bytes 39 destination.as.full AS2607 Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET
destination.as.number 2,607 destination.as.organization.name Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET destination.bytes 3,118
destination.geo.country_iso_code SK destination.ip 158.193.144.53 destination.mac 60:1b:8f:8f:de:66 destination.mac-cnt 1 destination.packets 1..

N

7 Nov 13, 2025 @ 22:44:41.062 @timestamp Nov 13, 2025 @ 22:44:41.062 client.bytes 39 destination.as.full AS26087 Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET
destination.as.number 2,607 destination.as.organization.name Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET destination.bytes 3,118
destination.geo.country_iso_code SK destination.ip 158.193.144.53 destination.mac 00:1b:8f:8f:de:66 destination.mac-cnt 1 destination.packets 1..

[ | & Nov 13, 2825 @ 22:44:41.062 @timestamp Nov 13, 2825 @ 22:44:41.662 client.bytes 39 destination.as.full AS2607 Zdruzenie pouzivatelov Slovenskej akademickej datovej siete SANET
destination.as.number 2,687 destination.as.organization.name 7druzenie pouzivatelov Slovenskej akademickej datovej siete SANET destination.bytes 3,118
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Ukazka ELK SIEM - Kibana — Discovery Arkime Data view

Document 1 of 500 > )l
= Jednotlivé zaznamy ide rozkliknut.

= Tym vieme prezerat cely obsah jedného

Actions: [3) View single document [ View surrounding documents

Zaznamdu
Table JSON
A4 L] V.4 1] ,
= PocCas prezerania moézeme filtrovat
. . 1 ’ Q1 Search field names or values = 0
jednotlive stlpce pre zaznam
. L] A'4 Ll A4 , L] r L] ,
Taktiez je moznost si zaznam pozriet ol Vaite
Y N forma ,
JSO O ate k _id 251113-EKWO_t1fHgBMB8Kg4S-PPQ-ZW
Table JSON
- ‘ k _ignored _
Copy to clipboard
L k _index arkime_sessions3-251113
2 "_index": "arkime_sessions3-251113",
3 "_id": "251113-EKWe_t1fHgBMBKq4S-PPQ-ZW", # _score _
4 "_version": 1,
5 | ‘-source®: { @timestamp Nov 13, 2025 @ 22:44:41.063
6 "firstPacket”: 1763870266280,
7 "lastPacket”: 1763070272742, # clientbytes 76
8 "length": 6461,
’ “ippromcorli o , k destination.as.full AS2607 Zdruzenie pouzivatelov Slovenskej akademick
10 "srcPayload8”: "98000120008610000" ] -
1 "dstPayload8": "@008310200010008" ej datovej siete SANET
12 "@timestamp”: 1763070281063,
13 "source": { .
14 "ip": "138.204.49.151", Rows per page: 25 v 12 3 9
15 "port": 48887,
16 "bytes": 168,

ate Financované
PR Europskou tGniou
NextGenerationEU
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Ukazka ELK SIEM - Kibana Rules

= Kibana Rules su detekcné pravidla, pomocou  About
ktorych spustame testy nad zozbieranymi datami,
kde sa vyhodnocuju zadané podmienky.
Identifies the use of built-in tools to read the contents of \etc\hosts on a local machine. Attackers may

- Ak Sl’J Véetky pOtrebné pOd mien ky Sp|ne né, Vytvorl’ use this data to discover remote machines in an environment that may be used for Lateral Movement

sa novy alert from the current system.
= Zakladné informacie, ktoré obsahuje pravidlo: Author
O NéZOV praVidla Building block All generated alerts will be marked as "building
, v s block" alerts
o Zavaznost ,
. . , Severity ® Low
o Mapovanie na maticu utoku MITRE ATT&CK :
Risk score 21
© Tagy L. i . i ) License Elastic License v2
o Index paterny (nad akymi datami sa ma pravidlo MITRE ATT&CK™ Discovery (TAO007) o
Spu St at ) Remote System Discovery (T1018)
O EQL query (Event Query Language) Timestamp override event.ingested
o EQL je dotazovaci jazyk od Elastic pre Max alerts per run 100
vyhladavanie sekvencii udalosti v ES, hlavnev [ T e e el g
konteXte secu"ty a SIEM Use Case: Threat Detection = Tactic: Discovery
O T ravidla Rule Type: BBR Data Source: Elastic Defend
ye p , r's Data Source: Elastic Endgame
@) Vyzad0vane Stlpce Data Source: Auditd Manager

PLAN [OBNOVY_ ‘ 9;
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Ukazka ELK SIEM - Kibana Rules
Definition

Index patterns logs-endpoint.events.*  endgame-*  auditheat-*

logs-auditd_manager.auditd-*

EQL query process where event.type == "start" and

event.action in ("exec”, "exec_event" "executed”,
"process_started") and

process.name in ("vi", "nano”, "cat”, "more", "less")
and process.args == "/etc/hosts”

Rule type Event Correlation

Related integrations Auditd Manager (7  Not installed
Elastic Defend

Required fields k event.action,

k event.type,
k process.args,

k process.name

Timeline template None

. Financované
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Security information and event management
Ukazka ELK SIEM - Kibana Rules

= Vytvorené detekcCné pravidla idu filtrovat podla:
" mena,
= MITTRE taktiky,
= stavu Ci su aktivne alebo nie,
= statusu posledného spustenia (Succeeded, Warning, Failed),
= zavaznosti,
= poslednej doby spustenia ....

RUIeS @ Add Elastic rules 208 iy Manage value lists  y Import rules @ Create new rule
Installed Rules 1245 Rule Monitoring 1245 Rule Updates 1167

Q) Rule name, index pattern (e.g., “filebeat-*"), or MITRE ATT&CK™ tactic or technique (e Tags 114 ~~ Last response 3 Elastic rules (1230) Custom rules (15) Enabled rules Disabled rules
Showing 1-20 of 1245 rules Selected O rules  Le Select all 1245 rules  Bulk actions ~ Z Refresh Updated now fr? On
(] Rule & Risks.. 0 sSeverity Lastrun Last response Last updated I Notify Enabled -/

PLAN [OBNOVY_ ‘ 9;
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Ukazka ELK SIEM - Kibana Rules

Rules

@ Add Elastic rules 208 61 Manage value lists &3 Import rules @ Create new rule

Installed Rules 1245 Rule Monitoring 1245 Rule Updates 1167

1 Rule name, index pattern (e.g., "filebeat-*"), or MITRE ATT&CK™ tactic or technique (e.g., "Defense Evasion” o Tags 114 Lastresponse 3 Elastic rules (1230) Custom rules (15) Enabled rules Disabled rules
Showing 1-20 of 1245 rules | Selected O rules  [¢ Selectall 1245 rules  Bulk actions ~ & Refresh  x Clear filters Updatednow (9 On
(] Rule 1 Risks.. 1  Severity Lastrun ] Last response ‘T Last updated Notify Enabled ]

(] Suspicious Modprobe File Event ® 0/1 integrations @5 21 ® Low 1 hour ago ® Succeeded Mar 1,2025 @ 15:32:5.. [ (. @) asa
() Trap Signals Execution ® 0/2 integrations @9 21 ® Low 1 hour ago ® Succeeded Mar 1, 2025 @ 15:32:4... 0 « .
() System Owner/User Discovery Linux & 0/2 integrations @88 21 ® Low 1 hour ago ® Succeeded Mar 1, 2025 @ 15:32:4... Al «. aon
(] System Hosts File Access © 0/2 integrations @9 21 e Low 1 hour ago ® Succeeded Mar 1, 2025 @ 15:32:4... 0 [ @) asa
()] Kernel Driver Load ® 0/1 integrations 87 21 ® Low 17 minutes ago ® Succeeded Mar 1, 2025 @ 15:32:5... ) «. oaa
(] ProxyChains Activity © 0/4 integrations @1 21 ® Low 17 minutes ago ® Succeeded Mar 1, 2025 @ 15:32:5... 0 «

() Masquerading Space After Filename ® 0/1 integrations a7 A7 Medium 18 minutes ago ® Succeeded Mar 1, 2025 @ 19:00:5... N «

(C) Hping Process Activity & 0/4 integrations @1 47 Medium 18 minutes ago @ Succeeded Mar 1, 2025 @ 15:32:4... A «

() SSH Authorized Keys File Modification & 0/1 integrations @8 47 Medium 19 minutes ago ® Succeeded Mar 1, 2025 @ 15:32:5... 0 «

() Sudo Heap-Based Buffer Overflow Attempt ® 0/1 integrations o8 73 ¢ High 17 minutes ago ® Succeeded Mar 1, 2025 @ 15:32:4... Al «

(] Sudoers File Modification & 0/1 integrations o7 a7 Medium 17 minutes ago ® Succeeded Mar 1, 2025 @ 15:32:4... [l « oo

Financované
Eurépskou tniou
NextGenerationEU
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Security information and event management

Ukazka ELK SIEM - Kibana Alerts

I Expand details @M & x
High
= Alerty vznikaju, ked' ich vygeneruje nejaké Jun2, 2025 @ 19:3015.435
detekéné praVidlo A Threatintel IOCIP &
Status Risk score Assignees Notes
= Do alertu sa nahraju informacie, ktoré spustili h g ® Addnote
detekcné pravidlo N . o
= Alert obsahuje tieto zakladné informacie: “ About
o Meno alertu Rule description Show rule summary
o Casovu pediatku e
o Risk Score 0-100, O=malo zavazné, 100=kritické event with source 19216810108 destination 198.2:103.53 on syslogng created high alert

Threatintel I0OC IP.

o Popis pravidla, ktore alert vytvorilo
o Dovod preco sa alert spustil

v Investigation

& Investigation guide

@) Dé IGZité S l:IVi S ia Ce Stl pce There's no investigation guide for this rule.
Highlighted fields

host.name sysloona

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVEN!




Security information and event management

Ukazka ELK SIEM - Kibana Alerts

= Karta Alerts obsahuje prehladny dashboard alertov, ako aj tabufku vSetkych vyfiltrovanych alertov

= [+] (1 Filter your data using KQL syntax ~ Last 6 months C Refresh

~ Trend Counts Treemap

Severity levels Alerts by name Top alerts by host.name ~
Levels count b Rule name Count host.name ®
: i syslogn 82.1%
® Critical Tkt applications3: Bash.Function.Definitions.Remote.Code.... Tk+ yslogng
+ i 9.8%
Bk Threatintel 10C IP Tk suricata2
® Low Tke alerts
elk-kibana 2.2%
® Hign Tkt applications3: MS.Windows.SMB.NTLM.Authentication... 800 -
librenms-kis 2%
i web_misc: HTTP.URLSQL.Injection 763 =
Medium Tk+ datasety0 1.6%
R - 1 1%

e I 2 T Sortfields 1 6 971alerts Fl Fields Updated 15 minutes age Additional filters ~  Grid view “~  Group alerts by: None 2= |02
) 23

- @timestamp s»  Rule Assignees Severity Risk Score Reason host.nan
I:I e ::. 2 oee Jun 2, 2025 @ 19:30:15.435 Threatintel IOC IP high 73 event with source 192.168.10.108 destination 198.2.103.53 on syslogng ... syslogng
I:I 2 D ees Jun 2, 2025 @ 19:30:15.418 Threatintel 10C IP high 73 event with source 192.168.10.108 destination 138.204.196.136 on syslo...  syslogng
I:I /2% (O oce Jun 2, 2025 @ 19:25:14.040 Threatintel 10C IP high 73 event with source 192.168.10.108 destination 223.15.25.18 on syslogng ...  syslogng
I:I A S O eee Jun 2, 2025 @ 19:15:15.940 Threatintel 10C IP high 73 event with source 192.168.201.29 destination 125.132.95.187 on syslog...  syslogng
I:I A 2% O oce Jun 2, 2025 @ 19:15:15.928 Threatintel 10C IP high 73 event with source 192.168.10.108 destination 125.46.134.123 on syslog...  syslogng
I:I S 2 O om Jun 2, 2025 @ 19:15:15.922 Threatintel 10C IP high 73 event with source 192.168.201.29 destination 91.235.181.104 on syslog...  syslogng
I:I WA = T Jun 2, 2025 @ 19:15:15.917 Threatintel 10C IP high 73 event with source 192.168.10.108 destination 222.168.225.31 on syslog...  syslogng

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
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Edit alert  BETA

Kibana - tvoba alertov a reportov -

Alert - test testovacl alert
Check every (3 Notify every (3
u AlertSIC reate alert 10 : minutes 10 : minutes
= Name
= nazov alertu Log threshold
- TagS WHEN THE C?unt OF LOG ENTRIES
. o WITH severity_level MATCHES PHRASE Error e
= volitefné
ey g (T e
= ako ¢asto sa vyhodnocuje podmienka w B _ -
| Notify every 03-18 17:00 03-20 17:00 03-21IT:DDLa:;:Gl::iS:Z::CC 03-24 17:00 03-25 17:00
= ako Casto sa generuju alerty pri pretrvavani splnenia ® Add condition
pOdmienky IS more than 188
FOR THE LAST 8 hours
" Log th reShOId GROUP BY Nothing (ungrouped)
= query, v ktorej sa definuje podmienka
. .. , Actions
= zobrazuje aj interaktivny graf
. Select an action type
= Actions

= aka akcia sa v pripade splnenia podmienky vykona = - A D
1
Email IEM Resilient Index Jira PagerDuty

PLAN [OBNOVY_ ‘ v




Kibana — vygenerovany alert

Cloud threshold exceeded Dorucené x

elk.uniza@gmail.com
komu: -

¥ anglictina ~ > slovenéina ~  PreloZif spravu

165 log entnies have matched the following conditions: sevenity _level matches phrase Error




Analyza incidentov v Kibane — Wordpress utok

= pokus o prihlasenie sa hrubou silou do WordPress aplikacie na serveri

= Pocet upozorneni v ¢ase |
--------.----I Ill

202004.20 1400

s 1400 04.23 02

v H ’ log*admin&pwd=admin@12348wp-submit=Log Infredirect_to=hup://158.193.153. 105 wp-admin/&cestcookies
= PocCty Suricata upozorneni

log=wvaniga8pwd ivaniga® 12348 wp-submir=Log Infredirect_to=htp://158,193,153, 105/ wp-admin/&testcockien

Count

Suricata Signature logmskvarekEpwd=skvarekiD12328wp-submit~log In&redirect_tohttp//158.193.153,105/wp-admin/&zestcocioe=1
ET POLICY Cleartext WordPress Login 2,049 _ R .

log=moravak&pwd=moravdk@12348wp-submir=Log in&redirect_to=hup://158.193,153.105/wp-admin/&testcookie=1
ET SCAN Sipviclous User-Agent Detected (friendly-scanner) 556

logemikus&pwdemikus@12348wp-submit=Log In&redirece_to=htrpc//158.193.153. 105/ wp-admin/&testcocke=1
ET CrAM Clrvidrsnuwr Cran LN

log=pepandpwd~papen®12348&wp-submit=Log Infredirect_to~hatp://158.193.153.105/wp-admin/&testcookie~|

= v Kibane sme si vedeli zobrazit
aj detail HTTP requestov

logrbridova&pwdrbridova@12348wp-submit=Log InBredirect_to~httpu//158.193,153.105/wp-admin/&testcookie~1
log=such&pwd=such@12348wp-submit=Log In&redirect_to=htp//158.193.153.105/wp-admin/Btestcookie=1

logesegeclpwdssegec®2348wp-submit=Log In&redirect_to=http://158.193.153.105/wp-admin/&testcookies]

e Financované
I Europskou Gniou
NextGenerationEU
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Analyza incidentov v Kibane — DNS utok

= DNS utok na cielovu IP adresu v rozsahu katedrového OpenStack cloudu
= VO vyraznej miere prevysovala prevadzka na

DNS port 53

= Podas ¢asového okna priblizne 14 hodin s
sa rapidne zvysila prevadzka > r ¢
Suricata Signature Count

= vygenerovaneé Suricata upozornenia >  cpi onS named version attempt 1,749

FTYTRMAIAL MAW RNaablL i Malikhala A susdbuie 4AF N AF sy

= DNS Utok — zdrojové IP adresy na mape > £ T e




Analyza incidentov v Kibane — DNS utok

= Podla cielovych portov ani podla cielovych IP sme niC podozrivé nezistili

= Az pri analyze zdrojovych IP sme zistili, ze islo o toky pochadzajuce z jedneho zdroja na vsetky
IP z fakultného rozsahu, na porty od 1 po 65000. Suricata pri tejto podozrivej prevadzke

nevygenerovala ziadne signatury.

srclp dstlp dstPort
194.26.29.227 158.193.128.74 1
(4
<
2 ! 194.26.29.227 158.193.128.74 2
- |
° 194.26.29.227 158.193.128.74 3
[
s 104,26.20.227 158.193.128.74 s
. 194,26.29.227 158.193.128.74 -
o
. 194,26.29.227 158.193.128.74 :
@
]
194,26.29.227 158.193.128.74 7
o
« 194,26.29.227 158.193.128.74 9
@
. 194.26.20.227 158.193.128.74 10
>
. 194,26.20.227 158.193.128.74 "
o
° 194.26.20.227 158.193.128.74 12
5
L J
: 194,26.29.227 158.193.128.74 14
El
o

VY,




Zariadenia s
auditbeat agentom Pzl el
Web GUI: https://kibana.fri.uniza.ski USC-LXC-1
192.168.201.11

ELK-Elasticsearch

ELK-Kibana LXC
LXC 158.193.152.178
158.193.152.188
Vizualizacia
dat
TLS JSON déia
Port: 5044 ELK-Logstash
LXC
158.193.152.177
Web GUI: https://158.193.138.40:8005
syslog-ng suricata?
7 LXC LXC
SP'. data TLS JSON data 192.168.201.11 158.193.152.190
Port: 9200 Port: 5044
Plugin
Suricata

TLS JSON data
Port. 5044 \

Logy zo sietovych
zariadeni f'

\\
Pakety D M Z
TLS JSON déta \ deSi et

Port: 5044 Uplink 1

Suricata
logs/alerts

Pakety Switch

Switch
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SOAR -

Security Orchestration, Automation
and Response




Security Orchestration, Automation and Response

Co je SOAR?

= SOAR (Security Orchestration, Automation
and Response) umoznuije: s
= Orchestraciu — prepojenie réznych
bezpecnostnych nastrojov a automatizaciu ich Security
spoluprace e
= Automatizaciu — opakované ulohy vykonava confidentaiy inteorty
automaticky (blokovanie IP, vytvaranie ticketov, S

obohatenie dat...)

= Reakciu na incidenty — rychle rozhodovanie a
vykonanie krokov, ktoré zvyCajne robia analytici
manualne

= Cielom je zrychlit’ reakciu, znizit manualnu
pracu a podporit bezpeCnostné timy pri
spracovani velkého mnozstva incidentov.

PLAN [OBNOVY_

O A

Orchestration Automation

Coordination between Performance of a task
many different systems with minimal human
interaction

Security Orchestration
and Automation

Threat Security Incident
Response Platform

Intelligence

R

Response

Reaction to problems in
our information systems




Security Orchestration, Automation and Response

Preco potrebujeme SOAR?

= Moderné prostredia generuju mnozstvo alertov
—» analytici nemaju kapacitu kontrolovat' véetko —( & )

manualne — — B
= SOAR automatizuje rutinné Cinnosti, aby analytik |
rieSil len to najdoblezitejsie

Znizuje chybovost, zrychluje reakcie a umoznuje
presné dodrziavanie procesov

SOAR umoznuije:

= Automatické obohatenie alertov (IP reputation, .
WHOIS, geolokacia...) Prioritize

= Automatické blokovanie alebo karantenizaciu
zariadeni

= Prepojenie so SIEM — pri detekcii spusti akciu
= Odpovedanie podla definovanych playbookov

PLAN [OBNOVY_
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Security Orchestration, Automation and Response

Hlavné funkcie SOAR

*= Orchestracia - prepojenie bezpecnostnych produktov a nastrojov:

= SIEM < Firewall (napr. ELK < Fortigate)

Prepojenie cez APl — SIEM dokaze posielat prikazy do firewallu (napr. blokovat' IP adresu)

Firewall zaroven posiela logy do SIEMu (napr. FortiGate — syslog / APl — ELK) Firewall

= SIEM < EDR (napr. ELK < Fortigate)

SIEM prijima alerty z EDR systému (napr. Defender, CrowdStrike)

Naopak, SIEM méze iniciovat prikaz (napr. izolovat endpoint) cez EDR API

= Automatizacia - vytvaranie playbookov pre opakované procesy:
= Automaticka kontrola IP/URL v reputacnych databazach
SOAR (napr. Shuffle) automaticky kontroluje IP adresy, URL alebo domény, ktoré sa objavia v alertoch zo SIEMu

= Automaticke vytvorenie ticketu pri incidente
= Automatické blokovanie na firewalli

= Reakcia na incidenty - SOAR umoznuje:
= poloautomaticku reakciu (analytik potvrdi krok)
= plne automaticku reakciu (vykonava sam)
= manualne zasahy cez jednotné rozhranie

PLAN _OBNOVY

Detection

A database
detects an
anomaly and
sends an
alert to a

STIEM system.

Escalation

The STEM
forwards the
alert to an
XDR system,
identifying it
as a potential
threat.

The XDR
notifies the
SOAR system,
which opens a
case and
attaches
relevant
artifacts.

SOAR Incident Response Process

The SOAR

system uses an A human

adaptive
playbook to
guide the
response.

analyst
oversees the
process,
deciding on
intervention
or
avtomation.

SOAR systems
provide
dashboards to
monitor
progress and
metrics.



Security Orchestration, Automation and Response

Scenar - podozrivy e-mail

= = . , %ﬁcnd sam ple—)[ DhisﬁiZE@Tni:::};ank J«P::r:li ::IT
= 1) Detekcia incidentu: SIEM zachyti alert:

v, ) ;. . c s . A
= ,Pouzivatel nahlasil e-mail obsahujuci podozrivy -

odkaz na login-microsoft-support[.Jcom.” _ Yes No
= Alert sa automaticky odosle do SOAR platformy [ Admin Approvel (< raselots €
= 2) Automatizacia a orchestracia: SOAR spusti Voo
playbook pre phishingové incidenty:

= Prepojenie na Threat Intelligence feedy o
(VirusTotal, AbuselPDB, MISP). v R
= Ak ma doména ,malicious score“ > 80, Son nokfonton via [ :"“i": K Parse 10C's }
o v . s IrUs 1o
oznaci ju ako skodlivu. [ y \

= Vytvorenie ticketu: Automaticky zalozi incident
v ServiceNow/Jira so vSetkymi informaciami a vysledkami kontrol.
= 3) Reakcia na incident: Podla vysledkov playbooku SOAR rozhodne:
= Ak je hrozba potvrdena: Automaticky blokuje doménu a IP na firewalle. |1zoluje endpoint v EDR.
= Ak je hrozba neista: SOAR poziada analytika o potvrdenie pokraCovania v blokovani




Scenar — udalost’ na Win 10 klientovi

1. Wazuh Agent (klient Windows 10)  shutfie
odosiela udalostné data. i E

3.Send alerts \ ; 5.Send alerts

Wazuh Manager prijima a spracuva tieto L )
udalosti. *

Upozornenia (alerty) su odoslané do

6. Send emails

nastroja Shuffle na orchestraciu.  »

Shuffle obohacuje 10C (Indicators of WAZUH ‘
Compromise — indikatory \__ Wozuhmanager

h w0 N

4.SendIOCs

o
M & RIS

DFIRIRIS

kompromitacie).

Alerty su nasledne odoslané do DFIR-IRIS
na hlbsSiu analyzu a vySetrovanie.

E-mailové notifikacie su spustené s responshve acion i
cielom informovat’ SOC analytikov. =T .
==

Analytici analyzuju alerty a komunikuju 1.send pvents —
prostrednictvom e-mailov v systeme IRIS.

Reakcné opatrenia su vykonaneé spat na
Wazuh klientovi, Cim sa uzatvara cely C = )
incidentny cyklus.

7. Send & receive Email

2. Receive
Events

® N o o

I @ Windows10 ‘

Windows 10 client
Wazuh agent




Security Orchestration, Automation and Response

SOAR architektura

= Komponenty:
= Konektory pre integraciu nastrojov - Umoznuju prepojit SOAR s r6znymi bezpecnostnymi systémami
a sluzbami

APl konektory (REST, SOAP) — napr. pre SIEM (Splunk, ELK, QRadar), EDR (CrowdStrike, Defender),
Firewally (Fortigate, Palo Alto)

Webhooky — event-driven notifikacie (napr. Slack, MS Teams, Jira)
= Playbook engine — vykonava automatizacné kroky

Vyhodnocuje podmienky

Vola API volania do integracii (konektorov)

Spracovava odpovede, rozhoduje o dalSich krokoch

= Ticketing a workflow — SOAR mdze mat’ vlastny jednoduchy ticketing systém (napr. Hive, Shuffle
Incident Tracker), alebo sa integruje s externymi nastrojmi (Jira, ServiceNow)
= Typické SOAR ulohy
= VlyZiadanie logov zo SIEM-u
Blokovanie pristupu
Karantenizacia zariadenia
Vytvaranie ticketov
Automatizované mailové notifikacie




Security Orchestration, Automation and Response

Priklady SOAR % paloalt

@\ Elastic SIEM

* Platené SOAR systémy: 032?07\'? perings
= Palo Alto Cortex XSOAR g o st st “
= |IBM Resilient
" Splunk Phantom foio)
* Rapid7 InsightConnect T
= Open-source a bezplatne
SOAR systémy:
= Shuffle 5
= TheHive
= Cortex .. SHUFFLE

= StackStorm ///'? TheHive
N\
b StackStorm




Security Orchestration, Automation and Response

Shuffle — SOAR platforma

* Open-source SOAR platforma s podporou vizualneho vytvarania workflow-ov
= Zalozena na principe low-code/no-code automatizacie

* Vlyuziva prepojenie cez REST API| a webhooky

= Modularita umoznuje prepojenie desiatok bezpecnostnych systéemov

* Vhodna pre mensie SOC, univerzity, statne institucie aj podnikové prostredi

= Pouzivany hlavne pre:
= obohacovanie incidentov
= automatizaciu rozhodovania
= vytvaranie playbookov na reakciu
= prepojenie viacerych nastrojov do jedného logickéeho celku

LT

SHUrrL=




Security Orchestration, Automation and Response

Shuffle — Workflows

= Technicky proces, ktory vykonava sériu krokov automaticky
= UrCuje ako sa nieCo robi (postup, logika, kroky)

* Pracuje s aplikaciami, datami, podmienkami, filtrami a akciami

= Napr. nacCitanie e-mailov z Outlooku — filtrovanie — vytvorenie
ticketu

= Znizuju manualnu pracu — napr. automaticke cCitanie e-mailov,
vytvaranie ticketov alebo upozorneni

* Moznost vytvarat subflowy — podprocesy na dalsie
automaticke ulohy

* Liquid formatovanie — pre pokrocilé logické podmienky a pracu
s datami

* Pouzitie v bezpecCnostnych, IT aj biznis automatizaciach

.......
SLOVENSKE| REPUBLIKY



Security Orchestration, Automation and Response

Vytvorenie nového Workflow v Shuffle

Org Workflows

My Workflows Community Workflows Org Forms

All Categories - + Create Workflow

New Workflow

Spracovavanie e-mailov
<0 HO0 WO

Spracovavanie e-mailov

Description

Shuffle sa automaticky pripaja k e-mailovej schranke v Outlook
Office365 a kontroluje prichadzajlice emaily

Usecases

Email management

v

PLAN [OBNOVY,
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Aplikacie v Shuffle

= Shuffle ma momentalne viac ako 2 000 hotovych aplikacii, ktore vyvojari a
komunita neustale rozsiruju




Security Orchestration, Automation and Response

Priklad workflow v Shuffle na spracovavanie e-mailov

Schedule trigger that is set to run every minute Ruf-every-mifudte ai Get Emails

1 condition

[Y Check cache key

1 conglition

Get Emails from Qutlook365 nﬁ Get attachments

Tento workflow ukazuje, ako sa pomocou nastroja Shuffle E T— T
automaticky pripajame k e-mailovej schranke v Outlook

Office365, pravidelne kontrolujeme nové e-maily a -

nasledne s nimi automaticky pracujeme — napriklad ﬁ Fandie Individual tickets

ukladame ich do cache, filtrujeme duplicity a posielame

dalej do subflow na vytvaranie ticketov alebo upozorneni v

inych systémoch.
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Security Orchestration, Automation and Response Na obrazku je ilustracia
usecasov, po kliknuti na

Shuffle — Usecase email management

(zelena ikonka znamena,
= Realny scenar pouzitia — opisuje pre¢o sa workflow pouziva 2 je implementovany) sa

. , , N . _ viem dostat priamo na
= Ukazuje aky probléem riesi alebo aky ciel dosahuje dany workflow

= Pomaha pochopit prinos automatizacie
= Napr. ,Automatické vytvaranie ticketov z e-mailov” alebo ,Detekcia phishingu®

1. Collect

g D Email Management 03 EDR To Ticket Qa SIEM To Ticket

0 Internal Enrichment

0 External Historical Enrichment



Usecases

* Tu najdeme pat hlavnych kategorii (podobnych jednej verzii ramca kybernetickej
bezpecCnosti NIST):
= Zhromazdovanie
= Obohatenie, Usecases
= Detekcia,
* Reakcia
= Overenie

opisuju cely cyklus
rieSenia KBI.

= Kazda kategoria
obsahuje niekolko

preddefinovanych
moznosti akcie.

Search SIEM (Sigma) a Search EDR (OSQuery)

@ Search I0Cs (loc-Finder) @
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Workflows

* Tu si mGézeme
vytvorit vlastne
procesy alebo
pouzit vopred
pripravené a
overene
moznosti.

Discover Workflows

Organization Workflows My Workflows

(o}
() Automate A All Usecases v
= Usecases
e & Shuffle Ennchment & Outlook365 - Get Emails
= ]
= Workflows -
e e R ) o5 =] 2 & / |
*Apps | h huffie misp_event outiook emal hedule
= Content v
&  Gmail reader & Shuffle Tools health API Subflow
Y Documentation B | o Be D1 W
Admin ema 100 testing

& Outlook - Get phishing attachments @ Python list fixer

8 ¢ El 5 : L

Emai Phishing python quid t
Recent Workflows
@ first_workflow

@ Gmail -> Servicenow AP| & Quarantine host(s). Elastic Secun

5 4 g 209 - B
outiook ema chedule falcon detect elast
& SIEM to telegram: Wazuh & Wazuh -> Jira
F 4 m B ¢ o
default - webhook wazuh alert webhook wazuh alert

A admin £

@ QRadar -> Servicenow API

(k=1 m

KOMPETENCNE
KYBERNET

Financované
Eurépskou tniou
N EU

& Wazuh ticket handler

& Ennchment with MISP
8O ¢ ]

& Runtime Vanables

@ Crowdstnke - get detections

& Wazuh -> TheHive




Hlavneé kategorie nastrojov pre workflows

= Pracovné

postupy

pouzivaju 4

hlavné kategorie

nastrojov:

= aplikacie,

= spust’ace ,

= podmienky

" premenné na
vytvorenie
vykonnej
automatizacie.

7 first_workflow

suni ajojdxg +




Hlavneé kategorie nastrojov pre workflows

= Sekcia Vase aplikacie obsahuje = Sekcia Oblubené akcie obsahuje ¢asto pouzivané akcie

zoznam aplikacii pripravenych na (spustenie kédu Pythonu, extrahovanie metadat zo suboru a
implemen?éciu V procese. dalSie) z vstavanej aplikacie Shuffle Tools. Zoznam vsSetkych
. . er x e vstavanych akcii Ziskate kliknutim na samotnu aplikaciu a
= Sekcia Spustace obsahgge Styri naslednym kliknutim na ikonu dokumentov, ¢im sa otvori
hlavné spust’ace — operatory dokumentacia aplikacie (toto funguje pre vsetky aplikacie).

pouzivaneé na automaticke
spustenie pracovneho postupu.

ajcastejsie akceptuju argument
spustenia, ktory sa pouzije na
spustenie daneho pracovného
postupu.

= Obrazok .
zobrazuje: Webhook (spracovanie
udajov v realnom Case

rostrednictvom metod

TTP), Plan (lokalne plany,
podobne ako Cron), Nahodny
pracovny postup (spustanie
procesov v ramci inych procesov,
podobne ako podpolozkove
postupy) a Pouzivatel'sky
vstup {pouzwatel’sky vstup,
povolenie).
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Security Orchestration, Automation and Response

Architektura Shuffle

= Frontend (Ul)
= vizualny editor workflowov
= sprava integracii
= stroje na spravu pouzivatelov, tokenoy,
logov
= Backend (Ul)
= spracovava udalosti
= riadi spustanie playbookov
= kontroluje logiku a postup krokov

= Workers
= vykonavaju jednotlivé moduly = Integrations Marketplace

= umoznuju paralelné spracovanie , . , ., :
P g = stovky hotovych integracii (Elastic,

= komunikuje s APl externych systemov
« Database (SQLite / PostgreSQL podfa Wazuh, Cortex, Slack, MISP...)

nasadenia) = jednoduché doplnenie viastnej

= uklada konfiguracie, playbooky, comms integracie cez REST
o i o - —

PLAN [OBNOVY_




Security Orchestration, Automation and Response

Prepojenie Shuffle (SOAR) + Elastic (SIEM)

= Ako to spolu funguje:
= Elastic SIEM
vytvori alert (kibana alert / detection rule)

posle alert cez webhook — Shuffle endpoint
= Shuffle

spusti prislusny playbook podla typu incidentu
overi udaje + obohati I0C
= AK je hrozba potvrdena — vykona akciu
* Typické akcie:
= blokovanie IP
= zaslanie notifikacie
= aktualizacia stavu incidentu
= ziskanie viac logov z Elasticu (ElasticSearch Search API)

A Fi
R
ener




Shuffle - server

Uklada workflows a apps lelada logs
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Otvorena reflexia

= Zabezpecuje SIEM centralizaciu logov? = Ktora z nasledujucich moznosti nag%oéj?e

= 3) ANO vystihuje ulohu'SOAR platformy v
bg NIE = A) Sluzi primarne na centralizované ukladanie
L logov a vizualizaciu dat _
= Aka su ulohy Logstashu? B) Automatizuje realgcne_po_stupty, orchestruje
(2 spravne) nastroje a zjednodusuje incident response
= a) Tvorit logy C) Monltorug sietové toky na urovni L7 a
b) Normalizovat' logy vykonava DPI analyzu _ L
c) Alertovat Sluzi na spravu pouzivatelskych uctov a
d) Odoslat logy do databazy autentizacie

= Nastal bezpeénostny incident, ale SIEM * Co je typickym vysledkom dspe$nej
systém nevytvoril Ziaden alert. O ktory implementacie SOAR v SOC?

typ alertu podla pravdivosti sa jedna = A) Zvysenie mnozstva manualnej prace analytikov
. B) Spomalenie reakéného €asu pri incidentoch
= a) True positive C) Automatizacia rutinnych uloh, rychlejSia reakcia
b) True negative a konzistentné playbooky ,
c) False positive D) ZniZzenie poctu logov prijimanych od

d) False negative bézpelnostnych nastrojov
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