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= CTI (Cyber Threat Intelligence) ako spravodajska sluzba o kybernetickych
bezpecnostnych hrozbach

= Moznosti pre zber, analyzu a vyuzivanie informacii o kybernetickych hrozbach
s cielom zlepsit bezpeCnostné opatrenia a reakcie na incidenty

= CTl platformy ktoré pomahaju predvidat, identifikovat a reagovat na
potencialne hrozby tym, ze poskytuju aktualne a relevantné informacie o
taktikach, technikach a postupoch utoCnikov
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Cyber Threat Intelligence

= CTI (Cyber Threat Intelligence) je proces zberu, analyzy a interpretacie informacii o
kybernetickych hrozbach s cielom pochopit, kto utoCi, ako utocCi, preco utoCi a aky
dopad mbze mat utok na organizaciu.

= Na ¢o sa CTI pouziva:

= zlepSenie detekcie v SIEM/EDR r ;

CYBER

= rychlejSia reakcia na incidenty (Incident

THREAT
Response) \ INTELLIGENCE

[ | threat hunting a proaktl'vne PLANNING & DIRECTION \ LIFECYCLE
vyhladavanie hrozieb =

= prioritizacia zranitefnosti podla @
aktualneho ohrozenia ,

= tvorba bezpecCnostnych politik a COLLECTION

DISSEMINATION
planovanie investicii @
= posilnenie celkovej kyberneticke;

odolnosti organizacie PROCESSING ANALYSIS




CTivSOC

= CTl (Cyber Threat Intelligence) zasadne zvySuje efektivitu SOC tym, ze
poskytuje kontext a vyznam k technickym udalostiam, ktoré by inak vyzerali
ako bezny sum

= 1. Obohacovanie alertov
= CTI pridava vyznam ku kazdému zaznamu v

SIEM/EDR Relationship of Data, Information, and Intelligence
= SOC ihned vidi, Ci IP, doména alebo hash patri:
—znamej APT skupine Boilaon

— aktivnej kampani
— malveru alebo botnetu

= Znizuje pocet faloSnych poplachov a zrychluje analyzu s
PP Cyber Vo e Processing
= 2. Prioritizacia incidentov operating A5

= SOC dava najvacsiu prioritu incidentom spojenym s S
realnou hrozbou
= CTIl umoznuje zoradit incidenty podla rizika, nie podla Data

® ‘ Dissemination
casu ‘ Information

= 3. Zlep$enie detekcie (Detection Engineering) = el

Analysis

CTI poskytuje TTP techniky z MITRE ATT&CK ai.

SOC z nich tvori nové detekcné pravidla a korelacné
scenare

= ZlepSuje pokrytie obrany a odhalovanie pokrocilych
utokov —
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C I I V SOC Relationship of Data, Information, and Intelligence

Collection

= 4. Threat Hunting

= CTl umoznuje SOC-u lovit hrozby este predtym, oo | L ... orocessin
nez sposobia incident: Rl 4B
hunting podla IOC (IP, hash, doména) il ' Analysis
hunting podla TTP Gto&nikov " Y Slesarinaion
preverovanie stop aktivnych kampani v logoch A O G

= 5. Rychlejsia reakcia na incidenty (IR)
= CTI poskytuje odporucania, analyzy malvéru a predchadzajuce pripady utokov
= SOC okamzite/rychlejsie rozpozna utoCnika alebo kampan
= Znizuje Cas potrebny na izolaciu a blokovanie utoku

= 6. Identifikacia aktérov a ich spravania
= SOC vie, kto utodi, preco, aky ma ciel' a aké techniky pouzije dalej
= Umoznuje predvidat dalSie kroky utoCnika

= 7. Proaktivha obrana

= CTI poskytuje 10C, ktoré mozno blokovat eSte predtym, nez su zaznamenané v logoch
= SOC mbze zaviest mitigacie vopred, nie az po utoku
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Threat Intelligence

1. Strategicke CTI
,Kto“ a ,Preco”

2. Operacné CTI

,Kedy?“ a ,Kde?" a ,Ako prebieha utok?*

3. Taktickeé CTI

,AKo utocCnik postupuje?”
4. Technickeé CTI

“Co vidime?”
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Long-term Use
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Strategic
High level information on
changing risks

High Level Executives and

Management

= 4
4 D

Operational

Information on spesific
incoming attack

Security Manager and
Network Defenser

\ 4

High Level

Tactical

Information on attackers’
TTPs

IT Service Administrators
and SOC Managers

- A

Technical
Spesific I0C

SOC Staff

\ y
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Strategicke CTI o —
4 L] V4 y L] /—
Zabezpecuje dlhodoby prehl'ad hrozieb a trendov
- Boskytyje vysokouroviiové a kontextové informacie, ktore {),or.n,éhaju vedeniu organizacie robit rozhodnutia o
ezpecnostnych investiciach, prioritach a dlhodobych stratégiach.
Kto ho vyuziva:
" manazment organizacie
. Vedenle bezpecnqStl (9|’SO’ CS(,)) § Highleﬁtfi?friftionon Informz;rtf)ﬁt(:rfztltackers'
= rozhodovacie organy, statna sprava E e TS
. . é? High Level Executives and IT Service Administrators
Zameranie: 3 Management and SOC Managers
= geopolitické suvislosti a aktivity Statnych/organizovanych skupin
= dlhodobé kampane APT aktérov a ich motivacie Operational
= analyza trendov v malverovom ekosystéme a zloCineckych skupinach . St Technical
= rizika pre kritické sektory (energetika, zdravotnictvo, verejna sprava) A (| s S:OCZ::
& Network Defenser

Casovy horizont:

= mesiace az roky

Vystupy: )
= strategické bezpecnostné reporty

= odporucania pre rozpocCet, modernizaciu, legislativu a politiku KB

= hodnotenie dopadov novych technologii (Al, 10T, cloud)

Ciel’:

= podporit dihodobé strategické rozhodovanie a ZIGT’W odoInTst’ organizTcie.
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Operacne CTI

& o

= zameriava sa na to, o sa deje prave teraz — poskytuje aktualny obraz o prebiehajucich hrozbach, kampaniach a uto¢nickych

technikach.

= Kto ho vyuziva:
= Analytici SOC L2/L3
* |ncident Response timy
= Threat hunters
= Manazéri bezpeclnosti

= Zameranie:
= identifikacia aktivnych phishingovych, ransomware alebo APT kampani
= informacie o pouzivanych exploitoch, nastrojoch a zranitelnostiach
= analyza uto¢nikov: motivacia, cielové sektory, postupy
= sledovanie novej infrastruktury utoCnikov (C2 servery, domény)

= Casovy horizont:
= dniaztyzdne
= Vystupy:
= odporucania pre IR
IOC/TTP pre SOC
situacné spravy o prebiehajucich utokoch
= informacie pre patch management (aké CVE su aktivne zneuzivané)

= Ciel:
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Short-term Use

£ B

Strategic
High level information on
changing risks

High Level Executives and
Management

& >
/ Operational \
Information on spesific

incoming attack

Security Manager and
Network Defenser

& 4

High Level

= umoznit rychle pochopenie aktualnej hrozby, zrychlit reakciu na incident a zlepSit pripravenost SOC.
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Tactical
Information on attackers’
TTPs

IT Service Administrators
and SOC Managers

( )
Technical
Spesific I0C
SOC Staff
\ v

i 2



Taktické CTI

= Zameranie na TTP (Tactics, Techniques and Procedures) utoénikov
= Taktické CTI poskytuje detailny pohlad na konkrétne taktiky, techniky a postupy (TTP), ktoré uto€nici pouZzivaju.
= NajCastejSie vychadza z MITRE ATT&CK.

= Kto ho vyuziva:

= SOC analytici o =~
= bezpeclnostni inzinieri " Strategic Tactical
= tvorcovia detekénych pravidiel (S|EM, EDR) = High level information on Information on attackers’
= red team / threat hunting timy E changing risks TTPs
= Zameranie: g High Level Executives and IT Service Administrators
= ako Utoénik postupuje po zneuziti zranitefnosti _ AR . S 05 SERaAgnEN
= techniky lateralneho pohybu, privilege escalation, credential dumping
= aké logy a udalosti zachytia jednotlivé techniky - ™\ / ™\
= odporucania na detekciu a mitigaciu 2 Operational
= analyza behavioralnych vzorcov Gtoénikov = l“f"i;’f:‘g;‘i’:g":usa"cf‘ﬁc Technical
X , . E Spesific I0C
= Casovy horizont: 8
. B . £ Security Manager and SOC Staff
" hOdmy az dni é Network Defenser 0C Sta

= Vystupy: \_ 4 \ 4

= nové korelacné pravidla a detekCné scenare

= mapovanie bezpecnostného pokrytia podla ATT&CK m
playbooky pre SOC/IR

odporucania pre hardening a monitoring

= Ciel:
= Zlepsit detekciu, viditelnost a odhrlenie aktivit UTOém' kov este

v
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Technické CTI

= Nizkourovnové a rychlo sa meniace informacie — technické indikatory
= obsahuje detailné a kratkodobé technické indikatory, ktoré sa vyuZivaju v automatizovanych systémoch.

= Kto ho vyuziva:
= SIEM/EDR systémy
= firewall/IDS/IPS nastroje y \

= SOC L1 analytici - -
PR Strategic Tactical
= automatizaCné nastroje a CTl platformy (MISP, OTX, ThreatStream...) & High level infofnaﬁon o et on o attatkers
= Zameranie: s changing risks TTPs
* 10C (Indicators of Compromise): é‘? High Level Executives and IT Service Administrators
Skodlivé IP adresy, domény, URL 3 Management and SOC Managers
hash-e suborov (MD5/SHA256) \_ Y/
JA3 TLS fingerprinty
e-mailové indikatory (odchadzajuce adresy, spam vzory) / o . I \ f \
technické indikatory z malvéru (C2 adresy, mutexy, registry) InfornI:aet:;t::lslisiﬁc
pravidla pre YARA, Snort/Suricata, Sigma incoming attfck Technical
X . . Spesific I0C
- Casovy horizont: Security Manager and
= minuty az dni (kratka Zivotnost) Nethrk Definser SOC Staff

= Vystupy: & J K J
= automatizované blokovanie v perimetrovej ochrane
= alerting v SIEM
= Obohacovanie udalosti po¢as analyzy
= |OC feedy pre zoznamy blokovania

i 2
= Ciel:

= Okamzite reagovat na identiﬁkovanT hrozby a miniTalizovat’ Cas medzi detekciou a mitigaciou.
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Databazy vyuzivané v CTI nastrojoch




Kategorizacia CTl databaz

= CTIl databazy a znalostné bazy mozno rozdelit do styroch hlavnych kategorii podla typu
informacii, ktoré poskytuju:
= Databazy taktik a technik (TTP)

popisuju spravanie utocnikov, techniky, postupy,
t.j. dlhodobé, behavioralne informacie

Priklady : MITRE ATT&CK, CAPEC, MAEC
= Databazy zranitel'nosti a slabin

poskytuju informacie o konkrétnych technickych
slabinach a ich zneuzitelnosti.

Priklady: CWE, CVE, NVD mgueve. m
Malvéroveé databazy

Zaobera sa vzorkami malveéru, technickymi indikatormi, analyzou jeho spravania
Priklady: MalwareBazaar, VirusTotal, ANY.RUN, Hybrid Analysis

IOC databazy
Zaobera sa kratkodobymi indikatormi kompromitacie pre detekciu v realnom Case.
Priklady: MISP, OTX, ThreatFox, Feodo Tracker, URLhaus

= Databézy/platformy pOSkytujl]CG StrategiCké informacie (trendy, aktérov, kampane, geopolitické stvislosti)

Strategic Tactical
High level information on Information on attackers’
changing risks TTPs

High Level Executives and IT Service Administrators
Management and SOC Managers

Operational

Infqrmatign on spesific Technical

Spesific I0C

Security Manager and
Network Defenser SOC Staff




Reporty a platformy poskytujlice strategickeé informacie

Preco strategické CTI ,nema databazy“ ako iné typy CTI?

* Pretoze:
= Strategicka CTI sa rychlo vyvija, hodnoti zamer, motivaciu a geopoliticky kontext, nie technické parametre
= Neda sa pevne Strukturovat ako ,hash — IP — doména*“
= |de o spravy, analyzy, mierové a vojenské aktivity, ekonomické ukazovatele, trendy kampani

= Tieto platformy poskytuju strategicke informacie: trendy, aktérov, kampane, geopolitické suvislosti:

= 1. ENISA Threat Landscape (ETL) = 4. CrowdStrike Global Threat Report

Eurdpska agentura pre kybernetickll bezpeénost Rocny strategicky prehlad akterov, trendov a kampani
Strategické prehlady, trendy, buduce hrozby Zamerané na narodné Staty, kyberSpionaz a ransomware
rocné spravy + pravidelné analytické vystupy . Recorded Future — Intelligence Cloud

= 2. Verizon DBIR (Data Breach Investigations Jedna z mala platforiem, ktora ma realnu CTI databazu
Re port) Strategicke, operacCné aj technické CTl v jednom

= Najpouzivanejsi strategicko-operativny report A':ana'yzy trer_‘d‘_"” geopoliicke hrozby
= Statistiky utokov, motivacie, trendy v sektoroch . Microsoft Digital Defense Report

- Strategicka uroven — Statni aktéri, trendy, buduce rizika
= 3. Mandiant / Google Cloud Threat J _ y, DUALEE Tzl
Intelligence Reports . IBM X-Force Threat Intelligence Index

= Analyzy APT skupin, geopolitické kampane, Strategické trendy, ekonomické dopady, predikcie
ekonomicka motivacia

= Strategické odporucCania a predikcie

E B =
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Pre zdielanie informacii o hrozbach (utoky, malveér, ...)

Ako popisat vzory utocnych vektorov? o
Aké Standardy a nastroje su dostupné pre popis hrozieb? E[WJ [ e }




Znama skladacka v KB

OVAL XCCDF

= Zameriame sa
na hrozby

= Vulnerability a
Threat by mali
mat opacnée
poradie Vulnerability

P - MINISTERSTVO y KOMPETENCNE CENTRUM
PLAN OBNOVY INVESTICH RECIDNALNEHO ROZVOIA 1l KYBERNETICKE) BEZPECNOSTI
L] < SLOVENSKE| REPUBLIKY ZILINSKE] UNIVERZITY V ZILINE



OVAL XCCDF

Common Attack Pattern Enumeration and Classification

CAPEC

= Zdielany standard indexovania pre
bezné vzory utokov pouzivané pri
zneuzitiach alebo malveri

Vulnerability

= Databaza dtokovych vzorov — opisuje
spoésoby, ako moéze utocnik zautocit,
napr. ,SQL Injection®, ,Privilege
Esc_alatlon _agbo g’Ph'tsrl'”Q et Priklady znémych vzorov Gtokov:
= Popis na vyjadrenie uto¢nych vektorov . s
= Penetration Testing Management .HTI-P. RESPEEE Spllazing )
Platforms Sessmn_leatlon ( )
= vyuzivaju CAPEC na mapovanie do "Cross S.'te .Request TeigEny )
Attack Chains, ktoré mozu byt tiez *SQL Injection ( )
prepojené s ramcom MITRE ATT&CK *Cross-Site Scripting ( )
= Aby poskytli Uplny obraz *‘Buffer Overflow ( )
= Celkovy pocCet vzorov utokov: 559 *Clickjacking ( )
(zoznam ver. 3.9) ‘Relative Path Traversal ( )
= Sluzi pre threat modeling, vzdelavanie, *XML Attribute Blowup ( )

penetracne testovanie alebo integraciu
do TI platforiem. S



https://capec.mitre.org/data/definitions/34.html
https://capec.mitre.org/data/definitions/34.html
https://capec.mitre.org/data/definitions/34.html
https://capec.mitre.org/data/definitions/61.html
https://capec.mitre.org/data/definitions/61.html
https://capec.mitre.org/data/definitions/61.html
https://capec.mitre.org/data/definitions/62.html
https://capec.mitre.org/data/definitions/62.html
https://capec.mitre.org/data/definitions/62.html
https://capec.mitre.org/data/definitions/66.html
https://capec.mitre.org/data/definitions/66.html
https://capec.mitre.org/data/definitions/66.html
https://capec.mitre.org/data/definitions/63.html
https://capec.mitre.org/data/definitions/63.html
https://capec.mitre.org/data/definitions/63.html
https://capec.mitre.org/data/definitions/100.html
https://capec.mitre.org/data/definitions/100.html
https://capec.mitre.org/data/definitions/100.html
https://capec.mitre.org/data/definitions/103.html
https://capec.mitre.org/data/definitions/103.html
https://capec.mitre.org/data/definitions/103.html
https://capec.mitre.org/data/definitions/139.html
https://capec.mitre.org/data/definitions/139.html
https://capec.mitre.org/data/definitions/139.html
https://capec.mitre.org/data/definitions/229.html
https://capec.mitre.org/data/definitions/229.html
https://capec.mitre.org/data/definitions/229.html
https://capec.mitre.org/community/usage.html

Integracie CAPEC m

Hlavné typy nastrojov, ktoré CAPEC vyuzivaju:
1. Threat Modeling Tools

= Microsoft Threat Modeling Tool — integruje CAPEC attack patterns na podporu analyzy a identifikacie
hrozieb.

=  OWASP Threat Dragon — pri modelovani utokov méze vyuzit CAPEC vzory pre kategorizaciu utokov.

= IriusRisk — komercny nastroj pre threat modeling, podporuje CAPEC pre identifikaciu a klasifikaciu
hrozieb.

2. Penetracné testovanie / Red Team Tools

= Niektoré komercné penetracné testovacie platformy alebo simulatory utokov (napr. Core Impact,
Immunity Canvas) odkazuju na CAPEC attack patterns pri generovani testovacich scenarov.

3. Security Education & Research Tools

=  CAPEC je Casto integrovany do vzdelavacich platforiem a laboratorii, napr. MITRE ATT&CK + CAPEC
pre vyucbu identifikacie a prevencie utokov.

=  Ro&zne akademické nastroje vyuzivaju CAPEC ako referencny zdroj utokovych vzorov pri studiu
kybernetickej bezpecnosti.

4. Vulnerability Management/ Threat Intelligence Platforms

= Niektoré Tl platformy a SIEM nastroje mézu importovat CAPEC attack patterns na mapovanie
incidentov alebo klasifikaciu utokov podla znamych vzorov.




Malware Attribute Enumeration and Characterization

Standard MAEC™

= komunitou vyvinuty Strukturovany jazyk

= na kdédovanie a zdiefanie vernych informacii o malveri OVAL  XCCDF
na zaklade atributov:

= spravania
= artefaktov
= vztahov medzi vzorkami malvéru, ...

= Vyhody:
= Eliminacia nejednoznacnosti a nepresnosti v popisoch
malveéru
= Znizena duplicita usilia o analyzu Skodlivého softvéru
= VylepSené vieobecné povedomie o malvéri

= Znizena celkova doba odozvy na hrozby skodlivého
softveru

Intergraciu MAEC maju rézni dodavatelia sandboxov,

EDR/CTI rieSeni a analytickych nastrojov

Vulnerability

= Reportovaci modul Cuckoo Sandbox 2.x vytvara vystup
MAEC 5.0
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https://maecproject.github.io/about-maec/
https://maecproject.github.io/about-maec/
https://maecproject.github.io/about-maec/

Globalne dostupna znalostna baza o taktikach a technikach protivnika
MITRE ATT&CK (v17 — Oktober 2025) IA\\TATI;-(BKE

= je celosvetovo dostupna vedomostna baza protivnikovych taktik a technik
zalozena na skutoChom pozorovani

= pouziva sa ako zaklad pre vyvoj Specifickych modelov hrozieb a metodoldgii
= v sukromnom sektore

= vo vladnom sektore
= v komunite produktov a sluzieb kybernetickej bezpecCnosti

= Aktualna verzia MITRE ATT&CK je v17.1 — platna od 22. aprila 2025
= ATT&CK sa priebezne aktualizuje (major-releases spravidla dvakrat roCne)

PLAN [OBNOVY_



https://attack.mitre.org/

Globalne dostupna znalostna baza o taktikach a technikach protivnika

MITRE ATT&CK (v18.1 — 28.o0ktober 2025)

Reconnaissance Resource Development Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral M Collecti Command and Control Exfiltration Impact
10 technigues B techniques. 11 techniques 16 technigues. 23 technigues. 14 techniques 43 technigues 17 technigues 33 technigues 9 techniques 17 technigues 18 techniques 9 techniques 15 techniques
Cloud Administration Account Manipulation Abuse Elev Abuse Elevation Control Adversany-in-the-Middle . n Account =5 Removal
Command Mechanism M 5

ollected Data 5

|2ats Destruction ¢

Access Token Manipi

Audio Capture
BITS Jobs
Automated Collection

d Image on Host

ion Hi

Cloud Storage Object D oud Storage

Container and Resounce Encrypted Chann Endpaint Denizl of Servi

Financial Theft

Fallback Channels

Debugger Evasion

Hide Infrastructure Firmware Corruption

Scheduled Transfer

Data from Loc:

Domain Trust Discovery Ingress Tool Transfer ystem Recovery

Valid Accounts ;- sfer Data to Cloud

Oremed Websites

File and Directary Discovery m Metwork Shared Multi-Stage Channels

Execution Guardrails z

WiFi Networks |

Group Palicy Discovery cation Layer
Serverless Execution Exploitation for Defense Evasion

Removable

Service Stop

Shared Modules

System Shutdown,Rel

*14 taktik
S | *216 technik
1| *475 sub-technik

*176 skupin (threat actor entities)
*910 softvérovych nastrojov (pre
realizaciu utokov)

*55 kampani (série utokov alebo
operacii, ktoré su spojene s urcitou

_slegninoyalebo hrozbory

nstrumentation

Meodify Cloud Resource Hierarchy

Meodify Registry

rk Configuration

rk Connections

zer Dizcovery
System Service Discovery

System Time Dis

Az 3 matice:
- Enterprise
- Mobile
- |CSS

*44 mitigacii (pre techniky)

*691 detekénych stratégii

37 datovych zdrojov (Napr. logy,
sietovy traffic, udalosti z antivirusu, ..)

Pomahaju SIEM/EDR nastrojom vyho
nejaké technika (o




CAPEC and ATT&CK by MITRE

CAPEC ATT&CK
= Zameriava sa na bezpec¢nost’ = Zameriava sa na obranu siete
aplikacii = Zalozené na spravodajstve o hrozbach (threat
= Viypo&itava zneuzitia proti intelligence) a vyskume red timu
zranitelnym systémom : Pos,kytuj_e kontextové pochopenie skodlivého
spravania

= popisuje spolocné atributy a o o . -
techniky = opisuje operacné fazy v zivotnom cykle protivnika,
pred a po zneuziti (napr. Persistence, Lateral

= SQL Injection, XSS, Session Fixation, Movement, Exfiltration)

Clickjacking = podrobne popisuje $pecifické taktiky, techniky a
T4 . . . . . " y
= Zahfna social engineering / supply postupy (TTP), ktoré pouzivaju Gtocnici pri
chain pokroCilych a perzistentnych hrozbach (APT)
.., = na realizaciu svojich zamerov pri zacieleni,
= Suvisi s Common Weakness kompromitovani a fungovani v sieti svojej obete
Enumeration (CWE) = Podporuje testovanie a analyzu moznosti
obrany
pLAN [oBNOVY] | ¥




CAPEC and ATT&CK by MITRE

Ako spolu suvisia...
* Mnohé vzory utokov vymenované CAPEC su vyuzivané protivnikmi prostrednictvom
Specifickych technik popisanych ATT&CK.
« Toto umoznuje kontextove pochopenie vzorov utokov v ramci operacneho zivotného
cyklu protivnika
» Vzory utokov CAPEC a suvisiace techniky ATT&CK sa medzi sebou (v pripadoch ked je to
mozné a vhodné) na seba odkazuju (cross referencing)

Pouzite CAPEC na: Pouzite ATT&CK na:
= Modelovanie hrozieb aplikacii = Porovnanie obrannych schopnosti pocitacove;
siete

" Skolenie a vzdelavanie vyvojarov Obranu proti Advanced Persistent Threat
= Penetracné testovanie (pokrocilej pretrvavajucej hrozbe)

= Hladanie novych hrozieb (Hunting..)
= ZlepSenie spravodajstva o hrozbach
= CviCenia emulacie protivnika




Databazy zranitel'nosti a slabin

Strategic Tactical

High level information on Information on attackers’
changing risks TTPs

High Level Executives and IT Service Administrators
Management and SOC Managers

N H E E Operational
Information on spesific

V V incoming attack Ted_lnical

, , Spesific I0C
Security Manager and

Network Defenser S0C Staff

armm wrrms)



CWE and CVE

Common Weakness Enumeration

» Katalog slabin v softveéri
= Napr.:
= CWE-79 — Cross-Site Scripting
= CWE-89 — SQL Injection
= CWE-787 — Out-of-Bounds Write

= Pouzitie:
» vyvO] bezpecného kodu
= SDLC
= hodnotenie zranitelnosti

Common Vulnerabilities and
Exposures

= Zoznam vsetkych znamych
zranitelnosti
» Kazda zranitelnost’ ma identifikator
napriklad:
» CVE-2023-23397 (Outlook zero-click
exploit)
= CVE-2017-0144 (EternalBlue)
= Pouzitie:
= patch management
* risk assessment
= threat modeling




Malverove databazy

Strategic Tactical
High level information on Information on attackers’
changing risks TTPs

Long-term Use

High Level Executives and IT Service Administrators
Management and SOC Managers

MalwareBazaar (abuse.ch), VirusTotal

@
3 Information on spesific

E incoming attack Ted_‘ nical

R H L I Ll B Spesific I0C
£ Security Manager and

AnyRun, Hybrid Analysis | oo

armm wrrms)



Malware databases

Malware databazy

= Uloziska vzoriek a informacii o malveéri

= Malvéroveé databazy zhromazduju vzorky
skodliveho kédu, jeho technické artefakty,
analyzy spravania a reputacne
informacie. Pouzivaju sa na vyskum,
detekciu a spracovanie incidentov.

= Malvérové databazy sa odliSuju od I0C
databaz tym, ze obsahuju skuto¢né
vzorky malvéru a ich analyzy, nie len
indikatory kompromitacie. Ich ciefom je
vyskum a pochopenie spravania malvéru,
kym 10C databazy su primarne urCené
na detekciu a blokovanie hrozieb.

PLAN [OBNOVY,

Malware databazy
= MalwareBazaar (abuse.ch)
= Hashe a vzorky skodlivych suborov.
= VirusTotal
= multiscanner + threat intel od vendorov
= AnyRun, Hybrid Analysis
= dynamicka analyza malvéru (sandboxy)




Link:
MalwareBazaar (abuse

.ch)

= Typ: Open source databaza a nastroj

na distribuciu vzoriek malvéru
Obsah:

— vzorky skodlivych suborov (.exe, .dll,

skriﬁ’% dokumenty) ]

— SHA256/MD5 hash-e, nazvy
kampani =~ .

— analyzy statickeho spravania

— informacie o C2 infrastrukture
(riadiaca a komunikacna infrastru
utoCnika, ktora sluzi na ovladanie
kompromitovanych zariadeni a
malveru)

Vyuzitie:

ktura

—vyskum, identifikacia a porovnavanie

malveru
— obohatenie Tl platforiem (MISP,
OpenCTI

ABUSE <"

Date (UTC) l
2026-02-02 15:51
2026-02-02 15:50
2026-02-02 15:50
2026-02-02 15:50
2026-02-02 15:50
2026-02-02 15:50
2026-02-02 15:50
2026-02-02 15:50
2026-02-02 15:50

2026-02-02 15:50

KYBER

SHA256 hash
342b5e56a768327e1cds5...
7b40e010ae6556b15%:a...

a81b801522a1c72be91a...

d566c64a41faf573349cf2...
3616fd6004678159e531f...
2f451d9cfda5d91b2063a...

f99486a60b7f8ae%ba5¢fI...

77¢54058a2bb45219e6e...

5¢ch94ba3236bd4fa89ba...

807d8ftb7975d52538603...

Type

| exe
& apk
& apk
& apk
& apk
& apk
& apk
& apk
& apk

& apk

Signature

—

o

T}
[¥ ]


https://bazaar.abuse.ch/

Link:
VirusTotal

» Verzia: Poskytuje free aj platenu verziu Z V I R U S TOTA L

= Obmedzenia Free verzie:
= Obmedzeny pocet dotazov
= Manualna sprava

= Typ: cloudovy multiscanner a Tl platforma

= Obsah:
— viac ako 70 AV enginov, sandbox vysledky
— hash-e, metadata, staticka a dynamicka
analyza o ,
— sietova komunikacia a extrahovane
indikatory

= Vyuzitie:

Analyse suspicious files, domains, IPs and URLs to detect malware and other

breaches, automatically share them with the security community.

SEARCH

—rychle overenie suborov/URL

— h¥adanie prepojeni medzi vzorkami (VT _E_
Graph) N R

— feedy IOC a reputacné informacie &

-

PLAN [OBNOVY,



https://www.virustotal.com/gui/home/upload

Link: Start your analysis
' Interact with Windows, Linux, and Android OS directly

ANY_ RU N and immediately see the feedback from your actions.

= Verzia: Poskytuje free aj p|aten0 Deep interactive investigation in full environment
verziu

Obmedzenia Free verzie:

= Obmedzeny pocCet analyz
= Manualna sprava @ //)

1(;ybps: aiaz_‘erakz‘i vny cloud sandbox B Subrit URL

Detonate an object to Investigate malicious and
observe its malicious activity phishing activity and
inspect downloaded files

— detailné dynamické analyzy
(procesy, registry, siet)

— vizualizacie C2 komunikacie
— extrakcia I0C

Vyuzitie:

— behavioralna analyza malveru Power your SOC with ANY.RUN solutions
— vyskum novych kampani

|=] TIFeeds 14 f@, TI Lookup 4

A N Y I\ R U N Prevent attacks with actionable I0C Enrich investigations and respond
streams and automate detection in faster with 10Cs, 10Bs, and I10As

SIEM, SOAR, and TIP from live attack data
INTERACTIVE MALWARE ANALYSIS



https://any.run/

Link :

Hybrid Analysis (CrowdStrike Falcon Sandbox)

* Verzia: Poskytuje free aj platenu
verziu

= Obmedzenia Free verzie:
= Obmedzeny pocCet analyz

HYBRID
ANALYSIS

. P”,Stu p Ie n Ve rej nym d éta L File/URL 2 File Collection Q Report Search = YARA Search ] String Search
. Typ: Sandbox t da tabéza analyz This is a free malware analysis service for the community that detects and

Obsa h . analyzes unknown th bt using a unique Hybrid Anal;'sis technology.

— automaticke spravy o spravani

malveru

_ extrahované I0C, YARA pravidla o 7ol
— reputacne skore Falcon ML
Vyuzitie:

— porovnavanie vzoriek

— ziskavanie signatur a 10C pre

SOC/IR P

A INFORMAT 3

Drag & Drop For Instant Analysis



https://hybrid-analysis.com/
https://hybrid-analysis.com/
https://hybrid-analysis.com/

AlienVault OTX

MISP

ThreatFox

Feodo Tracker

URLHaus

Spamhaus DBL/SBL/XBL

|OC databazy

Long-term Use

Strategic Tactical
High level information on Information on attackers’
changing risks TTPs

High Level Executives and IT Service Administrators
Management and SOC Managers

Operational
Information on spesific ”
incoming attack Tec}‘mlcal
Spesific I0C
Security Manager and
Network Defenser S0C Staff




|OC databazy

* uloziska indikatorov kompromitacie

= |OC databazy zhromazduju informacie
pouzitelné na detekciu utoCnikov v
infraStrukture. Neobsahuju vzorky
malvéru, ale indikatory, ktoré po sebe
malveér alebo utocnik zanecha.

* |OC databazy su kluCoveé pre detekciu a
okamzitu reakciu — poskytuju
kratkodobe, ale velmi presné indikatory,
ktoré sa daju priamo aplikovat do SIEM,
EDR, firewall a IDS/IPS. Neobsahuju
detailné analyzy malveru, ale rychle,
akéné data pre SOC.

PLAN [OBNOVY,

|IOC databazy

= AlienVault OTX

= MISP

= ThreatFox

= Feodo Tracker

= URLHaus

= Spamhaus DBL/SBL/XBL




Link :

AlienVault OTX (Open Threat Exchange)

Verzia: Poskytuje free aj platenu verziu

Obmedzenia Free verzie:

= Obmedzeny pocet dotazov

= Manualna sprava

= Pristup k zakladnym zdrojom

T bp: 7I;I platforma a databaza IOC
sah:

— IP/domény URL spojené s

kampaniami

— hash-e malvéru _

— informacie od komunity (Pulses)

Vyuzitie:

—'obohatenie alertovv SIEM  _

— sledovanie hrozieb v realnom Case

— integracia s MISP, Elastic, Suricata

LIVIS|

OPEN THREAT EXCHANGE

FY

We've found 94,865,369 indicators

PLAN [OBNOVY_

http://196.251.107.130/cfedbcab777558b8.php

Type: URL

http://158.94.210.74/4d4b240¢75954580.php

Type: URL

retrodayaengineering.icu

Type: Domain



https://otx.alienvault.com/

Link :
ThreatFox (abuse.ch)

= Verzia: Open source

* Typ: /OC databaza zamerana na
malvér
Obsah:
— Skodlivé IP, domény, URL
— typ malvéru (Emotet, QakBot,
AgentTesla atd.)
— Ccasova platnost |IOC
Vyuzitie:
— automatické blocklisty pre
firewall/SIEM
— feedy pre Tl platformy

abusech/ThreatFox

Open |I0C sharing platform

ABUSE | <"

. Financované

PLAN [OBNOVY_

Date (UTC)

2026-02-02
16:00

2026-02-02
16:00

2026-02-02
16:00

2026-02-02
15:55

2026-02-02
14:33

2026-02-02
14:33

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
Al TIZACK
s

1 10C

45.32.218.131:4444

158.94.211.31:80

85.122.114.230:2404

47.76.86.151:23156

109.107.168.147:80

http://109.107.168.147/ws/client

Malware

% AsyncRAT

¥ ValleyRAT

¥ Unknown RAT

¥ Unknown RAT


https://threatfox.abuse.ch/

Link :

URLhaus (abuse_Ch) Dateadded (UTC) Malware URL Status
_ 2026-02-02 15:54:08  http://27.215.123.69:48813/i  Online |
= Verzia: Open source |
2026-02-02 15:40:10  http://175.165.82.70:56547/bin.sh [ Online |
" Typ: databaza skodlivych URL 2026-02-02 15:35:10  http://42.227.187.160:48273/i [ Online |
Obsah:
— 3kodlivé download URL 2026-02-02 15:33:10  http://110.37.76.11:39925/bin.sh [ Online |
— malveér distribucné servery 2026-02-02 15:31:09  http://110.37.66.198:34486/  Online |
— r_netad_ata (hosting, Cas 2026-02-02 15:30:09  http://125.43.230.147:44334/i [ Online |
objavenia) 2026-02-02 15:18:08  http://130.12.180.43/files/7782139129/4utgF9B
Vyuiltle -02-02 15:18: tp://130.12.180.43/files/ /4utgF9B.exe [ Online
— ochrana webového perimetra 2026-02-02 15:12:10  http//115.50.105.222:37579/i [ Online |
— auto_mati_cké prispOsobenie 2026-02-02 1507:18  http://115.55.49.236:33460/1 [Oniine)
URL filtracie 2026-02-02 15:04:24  http://222.139.72.108:45682/bin.sh [ Online |
U R L h JUS 2026-02-02 15:03:16  http://110.37.89.129:44639/1 [ Online |
2026-02-02 15:03:15  http://125.45.67.251:39487/1 [ Online |

by ABUSE |<"

PLAN [OBNOVY_



https://urlhaus.abuse.ch/

Threat Intelligence Communication Standards
MISP - Malware Information Sharing Platform

open source platforma na zdielanie IOC pre
novoobjavene hrozby

MISP je podporovana EU
= CIRCL vedie vyvoj MISP
Computer Incident Response Center Luxembourg
je Siroko pouzivany
= vladnymi instituciami
narodnymi CERTs
sukromnymi spolo¢nostami,
finanCnym sektorom
a dalSimi organizaciami po celom svete.

MISP umoziuje automatizované zdielanie IOCs

medzi ludmi a strojmi pomocou STIX a inych _ MISP XML and JSON
expo_rt for.matpv 7 Qe g%?{“;{?ﬂcl. and JSON (export)
= Zdielanie a import dat: ,. e

Generovanim Snort/Suricata/Bro/Zeek IDS e M It

pravidiel

pomocou STIX, OpenlOC, text alebo csv

exportov

PLAN [OBNOVY_

a st KOMPETENENE CENTRUM

NVESTICIL REGIONALNEHO ROZVCJA ¢

mvesTIcH Reciony m | QY wveerneicke BezpechosTI
SLOVEN! BLIKY FILINSKES UNIVERZITY ¥ 2ILINE

Financované
Eurépskou tniou
xtGenerationEU



https://www.misp-project.org/features/
https://www.misp-project.org/features/
https://www.misp-project.org/features/

MISP - Malware Information Sharing Platform

OSINT - CVE-2015-2545: overview of current threats

Event 1D 3865 Related Even®
Juld 57460863 760c-4272.81 1646230200008 1 Y Orge: CIR
2016-05-27 (388
CIRCL Date. 2016-05-23
s % 2016:05-23 (3844
Jwner org o == P Info: OSINT - Operation Kedchang
20160500 (1550
Sontributors Reswrfaces Wah New TigsPook Malware
Emall alexandre. dulsunoy@circl. lu Th t S h -
fags UPW'BW m estimative-language:likelihood-probability="very-likely" x ' 2 rea arin g
Jale 2016-05-25 2127321710
Fhreat Lovel Medium
Analysis Comploted
0
MNstribution Al communities
h ¢
nlo OSINT - CVE-2015-2545: overview of currant threals Sehcannchecicmyus
Published Yes
Sightings 0(0) n
belSh88246%ed d9de2 3317 Se7 bebf2 1] o 2c8 TEE94 4792358 72040 70542
Expanded Events Tag Actlon
’I; Ever

Uketibood or protsabliity: Almost no chance - remote - 01-05% estimative-language:likel thood-probabliity="almost-no-chance” o Furat 4435 reg. et org

Likelinood or probability: Very unlikely - Nghly improbale - 0 estimative-ianguage:likelihood-probabliity«“very-uniikety™ o

05-20% B

Financované PR a2 E e A0 ROZYO KOMPETENENE CENTRUM
Eurépskou tniou PLAN LOBNOVYJ RivesTicl nsaon ! : KYBERNETICKEJ BEZPECNOSTI

SLOVENSKE| REPUBLIKY FILINSKE) UNIVERZITY ¥ 2ILINE
NextGenerationEU




£ T Four ornganesation onfy 1

P = maw Distribution graph [stomic event
Malicious activities sics  Display ¥ Filters
Thraat Laval @ Analysiz O
Event ID 10878 — . 1 ‘N Low | Initial
Unsid SancTOlc-Dsbl-468 . B - N :
Drg ACL I Sharing gr J Event Inla
Cramier org F m i
Ransomware found on a production server
Contribuiors 50
Ermall ;'""'"’ Cudaurayl [ | 5 E Extends aver
Tags [
; i = Sa3A6ETh-0a10-4aBb-a157- 468595042101
Date 20180504 k kK &
Theest Level Low .." " # . [ Matched evant
Analysis s 5 Id: 10728
Distribution Al communities @& E- - _.iq _— Analysis: Compinted
4 Mol . T hetlie - i
Inde ki acthilies Thrsat bavel: Lovw
Published Mo - k- s " - Tags
shriribules 2 L ] %
o elrel:oalnt-fesd g0 50T
Last change 20180504 0238013 @Al @ Anributes Chject attribules I — h
™ malware_classification-malware-category="Ransommare"
Extends C e oaini-source-typa="blog-past™
[ N i arganisation only TR Connecied commiunities T T
= ¥ r misp-galaxy: ransomware="CSG0 Ransomware”
hghi ¥
Slghtings i milap-galaxy: ransomwars="MC Ransomware”
Activi ) i :
o \_Info: OSINT - Minecralt & C5:G0 Ransomware Strive For Media Alention
All communities LI k
- . . rEace. a
EEITTIET Event not disinbused io any sharieg group — o P
-y
=
kL abjsct: ig-peot
atiribute: fip fpdl18.nfo =
n-a | object: ip-port ]
=1 11] atbribeste: BBBG
antribnite: down.downtl 16.inla
B m
1 - object: ip-part H.El
— pdicioa ol PR P o SR P PR IO ey gl dhagdo s attnibute: 2R 186145 o s i . h

Authentication Failure Data [ @

Add Widget admin 311

k5365908

Import Config JSOM

Export Config JSOM
kimsufi
Save Dashboard Config maut

List Dashboard Templates
ist Dashboard Template: postgres

u::-raclem
git [

:leploym

f1puser

Authentication Fallure Data [ &

192.241.175.115 | SR

162.243.169.1 ?a

31.184.199.1 14“
| 157

52.188.40.7

185.153.1 96.230
92.246.76.177
13.67.32.1 ?2-
159.89.201 .ssm
121.241 .244.92E

64.225 58236 JE3
118.25.10.238
175.107.198 23 B8
106.52.251 .24ﬂ

54.37.159.12 G
123.206.90.149 JEG
192.241.155 88

Achievements of my organization [ W

Achievements Unlocked!

ﬂl Congratulations, you have shared your first event!
Event

You have been using tags, good job!

.
~=

Taxonomies have been used in your events.

Galaxies have no secrets for you in this Threat
Sharing universe.

Next on your list:
|

w.iojle|d EU!.IBLIS uoljeuriojuj aJemjejA - dSIIN



Cyber Threat
Intelligence

(CTI) ST Zdiel'anie informacii o hrozbach (CTI)

CTl transport & modeling standard

Standardy/formaty, ktoré sltzia na reprezentéciu vsetkych typov CTI
— technického, operacného, taktickeho aj strategickeho



Ministerstvo pre vnutornu bezpecnost’ USA

U.S. — Department of Homeland security (DHS)

. . . . : L, Neas. U.S. Immigrati
= je urCené ako Sektorova agentura pre riadenie rizik pre w and Customns
sektor kritickych sluzieb, ktory poskytuje sluzby v oblasti Gy Bnforcement
prevencie, pripravenosti, reakcie a obnovy pocCas
kazdodennych operacii aj reakcie na incident United States United States Secret Transportation
v . . - . . x . . Immigration and Service (USSS) Security
= operacné a podporné zlozky, ktoré v suCasnosti tvoria Giistoras Administration
DHS: Enforcement (ICE) USSS safeguards the (TSA)
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https://www.dhs.gov/operational-and-support-components
https://www.dhs.gov/operational-and-support-components
https://www.dhs.gov/operational-and-support-components
https://www.dhs.gov/operational-and-support-components
https://www.dhs.gov/operational-and-support-components
https://www.dhs.gov/operational-and-support-components
https://www.dhs.gov/operational-and-support-components

Threat Intelligence Services ~m% Homeland
Automated Indicator Sharing 7 Security

« The Automated Indicator Sharing (AlS) je CYBERSECURITY ©
bezplatna sluzba, ktoru ponuka U.S DHS 2 INFRASTRUCTUREWG
SECURITY AGENCY 0

— by CISA

* AlS umoznuje vymenu indikatorov
kybernetickych hrozieb v realnom Case

medzi = Ako sa zdiela:
« U.S. Federal Government = Pomocou protokolov:
* a privatnym sektorom = Na popis — STIX

* AIS vytvara ekosystém, ked je = Na prenos - TAXII

rozpoznana hrozba

* Neskér sa okamzite zdiel'a s komunitou,
aby im pomohla chranit ich siete pred
danou hrozbou

« Co sa zdiela:
* CTls - cyber threat indicators
« DM - defensive measures



https://www.cisa.gov/ais

Automated Indicator Sharing

Open Standards for AlIS

= AIS pouziva otvorené Standardy:

Commercially Available
Threat Information Resources
DHS Cyber Programs
and Indicator Feeds

™ 1\"
u STIX ('-DHS = Partner Submitted Indicators
Structured Threat Information (a) Shared AIS Indicators
Expression for CTls and DMs Machine.Santized
information B e AIS Indicators ,
= datovy model na popis E e Anonymize A XL e e
= | ® Protect privacy and R Tri I:r:!lr & o
n ™ E Civil Liberties Territorial [RRNAE. AU Parters
taxii
Trusted Automated Exchange of CTls g T taxii dient
for machine-to-machine Z | Processes Federal e
communications § gL .@9 server hgency ISACS
= protokol aplikaénej vrstvy, ktory z * Eﬁ;ﬂ ﬁm Analysis-Enrich
v v . . 7 = mn
umozriuje komunikaciu CTls cez -\ ) @
HTTPS \_ _/ (b} Partner Submitted Indicators
* ma podporu pre STIX (c) Submitted Indicators \ J

= CISA reSpektuje sukromie v
organizacii
= AIS pri odosielani podani, ich

automaticky anonymizuje

= identita predkladatela sa nezverejnuje
bez jeho predchadzajuceho vyslovného
suhlasu

by using a Web form ~

&

(d) Submitted Indicators &
by using Email @3\



https://oasis-open.github.io/cti-documentation/taxii/intro.html
https://oasis-open.github.io/cti-documentation/taxii/intro.html
https://www.hitachi.com/hirt/publications/hirt-pub17007/index.html
https://www.hitachi.com/hirt/publications/hirt-pub17007/index.html
https://www.hitachi.com/hirt/publications/hirt-pub17007/index.html

Struktara STIX 2.0

A. STIX Domain Objects (SDO) — popisuju hrozby, utoCnikov, kampane,
zranitelnosti...

B. STIX Relationship Objects — prepajaju objekty (vztahy)

C. STIX Cyber-Observable Obj. — popisuju konkrétne technickeé artefakty
(hash, IP, subor,...)

° )
e S
g e Inteqgr do STIX
» I:?(T,M:‘;R_f '\DN[M NEHoROZVO)A | W Il KYBERNETICKE) BEZPECNOSTI
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Strategic Tactical
High level information on Information on attackers’
changing risks TTPs

High Level Executives an IT Service Administrators
and SOC Managers

A) STIX Domain Objects (SDOs)

Objekty, ktoré opisuju svet hrozieb, aktérov a udalosti:

8
=
£
g2
<

Operational
Information on spesific

Technical
Spesific I0C

Security Manager and
Network Defenser

Objekt Popis e

Attack Pattern  Vzor utoku — popisuje techniky, ktoré utoCnik pouziva (napr. z MITRE ATT&CK).

SOC Staff

Campaign Subor suvisiacich utokov zameranych na rovnakeé ciele alebo s rovnakym cielom.

Course of Action Opatrenie alebo odporu€anie, ako zmiernit alebo zabranit’ utoku.

Grouping Zoskupenie viacerych objektov STIX, ktoré patria k sebe (napr. incident + indikatory).
|dentity Popisuje organizaciu, osobu, OSINT identitu alebo APT skupinu (napr. firma, vyskumny tim, vlada).
Incident (Novinka v STIX 2.1) Realna bezpecnostna udalost, ktora sa stala.

Indicator Indikator kompromitacie (I0OC) — napr. hash, IP, URL spojena s hrozbou.

Infrastructure Popisuje infrastrukturu utoCnika — servery, C2 siete, domény, botnety.
Intrusion Set Kolekcia kampani, utokov a technik patriacich jednej skupine utoCnikov.
Location Geografické miesto (napr. krajina, mesto, region, IP geolokacia).

PLAN [OBNOVY, ‘ 53;.;




Strategic Tactical
High level information on Information on attackers’
changing risks TTPs

3
E
3
¥
3

High Level Executives and IT Service Administrators
Management and SOC Managers

A) STIX Domain Objects (SDOs), pokrac.

Objekty, ktoré opisuju svet hrozieb, aktérov a udalosti:

Operational
Information on spesific

incoming attack Technical

Spesific I0C

Security Manager and
Network Defenser

Objekt Popis )

Malware Softver vytvoreny s cieflom poskodit alebo zneuzit systémy.

SOC Staff

Short-term Use

Malware Analysis Vysledok alebo popis analyzy malvéru (sandbox, staticka analyza atd.).

Note Lubovolné poznamky, komentare alebo hodnotenia analytika.

Observed Data Popis realne pozorovanych udajov (napr. log z IDS, hash z detekcie).

Opinion Vyjadrenie nazoru analytika (napr. ,myslim, Ze tento malware suvisi s APT29).

Report Suhrn viacerych objektov do spravy (napr. mesacny CTI report hrozieb, report incidentu).
Threat Actor Osoba alebo skupina, ktora realizuje utoky.

Tool Legitimny alebo skodlivy softvér pouzivany v utoku (napr. Mimikatz, nmap).

Vulnerability Slabina v softvéri alebo systéme, ktoru utocnik mbze vyuzit.

PLAN [OBNOVY, ‘ v




B) STIX Relationship Objects (SROs)

= Objekty, ktore prepajaju iné STIX objekty:
Objekt Popis

Relationship  VSeobecné prepojenie medzi dvoma objektmi (napr. ,malware uses infrastructure®).

Sightin Informacia, ze konkrétny objekt (napr. IOC) bol pozorovany v realnom svete.
gniing

tes
=




C) STIX Cyber-Observable Objects (SCOs)

= Objekty, ktoré opisuju konkrétne technické artefakty — su to ,CybOX" objekty integrované priamo do STIX
2.X:

= Opisuje ,Co sa stalo“ alebo ,Co vidime*
= Ugel:
= Umoznit, aby r6zne nastroje (IDS, SIEM, EDR, ...) hovorili rovnakym jazykom pri popise udalosti
aby sa observable dalo automaticky spracovat’ a porovnavat medzi systémami

Artifact Datovy artefakt — subor, obrazok, dokument, base64 obsah.
Autonomous System Informacie o AS (Autonomous System Number).
Directory Adresar v suborovom systéme.
Domain Name Doménové meno.
Email Address E-mailova adresa (napr. je zaznamenany e-mail z konkrétnej adresy).
Email Message Cely e-mail — hlaviCky, telo, prilohy.
File Subor (nazov, hash, velkost, a iné, napr. subor malware.exe s konkrétnym hashom)
IPv4 Address IPv4 adresa (napr. ktora komunikuje s malvérom, ...)
IPv6 Address IPv6 adresa (napr. ktora komunikuje s malvérom, ...)
B | runomony: “3 Q) s, ‘




C) STIX Cyber-Observable Objects (SCOs)

Objekty, ktoré opisuju konkrétne technické artefakty — su to ,,CybOX“ objekty integrované priamo do STIX 2.x:

Objekt

MAC Address
Mutex

Network Traffic

Process
Software
URL

User Account
Windows Registry Key

X.509 Certificate

Popis
MAC adresa.
Synchronizacny objekt v systéme (typicky pri malware).

Popis sietovej komunikacie (TCP, UDP, porty, spojenie, napr. aplikacné protokoly
ukazuju komunikaciu na urcitych portoch).

Proces beziaci v OS (nazov, PID, parent process, atd’.). X

Softvér alebo aplikacia nainstalovana v systéme. .

Uniform Resource Locator (napr. HT TP request na
podozrivu domeénu).

Pouzivatelské konto.

Kfuc alebo hodnota v registroch Windows
(napr. zmena v registroch).

Certifikat X.5009.

. :' Eurépskou tniou
NexiGenerationEU




Komercneé nastroje pre CTI
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Threat Intelligence Services

Threat Intelligence Platforms

= ,
= A Threat Intelligence Platform (TIP) centralizuje SOCRadar S INTSIGHTS OCTMSBO
zber udajov o hrozbach z mnohych zdrojov a =
formatov.

= Typy threat Intelligence dat:
= |ndicators of Compromise (I0C)

0 Brandefense Digital Risk
= Tactics Techniques and Procedures (TTP) E I -I s “ﬁ Protection Platform
= Informacie o reputacii internetovych cielov ! by Brandefense
alebo domén Recorded

= QOrganizacie mozu prispiet k CTI zdielanim Future’ /-\ N O M A L |®
svojich udajov o naruSeniach cez internet,
zvyCajne prostrednictvom automatizacie

= Honeypots - simulované siete alebo servery, Ry
ktoré su navrhnuté tak, aby prilakali uto¢nikov. |
= Informacie sUvisiace s GUtokmi ziskané z =) Cybelangel %2 paloalto A

honeypotov sa mézu zdiefat s predplatitemi CTI
platformy. ThreatConnect



https://www.gartner.com/reviews/market/security-threat-intelligence-services
https://www.gartner.com/reviews/market/security-threat-intelligence-services
https://www.gartner.com/reviews/market/security-threat-intelligence-services
https://www.gartner.com/reviews/market/security-threat-intelligence-services
https://www.gartner.com/reviews/market/security-threat-intelligence-services
https://www.gartner.com/reviews/market/security-threat-intelligence-services
https://www.gartner.com/reviews/market/security-threat-intelligence-services

Threat Intelligence

Porovnanie rieseni:

= ThreatConnect (Polarity CE)
= Recorded Future

= Anomali ThreatStream

-'_‘_'_,_:-'-"'-F
— Anomali
_— ThreatConnect Recorded Future
_— ThreatStream
Bezplatna verzia v X X
Cena
Pokrytie v v v
taktickeho CTI
7 Cena dostupna len na poZiadanie.




ThreatConnect

= ThreatConnect je komplexna CTI platforma, ktora kombinuje threat intelligence,
orchestraciu, automatizaciu a workflow. Verzia Polarlty Communlty Edition (CE) je
rahsi modul vyuZivany na doplfianie TI kontextu priamo pocas prace analytika.

= KFuéové vlastnosti ThreatConnect / Polarity CE: °
= podpora STIX/TAXII a integracie s SIEM/EDR nastrojmi ( ThreatConnect
= schopnost' prepajat IOC, kampane a aktérov
= automatické enrichmenty pri realnom vyhodnocovani alertov
= moznost tvorby playbookov (orchestrace)
= orientované na vykon analytikov SOC/IR — Setri ¢as pri vyhladavani kontextu




Recorded Future

= Recorded Future patri medzi najrozsiahlejSie a najpokrocilejsie Threat Intelligence
rieSenia na trhu. Vyuziva kombinaciu strojového u€enia, OSINT, dark web monitoringu a
vlastnych Tl zdrojov na poskytovanie detailnych informacii o aktéroch, kampaniach,
malvéri a hrozbach v realnom Case.

= KFucoveé vlastnosti Recorded Future:
= obrovska databaza CTI informacii vratane OSINT, dark web, leak stranok a socialnych sieti
= Risk Scoring — automatické hodnotenie rizikovosti IOC pomocou ML
= detailné profily aktérov, TTP, kampani a malvérovych rodin 0 Reco rded
= monitoring unikov dat, ransomware skupin a ilegalnych for ® I o l |
= prediktivne analyzy a upozornenia na nadchadzajuce kampane ' FU tU e
= podpora STIX/TAXIIl a prepojenie s SIEM/EDR
= vhodné pre pokrocCilych CTI analytikov, threat hunting a strategické planovanie




Anomali ThreatStream

= Anomali ThreatStream sa zameriava na spracovanie, normalizaciu a distribuciu velkych
objemov |IOC feedov. Platforma integruje stovky zdrojov Tl, automatizuje analyzu IOC a
poskytuje jednotnu databazu pre SOC, IR a Tl timy.

= KFucové vilastnosti Anomali ThreatStream:
= silné spracovanie IOC — normalizacia, scoring a deduplikacia
= automatizované preberanie feedov z desiatok komercnych aj open-source zdrojov
= machine learning na extrakciu IOC z textov, logov a neznackovych dat
= korelacia |OC s aktérmi, kamparami a hrozbami
= integracia s SIEM, EDR a firewall rieSeniami pre rychle blokovanie |[OC
= schopnost fungovat ako centralna platforma pre Threat Intelligence operacie
= vhodné pre SOC L2/L3, threat hunting a IR timy




Porovnanie Recorded Future s ThreatConnect
Vyhody Nevyhody
= Jedna z najlepsich hibkovych databaz = Nedava taky kontext poéas prace ako

CTI na trhu — obsahuje OSINT, dark web Polarity CE
monitoring, geopolitické data, ransomware = Komplexné moduly su drahé — pre

leaksites, paste stranky univerzitu alebo malé SOC nevhodné
= Strojové ucenie na odhad rizikovosti IOC = Menejzameraneé na workflow
(Risk Score) orchestration

= Prediktivhe modelovanie — upozornenia = Vyzaduje Specializovany tréning a
na buduce kampane, zvysujucu sa aktivitu onboarding
skupin
* Najlepsie pokrytie globalnych hrozieb a
APT aktérov (ovela SirSie ako
ThreatConnect CE)




Porovnanie Anomali ThreatStream s ThreatConnect

Vyhody Nevyhody

= Siroky Tl ekosystém so stovkami feedova = Menej prepojené workflow ako v

integracii ThreatConnect (hlavne v CE aj enterprise
= Velmi dobré spracovanie I0C a verzii)

automatické normalizovanie feedov = Knowledge graph je slabsi nez vo
* Machine Learning na extrakciu IOC z ThreatConnect alebo OpenCTI

textu a webovych zdrojov » Dashboardy su menej intuitivne

= Silné nastroje na scoring IOC a korelaciu
medzi feedmi




Threat Intelligence Services

Cisco Talos

» Talos je jednym z najvacsSich komercnych threat st A8):
intelligence timov na svete, a pozostava zo =
SpiCkovych vyskumnikov, analytikov a inzinierov. e

* Cielom je podnikovych

pouzivatelov, udaje a infraStrukturu pred
aktivnymi utoCnikmi.

« Tim zhromazduje informacie o aktivnych,
existujucich a vznikajucich hrozbach a nasledne
poskytuje svojim predplatiteflom komplexnu
ochranu pred tymito utokmi a malverom.

» Produkty Cisco Security mézu vyuzivat Talos threat intelligence v realnom Case a poskytovat rychle
a ucinné bezpecnostné riesenia.

« Cisco Talos tiez poskytuje bezplatny softvér, sluzby, zdroje a udaje a spravuje subory pravidiel na

detekciu bezpecnostnych incidentov pre niekolko nastrojov na bezpecnost sieti:
« Snort.org
« ClamAvV
« SpamCop




Threat Intelligence Services Januar 19, 2022:

FireEye >> Trellix vznika Trellix

threat intelligence sietou FireEye Mandiant. Trellix XOR Platform

.@. Endpc?lnt @ SecOp’s and
Security Analytics
Secure your organization with Conduct streamlined, efficient
Fea t u red Fl re Eye P I’OCI u Ct S proactive endpoint de"cecﬁon, SecOp's (Security Ope'rationSJ and
response, and prevention. Analytics from a holistic
foundation.
@ e o Explore Endpoint Products = Explore SecOps Products =
Network - -
Helix Security Platform Endpoint Security Email Security Cloud Security . @ Email Security
Detection and
- s threat intelligence, Comprehensive every Kind Co ec d w
Response

Keep your email infrastructure and
users safe-whether on-premises

= - <
Protect networks, servers, and or in the cloud.

data centers with a living, learning
solution.

ate Financované
PR Europskou tGniou
NextGenerationEU

PLAN [OBNOVY_

Explore Network Products = Explore Email Products =

= McAfee Enterprise a FireEye sa spajaju a

= novy biznis poskytujuci organizaciam rozsirenu

* FireEye je dalSia bezpeCnostna spoloCnost, ktora detekciu a reakciu (XDR) so zameranim na
ponuka sluzby na pomoc podnikom pri zabezpecCeni urychlenie technologickych inovacii
ich sieti. prostrednictvom strojového ucéenia a

« \lyuziva trojstranny (three-pronged) pristup, ktory automatizacie
kombinuje bezpecnostné informacie, odborné = Trellix XDR ekosystém je navrhnuty tak, aby
znalosti v oblasti bezpecnosti, a technologie. bezpe¢nostnych operacii

- Ponuka SIEM a SOAR s Helix Security Platform, tym, Ze zakaznikom poskytuje moznost vyuzivat
ktora vyuziva behavioralnu analyzu a pokrogild viac ako 600 povodnych a otvorenych
detekciu hrozieb a je podporovana celosvetovou bezpecnostnych technoldgii.

Data Protection

Keep your information safe with a
single integrated suite.

Explore Data Protection Products =

% Cloud Security

Unlock unparalleled protection and
productivity across your
organization.

Explore Cloud Products =


https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01
https://www.trellix.com/en-us/about/newsroom/news/news-detail.html?news_id=3e247ede-b638-4bb4-bd13-00b94a623e01

Threat Intelligence Services

FireEye >> Trellix (Pokr.)

FireEye Security System:

* The FireEye Security System blokuje utoky cez webové a e-mailové vektory
hrozieb a latentny malver, ktory sa nachadza na zdiefanych uloziskach.

« Dokaze blokovat pokrocCily malver, ktory lahko obchadza tradicné obranné
mechanizmy zalozené na signaturach a ohrozuje vacsinu podnikovych sieti.

* RiesSi vSetky fazy zivotného cyklu utoku pomocou signature-less engine, ktory
vyuziva stavovu analyzu utokov na odhalenie zero-day hrozieb.




Priklad nasadenia




Threat Intelligence

Vyber vhodného nastroj pre FRI:
= |ntegracia do SIEM ELK

= Modul Threat Intel ako suc¢ast Filebeat agenta kl bana
= Vizualizacia — Kibana
= Alerty na zaklade CTI

Rule count Disabled Snoozed Errors
m V M Alerts TECHNICAL PREVIEW 2 0 0 0 Manage Rules

= @ QU searchalerts (e.g. kibana.alert.evaluation.threshold > 75) ~ Last24hours O
Status  active 1 v  Rule ~  Group v Tags v aos
Columns 11 ¢ Sortfields 1 4alerts [[] Fields Updated now = @
(] Actions Alert Status Feature Last updated W, Started Rule category Rule
] aese m £ Stack management May 30, 2024 @ 15:20:50.530  May 30, 2024 @ 15:20:50.530  Index threshold kibana sites - low by
] ooa m {& Stack management May 30, 2024 @ 15:20:50.530  May 30, 2024 @ 15:20:50.530  Index threshold kibana sites - low by
(] ooe i Stack management May 30, 2024 @ 15:20:50.530  May 30, 2024 @ 15:20:50.530  Index threshold kibana sites - low by
(] ees m £ Stack management May 30, 2024 @ 15:20:50.530  May 30, 2024 @ 15:20:50.530  Index threshold kibana sites - low by

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
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Threat Intelligence

Vyber vhodného nastroj pre FRI:

= Zdroje CTI:

Abuse.ch

Malware Bazaar

MISP

AlientVault OTX

Anomali Limo

Anomali ThreatStream (Plateny)
Threat Quotient (Plateny)

ABUSE|<r B

.....
SLOVENSKE| REPUBLIKY

MALWARE
BAZAAR

— BNV E)

ISI OPEN THREAT EXCHANGE

Threat Sharing ALIEN VAULT

NNOMALI




Threat Intelligence

Vyber vhodného nastroj pre FRI:

= Pouzité zdroje CTI: U R L haus

= Abuse.ch from ABUSE<h | @SPAMHAUS
= abuseurl

= abusemalware

= AlientVault OTX ABUSE ‘ ch

QIVIH|

OPEN THREAT EXCHANGE
ALIEN VAULT

a MINISTERSTVE " KOMPETENCNE CENTRUM

NVESTICL REGIONALNEHG ROZVOIA :

T sccion m | R kveernenicke sezeecnosn
SLOVENSKE| REPUBLIKY ZILINSKE] UNIVERZITY V 2ILINE

PLAN [OBNOVY_




Integracia CTl do monitoringu

LibreNMS

J:):) Overview B Devices [l Maps g Services @ Ports
L2 LibreNMS o

threat-intel
[

Q overview |4 Graphs % Health @ Ports X3 Routing @ Inventory [QLogs @ Alerts

9 Health

= Wireless

|l Alert Stats

BB Linux threat-intel 5.15.0-136-generic #147-Ubuntu SMP Sat Mar 15 15:53:30 UTC 2025

x86_64

System Name
Resolved IP
Hardware
Operating System
Object ID
Contact

Device Added
Last Discovered
Uptime

Location

Lat / Lng

threat-intel

Generic x86 64-bit

Linux 5.15.0-136-generic
.1.3.6.1.4.1.8072.3.2.10

1 week 2 days 4 hours 1 minute 1 second ago
3 hours 45 minutes 36 seconds ago

1 week 6 days 4 hours 45 minutes 46 seconds

N/A

Financované
Eurépskou tniou
NextGenerationEU
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v

= Apps

& Latency  [@ Notes

fﬁi Processors

Intel Xeon E5-2690 0 @ 2.90GHz x4

MINISTERSTVO

100
20
80
70
60
50
40
30
20
10

23 Routing @ Alerts

2 N »

Global Search

Storage Usage

Memory Usage

Processor Usage

S

INFORM,

noums»cu By

0
Fri 00:00 Fri 84:00

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
FILINSKE) UNIVERZITY ¥ 2ILINE

Fri 88:00

Fri 12:00

Fri 16:00

Fri 20:00



OpenCTI

Open-source platforma, ktora
umoznuje centralnu spravu
vSetkych 4 typov CTI.
Umoznuje zber, korelaciu a
vizualizaciu dat o
kybernetickych hrozbach z
internych aj externych zdrojov
Pracuje s formatom STIX aj
TAXII Co umoznuje
jednoduchsiu pracu s
jednotlivymi zdrojmi CTI.
Podporuje integraciu s
viacerymi
databazami(abuse.ch, MISP,
AlienVault OTX).

INTRUSIOM SETS

227 praress \

MOST ACTIVE THREATS (LAST 3 MONTHS)

Lazarus Group
APT28

APT29

APT41
Sandworm Team
QilRig

Mustang Panda

akira

[
0 200

MOST ACTIVE MALWARE (LAST 3 MONTHS)

@invisiMole @ Cobalt Strike @ QakBot @Stumet @ DarkGate @ TrickBat

@Lizhispy @Bazar @PugX @ Ematet

PLAN [OBNOVY_ O

MALWARE

816 e

A
-~

MOST TARGETED VICTIMS (LAST 3 MONTHS)

United States of America
Manufacturing
Technologies

Health

Construction

Spain

Germany

Business Services
Energy

United Kingdom of Great B...

o 50

MOST ACTIVE VULNERABILITIES (LAST 3 MONTHS)

Mo data has been found.



OpenCTI architektura

OpenCTl

Knowledge
storage

m» elasticsearch
A

Raw files

Stream/
sessions

& redis

Register to API

Core
Port:8080

X OpenCTl

Insert data

@ python

Messaging system
Port:5672,15672

bRabbit

Consume
messages

Pull Data

Financované
Eurépskou tniou
NextGenerationEU
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Prepojenie s databazou ransomwarelive

dragonforce has published a new victim: Esposito Bros. Construction Ltd B|Q|&| ¢

OVERVIEW KNOWLEDGE CONTENT ENTITIES OBSERVABLES DATA 2€ ALINSIGHTS ‘ &) ADD SECURITY COVERAGE
ENTITY DETAILS BASIC INFORMATION
Description v Entities distribution Marking Processing status

Esposito Bros. Construction Ltd. is a leading construc- NEW

tion company based in Bolton, Ontario, recognized as

one of the top bridge contractors. With over four Country Author Assignees
decades of experience, the firm specializes in managing -
. . . . ps RANSOMWARE.LIVE
complex projects involving bridges, roads, demolition,
and underground infrastructure. Their commitment to EEmED TS labil £ auth confid evel Participants
. . . Reliability (of author, onfidence leve
safety and innovation ensures that they provide excep- lability (of author) : v -
tional construction... Intrusion Set A - Completely rel...
Revoked
Report types Distribution of opinions ‘5;;
Organization
RANSOMWARE-REPORT
Labels

Publication date Sector

February 6, 2026 at 2:12:51 AM I I S e Platform creation date

0 1 disagree
® February 6, 2026 at 11:15:16 AM
Creators
agree neutral ADMIN
Correlated containers [:j
Standard STIXID () s
Original creation date

report--5754d88d-c6c4-5e3c-854b-15bd9bba7189 D

February 6, 2026 at 2:12:51 AM

No correlated containers has been found.

Financované ’ r e
Eurépskou tniou PLAN LOBIIOVYJ
L
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Prepojenie s databazou URLHaus

http://130.12.180.43/files/8360091208/VD4ZhoY.exe P @ CREATE RELATIONSHIF
KNOWLEDGE CONTENT ANALYSES SIGHTINGS DATA HISTORY
DETAILS BASIC INFORMATION
Indicator pattern Marking Pattern type
[url:value = "http://130.12.180.43/files /8360091208, VD4ZhoY.exe" ] stix
Author Processing status
Valid from Valid until ABUSE.CH DISABLED
FEBRUARY &, 2026 AT 11:09:06 AM MARCH 7, 2026 AT 4:51:56 PM
Reliability (of author) Confidence level Revoked
Score (: ) Detection Unknown
& LIFECYCLE
= Distribution of opinions ‘i’r;. Labels
Kill chain phases -
Description
Threat: malware_download - Reporter: Bitsight - Status: online i Platform creation date
February 6, 2026 at 11:15:48 AM
Indicator types Main observable type Platforms
strongly-agree disagree
B URL ° Creators
®
ADMIN
agree neutral N
Basedon Standard STIXID (i)
) indicator--22b9568a-8236-51dd-88fe-1e1882859894 |—|:
URL http://130.12.180.43/files/8360091208/VD4ZhoY.exe Feb 6, 2026

Original creation date
February 6, 2026 at 11:09:06 AM

Modification date
February 6, 2026 at 11:15:49 AM
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Prepojenie s databazou Mitre Att&ck
3PARA RAT B © QO i | CREATERELATIONSHIF

KNOWLEDGE CONTENT ANALYSES DATA HISTORY | € |
DETAILS BASIC INFORMATION
Is family Malware types Marking Processing status
First seen
Description Author Revoked

3PARA RAT is a remote access tool (RAT) programmed in C++
THE MITRE CORPORATION

that has been used by Putter Panda. (Citation: CrowdStrike
Last
Putter Panda) R Labels
- Reliability (of author) Confidence level
Architecture execution env. e 2 - Probably True
Kill chain phases
- Platform creation date
& Aoy Distribution of opinions Uz January 4, 2026 at 9:34:20 PM
Capabilities
Creators
Implementation languages S
é] Unknown [C] MITRE ATT&CK
YA Uniknown strongly-agree
Standard STIXID (3) /
. o
malware- -13a5b23d-6cce-5d82-bde5-bd365846T 286 |—|:

MNESTED OBJECTS
agree neutral

Original creation date
May 31, 2017 at 11:32:44 PM

Modification date
February 6, 2026 at 11:25:37 AM
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Informacneé zdroje pre specialistov KB

8EERS v TALOs
e e

2 Strategic Tactical
=l High level information on Information on attackers’
E changing risks TTPs
8
& High Level Executives and IT Service Administrators
= Management and SOC Managers
u y
StrateQICke C I I . Operational
2 Information on spesific <
=)
E incoming attack Tec‘_"“cal
& Spesific I0C
£ Security Manager and
é Network Defenser SOC Staff
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Threat Intelligence

Network Intelligence Communities

« Na uc€innu ochranu siete musia byt odbornici na bezpecCnost neustale informovani o
hrozbach a zranitelnostiach.

« Existuje mnoho bezpecnostnych organizacii, ktoré poskytuju sietové informacie,
zdroje, seminare a konferencie na pomoc bezpecnostnym profesionalom.
« Ak chce odbornik na bezpec€nost siete zostat' efektivny, musi:

- Keep abreast of the latest threats — Zahfna odber real-time noviniek tykajucich sa
hrozieb, pravidelné sledovanie webovych stranok suvisiacich s bezpecnostou,
sledovanie bezpecCnostnych blogov a podcastov a dalsie.

- Continue to upgrade skills — Zahfria uCast na Skoleniach, seminaroch a
konferenciach tykajucich sa bezpecCnosti.
* Poznamka: Bezpecnost sieti je velmi naroCna na ucCenie a vyzaduje si
zavazok neustaleho profesionalneho rozvoja.




Threat Intelligence

Network Intelligence Communities (Pokr.)

V tabulke su uvedené dodlezité organizacie tykajuce sa bezpecnosti siete.

A

SysAdmin, Audit, Zdroje institutu SANS su zvacSa bezplatné na poziadanie a zahffiaju:

Network, Security » The Internet Storm Center — popularny systém ,véasného varovania“

(SANS) * NewsBites — tyzdenny prehlad spravodajskych Clankov o pocCitaCcovej
bezpecnosti

* @RISK - Tyzdenny prehfad novoobjavenych vektorov utokov, zranitefnosti
s aktivnymi exploitmi a vysvetlenia fungovania nedavnych utokov

* Flash security alerts

* Reading Room - viac ako 1,200 ocenenych, originalnych vyskumnych
clankov

SANS tiez vyvija bezpe€nostné kurzy

Spolocnost Mitre Corporation spravuje zoznam Common Vulnerabilities
and Exposures (CVE), ktory pouzivaju vyznamné bezpeCnostné organizacie
e

Mitre

PLAN [OBNOVY,




Threat Intelligence

Network Intelligence Communities (Pokr.)
. Omanizécia | Popis

Forum of Incident Response and

Security Teams (FIRST)

SecurityNewsWire

International Information
Systems Security Certification
Consortium (ISC)?

Center for Internet Security
(CIS)
.MS-ISAC

Je to bezpecnostna organizacia, ktora zdruzuje rézne timy pre reakciu
na pocitaCové bezpecnostné incidenty z viadnych, komercnych a
vzdelavacich organizacii s cielom podporit spolupracu a koordinaciu
pri vymene informacii, prevencii incidentov a rychlej reakcii.

Bezpeclnostny spravodajsky portal, ktory zhromazduje najnovsie
aktualne spravy tykajuce sa vystrah, exploitov a zranitelnosti.

Poskytuje vendor neutral vzdelavacie produkty a kariérne sluzby
pre viac ako 75 000 profesionalov vo viac ako 135 krajinach.

Je to ustredny bod pre prevenciu, ochranu, reakciu a obnovu
kybernetickych hrozieb pre Statne, miestne, kmenoveé a uzemne
samospravy (SLTT) prostrednictvom Multi-State Information
Sharing and Analysis Center (MS-ISAC).

MS-ISAC ponuka 24x7 vystrahy a odporucania tykajuce sa
kybernetickych hrozieb, identifikaciu zranitelnosti a zmierfiovanie a

reakciu na incidenty.



Threat Intelligence

Cisco Cybersecurity Reports

Ukazka reportu z r. 2018:

Table of contents
° ZdrOJe’ ktoré poméhaju Odbornl'kom na bezpeénost’ EXecutive SUMMAIY .c.cccveeereerressemmeemseemseeseansensnns
udrzat si prehlad o najnovsich hrozbach A
 the Cisco Annual Cybersecurity Report E”Cj’i’fd ':a”ciO“S WED MO v N
° the Cybersecunty Report Sandbox evasion taCtics ........oovvviiieeeeeee e, 22
Abuse of cloud services and
e Tieto Sprévy pOSkthJl] aktualne informacie o stave Other IegItiMate MESOUTCES.....cccccc.vverrrrrceeeveeeeerersssenreee 24
[0T and DDOS attacksS......ooovvviiiiiiiiii e, 31
* bezpecnostnej pripravenosti VUINEBDINIES ANd PALCRING v 38
o ’ ’ . ’ s Part ll: The defender landscape..................... 46
Odbornu analyzu top ZranlteanStl The costof attacks ..o, 46
- faktory, ktoré stoja za prudkym narastom utokov USROS T COSRCIES v
v [ 0o o omplexity created by vendors
vyuzivajucich adware, spam a pod. 11 OFCHESIFATION <vrervree et 48
. . . . v . . Impact: Public scrutiny from
* Analytici v oblasti kyberneticke] bezpecCnosti by si D1EC1ES, PIGNT K OF 05585 .. 50
- ‘s v s y Services: Addressing people and policies,
mali tieto reporty predplatit' a precitat, aby sa 25 Well 35 1ECNOI00Y ... 53
. Expectations: Investing in
dozved e I |: tecphnology and trainingi:; ..................................................... 54
, v s = . .- ' . Conclusion......... e 57
« ako sa utoCnici zameriavaju na ich siete,
i FX o To 10y K05 =T o1 o 2 60
° d ake FY o] o 1= 3 U | G 65

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE
SLOVENSK 1KY

utokov.




Threat Intelligence

Security Blogs and Podcasts

Blogy a podcasty tiez poskytuju

« poradenstvo

* vyskum

 odporucané techniky na zmiernenie
nasledkov

Cisco poskytuje blogy na témy
suvisiace s bezpecnostou od viacerych

odbornikov z odvetvia a od skupiny
Cisco Talos Group.

Cisco Talos ponuka sériu viac ako 80
podcastov, ktoré si mbzete prehrat z
internetu alebo stiahnut do Vasho
zariadenia.

\‘\ \"'-- ﬂ -/ 2 7
———”

Beers with Talos

THREATS, BEERS, AND NO SILVER BULLETS
[

Listen to Talos security experts as they bring their hot takes on current security topics and Talos research
to the table. Along the way, Mitch, Liz, Matt and a rotating chair of special guests will talk about anything
(and we mean anything) that's on their minds, from the latest YouTube trends to Olympic curling etiquette.
New episodes every other Thursday.

SUBSCRIBE

(§) apple Podcasts i Google Podcasts & spotify 3\ RSS Feed e Stitcher

Talos Takes

TALOS' SPIN ON SECURITY NEWS
(4]

Every week, host Jon Munshaw brings on a new guest from Talos or the broader Cisco Secure world to
break down a complicated security topic in just five or 10 minutes. We cover everything from breaking
news to attacker trends and emerging threats.

"i:"‘ Apple Podcasts '!ii- Google Podcasts 6 Spotify A RSS Feed uial Stitcher



https://www.talosintelligence.com/podcasts
https://talostakes.talosintelligence.com/2018149/11586703-the-best-and-free-ways-to-improve-your-cybersecurity-skills
https://talostakes.talosintelligence.com/2018149/11542593-the-basics-of-threat-hunting
https://talostakes.talosintelligence.com/2018149/11500209-tips-for-kickstarting-your-cybersecurity-career
https://talostakes.talosintelligence.com/2018149/11500209-tips-for-kickstarting-your-cybersecurity-career
https://talostakes.talosintelligence.com/2018149/11500209-tips-for-kickstarting-your-cybersecurity-career
https://talostakes.talosintelligence.com/2018149/11457844-the-latest-on-lockbit-3-0-drama-and-the-rest-of-the-ransomware-landscape
https://talostakes.talosintelligence.com/2018149/11457844-the-latest-on-lockbit-3-0-drama-and-the-rest-of-the-ransomware-landscape
https://talostakes.talosintelligence.com/2018149/11457844-the-latest-on-lockbit-3-0-drama-and-the-rest-of-the-ransomware-landscape
https://talostakes.talosintelligence.com/2018149/11457844-the-latest-on-lockbit-3-0-drama-and-the-rest-of-the-ransomware-landscape
https://beerswithtalos.talosintelligence.com/2033817/11574269-im-a-skiddie-and-you-can-too
https://beerswithtalos.talosintelligence.com/2033817/11574269-im-a-skiddie-and-you-can-too
https://beerswithtalos.talosintelligence.com/2033817/11574269-im-a-skiddie-and-you-can-too
https://beerswithtalos.talosintelligence.com/2033817/11574269-im-a-skiddie-and-you-can-too
https://beerswithtalos.talosintelligence.com/2033817/11366514-the-intricacies-of-cyber-conflict-in-ukraine
https://beerswithtalos.talosintelligence.com/2033817/11237541-a-nother-new-host-approaches
https://beerswithtalos.talosintelligence.com/2033817/11237541-a-nother-new-host-approaches
https://beerswithtalos.talosintelligence.com/2033817/11237541-a-nother-new-host-approaches
https://beerswithtalos.talosintelligence.com/2033817/11237541-a-nother-new-host-approaches
https://beerswithtalos.talosintelligence.com/2033817/11237541-a-nother-new-host-approaches
https://beerswithtalos.talosintelligence.com/2033817/11237541-a-nother-new-host-approaches

Otvorena reflexia

= Co je hlavhym ciefom STIX v oblasti
CTI?

= a) Automatizované blokovanie IP adries
b) Standardizovat sp6sob reprezentacie
hrozieb a |IOC
c) Detekcia malvéru v realnom Case
d) Monitorovanie sietovej prevadzky

= Ktoré tvrdenie najlepsie popisuje
CAPEC?

= a) Zoznam znamych zranitefnosti v
softveri
b) Databaza obcCianskych kybernetickych
incidentov
c) Katal6g utokovych vzorov, ktory
popisuje spdsob vykonania utoku
d) Nastroj na patch management

Ktory typ CTl sa zameriava na dlhodobé trendy, geopolitiku a
strategické rozhodovanie?

a) Technické CTI
b) Takticke CTI

C Operac_ne CTI
d) Strategicke CTI

Ktory z nasledujucich ramcov obsahuje taktiky, techniky a
postupy (TTP) uto€¢nikov?

a) CWE
b) MITRE ATT&CK

c) CVE
d) CAPEC

Ktora Rlatforrvr!a slizi na zdielanie indikatorov kompromitacie (I0C) a
je Siroko vyuzivana CERT timami a vladnymi organizaciami?

a) Shodan
b OPenVAS
8 MISP

Nessus
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Dakujem za pozornost’
Spravodajstvo o hrozbach (CTI)

Moderné technoldgie, bezpecnost cloudu a loT (Blok VII)

Kurz: Specialista kybernetickej bezpeénosti vo verejnej sprave
Mgr. Jana Uramova, PhD.
KC KYB UNIZA, https://kc.uniza.sk/

Jana.Uramova@fri.uniza.sk
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