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= PrecCo je potrebna Al v kybernetickej bezpecCnosti (KB)

= Zverejnené zranitelnosti a aktualne hrozby

= Umela inteligencia, strojove ucCenie, neurénove siete, velké jazykoveé
modely

= Autoenkodéry a GAN siete — pre detegovanie anomalii v sietovej
prevadzke

= Nasadenie Al v systemoch kybernetickej bezpecCnosti
= Firmy - pouzivajuce Al v KB

= Praktickeé priklady pouzitia Al

= Trendy Al v KB na najblizsie roky



Umela inteligencia v KB



Umela inteligencia v kybernetickej bezpe€nosti
Uvod
= rozvoj informacnych systémov - nové zranitelnosti a kybernetické hrozby

= kyberneticka bezpecnost — kluCova pre digitalny ekosystem
= tradiCné pristupy ochrany systémov nestacia

zalozené na signaturach, manualnych reakciach a statickych politikach
nedokazu adekvatne reagovat na dynamicky sa meniace a stale sofistikovanejsie formy utokov

utoCnici vyuzivaju automatizované nastroje, distribuované kampane a pokrocilé techniky
socialneho inzinierstva, ktoré dokazu obist konvencné obranné mechanizmy

= umela inteligencia (Al)

nastroj kybernetickej bezpecnosti (KB) - proti kyberzlo€inu
analyzovat obrovské objemy dat v realnom Case
identifikovat' anomalie

adaptovat sa na nové typy hrozieb

predikovat potencialne utoky este pred ich realizaciou, Cim sa zasadne meni paradigma
ochrany — z reaktivneho na proaktivny model

na druhej strane, ju vyuzivaju kyberzloCinci na vyvoj sofistikovanejSich a tazsie odhalitelnych
utokov - ,zavod v zbrojeni“, obe strany zdokonaluju svoje metody

'




Umela inteligencia

Umela inteligencia (artificial inteligence - Al) — napodobnit’ Cloveka

= subor technologii umoznujucich pocCitacom napodobnovat [udske kognitivne
funkcie, ako je ucenie, rozhodovanie a rozpoznavanie vzorcov

= oblast’ informatiky, ktora sa zaobera tvorbou systémov schopnych vykonavat
ulohy vyzadujuce si [udsku inteligenciu, napriklad spracovanie jazyka, analyzu
dat Ci riadenie.

= systémy Al sa trénuju na obrovskom mnozstve dat, aby sa z nich naucili
rozpoznavat suvislosti a na zaklade toho robit rozhodnutia




Prinosy umelej inteligencie pre kybernetickl bezpecnost’

1. Zlepsena schopnost detekcie hrozieb a anomalii analyzou velkého mnozstva
udajov a ucenim sa z minulych utokov

2. Automatizacia reakcii na incidenty, vratane automatického blokovania
skodlivych aktivit a izolacie infikovanych systémov

3. Prediktivna analyza potencialnych hrozieb na zaklade analyzy historickych
udajov a aktualnych trendov

4. Zneuzivanie Al kyberzlo€¢incami na vytvaranie sofistikovanejsich utokov
(phishingové kampane, deepfake videa, oklamanie obeti a Sirenie
dezinformacii)




Rychlo reagovat’ - automaticky aktualizovat’ obranu

= 23,8% zverejnenych beznych zranitelnosti (CVE v Q1 2025) — bolo zneuzitych
do 24 hod

Q1-2025 Known Exploited Vulnerabilities (159)

Time From Vulnerability Disclosure to Exploitation Evidence

<1 Day 1- 31 Days 32 - 365 Days 1-2Year 2-4Years 4+ Years
45 (28.3%) 14 (8.8%) 45 (28.3%) 18 (1.3%) 15(9.4%) 19 (1N.9%)



https://thehackernews.com/2025/04/159-cves-exploited-in-q1-2025-283.html

Akeé rozne zneuzité zranitelnosti
Q1-2025 Known Exploited Vulnerabilities by Product Category
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Hlavneé hrozby (cybersecurity threats) — podla fi. Verizon

= Sprava telekom. spoloCnosti Verizon - o vySetrovani unikov udajov za rok 2025
je alarmujuci narast kybernetickych utokov prostrednictvom tretich stran

= Exploitation of Vulnerabilities (zneuzitie zranitel'nosti):
zaznamenal 34 % narast, s vyraznym zameranim na zero-day exploity,
utocCil hlavne na perimetrické zariadenia a VPN

« Ransomware: narastol od predosiého roku o 37% a reprezentuje 44% unikov dat
(breaches), aj napriek citefnému poklesu medianu vysky zaplateného vykupného
(median — hodnota — polovica paltieb je menSia ako median)

- Third-Party Involvement (zapojenie tretich stran):

Percento unikov zahfnajucich tretie strany sa zdvojnasobilo - rizika spojene s
dodavatelskym retazcom a partnerskymi ekosystémami

- Human Element (ludsky prvok): ucCast Cloveka na unikoch zostava vysoka, s
vyraznym prekryvanim medzi socialnym inzinierstvom a zneuzitim pristupovych prav
(credential abuse)

'



https://www.verizon.com/about/news/2025-data-breach-investigations-report

Zranitel'nosti - zverejnené

% CVEdetails.com Security Vulnerabilities, CVEs Published In November 2025

powered by SecurityScorecard

v Vulnerabilities Published In: =~
By Date 2025 January February March April May June July August September October November
By Type CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9 In CISA KEV Catalog
Known Exploited Sort Results By : Publish Date 1§ Update Date 1§ CVE Number 1§ CVE Number 1} CVSS Score l§ EPSS Score 1§
Assigners Page: 1 n & Copy
CVSS Scores
EPSS Scores CVE-2025-65226 Max CVSS N/A
Search Tenda AC21V16.03.08.16 is vulnerable to Buffer Overflow via the deviceld parameter in / EPSS Score N/A

v Vulnerable Software goform/saveParentControlinfo. Published 2025-11-20
Vendors source: MITRE Updated 2025-11-20
Products
Version Search CVE-2025-65223 Max CVSS N/A o

'



https://www.cvedetails.com/vulnerability-list/year-2025/month-11/November.html

Umela inteligencia zahrna - strojové ucenie, neuronoveé siete,
hilbokeé ucenie, velké jazykové modely (LLM)

= Umela inteligencia — napodobnit Artificial Intelligence
fudsku inteligenciu (ucCit’ sa, chapat,
uvazovat)

= Strojoveé ucCenie - ucCi sa vzory z dat

= Neuronove siete — napodobnuju
prepojenia neuronov

= HIboké ucenie — viac vrstiev

neurdnov, kazda sa uci vzory —
komplexne ,porozumenie”

* Velké jazykové modely (LLM) — typ
hibokého ucCenia — vedia generovat
odpovede

'




Kazda oblast’ Al ma vela metod a algoritmov

= Al (Artificial intelligence) - umela
Inteligencia

= NLP spracovanie prirodzeného jazyka

= ML (machine learning) - strojove
ucenie
= a) ML bez neuronovych sieti

= lin. regeesia, zhlukovanie (k-Means, ...),
rozhodovacie stromy, ...

= b) ML s neurénovymi sietagmi
= Deep Learning - hlboké ucCenie

CNN (convolutional neural network) -
konvolucneé neuronove siete

RNN (recurrent neural network) - rekurentne
neuronove siete

DBN (deep belief network)
GAN (generative adversative network)
LLM (large language model) - chatGPT, ...

Artificial intelligence

Natural language Visual perception
processing

: . Intelligent robot
Automatic programming

Knowledge
representation

Automatic
reasoning

Machine learning

Linear/Logistic regression

k-Means Support vector machine

Principal component
analysis

k-Nearest neighbor

Decision

Neural Networks

Boltzmann neural



ML bez neuronovych sieti

= s ucitelom

= lin. regeesia
rozhodovacie stromy
= LDA

= bez ucCitela
= zhlukovanie (k-Means, ...)

= zobrazenie procesov z viacrozmernych
priestorov do 2D a 3D

= PCA
= t-SNE
= UMAP

Unsﬁ.pervised Machine Learning in
Cybersecurity: A Comprehensive Analysis



mailto:medium.com/@leev574/unsupervised-machine-learning-in-cybersecurity-a-comprehensive-analysis-aa4d854e65d2

Ucenie s ucitelom a ucenie bez ucitela

UcCenie s uCitefom (supervised learning)
= Data + oznacené labels, napr. normalna prevadzka, utok

UcCenie bez ucCitefa (unsupervised learning)
= bez znaciek, len data (no labels, data only )
= ciel — naucit sa skryté vzory v skumanej Strukture dat
(to learn the hidden or underlying structure of the data)




Hiboka neurdnova siet’ (viac vrstiev neurénov)

= Vystupy kazdého neuronu su privedené
na vstupy neurénov nasledujucej vrstvy

" neuron vynasobi vstupy vahami, spocita a sucet vazi

funkciou
= vystup sa privedie na vstupy neurénov nasledujucej input layer hidden layer 1 hidden layer2 hidden layer 3
vrstvy = —® = O8N
= ugi sa tak, Ze chyba vystupu sa $iri spatne sietou a O RGP RN RO ik
vahové koeficienty sa upravuju, aby sa chyba zmasila 7 RS HORRRSE
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ML s NN - Neuronova siet’ sa uci z dat

= Trénovanie neuronovej siete (NN — neural
network)

= na vstup vkladame postupne informacie o objektoch
(vektory X) — napr. Stratistiky paketov pre Casové

useky
= vystup nu hodnotu odpocitame od ocakavanej — 1 Weight
dostaneme chybu \ = update ———JETREIE
= chybu spatne Sirime cez siet’ a upravujeme vahy ,wi“ :
tak, aby sa v buducnosti chyba zmenSila — siet’ sa uci X W
. ] 3 /4 7 v r v . 1 1
= ked je siet' natrénovana, ukon€ime ucenie . - I | Output
2 2

= Pouzivanie NN na detekciu nezvyCajnych udalosti
(anomalii — utokov v sieti)

= na stup privadzame vektor X pre neznamy objekt, ' W
napr. Statistiky pre usek paketovej prevadzky /

= podfa vystupnej hodnoty rozhodneme, Ze je to napr.
anomalia alebo znama prevadzka

obrazky z

Net input Activation
function function



https://www.researchgate.net/profile/Paolo-
https://www.researchgate.net/profile/Paolo-Dellaversana/publication/337678793_ARTIFICIAL_NEURAL_NETWORKS_AND_DEEP_LEARNING_A_SIMPLE_OVERVIEW/links/6818745dded4331557424d4d/ARTIFICIAL-NEURAL-NETWORKS-AND-DEEP-LEARNING-A-SIMPLE-OVERVIEW.pdf

Konvolucna neuronova siet’ (typ hlbokej NN)

Feature maps

Trénovaie

= Kazda vrstva sa uCi - koeficienty Stvorcovych
receptivhych poli

= pole sa posuva po ,obraze®, s obrazom sa vyasobi,
suciny sa spocitaju — ziska sa bod priznakovej mapy

y ) HEAT] A Mot A Convalutions Sub li Convoluti Subsamplin Fully connected
feature map - tym sa ,vytahuju” z obrazu dolezité e S
vlastnosti hlavné priznaky
Input image Feature maps

= priznakoveé mapy sa dalej spracuju

Eehed

= nakoniec na vystupe siete mézu byt pravdepodpbnosti s EEEeer mTTTTT T T
ktorymi detegujeme ,psa, macku, ... (v sietovych aplikaciach iasaies : !
anomaliu v prevadzke alebo na zariadeniach) e : !
= Pocas trénovanie spatne Sirime chybu predpovede a \ E l
upravujeme koeficinety ,receptivnych poli“. Ty “?a?:_ ““cm
Pouzivanie na detekciu objaktov, anomalii, ... 533818 \%h‘q
-_--_---_-"'-—-.
» Na vstup sa privedu informacie o neznamom objekte, ‘\—\:“::ﬁ\.

siet’' — na vystup da pravddepodobnosti ze je to napr. %

normalna prevadzka, alebo anomalia \




AE

= UCi sa zaroven E — enkdder aj D —
dekoder, tak aby sa
zrekonstruovany obraz podobal na

vstup Stacked Auto-encoders

= po natrénovani sa AE pouzije na
odhalenie nezvycCajnych dat
(anomalii, m6zu byt spésobené
utokmi) — pre nezvycCajné vstupy sa
vystup bude vyznamne lisit (na ne
nie je AE natrénovany)
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GAN (Generative Adversarial Networks )

= striedavo sa ucCi G — generator a D
— diskriminator

= po natréenovani sa da D — pouzit na
odhalenie nezvycajnej prevadzky

G AN The discriminator tries to identify real
data from fakes created by the generator.

AN

The generator turns noise into an imitation y
of the data to try to trick the discriminator.

Xrea!

noise Z

-l



= chceme pouzit konvoluCnu neuronovu
siet
= pripravit vstupné udaje v Case
= 0 prevadke v pocCitaCovej sieti
udaje o paketoch (WireShark, ...)

polia z hlaviCiek, velkosti paketov, Casy
prichodov, intenzita prichodov

podla typu protokolu, IP adereis, pocCtov,
priznakovych bitoy, ...

udaje o tokoch
priemern velkost paketu, ....

= logovacie udaje zo zariadeni (firewall,
smerovace, pocitace, ...)

= Udaje o stave zariadeni
* Udaje mbzeme
= zobait napr. teplotnou mapou
= pouzit na trénovanie modelov ML

250

154




Preco Al v kybernetickej bezpecnosti?

= Expl6zia objemu dat (logy, sietova
prevadzka, endpointy)
— Cloek to sam nezvladne CSA

= Utoénici pouzivaju automatizaciu
a Al — obrancovia musia drzat’ krok
= Al - zrychlenie detekcie, presnejsSie

korelacie, menej faloSnych poplachov Al il‘l CYberseCllrity:
+ Presun od reaktivneho 5 Practical Use Cases
K proaktivnemu modelu obrany fOI’ Stronger Defense

How is your enterprise using Al Agents? Help us benchmark security and take the

= Ciel: znizit ,dwell time" (Cas pobytu
utoCnika v systeme)
- zrychlit incident response

'



https://cloudsecurityalliance.org/blog/2025/07/01/ai-in-cybersecurity-5-practical-use-cases-for-stronger-defense

Zakladne pojmy: Al, ML, DL v bezpecCnosti

= Al: vSeobecny pojem pre systemy,
ktoré napodobnuju fudskeé
rozhodovanie

= Machine Learning: modely ucCiace sa
z dat (supervised / unsupervised /
reinforcement)

= Deep Learning: neuronové siete pre
komplexné vzory (napr. sietova
prevadzka, obrazky, audio)

= \/ bezpecCnosti sa najviac pouzivaju
ML a Statistické metody
* GenAl/LLM: modely pracujuce s

prirodzenym jazykom (chat,
sumarizacia, generovanie detekcii)

Cybersecur ity 101: The Fundamentals of Cybersecurity > The Role of Al in Cybersecurity > Machine Learning
(ML) & Cybersecurity How Is ML used In Cybersecurity?

MACHINE LEARNING (ML) &
CYBERSECURITY HOWIS
MLUSEDIN
CYBERSECURITY?

Lucia Stanham - November 02, 2023



https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-intelligence/machine-learning

Preco tradicné nastroje uz nestacia

= Podpisove AV a IDS nedokazu zachytit
nove, nezname hrozby .
(zero-day — vyuzije neznamu zranitelnost
v softvert, living-off-the-land — pouziju
legitimny softver na skodlivé aktivity)

= Masivny pocet alertov — SOC analytici
su pretazeni

Rucéné korelacie naprie¢ SIEM, EDR,
NDR, IAM su pomalé

Utoky su distribuované
(cloud, OT, loT, SaaS)

Al pomaha automatizovat triaz
(rozdelovanie podla zavaznosti),
korelaciu, odporucania dalsich krokov

= (Al in Cybersecurity: 5 Practical Use
ases for Stronger Defense, Published
07/01/2025)

3. Automation of Routine Tasks

Security teams often deal with an overwhelming number of alerts,
many of which turn out to be false positives. Al-driven

automation reduces this burden by filtering, categorizing, and
responding to threats in real time. This not only improves response
time but also allows security analysts to focus on complex threats
that require human expertise.

Common automation applications include:

* Threat Analysis and Correlation: Al correlates data from
multiple sources to detect attack campaigns.

* Incident Response Workflows: Al automates security
playbooks to contain and remediate threats faster.

* Phishing Detection and Response: Al scans emails for
suspicious content, flagging or quarantining potential threats
before they reach users.

By leveraging Al for routine security tasks, organizations can
reduce response times and ensure critical threats receive

immediate attention.
*


https://cloudsecurityalliance.org/blog/2025/07/01/ai-in-cybersecurity-5-practical-use-cases-for-stronger-defense

Typy Al modelov v kyberbezpecnosti

= DetekCné modely
(classification, anomaly detection)

u Korelaéné a grafové mOdely MICROSOFT SECURITY COPILOT
(user/entity behavior, utokové grafy) Built into your da||y
» Generativhe modely (LLM, workflows
generovanie pravidiel, playbookov)
Use Security Copilot agents across Microsoft
[ | Op‘tl mallzaéné modely Defendjar. Entlra, Intune, and Purview to help you
. . y . , , detect, investigate, and respond faster—at no
(prlorltlzaCIa Zran |te| nOStl y additional cost with Microsoft 365 ES.
patch management)
. , Learn more
= Agentické modely -

— samostatne konat’
(autonomne Al agenti v SOC)

'



https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot

g ] r > Examples of Automated
Pouzitie Al v SOC: Vysoka uroven ik o) books

Here are a few examples of security playbooks that can be used to automate

u Al-pomocn I’K p_re .SOC a_nalyzu incident response for specific threats.
(chat s logmi, incidentmi) A o
Isning ac esponse

u Al:lto.matizované tria’.i (tri,ed.en.ie. pOdI,a Here are the possible steps of an automated playbook:
priority) alertov a priorizacia rizika

u ’Generovanie ;timeline (Ud’aOStI’ V éase) email filtering technologies and threat intelligence feeds to identify potential
utoku a korelacia udalosti

2. Alert: Once a potential phishing email is detected, the system automatically

] Névrh playbookov pre responzné akCie alerts the security operations center (SOC) team via email and dashboard

notifications. The alert includes details of the suspicious email and its

= postupy ako by ma tim reagovat na utok characteristcs.

3. Isolation: The email is automatically quarantined to prevent the recipient

N jaS n é rO I y a ZOd poved n OSti y nan from accessing potentially harmful content. If the email has already been
m n a p rl’kl ad p re i n Ci d e n ty opened, the system checks if any links were clicked or attachments opened

and isolates affected endpoints from the network.

P h iS h i n g OVé L’Jto ky 4. Investigation: An automated script gathers information about the email, such

as the sender’'s domain, IP address, and the nature of any linked content. This

M a IVé r a I e bO ra n SO mwa re u to ky data is cross-referenced with known threat databases for further analysis.

I 4
U n i ky d ét 5. Remediation: If the email is confirmed as phishing, the system automatically
removes the email from all inboxes across the organization. For opened

N eo p révn e n y p rl’Stu p emails, the system initiates a malware scan on affected endpoints and

applies necessary patches orisolation measures.

1. Detection: The automated system monitors incoming emails for signs of

6. User notification: Affected users are automatically notified about the

phishing attempt, with information on how to recognize such emails in the

= UCenie sa zo spatnej vazby analytikov ke and e Imporianca of eportg suspicioss messages
( re I nfo rce m e nt / a Ctlve | ea rn I n g ) 7. Update defenses: The system updates its email filtering criteria and threat

intelligence database based on the characteristics of the phishing attempt to
prevent similar attacks.

8. Report: Generate a detailed incident report, including the timeline, actions

= taken, and lessons learned. This report is automatically shared with relevant
stakeholders and used to refine future response strategies.



https://www.exabeam.com/explainers/information-security/incident-response-playbook-6-key-elements-examples-and-tips-for-success/

Al pre detekciu anomalii v sieti (NDR)

= Modely sa uCia normalne spravanie
sietovej prevadzky

= Odchylky
= |ateralne pohyby
" nestandardné protokoly DEI¢ig=le= is the only vendor

= exfiltracia dat (Umyselné odcudzenie dat — , , _
malver, pishing, zamestnanci, slabiny v named the Customers’' Choice in

softéri &i v siefl, na USB kfig) the 2025 Gartner Peer Insights

= Priklad: _
= Darktrace Self-Learning Al sa ucCi Voice of the Customer for
,patterns of life zariadeni a pouzivatefov.  Network Detection and Response
* VVyhoda:

detekcia aj uplne novych typov utokov

= Vyzva: vysvetlitelnost
a redukcia falosnych pozitiv

'



https://www.darktrace.com/

Al pre endpoint ochranu (EDR/XDR)

= Modely analyzuju spravanie

procesov, suborov a pamate C rOWd Strl ke
= ML modely nahradzaju tradicne

AV podpisy Introduces Enhanced
= CrowdStrike Falcon: vyuziva Endpoint Machine

,signatureless Al/ML*“ a Threat Graph Learning Capab|||t|es
na korelaciu miliard udalosti denne
and Advanced

» Detekcia ransomvéru, fileless utokov, ENApPoOINt Protection

exploit chainov M Od U | es

= Lokalne modely na endpointoch +
cloudové mOdely pre pOkrOélll] — Company continues to accelerate pace of replacement of legacy AV solutions
anal y ZU in both enterprise and SMB markets —

'



https://www.crowdstrike.com/en-us/press-releases/crowdstrike-introduces-enhanced-endpoint-machine-learning-capabilities-and-advanced-endpoint-protection-modules

Al v SIEM a XDR platformach

= Automaticka normalizacia, obohacovanie
a korelacia logov

= Dynamické prahové hodnoty Key features of Gemini in Google SecOps

pre detekCne pravidla Generate search queries

= Prioritizacia incidentov

. . Generate a YARA-L rule using Gemini
na zaklade rizika a kontextu

Assistance with threat intelligence and security questions

= Priklad:
Google Security Operations Get documentation summaries
(Chronicle) - pouziva Gemini na Create and edit a playbook
vyhladavanie cez prirodzeny jazyk, . _
gebneruje pravidka, odpoveda na Use the Gemini case summary widget

bezpecnostné otazky, vytvara playbook-y
a sumarizuje

= Integracia so SOAR

pre automatizované playbook
)



https://docs.cloud.google.com/chronicle/docs/secops/gemini-chronicle

Generativna Al (LLM) ako ,,copilot“ v SOC

= Chat rozhranie nad SIEM/EDR:
,Vysvetli mi tento incident”

= Sumarizacia alertov, logov,
. . " 4 . " 2. Create a new System.Net.WebClient object and use it to download a file from the specified
e- m a I IoveJ ko m u n I kaCI e a tl Cketov URL (h**p://185.82.217.3/1.exe) and save it as ‘invoice.exe' in the 'C:\test-WDATP-test' directory:

» Névrh dotazov (napr. KQL, YARA-L,  [ESCEEet
Sigma) na zaklade prirodzeného
jazyka

3. Start the downloade.  The provided PowerShell script performs the following actions step by step:

1 Start-Process . -
> 1. Suppress error messages by setting the $ErrorActionPreference

u UéiaCi Sa aSiStent pre junior analytikov The intent of this script apf

from a remote server (IP: 1

= Microsoft Security Copilot: LLM + e o

expressed in this script could be malicious in nature, as they involve downloading and executing an

1 OO + tri I i(’) n OV bez peén Ostnych :::;:Vwensf;:}r:v;:ich could potentially lead to destructive activities, stealing of information, or changing of
signalov denne

1 S$ErrorActionPreference = ‘silentlycontinue’
2



https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot

Al agenti pre automatizaciu bezpecnosti

= Al agent = komponent, ktory autonomne
vykonava kroky o _
(triaz — treidenie (z fr.) podla zavaznosti
— na ktory reagovat najskor, izolacia
hostu, blokovanie URL&

A unified security operations platform
Microsoft Sentinel and Defender XDR together

300+ data sources including:

= Microsoft: Security Copilot Al agents ST
integrovani do Defender, Entra, Intune .= 2 2 2 - . ® -
atd’. I os % SIEM + XDR @ —

e @

= Priklady uloh: spracovanie phishing e e s @ e
e-mailov, monitorovanie zranitelnosti, o = = Pt e o
erlfo rffe’ment pol|t|.ky “ 2 = @ & o © revon

. D(-)Iez-l:te. ;’hum,an n the Ioop N e SI\’\ = - Microsoft Security Experts
pri kritickych zasahoch HE e F Vit e

Potreba auditovatelnosti a schvalovacich
postupov



https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://www.youtube.com/watch?v=cjrvdYByt_0

Al pre detekciu phishingu a podvodov

= Analyza obsahu e-mailu (text, DOM,
URL, prilohy) pomocou strojovéeho

ucenia (ML/DL)
= Detekcia phishingovych sablon,
brand spoofingu, BEC kampani

= LLM-based filtre na identifikaciu
socialneho inzinierstva

= Analyza reputacie domen a IP
+ behavioralne signaly pouzivatela

* Prepojenie s anti-fraud systémami
v bankach a e-commerce




Al v analyze malware

= Automaticka klasifikacia vzoriek
(static + dynamic analysis)

* Modely predikuju rodinu malware a
TTPs na zaklade priznakov (features -
API calls, strings, PE hlaviCka)

» Clustering podobnych kampani a
generovanie YARA pravidiel

= Sandboxy vyuZzivaju ML na znizenie
Casu analyzy (prioritizacia
zaujimavych vzoriek)

* Prepojenie na threat intel feedy a |I0OC
databazy




User & Entity Behavior Analytics (UEBA)

* Modelovanie spravania pouzivatelov,
uctov, hostov, servisnych uctov

= Detekcia insider threat,
kompromitovanych uctov,
lateralneho pohybu

= Skérovanie rizikovosti subjektov
(risk score)

= Kombinacia Statistickych modelov
a grafovych algoritmov

* Priklad: mnohé XDR/SIEM (Microsoft,
Google, CrowdStrike) maju UEBA
ako embedded komponent

'



https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-intelligence/machine-learning

Al pre Threat Intelligence

= Automaticka extrakcia
|OC (Indicator of Compromise) / TTP
(Tactics, Techniques, and Procedures)
z Clankov, blogov, reportov a logov

= Klasifikacia a tagging kampani
podla MITRE ATT&CK

* LLM na sumarizaciu spravodajskych
reportov pre manazment

= Gemini v Google SecOps: odpovede

na Tl otazky a sumarizacie actorov a
IOC

* Prepojenie s CTI platformami a SIEM
pre auto-obohacovanie alertov

'



https://docs.cloud.google.com/chronicle/docs/secops/gemini-chronicle

Al v vulnerability managemente

* Predikcia exploitability zranitelnosti
nad ramec CVSS

* Prioritizacia patchovania podla
kontextu (expozicia, aktivne
Zneuzivanie, business impact)

= Korelacia so skuto¢nou aktivitou v
logoch a na sietovej vrstve

= Doporucenie mitigacii (konfiguracie,
segmentacia, hardening)

* Integracia s ticketingom a CMDB




Al v oblasti Identity & Access Management (IAM)

= Detekcia anomalnych prihlasovani
(lokalita, device, Cas, risk signaly)

= Adaptivha MFA (viacfaktorova

autentifikacia) na zaklade rizikového
skore

= Anomalne spravanie privilegovanych
uctov (PAM)

= Automatizované odporucCania pre
revizie pristupov

= Kontextove politiky: ,just-in-time”
pristupy a least privilege




Al a OT/ICS bezpecnost’

= Modely sleduju Specificke ,patterns of
life” OT zariadeni (Operational
Technology - prevadzkové technologie),
PLC, SCADA :
a ICS - Industrial Control Systems
(priemyselné riadiace systémy)

= Detekcia odchylok, ktoré m6zu znamenat
sabotaz alebo chybné nastavenia

= Nutnost modelov odolnych voCi Sumu a
neuplnym datam

* Integracia s fyzickou bezpecnostou
(video, senzory)

» Priklad: Darktrace Al aj v OT segmentoch
(elektrarne, vyroba, doprava)



https://assets-global.website-files.com/626ff4d25aca2edf4325ff97/62a29a9feb2884e072310413_ds-products-and-services.pdf

Al v cloude a v prostredi SaaS

= Analyza cloudovych logov
(CloudTrail, Azure Activity, GCP Audit
Logs) pomocou ML

= Detekcia misconfigurations
(public buckets, otvorenée porty,
neStandardné identity)

= CASB/SSPM s ML na sledovanie
SaaS pouziti a datovych tokov

= Al-pohanané politiky DLP
(obsah + kontext)

* Integracia s CSPM nastrojmi




Firmy: Darktrace

= ,The Essential / ActiveAl Security
Platform® so Self-Learning Al

= UCi sa z realneho spravania
organizacie, nie len zo signatur

= Pokryva e-maill, siet, endpoint, cloud,
OoT

= Autonomna odpoved (Al-driven
response) — selektivhe blokovanie
aktivit

= Cielené na stredné a velké
organizacie, vratane kritickej
infrastruktury

'



https://www.darktrace.com/
https://www.ft.com/content/c7caeaec-e7eb-495c-8428-2f8bc648de59

Firmy: CrowdStrike

= Falcon platforma: endpoint, cloud,
identity, log scale XDR

» Threat Graph analyzuje 30+ miliard
udalosti denne zo 176+ krajin

* Pouziva behavioralny ML na detekciu
znamych aj neznamych utokov

= Kontextové I0C, TTP
a hunting vdaka Al

» Silna integracia
s incident response sluzbami



https://www.crowdstrike.com/en-us/press-releases/crowdstrike-introduces-enhanced-endpoint-machine-learning-capabilities-and-advanced-endpoint-protection-modules/?utm_source=chatgpt.com

Firmy: Microsoft (Defender + Security Copilot)

* Microsoft Defender (XDR) vyuziva ML
na endpoint, identitu, cloud a e-mall

= Security Copilot: specialny LLM pre
bezpecnost, napojeny na signaly z
Microsoft ekosystému

= Al agenti priamo v nastrojoch
(Defender, Entra, Intune, Purview)

= Scenare: triaz phishingu, investigacia
iIncidentov, tvorba detekcii

= Vhodné pre organizacie s Microsoft
365 ES



https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot?utm_source=chatgpt.com
https://www.microsoft.com/en-us/security/blog/2025/11/18/agents-built-into-your-workflow-get-security-copilot-with-microsoft-365-e5/?utm_source=chatgpt.com

Firmy: Google SecOps (Chronicle + Gemini)

* Google Security Operations =
Chronicle SIEM+SOAR + SecOps
konzola

= Gemini v SecOps: Q&A nad

bezpecnostnymi datami, Tl,
generovanie detekcii

* Podpora jazyka YARA-L a
prirodzeného jazyka na detekéné
pravidla

= Experimenty s Al bez naruSenia
produkcie (SecOps labs)

= Zameranie na vysoku skalovatelnost
a low-cost ulozenie logov

'



https://cloud.google.com/security/products/security-operations?utm_source=chatgpt.com
https://docs.cloud.google.com/chronicle/docs/secops/gemini-chronicle?utm_source=chatgpt.com

DalSi hragdi: SentinelOne, Palo Alto, Sophos, atd'’.

= SentinelOne: Al-pohanany EDR/XDR
so silnym autondmnym response

= Palo Alto Networks: Cortex XDR,
XSIAM — Al pre korelaciu signalov
Z viacerych domeén

= Sophos: integracia Sophos Intelix (TI)
do Microsoft Security Copilot a M365
Copilot

= Mnoho mensich vendorov vyuziva Al
aspon v Ciastkovych moduliach
(UEBA, sandbox, phishing)



https://www.albawaba.com/business/pr/sophos-integrates-advanced-cyber-1617120?utm_source=chatgpt.com

Al ako dvojsecna zbran: utocnici

= Al pouzivana na generovanie
phishingovych e-mailov a deepfake
hlasu/videa

= Automatizované vyhladavanie
zranitelnosti a exploitov

= LLM-as-a-service pre utocnikov
(skriptovanie, obchadzanie EDR,
social engineering)

* Priklad: kampan vyuzivajuca Al na
riadenie rozsiahlych utokov (Anthropic
incident)

= Potreba detekcie Al-generovanych
kampani

'



https://apnews.com/article/4e7e5b1a7df946169c72c1df58f90295?utm_source=chatgpt.com

Hlavne prinosy Al pre kyberbezpecnost’

= Rychlejsia detekcia a skratenie ,mean
time to detect/respond”

= Schopnost' spracovat obrovske
mnozstva dat v realnom Case

= Znizovanie faloSnych pozitiv
a lepsSia priorizacia
* Podpora menej skusenych analytikov

= Automatizacia rutinnych uloh —
sustredenie na komplexné incidenty



https://cloudsecurityalliance.org/blog/2025/07/01/ai-in-cybersecurity-5-practical-use-cases-for-stronger-defense?utm_source=chatgpt.com

Limity a rizika Al rieseni
= Zavislost na kvalite
a reprezentativnosti tréningovych dat

= Model drift pri zmene prostredia
a vzorov spravania

= Black box" modely
s nizkou vysvetlitelnostou
* Moznost zneuzitia
(prompt injection, data poisoning)
= Falosny pocit bezpecia pri slepej
dovere v Al




. Explainable Al (XAl) v bezpecCnosti

= Potreba vysvetlit, preco bol incident
oznaceny ako hrozba

= Techniky
= feature importance
= rule extraction
= vizualizacia anomalii (2D teplotné
mapy, ...)

= Délezité pre forenznu analyzu a audit

= Podpora compliance
(NIS2, DORA, ISO/IEC 27001)

* Trend:
vendorov tlaCia zakaznici na lepsiu
transparentnost' modelov

'




Riadenie dat pre Al (data governance)

= Kvalita logov a telemetrie
= kvalitne Al vystupy

= Normalizacia, deduplikacia,
obohacovanie (Tl, CMDB, |IAM)

= Ochrana citlivych dat pri pouziti LLM
(PIl, tajné informacie)

= On-prem vs. cloud vs. hybridné
spracovanie

» Data retention a pravne/regulacné
poziadavky



https://www.cynet.com/cybersecurity/ai-in-cybersecurity-use-cases-challenges-and-best-practices/?utm_source=chatgpt.com

Bezpecneé pouzivanie LLM v bezpecnhostnom stacku

* Riziko uniku citlivych informacii pri
vkladani logov, konfiguracii, kodu

= Potreba ,private LLM"
alebo tenant-isolated sluzieb

= Politiky pre pouzivanie LLM
(Co je a nie je dovolené vkladat)
= Monitorovanie promptov a odpovedi
(logging)
= Hardening
= filtracia promptov
= detekcia prompt injection
= vystupné filtre




Al v incident response a forenznej analyze

= Automatické generovanie incident
timeline z logov a artefaktov

= Sumarizacia diskovych
a pamatovych nalezov

= Navrh dalsich forenznych krokov
(€o eSte skontrolovat)

= Prepojenie s SOAR
= automaticka izolacia hostu
= reset hesiel
= blokovanie |OC

* Post-incident reporting pre
manazment a regulatora

'




Al v SOCaaS a MSSP sluzbach

* Poskytovatelia SOCaaS pouzivaju Al
na skalovanie timu analytikov

= Automatizovana triaz pre stovky
klientov sucasne

= Standardizované playbooky

+ adaptivne Al rozhodovanie podla
klienta

= Zakaznik Casto dostava Al funkcie
,v baliku® v ramci sluzby

= Délezité:
jasny popis, kedy kona Al
a kedy ludia




Ekonomicky pohlad: Al vs

* Nedostatok kvalifikovanych
odbornikov — Al pomaha zaplnit
medzeru

= Al neznamena zruSenie SOC, ale
zvysenie produktivity

= ROI: menej incidentov, nizSie Skody,
rychlejSia reakcia

= Nutné investicie: licencie,
infrastruktura, trening timu

= Benchmarky vendorov: Casto
demonstruju znizenie MTTR
o desiatky percent

. fludskeé kapacity




Regulacneé a etické aspekty

= EU Al Act: rizikove kategorie Al
systémov (bezpecnostné Al mbéze
spadat do ,high-risk® oblasti)

* NIS2/DORA: poziadavky na riadenie
rizik, logging, incident reporting

= Etika: minimalizacia biasu v modeloch
(nespravodlivé skorovanie
pouzivatelov)

= Transparentnost voci pouzivatelom o
pouzivani Al

= Audity a nezavislé hodnotenie Al
rieseni




Budovanie Al-ready SOC

= Zaklad: kvalitny zber logov (SIEM),
standardizované playbooky, CMDB

= |dentifikacia use-casov, kde Al
prinesie rychly prinos (triaz, UEBA,
TI)

* Postupna integracia: POC — pilot —
produkcia

* Nastavenie metrik (MTTD, MTTR,
false positives, analyst productivity)

= Priebezné ladenie modelov a
playbookov




Skillset noveho SOC analytika

= Znalost AI/ML konceptov
a ich limitov

= Schopnost pracovat s detekCnymi
jazykmi + LLM (prompt engineering)
* Kritické myslenie:
nebrat Al vystupy ako ,absolute truth”
= Znalost cloudovych platforiem a API

= Komunikacné zrucnosti
— vysvetlit’ Al-zalozené zistenia
biznisu




Prakticky priklad: Al-podporovana analyza incidentu

= Alert z EDR: podozrivé spravanie
procesu — Al doplni kontext (historia,
podobné incidenty)

= SIEM/LLM: automaticka sumarizacia
udalosti a navrh hypotez

= UEBA: zvySene rizikoveé skore
pouzivatela

= SOAR: navrhne kroky — izolacia
hostu, reset hesla, blokovanie |IP

= Analytik len potvrdzuje/koriguje kroky
a doplna ludsky kontext




Prakticky priklad: Phishing s Al podporou

* E-mail detegovany ML klasifikatorom
ako phishing

= LLM vysvetli, ktore Casti textu su
podozrive (ton, jazyk, linky)

* SOAR + Al agent: izoluje e-maill,
skenuje mailboxy, blokuje doméenu

= Generovanie notifikacie pre
pouzivatela v ,[udskej reci”

= \V/ytvorenie znalostneho clanku pre
buduce incidenty




Ako vyberat’ Al riesenia pre organizaciu

= Use-case driven pristup (Co konkrétne
chceme riesit)

* |ntegracie s existujucim stackom
(SIEM, EDR, ticketing)

= Kvalita a objem tréningovych dat
vendora (globalny vs. lokalny
footprint)

* Transparentnost modelov a moznosti
ladenia

= Licencny model, TCO, lokalna
podpora



https://www.crowdstrike.com/en-us/cybersecurity-101/artificial-intelligence/machine-learning

Trendy na najblizsie roky

= Viac agentickych Al systémov v SOC (autondmnejsie
rozho ovanle¥

= Uzke 8repojenie Al v IT i

a OT bezpecnosti e A R =
= Nastup Specializovanych bezpecnostnych LLM SeaTh R ] > Komedge
(domain-specific) ) %
= RAG (Retrieval-Augmented Generation) s LLM P cuery
LLM sa netrénuje —

Relevant

pridame vektorovu databazu (embeddings) 3 momaton
pre otazku sa z db vyberu relevanté informacie m e <« Ennanced
tie sa s otazkou posiu do LLM Qe — Context

rozSirenie znalosti o Specificku oblast, aktualne dokumenty Generated
U H ] H 5
fahko aktualizovat vedomosti L=

Response

= finetooning LLM

dotrénuj LLM Rramit
dlhSie trva 4 | Query N
, v e P . v v . + -
vhodné na Specifické veci, Co sa_Casto nemenia, Eiies
napr. aby generoval udaje v zauzivanom formate fimry Context Large Language Model EndPoint

= Al-pohanané red teaming, simulacie utokov
= PrisnejSia regulacia a Standardy pre bezpecnostné Al

'



https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://aws.amazon.com/what-is/retrieval-augmented-generation/

Zaver: Al ako multiplikator obrany, nie nahrada Fudi

= Al dramaticky zvysuje schopnost
branit sa voCi modernym hrozbam

» Ludsky faktor ostava klucCovy
(rozhodovanie, kontext, etika)

= Uspech zavisi od spravneho dizajnu
procesov, dat a skoleni

= Odporucanie: zaCat malymi
use-casmi a iterativne skalovat

= Al v kyberbezpecnosti je evolucia
SOC, nie ,magicka krabicka"




Reflexia (otazky + vyberme z odpovedi)

= Umela inteligencia v kybernetickej bezpecnosti

1) vie zlepsit schopnost detekcie hrozieb
a anomalii analyzou velkého mnozstva udajov,
ale nevie sa ucit z minulych utokov

2) nevie automaticky reagovat na incidenty, blokovat skodlivé aktivity a izolovat
infilkované systéemy

3) vie pomocou analyzy predikovat potencialne hrozby - na zaklade analyzy
historickych udajov a aktualnych trendov

4) nepouzivaju ju kyberzlocCinci na vytvaranie sofistikovanejSich utokov (phishingove
kampane, deepfake videa, oklamanie obeti a Sirenie dezinformacii)




Dakujem za pozornost’

| Umela inteligencia v KB
&
‘I‘r(".
5 | LN Moderné technoldgie, bezpec¢nost cloudu a loT (Blok VII)

Kurz: Specialista kybernetickej bezpeénosti vo verejnej sprave
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